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Abstract

In recent years, the importance of operating in and protecting the cyber
domain has gained much attention. As long as our nation relies on computer
networks as a foundation for military and economic power, our national and
economic security are at risk through the cyber domain. Cyber attacks on US
industry and government systems severely impact our economy and ability to
execute modern network-centric warfare.

Our reliance on networked systems and the high costs associated with cyber
attacks have led many leaders in the US government and Department of
Defense to focus resources toward developing a strategy for deterring adver-
saries from attacking our networks in the first place. This effort has led to
much debate about the question, is cyber deterrence possible? Deterrence in
the cyber domain is drastically different and far more complicated than in
other military domains (air, land, sea, and space). Cyber weapons and offensive
cyber techniques are relatively inexpensive and easily obtained or developed.
The number of adversary groups capable of attacking US networks is large,
and our ability to deter each group will vary based on its motives and levels of
risk tolerance. An effective cyber deterrence strategy must be multilayered
and use all instruments of US national power. This paper discusses the dif-
ficulties of deterring unwanted cyber activities, provides some realistic expectations
for a deterrence strategy, and offers proposals to help mitigate the problems.






Introduction

The United States’ reliance on networked systems and the high costs asso-
ciated with cyber attacks have led many leaders in the US government and the
Department of Defense (DOD) to prioritize protecting our critical networked
infrastructure. Part of that focus is trying to develop a strategy for deterring
adversaries from attacking our networks in the first place. This effort has led
to much debate around the question of whether cyber deterrence is possible.

Answering this question is difficult since the number of adversary groups
capable of attacking US networks is large and our ability to deter each group
will vary based on its motives and levels of risk tolerance. The United States
should not expect a cyber deterrence strategy to achieve the kind of results
seen with our nuclear deterrence strategy during the Cold War. However, a
limited US cyber deterrence strategy is possible. To be effective, this strategy
must be multilayered and use all instruments of US national power. The
strategy employed against one adversary group (e.g., criminal actors) will be
different than that against another group (e.g., state or state-sponsored actors).
This paper explores (1) the difficulties of deterring unwanted cyber activities
by each group of cyber threats, (2) realistic expectations for a deterrence
strategy, and (3) proposals to help mitigate the problems.

Background

In recent years, the importance of operating in and protecting the cyber
domain has gained much attention. The US president, members of Congress,
and senior DOD/military officials are keenly aware of the criticality of cyber to
US national security. The 2010 National Security Strategy says the following
regarding cybersecurity:

Cybersecurity threats represent one of the most serious national security, public safety,

and economic challenges we face as a nation. The very technologies that empower us to

lead and create also empower those who would disrupt and destroy. Our daily lives and
public safety depend on power and electric grids, but potential adversaries could use

cyber vulnerabilities to disrupt them on a massive scale. . . . Our digital infrastructure . . .
is a strategic national asset, and protecting it . . . is a national security priority.!

As long as our nation relies on computer networks as a foundation for mili-
tary and economic power, our national and economic security can be placed
at risk through the cyber domain. Cyber attacks on US industry and government

The author wrote this paper in 2014 while a student at the Air War College Cyber Horizons
program, Maxwell AFB, Alabama.



systems have significant impacts to our economy. As many as 500,000 US jobs
are lost each year from costs associated with cyber espionage, and hacking
costs the overall US economy as much as $100 billion each year.? A compre-
hensive cyber deterrence strategy is one option available to the United States
for preventing or minimizing further impacts to critical US national security
digital infrastructure.

General Deterrence Theory

To answer the question of whether cyber deterrence is possible, one must
understand the theories or concepts behind successful deterrent strategies
and how they apply to cyber. There is no single definition of deterrence or
shortage of theories for its practical application. Joint doctrine defines deterrence
as the “prevention of action by either the existence of a credible threat of
unacceptable counteraction and/or belief that the cost of action outweighs
the perceived benefits”® Deterrent options can be either passive or active in
nature. In his book Cyber Deterrence and Cyber War, Martin Libicki describes
these options as (1) “deterrence by denial (the ability to frustrate the attacks)”
or passive deterrence and (2) “deterrence by punishment (the threat of retali-
ation)” or active deterrence.* From a cyber perspective, passive deterrence
includes those actions taken to secure our networks from attacks or to build
resilient networks that minimize the effects of an attack. These actions are an
important part of good system security engineering and doctrine but do not
play a substantial role in actively deterring cyber attacks. They can, however,
have a deterrent effect by denying the adversary any meaningful effects to our
systems, networks, or operations. As an alternative, active deterrence threatens
retaliation or some type of undesirable response to a cyber attack or incident.

What are the attributes that lead to a successful deterrence strategy? For
the purposes of this study, seven commonly cited deterrence attributes are
highlighted for evaluation: interest, deterrent declaration, credibility, fear, denial
measures, penalty measures, and cost-benefit calculation (see table).

In the case of cyber, our interest is in preventing cyber attacks against critical
US government and civilian infrastructure. The deterrent declaration (or
warning) must be loud and clear so the target cannot misread it, clearly docu-
mented in national policy, and consistently echoed in the words and actions
of civilian and military leaders. To deter a target actively, one must have the
means to threaten the target into inaction.” Most articles on cyber deterrence
assert that retaliation will be in the form of a counter cyber attack. A cyber-
attack response is just one of the many instruments of national power available
to actively deter or respond to a cyber attack or incident. Finding the proper



mix of passive and active actions is the key to building a successful strategy.
Passive cyber deterrence (deterrence by denial) alone will not inflict the necessary
fear in an adversary to prevent attacks. There must be a credible threat to
impose an undesirable set of penalty measures (active deterrence) to have a
successful and effective strategy

Table. Deterrence attributes

Deterrence attribute Definition
Interest A state employs a deterrence strategy to protect an
interest.
Deterrent To keep adversaries from attacking the interest, a
declaration state makes a deterrent declaration: Do not do this,

or else that will happen. This is any adversary action
that threatens the interest, and that includes either
denial measures, penalty measures, or both.

Credibility Credibility is the attacker’s calculation of the defender’s
capability and intent to carry out the deterrent decla-
ration. For other states to take a deterrent declara-
tion seriously, the declaration must be credible and
believable.

Fear If a potential adversary fears the denial or penalty
measures, that actor is less likely to take an un-
desirable action.

Denial measures Denial is the defensive aspect of deterrence and
(passive measures) consists of prevention and futility. Deterrence by
prevention means that if an attack is launched, the
defensive measures will disrupt the attack to keep it
from succeeding. Deterrence by futility means that
even if an attack breaches defenses, it will not have
its desired effect on the target.

Penalty measures Penalty is the offensive aspect of deterrence and

(active measures) consists of retaliation. Classical deterrence theory
demands that penalty measures be certain, severe,
and immediate.

Cost-benefit What are the benefits and costs of action versus the
calculation benefits and costs of restraint?

Adapted from Will Goodman, “Cyber Deterrence: Tougher in Theory than in Practice,” Strategic Studies Quarterly 4, no. 3
(Fall 2010): 102-35, http://www.dtic.mil/dtic/tr/fulltext/u2/a528033.pdf.

What Is a Cyber Attack?

The next step in determining if cyber deterrence is possible is understanding
and defining what actions the United States is trying to prevent. Senior civilian
and military leaders often use the term cyber attack incorrectly when discuss-
ing malicious actions against our critical infrastructure. In 2013 Air Force
general William M. Fraser III told the Senate Armed Services Committee that


http://www.dtic.mil/dtic/tr/fulltext/u2/a528033.pdf

US Transportation Command was “hit by almost 45,000 cyber attacks during
2011, and quadruple that number [in 2012]7¢ In this case, General Fraser
used an extremely broad definition of cyber attack.

Because malicious cyber actions can be grouped in many ways, not all
malicious actions should be classified as an attack. Merriam-Webster defines
an attack as “to act violently against (someone or something).” In the cyber
domain, the “someone” is US citizens or allies while the “something” is the
critical US digital infrastructure that is the backbone of our economic and
military power. In his commentary for the National Interest, Panayotis A.
Yannakogeorgos uses the definition of cyber attack from the Tallinn Manual
on the International Law Applicable to Cyber Warfare: “a cyber operation,
whether offensive or defensive, that is reasonably expected to cause injury or
death to persons or damage or destruction to objects.” Yannakogeorgos refers
to actions that fall below the threshold of cyber attack as aggressive incidents.
For instance, he categorizes the distributed denial-of-service disruptions to
US financial services as aggression and the incidents of Chinese hackers stealing
US intellectual property as cyber espionage—not as cyber attacks. Yannakogeorgos
concludes that while the acts of disrupting business services or stealing data
are not an armed attack, they may—under the right political circumstances—
cause the national leadership to act.” The United States Cyber Command
(USCYBERCOM) groups cyber activity into the three categories of access,
disruption, and attack (see figure).

Based on these categories, therefore, a cyber attack must cause physical
damage to property or injury to persons. I agree with Dr. Yannakogeorgos’s
and USCYBERCOM’s definition of an attack. However, some activities cate-
gorized as a “disruption” or “aggressive incident” could also rise to the level of
a cyber attack, depending on the economic impact of the disruption. In 2015
Defense Secretary Ashton Carter told the Senate Committee on Armed
Services that a “cyber attack on critical infrastructure, the economy or U.S.
military operations” is “an act of cyber warfare” and that “theft of intellectual
property through cyber means” jeopardizes our national security and eco-
nomic prosperity.® I believe that cyber activity resulting in an appreciable
financial loss to a US private company or US government office/agency
should also be considered an attack against our critical national interest.
Therefore, the following definition of a cyber attack is provided for the pur-
poses of this paper: the deliberate damage, destruction, or corruption of
critical private systems or critical/noncritical government systems or any
cyber activity that results in a significant financial loss to a US private com-
pany or US government office/agency or that results in death, destruction,
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or serious injury. The focus of any national-level cyber deterrence strategy
should be to prevent these types of cyber attacks.

Ping, « Erase « Implant Degrade | Deleteor |Distributed | Disrupt « Supv. +SCADA Change Destroy
map, logs malware | serviceor | change denial of govt.and | control outage data equipment
or « Install « Create accessto | adversary [service with | banking and data with no - Cause (e.g.,
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Figure. Spectrum of cyber operations. (Adapted from USCYBERCOM/udge
Advocate, briefing, subject: Assessing Actions along the Spectrum of Cyberspace
Operations, slide 18, no date.)

Analysis of Current US Cyber Policy

The first step in defining an effective deterrent strategy is establishing
policy at the national and DOD levels. One of the most important policy docu-
ments is the 2010 US National Security Strategy (NSS) signed by the president.’
The NSS is intended to outline the president’s national priorities and provide
high-level guidance for US agencies and departments to follow. This docu-
ment also serves as an indicator to our international partners and adversaries
of areas where we plan to focus our attention. It addresses several of the seven
attributes necessary for effective deterrence. First, the NSS defines our national
“interest.” It makes clear that the US digital infrastructure is a “strategic national
asset, and protecting it . . . is a national security priority”” These statements
make evident the critical role of cybersecurity in our national security. However,
the deterrent declaration in the NSS is extremely weak: “we will deter,



prevent, detect, defend against, and quickly recover from cyber intrusions
and attacks by . . . investing in people and technology . . . [and] strengthening
partnerships”!® It makes virtually no reference to a deterrent penalty of any
significance. It states only that the United States will “strengthen our inter-
national partnerships on . . . the development of norms for acceptable conduct
in cyberspace . . . [and] laws concerning cybercrime.” It adds, “We will work
with all the key players . . . to investigate cyber intrusion and to ensure an
organized and unified response to future cyber incidents”!! While the docu-
ment says that we want to deter attacks against our infrastructure, it makes no
strong declarations of severe penalties if an adversary makes such attempts.

The next policy document that gives us insight into a US strategy on cyber
deterrence is the 2011 White House document International Strategy for Cyber-
space: Prosperity, Security, and Openness in a Networked World. Its stated goal
for the United States in the future cyberspace environment is to

work internationally to promote an open, interoperable, secure, and reliable information
and communications infrastructure that supports international trade and commerce,
strengthens international security, and fosters free expression and innovation. To
achieve that goal, [the United States] will build and sustain an environment in which
norms of responsible behavior guide states’ actions, sustain partnerships, and support the
rule of law in cyberspace (emphasis in original).'?

This strategy outlines how the United States plans to deter cyber threats. It
specifically addresses two of the seven attributes necessary for deterrence: denial
and defining penalty measures. A key part of the international strategy is
deterrence by denial. The president’s plan is to build robust network defenses
and the “ability to withstand and recover from disruptions and other attacks”*?
This capability is a key part of a deterrent strategy but is extremely difficult to
do in practice. New vulnerabilities are identified on a daily basis, and protecting
all systems against these vulnerabilities is nearly impossible. Building secure
and defensible systems is a worthy goal and logical part of any good system
engineering or operating process. Nevertheless, our networks are so complex
and extensive that preventing attacks through defensive measures is not likely
to be a strong deterrent. Regarding the attribute of defining penalty measures,
the strategy states that the United States will work with national and inter-
national law enforcement organizations to prosecute hackers. Further, when
warranted, the United States will respond with “all necessary means—diplomatic,
informational, military, and economic [DIME]—consistent with applicable
international law.”* Thus, this document unequivocally affirms that the
United States will pursue legal action against individuals and is willing to use
military force against state and nonstate actors, such as terrorist groups.



The final fundamental policy document that clarifies US strategy on cyber
deterrence is the 2011 Department of Defense Strategy for Operating in Cyber-
space. It acknowledges that the DOD is particularly concerned with three areas
of potential adversarial activity: (1) theft or exploitation of data; (2) disrup-
tion or denial of access or service that affects the availability of networks,
information, or network-enabled resources; and (3) destructive action including
corruption, manipulation, or direct activity that threatens to destroy or degrade
networks or connected systems.

The DOD strategy for cyberspace complements that of the president’s by
continuing the theme of denial by defense. A key part of this strategy is to
defend and protect critical cyber infrastructure. However, as discussed above,
while denial by defense is paramount, it is difficult in practice and not likely
to be a great deterrent by itself. The DOD also indicates that the United States
will treat cyber as a war-fighting domain and maintain the capability to operate
effectively in it. Doing so includes organizing, training, and equipping forces
to conduct both offensive and defensive operations in cyberspace. Thus, another
priority is maintaining an offensive cyber capability.

While offensive capabilities comprise an effective military strategy, they are
not likely to act as a strong deterrence against cyber attacks. Here’s why. To
serve as an effective deterrent, the use of offensive cyber tactics as a potential
penalty measure in response to a cyber attack must be credible. The United
States will likely be judicious in its use of offensive cyber weapons, defined as
“digital objects that can be used to achieve military objectives by disabling key
functions of computer systems and networks.”'® When employed, these weapons
will identify which vulnerabilities are being exploited in adversary networks
and thus expose US capabilities. As a result, the adversary can then patch
those vulnerabilities; the offensive weapon then becomes useless against that
particular adversary and potentially others. Offensive cyber weapons have a
limited shelf life and may take years to develop. The United States would be
wise to explore other instruments of national power before it exposes a fragile
offensive cyber weapon.

Challenges for Cyber Deterrence
Attribution

Now that we have a basic definition of deterrence and the attributes necessary
for success, the next step is to look at the challenges associated with applying
those principles to cyberspace. One of the biggest barriers to effective cyber
deterrence is the concept of attribution. Intelligence expert Bob Gourley



maintains that “you cannot deter unless you can punish and you cannot
effectively punish unless you have attribution!” Attribution in the cyber domain
is possible, but in some circumstances it can be difficult and time-consuming.
The complex structure of the Internet, immature political and legal policies,
and global nature of the cyber domain make operating anonymously possible.
Adversaries can exploit any number of system or protocol vulnerabilities to
hide or spoof their location and can operate from nearly any physical location.
The more sophisticated the attacker, the more difficult attribution becomes.
These attackers will take actions to hide their true location and make it appear
that another attacker or nation-state may have conducted the attack. Additionally,
legal and political hurdles may make attribution difficult and time-consuming—
especially when international cooperation among multiple organizations,
agencies, and governments is required to determine the source of an attack.
Any organization that chooses not to assist in the investigation (or that does
not have the technical capacity to assist) can prevent or hinder positive identifica-
tion of the attacker. As a result, obtaining certain attribution in a timely manner
can, at times, be extremely difficult (especially against a sophisticated attacker).
To deter criminal cyber actions, US law enforcement agencies must rely on
technical attribution to prosecute and impose appropriate penalty measures.
Technical attribution is the ability to associate an attack with a responsible
party through technical means based on information made available by the
cyber operation itself—that is, technical attribution is based on clues available
at the scene(s) of the operation.!®

At the national level, the United States has additional tools at its disposal to
aid in the attribution of a cyber attack against terrorist or nation-state cyber
actors. At this level, it isn’t necessary to determine attribution at a level that
will hold up for a conviction in a court of law. In this case the United States
will use all-source intelligence products to identify the party that should be
held responsible for a cyber attack. According to Dr. Herbert Lin, all-source
attribution “is a process that integrates information from all sources, not just
technical sources at the scene of the attack, to arrive at a judgment (rather
than a definitive and certain proof) concerning the identity of the intruder”*?
Data collection includes more traditional intelligence gathering sources and
methods that may allow us to overcome some of the technical or political
hurdles that hinder the timely and certain attribution of cyber activity.

Using such sources, however, leads to another difficulty with attribution.
At some point, the United States must publicly declare—and prove beyond a
reasonable doubt—that it knows who has attacked our system. Such verifica-
tion is a crucial step prior to gaining support to impose penalty measures
from US policy makers, US citizens, and/or any desired or required international



entities. In so doing, we may have to reveal classified sources and methods
that we may not be willing to share. The United States may find itself in a difficult
situation since demonstrating to those it wants to deter that it has the ability
to attribute attacks is key to a credible cyber deterrence strategy.

Understanding Adversary Motives and Level of Risk Tolerance

Another challenge to cyber deterrence is understanding the adversary and
how it will react to a given deterrence strategy. Cyber threats can be categorized
in many ways, and each category will have different motivations and levels of
cyber skills or capabilities. Our ability to deter each group of cyber adversaries
will vary. For this paper, I group threats into the three categories of criminal
actors, violent nonstate actors, and state or state-sponsored actors.

Cyber-criminal activity is the largest group of cyber threats and one of the
most difficult to effectively deter. This group of hackers ranges in sophistication
from low ability (i.e., script kiddies) to elite-level hackers motivated by financial
gain. Our ability to punish and deter this group is sometimes limited and
largely dependent on law enforcement and effective cooperation from foreign
nations. Sophisticated hackers will seek out places where governance and
policy conditions facilitate masking their identities.?® Punishing this group
can be complex for several reasons. First, as discussed, accurately attributing
the source of cyber attacks is problematic and sometimes time-consuming.
Second, the sheer volume of activity makes prosecuting all cases impractical.
According to a 2013 US Government Accountability Office report on cyber-
security, the number of computer security incidents that federal agencies reported
to the United States Computer Emergency Readiness Team (US-CERT) over
a six-year period increased from 5,503 in 2006 to 48,562 in 2012 (a 782 percent
increase).?! According to the Internet Crime Complaint Center’s 2010 Internet
Crime Report, the Federal Bureau of Investigation received 303,809 Internet
crime complaints resulting in 1,420 prepared criminal cases—which led to a
mere six convictions.?? In addition to the low conviction rate, cybercrimes are
among the most underreported forms of criminality. One estimate suggests
that only 17 percent of companies report cybercrime-related losses to law enforce-
ment.” Hackers with criminal or financial intent have to weigh the possibility
of being caught and prosecuted for their crimes against the potential profits.
Skilled hackers who know how to hide their identities and locations will continue
to conduct these crimes until identification, attribution, and prosecution of
cybercrimes increase. Our ability to deter political hacktivist groups is low for
all the same reasons. Hacktivists are activists motivated by politics or religion
or the desire to expose that of a wrongdoing or exact revenge. The DOD will



have a minimal role in deterring these groups since the threat of military action
is not a likely or credible response. Until we can discernibly increase the risk
of prosecution, we cannot expect to have an effective US national-level cyber-
deterrence strategy against criminal hackers or political hacktivists.

The next adversary group is violent nonstate-sponsored organizations such
as terrorist groups. This group may be more organized and have a clear goal
to inflict harm against the United States or its key interests. Again, our ability
to deter this group from attacking our networks is currently low. This group is
intent on causing harm to the United States at almost any cost and would
likely publicize its success at wreaking havoc on our systems. A nonstate-
sponsored terrorist group understands that it cannot fight the United States in
a force-on-force battle so it resorts to irregular forms of warfare. Attacking the
United States in the cyber domain certainly falls within the realm of modern
irregular warfare. The cost of entry is low when compared to that of obtaining
traditional weapon systems capable of defeating US forces. Cyber weapons and
techniques are more readily available than advanced traditional weapon
systems, and cyber weapons give terrorists an ability to attack the US home-
land. We have seen these groups successfully recruit people who are willing to
die as suicide bombers for their causes. It’s not hard to envision one of these
groups recruiting skilled hackers to support its fight against the United States.
Since we are so heavily networked and these groups are so determined, a reason-
able possibility is that—at some point in the future—one of these groups will
impact US interests. It is unlikely that a terrorist group currently has the ability
to launch a cyber attack that will elicit mass fear in the general public. How-
ever, it is very possible that a group could attack private and government in-
frastructure, causing significant financial loss to individuals or corporations.
When these groups perform the “cost-benefit calculation” associated with
cyber attacks, they will certainly see that the potential gain far exceeds the
minimal risk of immediate retribution. Unlike for criminal attacks, the DOD
has a role in attempting to deter activity from these groups. It can attempt to
passively deter attacks against DOD infrastructure through defensive measures
and actively by responding militarily (not necessarily a cyber response) against
a terrorist action.

Unlike criminal hackers or nonstate-sponsored adversaries, state-sponsored
groups can be effectively deterred. The difference between this group and the
others is our ability to inflict an appropriate level of punishment on a nation-state
to deter unfavorable behavior guided by that state. In this case, the United
States can use its full DIME instruments of national power to shape foreign
nations’ behaviors. The threat of economic sanctions, military action, or other
political/diplomatic responses by the United States could markedly affect certain

10



states. A nation-state will have to weigh the risk of escalating hostilities with
the most powerful nation on Earth with the potential gains of a cyber attack.
We should expect most nation-states to develop offensive cyber weapons for
use against the United States due to their low cost and our reliance on networked
systems. If we go to war against one of these nations, we should expect that
they will use cyber weapons against us. An effective cyber deterrence strategy
should make it clear to any nation that a cyber attack against US interests will
be seen as a form of aggression and is no different than a kinetic or armed attack.
The goal is to have a deterrent strategy that prevents a nation from employing
cyber weapons outside of a declared war against the United States.

We must bear in mind that a state actor’s conduct of cyber access opera-
tions should not be considered an act of aggression against the United States.
We cannot punish those actions that we plan to execute ourselves. For example,
the United States has openly stated that it will maintain an offensive cyber
capability. Having this capability requires it to gather intelligence against foreign
systems. This collection can be done in many ways but will likely include some
sort of computer network exploitation (CNE) of adversary systems during times
of peace. CNE is intrusive to adversary systems, but it does not damage or
corrupt those systems. If the United States chooses to conduct CNE outside of
a declared war or conflict, then it must expect that others will do the same. We
must therefore be willing to accept foreign nations gaining access to our systems
and installing implants for persistent access. This tactic is simply a modern
form of espionage as long as their actions do not disrupt or cause damage.
Consequently, we are left with deterring actions that cause data corruption,
damage, financial loss, or physical injury (i.e., a cyber attack).

Final Analysis

Recommendations for the United States and DOD

Current US strategy falls short on several key attributes necessary for effective
deterrence: deterrent declaration, penalty measures, credibility, and fear. National
strategy does a decent job of making clear to our adversaries that we have a
strong interest in protecting and defending our networks but falls short with
its deterrent declaration. While designing, acquiring, and operating more secure
systems are essential, deterrence by denial is a passive strategy—and insufficient
on its own to achieve cyber deterrence. A critical part of a deterrence strategy
is, first, promoting a strong deterrent declaration that makes clear to adversaries
the severe penalties of attacking our interests. Second, and most importantly,
the United States must be willing to inflict severe penalty measures against
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those who attack. Classic deterrence theory demands that penalty measures
be certain, severe, and immediate. Although the United States certainly has
the means to threaten severe penalties (through diplomatic, military, and economic
actions), it continues to allow adversaries to attack our networks with little or
no consequences. The United States must add credibility to its deterrence
strategy as it is allegedly hacked routinely by foreign states such as China,
Russia, North Korea, and Iran. We continue to allow these nations to pene-
trate our systems and do nothing about it. At this point in time, the United
States’ threats to impose penalties are not believable. Without the ability to
enforce consequences, we cannot create a situation in which an adversary
fears our penalty measures and therefore chooses not to attack our systems.
The problem, as noted above, is that the strategy has no credibility. Cyber
deterrence is possible if the United States is willing to punish those who con-
duct activities we wish to deter. It is not possible to deter adversaries from
conducting CNE against our systems (since the United States will likely be
conducting CNE against their systems), but it is possible to deter those activities
that cause data corruption, damage, financial loss, or physical injury. The
United States can have a viable deterrence strategy by enforcing a set of penalty
measures on a nation-state conducting unwanted cyber activity against US
networks. As discussed, such measures are the offensive aspect of deterrence
and consist of a form of retaliation. A perfect example would be the United
States taking proportionate political and economic actions toward China for
the extensive corporate espionage it conducts in the cyber domain. A recent
report to Congress by the United States—China Economic and Security Review
Commission observes that China’s “professional state sponsored intelligence
collection not only targets a nation’s sensitive national security and policy-
making information, it increasingly is being used to collect economic and
competitive data to aid foreign businesses competing for market share with
their US peers”** China goes beyond what the United States considers acceptable
state-sponsored espionage and crosses into state-sponsored corporate espionage.
This activity has a clear and significant impact on the US economy and the
future of US economic dominance. US cyber deterrence strategy would have
credibility if we stood up to China with economic and political sanctions and
were successful in stopping cyber-related corporate espionage against US
companies. This topic, however, is one for another paper. A useful exercise
would be to evaluate potential gains to the US economy by preventing China’s
cyber corporate espionage versus potential economic and political losses that
may occur by playing hardball with one of our most valuable trade partners.

12



Conclusion

While a US strategy to deter cyber attacks is possible, current US strategy
lacks credibility. It will be effective only if we can swiftly and adequately punish
malicious cyber actors such that aggression against our systems is not worth
the potential reward. US strategy lacks a clear definition of what actions con-
stitute a cyber attack and will result in some form of US retaliation. Corporate
cyber espionage should be at the top of the list of cyber attacks that will elicit
severe penalty measures from the US government. These attacks pose an
unequivocal risk to our national security and economic prosperity. Since the
United States plans to conduct offensive cyber operations during times of
peace, we can only expect to deter actions that actually inflict damage to our
systems, result in financial loss, or cause physical injury.

A strong US cyber deterrence strategy will have the most immediate effect
on nation-states whose actions can be influenced by US instruments of national
power. However, nations such as North Korea and Iran have shown an incredible
resistance to US political and economic pressure and may be difficult to deter
without credible threats of military actions. The United States should also
pursue a strategy to deter common hackers, criminals, violent nonstate actors,
and other non-nation-state actors. The success of this strategy will be limited
until the prosecution rate increases to a level that swings the cost-benefit calculus
in favor of the United States. To be effective, US strategy must be multilayered
and use all instruments of US national power. We must understand the motives
and levels of risk tolerance of all malicious cyber actors and tailor the strategy
toward each group.
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