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ACCELERATE
CHANGE

OR LOSE THE
INFORMATION WAR

KAREN GUTTIERI

The United States Air Force must accelerate change or lose an information-cyber war that
is already hot and holds at risk American social, economic, and political cohesion. The Air
Force has launched promising organizational and technological initiatives including an
“integration imperative” recognizing the interdisciplinary, techno-sociological character of
information warfare. At the same time, the Air Force has removed cyber from its mission
statement. Moreover, force development does not progress past digital literacy, cyber hy-
giene, and information technology training. To win, the Air Force must develop and promote
strategists to overcome vulnerabilities and seize opportunities in the cyberspace domain

and information environment.

In August 2020, General CQ Brown Jr., chief of staff of the United States Air Force,
warned of “rapid technology development and diffusion” driving change in the strate-
gic environment.! American innovations of the late twentieth century had delivered
instant global connectivity, operational technology, geographic positioning, and other
capabilities that changed daily life and shaped relative military power and power pro-
jection.” Twenty years later, American economic, social, and warfighting advantages
from these advances are eroding. The Air Force’s high-tech, robustly networked sys-
tems and the highly networked public they protect have become large attack surfaces.
In response, Brown ordered, “accelerate change or lose.”

In October 2020, a Joint Force wargame showed how loss might play out. By ad-
mission of the Vice Chairman of the Joint Chiefs of Staff General John E. Hyten, the
US Joint warfighting concept “failed miserably” when the red team denied US forces
in the information environment, impairing communications and command and control,
and rendering useless many key capabilities.?> The wargame invalidated twenty-
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year-old assumptions. The United States could no longer take information superi-
ority for granted.

Information warfare—a concept that involves both technical and human elements—
is already a hot war. China spies, steals blueprints of American warplanes, and pur-
loins massive amounts of personal data. Russia reaches through cyberspace to attempt
to disrupt American elections and deliver propaganda that further divides everyday
Americans. “Our adversaries have brought strategic competition to the nation’s front
door,” writes Sixteenth Air Force Commander General Timothy Haugh, “by engaging
the United States’ population in the information environment.”* With this in mind,
what are the prospects for the Air Force to “accelerate change or lose” the informa-
tion war?

Historically, multiple forces drive military change. Civilian intervention, an external
force, is one, but this article will instead focus on two drivers the Air Force controls—
strategic assessment and officer development.> Assessment that leads to reconsideration
of a strategic goal or the concept of operations in relation to that goal is an impetus to
change.® This is happening today. Militaries also change through officer development
and promotion. This element of Brown’s action order “A”—develop Airmen—needs
attention.

The Information War

“Plus, China and Russia are trying fo take out our internet every day. People

really like the internet. They're always checking it.”
- Steve Carell as General Mark R. Naird

The fictional commander of Space Force, General Mark Naird, in the television
comedy of the same name, complained to his therapy group of constant attacks.” In
2019, the real-life Air Force lieutenant general responsible for Air Force cyber and
intelligence declared, “Right now, today, in the cyber domain, in information opera-
tions, I am not at peace. I am in persistent conflict.”® A Russian diplomat later echoed
her comment, saying, “The war [in cyberspace] is underway and unfolding very in-
tensively. No matter how hard we may try to say that all this is disguised and that it
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isn’t that war or this war, in actual fact, military activities in cyberspace are in full
swing”® Dynamic cyberattack maps illustrate the complexity of the battlespace.'

Scholars debate what this all means. Some see it as hyperbole because the confron-
tation is mostly waged as espionage, subversion, and sabotage.'" Others argue nonkinetic
cyber operations merely support kinetic operations.'* Those critics miss the point that
the nonkinetic fight is reshaping any future kinetic battlefield, and perhaps over-
shadowing the relevance of the kinetic battlefield.

Information warfare is “the employment of military capabilities in and through the
information environment to deliberately affect adversary human and system behavior
and to preserve friendly freedom of action during cooperation, competition, and
conflict”"? This not-yet-doctrinal description is consistent with the mid-twentieth-
century cybernetics field’s interest in control of industrial production and thought
processes and its depiction of community as a function of information transmission."
It aligns with Russian and Chinese constructs of information warfare as involving
technical and social components.

Information warfare was first introduced by American scientist Thomas P. Rona in
a 1976 study anticipating advances in human use of the electromagnetic spectrum.'?
Rona explained an aerial attack as an information system, reliant on electronics, com-
putation, and communications, with complex internal and external information flows.
Pilots using fly-by-wire do not directly maneuver their aircraft with mechanical links.
Instead, a computer reads the pilot’s input to determine what signals to send the con-
trol actuators for yaw, pitch, and roll.'® Systems are vulnerable at the seams of external
information flow.

Discussion of information warfare intensified in the 1990s after US success in the
Gulf War. Advanced command, control, communications, intelligence, surveillance,
and reconnaissance capabilities, instantaneous communications, global positioning
technologies, and precision strike capabilities gave the US game-changing advantages.
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The United States Air Force owned the skies. The then-Soviet Russians called this a
military-technical revolution; Americans called it a revolution in military affairs.

The Department of Defense fostered the internet, but the private sector soon became
the locus of information technology innovation.'” In fact, the Air Force now looks to
the private sector for “IT as a Service,” to free military cyber experts from information
technology duties in order to focus on the more critical offensive and defensive cyber
operations.'® Amazon Web Services partners with the Air Force to test cloud capabilities
at the tactical edge." Military acquisition and logistics personnel and defense innova-
tion units navigate a complex innovation ecosystem, leveraging and relying on
private-sector advances.

In about 2013, America’s competitors began to catch up. General Paul M. Nakasone,
commander of US Cyber Command and director of the National Security Agency,
referred to “a strategic inflection point” in which adversaries began operating “con-
tinuously against critical infrastructure, government networks, defense industries,
and academia—both in America and abroad”*° Technology dependence created in-
creasingly complex vulnerabilities, many in the civilian sector outside the control of
the military.

Today, information vulnerabilities extend to space. Satellites, their ground stations,
and data links are essential to communications, computing and network systems, geo-
graphic positioning, weather prediction, satellite TV and radio, phones, broadband,
air traffic control, even telling the time.?! Russia and China threaten with antisatellite
weapons, but the Department of Defense Space Development Agency director worries
more about cyber and supply-chain exploitations. “It doesn’t matter if I have one satel-
lite or if I have 1,000 satellites, those type of attacks may have the ability to take them
all out”*

And people really like the internet. On December 7, 2021, Amazon Web Services—
controlling 33 percent of the global cloud infrastructure—suffered an outage. Parts of
Amazon’s enormous retail operations ground to a halt; iRobot Roomba vacuums re-
sisted orders; and websites dropped offline, including learning management programs,
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causing universities to cancel exams during finals week.>* While the incident is a cau-
tionary tale for the Air Force as it shifts its basic computing services to this commer-
cial sector, it could be much worse.

Cyberattacks can seize control of an operating system to produce physical effects.
In 2010, the Stuxnet worm, the first known virus to cripple hardware, caused some of
Iran’s nuclear reactors to self-destruct. In February 2021, a hacker using remote-access
software broke into the control system of a municipal water treatment facility and at-
tempted to increase lye in the water to harmful levels.**

The US Cybersecurity Infrastructure Security Agency identifies sixteen sectors as
critical infrastructure meaning “incapacitation or destruction would have a debilitat-
ing effect on security, national economic security, national public health or safety”*°
Some say cyber weapons are strategic because an attack on critical infrastructure
could harm large civilian populations.* Indeed, this issue is discussed widely in
United Nations and other international fora.

Still, cyber weapons do have their limitations. Zero-day opportunities are time lim-
ited because once known they can be patched. The intruder must manage a trade-oft
between maintaining an opportunity for espionage and the execution of malware that
could divulge their presence in the system. An effective hacker must be aware of the
complex physical and social systems of the target.*”

And malware once released can boomerang. The National Security Agency devel-
oped cyber tools that were stolen by the Shadow Brokers group and released begin-
ning August 2016.2% Purportedly among these was EternalBlue, a penetration tool. In
2017, North Korean hackers used EternalBlue in the WannaCry ransomware attack
that affected computers in more than 150 countries and crippled the United Kingdom’s
National Health Service for days.” Then Russian military hackers used it in the
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NotPetya attack that caused billions in damage worldwide.*® Initially targeting
Ukraine, NotPetya spread rapidly, affecting systems around the world, including
Rosneft, Russia’s state oil company.®!

Like the IT serving them, social systems are wired for connectivity. Social media
interaction and outsourcing cognition have made US military personnel, other national
security practitioners, and everyday Americans prime targets for online psychological
manipulation.** And online behavior has proven successful at shaping behavior in real
life. In 2016 Russians, seeking to widen partisan US divisions, used fake Facebook ac-
counts and armies of bots and trolls to attract Americans to at least eight political
campaign rallies, including competing events on the same day in New York City.*?

The internet empowers social mobilization at speed and scale with global reach at
low cost.** Weapons like those employed by Russia enable states to attack below the
threshold of armed conflict in the so-called gray zone. Anonymity offers weaker actors
an opportunity to inflict pain without consequences. Attribution is difficult and doing
so reveals one’s own abilities. For these reasons, many believe cyberspace operations
favor the offense.?® Indeed, current US policy might be characterized as the best de-
fense is a good offense.

The US strategy is “persistent engagement” through cyberspace. “We will defend
forward to disrupt or halt malicious cyber activity at its source, including activity that
falls below the level of armed conflict.”*® This requires continuous access, but an intru-
sion intended to defend can also provide cover for an attack. In 2007, Israeli planes
hacked Syrian air defenses on the ground so the Syrians would not detect incoming
Israeli strikes against a suspected nuclear reactor complex.’” In other words, one
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cannot assume an electronic attack will be confined to a single purpose. The resulting
risk of unintended escalation amounts to a cybersecurity dilemma.®

Strategic Competitors in the Information Environment

The 2018 United States National Cyber Strategy declared, “persistent engagement in
cyberspace is already altering the strategic balance of power.”*® The US Intelligence
Community in its 2021 Annual Threat Assessment reports greatest concern about
China, Russia, Iran and North Korea.*® These adversaries seek access to critical infra-
structure and to undermine, through digital influence campaigns, the American public’s
confidence in institutions and the confidence of Allies and partners in American
foreign policy commitments. Airmen and Guardians must understand the mindsets
of America’s most powerful competitors in cyberspace, China and Russia.

China

The Intelligence Community describes China’s agenda as “the expansion of
technology-driven authoritarianism around the world”*' The People’s Republic of
China is the global leader in surveillance and censorship technology. The govern-
ment worries information technology might aid social mobilization and seeks internal
sovereign control. China launched an internet-based censorship and surveillance
program called the “Golden Shield Project” in 2003, also known as the “Great Fire-
wall of China”#

The People’s Republic of China has forced concessions from American corpora-
tions including Apple, Disney, Facebook, Google, and Microsoft. Apple, for example,
portrayed disputed islands on its maps as larger than they are, and Facebook ran
Chinese government advertisements denying persecution of Uyghur Muslims.* The
Chinese Central Propaganda Department’s media censorship extends to Hollywood.**
China thus exerts an authoritarian variant of soft power.
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The Chinese domestic development strategy includes a “military-civil fusion” of
science and technology industries.*> Huawei, founded in 1987 by a former engineer in
China’s People’s Liberation Army, is currently the world’s largest telecommunications
equipment manufacturer.*® Many countries, including the United States, Australia,
Japan, and some European states, ban Chinese technology firms from their 5G infra-
structure over security concerns. China is developing other markets.

The Digital Silk Road initiative, part of China’s global Belt and Road Initiative since
2015, builds information networks and infrastructure to position China to set tech-
nology standards and to extend the reach of its surveillance and content control.*”
Each month a billion people spend time on the Chinese video app TikTok that rivals
Silicon Valley’s most notorious persuasive technology for its addictiveness and ability
to read the minds of its users.*® Its algorithm keeps users engaged while the app siphons,
at user consent, massive amounts of personal data.

China reorganized stovepiped agencies into the Chinese Strategic Support Forces
in 2015 to bring together cyber espionage and psychological warfare.*” Chinese espio-
nage imperils US industry and national security. Hackers linked to the People’s Lib-
eration Army are believed to have stolen information about the F-35 stealth fighter,
the Air Force’s F-22 platform, and numerous other weapon systems from the B-2
stealth bomber to space-based lasers.*

In 2020, the US Attorney General indicted four Chinese military hackers, linking
large-scale data thefts from the US Office of Personnel Management, Marriott hotels,
Anthem insurance, and Equifax to the Chinese government.>' These are not one-oft
heists; they are part of an integrated campaign. Chinese intelligence services have
used this combination of travel, health, credit, and other information to identify US

intelligence officers, and to identify and target recruits.>
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Russia

The Intelligence Community considers Russia a top cyber threat with demon-
strated capabilities including cyber espionage, influence operations, and attack (the
ability to damage infrastructure such as underwater cables and industrial control sys-
tems during a crisis). Russia added “information-operations troops” to the armed
forces in 2017 to conduct both cyber and information operations, including tradi-
tional psychological operations.* Russian President Vladmir Putin is said to personally
control a centralized cyber-governance structure, yet many cyberattacks and influence
campaigns are conducted by proxies such as the St. Petersburg-based Internet Re-
search Agency.>*

Yevgeny Prigozhin, a businessman linked to Putin, was the primary funder of the
Internet Research Agency. The United States charges that Prigozhin purchased computer
server space in the country, created fictitious personas, and stole identities of actual
Americans in the effort to influence the 2016 presidential election.>® Prigozhin leads the
Wagner Group, a proxy organization for the Russian state known for malign operations
in Central African Republic, Libya, Mali, Mozambique, Syria, Sudan, and Ukraine.

The United States and the European Union sanctioned the Wagner Group for “de-
stabilizing activities” such as fake election monitoring and other information opera-
tions, and “serious human rights abuses, including torture and extrajudicial, summary
or arbitrary executions and killings, or in destabilizing activities in some of the coun-
tries they operate in.”*® The Russian government denies involvement.

Operating from a weaker position, Russia employs a “raiding” strategy, harassing
the United States and making territorial gains in the former Soviet sphere of influ-
ence.”” Russia uses Estonia, Georgia, and Ukraine as testing ranges for cyber weapons.
In January 2022, amid rising tension including 100,000 Russian troop deployments on
the border of Ukraine, a destructive malware appeared in Ukraine government com-
puters, defacing the websites. Microsoft identified a malware that poses as ransom-
ware and when activated, is capable of destroying files and wiping hard drives.?®

Russia ramped up its social media campaign encouraging Russian speakers within

Ukraine to support military action. Meanwhile, a US official warned of a possible
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Russian “false flag” operation, involving Russian sabotage of its own allies within
Ukraine, as a pretext to invade.”

Russian Army Chief of Staft Valery Gerasimov emphasizes roles for information,
cyberwarfare, propaganda, and deception. “The role of nonmilitary means of achiev-
ing political and strategic goals has grown, and, in many cases, they have exceeded the
power of force of weapons in their effectiveness.”®® Russia uses civilian proxies, un-
identified local and Russian agents, bribery, intimidation, agitation, assassination, and
denial of operations.®!

Russia’s information confrontation has two faces: (1) information-technical, or
cyber—networks, exfiltration, and infrastructure; and (2) information-psychological—
operations that aim to influence, sow doubt, erode faith in public institutions, erode
the will to fight, divide, and debilitate. The SolarWinds hack in 2020, attributed to the
Russian intelligence service (SVR), is an example of the former.®? SolarWinds com-
promised thousands of Americans as well as many government entities including the
Departments of Defense, Treasury, Justice, and Energy, and the Cybersecurity and
Infrastructure Security Agency.

Russia used both technical and psychological approaches to interference in the US
2016 election. ® Russia conducted technical “computer-intrusion operations” against
election infrastructure and the campaign of Hillary Rodham Clinton. Russian infor-
mation—psychological operations included the release of the documents and other
direct engagement with Americans.* In 2016, Russians purchased at least 3,500 ads
on Facebook. Many ads and posts by Russian trolls or bots disguised the identity of
the persona.® Russian trolls studied American perceptions, motivations, stressors,
and attitudes to identify vulnerabilities and susceptibility to influence. A fake “Army
of Jesus,” for example, targeted religious American audiences.®® The Internet Research
Agency stoked antagonism on both sides prior to the ultimately deadly political rally
in Charlottesville, Virginia in August 2017.97
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Assessing Strategic Competition

To paraphrase Carl von Clausewitz, the most important judgment is to know the
kind of war one is in.%® United States strategy documents articulate a contest of deter-
rence, sustaining the international order by threat of punishment.®® Accordingly, the
Air Force has invested in technology to create ever more sophisticated and connected
systems to amplify the speed, stealth, precision, and deadliness of that punishment.

By contrast, China and Russia, as challengers, seek advantages in a gray zone contest
without triggering that punishment. In doing so, both have embraced the more holis-
tic and original US conception of information warfare—both information-technical
and information-psychological. Russia developed digital tools to super charge
Soviet-era agitation tactics in “information confrontation””® China developed an inte-
grated cyber-information framework of informatized warfare. This broader
information-warfare concept has recently experienced a revival in the American stra-
tegic conversation.

In a 2019 study, Joshua Sipper and I identified four trends fueling this revival: (1)
the ubiquity of cyberspace and accompanying technologies in everyday life; (2) a mat-
uration of capabilities including the ability to kill; (3) a recognition of the interrelatedness
of information-related capabilities including electronic warfare, and cyber, intelli-
gence, psychological, and information operations; and (4) the offensive advantage and
the development of offensive cyber operations policy and doctrine.”" Are these trends
sufficient to prompt innovation?

Accelerate Change

Those who study military innovation look for change, “in the goals, actual strate-

gies, and/or structure of military organization.””> A major innovation as defined by

Rosen is “change in one of the primary combat arms of a service in the way it fights””3
Innovation may take the form of redefining goals, a change in the concept of opera-
tions, or even the creation, as with the US Space Force in 2019, of a new combat arm.
The Air Force has not created a cyber force, nor was it a favorable indicator when,
in 2021, the Air Force dropped “cyberspace” from its mission statement. At that time,
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the Air Force mission statement changed “Fly, fight and win . . . in air, space and cyber-
space,” to “Fly, fight, and win - airpower anytime, anywhere.” This rewording elimi-
nates cyber and space. The Air Force was returning to its “core” mission.”* Military
innovation may require change not only in operations, but in culture.

The Air Force and the United States in general did make numerous institutional
changes in response to perceived changes in the security environment. But if innova-
tions “that change the context within which war takes place” are “the most influential,”
the Air Force must accelerate change in force development, preparing and promoting
an officer corps to envision and execute a new way of war.”

In 2010, the United States established Joint US Cyber Command and in 2011 rec-
ognized cyberspace as a warfighting domain alongside land, sea, air, and space.”® That
was “liberating,” wrote Michael V. Hayden, but it was significant that this domain was
“a creation of man” and he wondered whether the possibilities it opened up were
enough to “rethink” doctrine.””

United States Cyber Command’s modest initial concept was to support conven-
tional forces in crisis and sustain the ability to respond to significant attacks on US
critical infrastructure. By 2012, that was no longer sufficient.”® Cyber Command
established a cyber mission force, “ready to execute a range of cost-imposing
operations.””® Today the Air Force provides 40 percent of the 133 teams that compose
this force.®

Although the Air Force did not create a separate force for information warfare, it
did create a new numbered Air Force for information warfare. In 2019, the Air Force
combined the numbered Air Forces for intelligence and cyber to create the Sixteenth
Air Force for information warfare. A single lieutenant general represents intelligence
and cyber on the Air Staff.
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In 2020, Nakasone declared the top priority for US Cyber Command was to ensure
the US election was “safe, secure, and legitimate.”®" A military structure focused on
cyberspace protecting democracy at home would have been difficult to imagine not so
long ago. Also in 2020, Cyber Command and Microsoft mutually responded to Trickbot,
although the degree of coordination remains unclear. Trickbot, a botnet of over one
million infected servers attributed to Russian criminals, was connected to ransom-
ware against hospitals and threatened US systems for the 2020 election.®?

Cyber Command hacked into the botnet servers and replaced exposed passwords
and financial data with junk data to make them useless. Microsoft obtained a federal
court order and took its own servers offline in order to thwart the botnet.®* Meanwhile
by November 2021, Cyber Command had conducted over a dozen “hunt-forward”
operations, which can be offensive in nature, and had done so in fourteen countries in
recent years.** Teams from the United States in Ally and partner nations spot adver-
sary operations and share the information with partners.

After returning to the drawing board on the Joint warfighting concept, Hyten
noted the goal is to be “fully connected to a combat cloud that has all information that
you can access at any time, any place . . . to be able to act quickly on that”®* He de-
scribed expanded maneuver in space and time, aggregation for lethality, and disag-
gregation for survival with more secure, just-in-time information. It will require
officers to make it so.

Developing Airmen for Information Warfare

A new way of war ascends with officers who are learning and practicing it; developing
and promoting these officers is a long-term investment. Promotion matters because
change agents make certain enemies and uncertain friends, therefore strong leader-
ship is needed to shelter creative thinkers.

The US Army Air Forces in the 1940s made the argument that they did not only
support other warfighters, they created strategic effects. “If talented cyberwarriors
convince themselves that strategic warfare offers a better slot at top command slots,
they will migrate accordingly. Perhaps if cyberwar is that important, there will be
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enough resources and manpower to go around.”® The Air Force must open paths for-
ward for both people and ideas.

The Trickbot scenario, with legal issues and public-private operations, offers a good
example of the unique complexities of information warfare. Securing US elections re-
quires strategic integration of operational expertise and extensive coordination across
and within government, military, private sector, and international partners. Thwarting
terrorist propaganda online for recruiting and financing takes technical expertise plus
leadership and campaign-planning skills. Without question, “recruiting, training, de-
veloping, and retaining the best talent is essential for the military to defend the Nation
in cyberspace”® This is the responsibility of the ser