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FROM THE EDITOR

Dear Reader,

Thank you for taking time to read our fall issue. We are deeply honored to feature
as our "Senior Leader Perspective," the French Air and Space Force, Strategic Vision
2022, authored by Chief of Staff General Stéphane Mille. In order to deter, defend, and
defeat, General Mille requires a force that is audacious in modernization efforts, draw-
ing on the aviator spirit of challenge and innovation; agile, open-minded, and con-
nected; and focused on training and combat readiness of the current and future force.
The French Air and Space Force continues to be a stalwart strategic partner for the US
Department of the Air Force.

The Honorable Robert Gates, who worked under eight presidential administra-
tions between 1969 and 2011, notably as the director of the Central Intelligence
Agency (1991-93) and as the Secretary of Defense (2006—11), once observed that for
US presidents, “if they are completely honest with themselves, with rare exception
the most vivid memories are not of victory and joy but of crisis and defeat. . . . This is
why character counts for so much in a President. In the White House, the elation of
victory is fleeting and the burden of responsibility is enduring”™

Elsewhere, Gates writes that, unlike most people's conception of the place of a US
president at the top of a “pyramid,” in truth, the president sits “at the bottom of a fun-
nel,” into which on a daily basis “hundreds of thousands of reports from all over the
world” are poured. “Every major problem—and a lot of minor ones, too—in the
world pops out of that funnel onto that table, where nearly every day that small
group of people [typically 8] helps the president decide the fate of our country (and
that of many others) and, very often, makes life-and-death decisions.”

Among other ideas, our fall issue contemplates some of the consequential and
overlapping roles of the US president—commander-in-chief, national security ex-
ecutive, and the lead and final voice in and face of US foreign policy. Analyses of ex-
ecutive orders, past wars, and national strategic documents attest to the “enduring re-
sponsibility” of the president. Our first forum, “Policy, Strategy, and the President,

1. Robert M. Gates, From the Shadows: The Ultimate Insider’s Story of Five Presidents and How They
Won the Cold War (New York: Touchstone, 1996), 574.

2. Robert M. Gates, Exercise of Power: American Failures, Successes, and a New Path Forward in the
Post-Cold War World (New York: Vintage, 2020), 58-59.
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From the Editor

begins with a legal analysis of the notion of military necessity as it applies to cyber-
space operations outside of armed conflict but ordered by the president. Thomas
Burks argues that reframing conflict as strategic competition restores flexibility to the
notion of military necessity, expanding what can be considered a military advantage.

In our second article in the forum, David Lorenzo conducts a case study of the
George H. W. Bush administration’s actions in the months immediately preceding the
Persian Gulf War. He argues the administration engaged a particular typological ap-
proach to conflict, one that ultimately identified as a matter of urgency, a favorable
resolution of the conflict. In our final article in the forum, Philip Hayek takes a novel
approach to the study of the national security strategy. He analyzes it through the lens
of rhetorical genre studies and concludes it is an independent genre, one that both
reflects the priorities and weltanschauung of its presidential authors as well as con-
structing and responding to our national security situation.

We then turn to our “Theory and Strategy” forum and Heather Venable’s eight
themes integral to the study of airpower. A strong intellectual grounding in (1) the
history of strategic bombardment, (2) the efficacy of strategic bombardment, (3) a
more nuanced model for airpower, (4) balancing direct and indirect airpower, (5) en-
abling airpower for the future fight, (6) analyzing continuity and change in the history
of airpower, (7) civil-military relations, and (8) the role of airpower in the context of
other domains of warfare, will prepare future Air Force leaders for strategic and op-
erational success.

Our second article in the forum presents a fresh perspective on Carl von Clause-
witz and Space. In particular, Randall Carlson and Ron Gurantz identify four potential
sources of space friction that emerge in space strategy and operations: the space envi-
ronment, spacecraft-maneuvering limitations, space intelligence, and the reliance on
complex technological solutions. Mitigating these sources of friction is critical, but the
military must also plan for the resulting frictional tradeoffs.

In our final forum, “Africa,” Jessica Borowicz and Trish Basile argues that given Dji-
bouti’s location, relative stability, and existing US capabilities and investments in the
country, it will remain strategically important for years to come. This is true even as
nations along the Bab el-Mandeb Strait develop ports of their own.

In closing, Team Ather would like to recognize and thank our reviewers. These
expert academics and practitioners ensure our scholarly credentials and do so without
compensation for the many hours spent providing careful feedback on submissions.
We depend on their subject matter expertise to keep the journal’s content relevant,
thoughtful, and well-researched. The journal and its sister operations-focused journal,
Air & Space Operations Review, are generally categorized as military studies journals,
but the research/policy focus across a diverse range of topics including airpower theory,
civil-military affairs, science and technology, systems engineering, leadership, military
and national security strategy, artificial intelligence, foreign affairs, air operations,
space operations, and ethics means our required breadth of subject matter expertise is
wide, to say the least.
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From the Editor

So to the following individuals, including journal contributors, each an expert in
their field by virtue of a terminal degree, a long career, or both, thank you very much
for your time— past, present, or promised—spent supporting the journals: Andrew
Akin, Christian Anrig, Filomeno Arenas, Todd Arnold, David Benson, Louis René
Beres, Robert Bettinger, Michelle Black, Todd Book, Molly Braun, Maria Burczynska,
Stephen Burgess, Ryan Burke, Chris Cain, Garick Chamberlin, Andrea Charron, Ste-
phen Cimbala, J. P. Clark, Andrew Clayton, Mark Clodfelter, Damon Coletta, Chris
Colliver, Daniel Connelly, Conrad Crane, GK Cunningham, Chad Dacus, Jim Davitch,
Melvin Deaile, Everett Dolman, Jared Donnelly, Scott Drylie, Charles Dunlap, Michael
Dziedzic, Antulio Echevarria, Michael Eisenstadt, Ryan Engle, James Fergusson, Da-
vid Finkelstein, Jim Forsyth, Brian Fry, Cristina Garafola, Billy Giannetti, Benjamin
Gochman, Derrill Goldizen, Tim Goodroe, Christina Goulter, Heather Gregg, Kelly
Grieco, Achala Gunasekara-Rockwell, Ernest Gunasekara-Rockwell, Lawrence
Grinter, Stephen Hamilton, Michael Hankins, Dale Hayden, Peter Hays, Jordan Hay-
worth, Eric Heginbotham, Megan Hennessey, John Hinck, Paul Hoffman, Tim Hoyt,
Tony Hughes, JP Hunerwadel, Jonathan Hunt, Wes Hutto, Mark Jacobsen, Benjamin
Jamison, Thomas Keaney, James Keeley, Michael Kraig, Matthew Kroenig, Benjamin
Lambeth, Brent Langhals, Wiley Larson, Brian Laslie, Sale Lilly, Adam Lowther, Steve
Marrin, Richard Marsh, Steve Martinez, Kevin McCaskey, Jared McKinney, Phillip
Meilinger, Ann Mezzell, Richard Muller, Brendan Mulvaney, Jason Newcomer, Rich-
ard Newton, Lana Obradovic, Galen Ojala, Christopher Paige, David Palkki, Ginta
Palubinskas, Mike Pavelec, Joseph Piroch, Brian Price, Kyle Rassmussen, Robert Rear-
don, Edwin Redman, Christopher Rein, Dan Ritschel, James Rogers, Nick Sambaluk,
Tony Sampson, Dan Sanders, Jorg Schimmelpfennig, Joshua Schwartz, Jorge Serafin,
Mario Serna, John Shields, Dennis Skocz, Art Speyer, J. William Sutcliffe, Dick Szaf-
ranski, Brent Talbot, Michael Tate, Samantha Taylor, John G. Terino Jr., Mike Thomas,
Teera Tony Tunyavongs, David Umphress, Gilles van Nederveen, Heather Venable,
Mark Visger, James Walsh, Evelyn Watkins-Bean, Larry Weaver, Michael Weaver, Ed-
ward White, Wendy Whitman Cobb, Bishane Whitmore, Edie Williams, Michael
Young, Michael Zmuda, and Ben Zweibelson. ~ The Editor
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Senior Leader Perseective -

DETER—DEFEND —

GENERAL STEPHANE MILLE,
F'rENCH AIR AND SPACE FORCE
CHIEF OF STAFF

Air and Space Force in 2022: An Unrivaled Operational
Credibility and Strategic Impact!

“If we lose the war in the air and in space, we lose the war, and we lose it quickly”
For centuries, the strategies of States were primarily concerned with maritime and
land-based environments. The twentieth century experienced a change in conflicts,
and in how nations demonstrate their power, especially with the advent of aviation
and, later on, space capabilities.

In a little over one hundred years, freedom of movement in the air and space has
become essential for all activities in terms of the functioning, prosperity, and security
of all nations. The fight for air superiority, and in the future for space superiority, has
thus become a priority to ensure the operational superiority of the Armed Forces and
prevent strategic paralysis.

In addition, Air and Space power contribute decisively to the full spectrum of war-
fare. They enable us to understand and anticipate, to protect our interests, to demon-
strate our solidarity with strategic partners, to display our ambition, to discourage our
adversaries, to manage the escalation of tension, and if necessary, fight and defeat
(from the 3rd dimension) as part of modern military operations (multidomain).?

In order to intervene without delay while tempering the strength of the effects it
delivers, the French Air and Space Force relentlessly seeks to challenge by going further,
faster, higher, and longer. Innovative by nature, its history and experience allow it to
produce rapid ripple effects that contribute to the establishment of solid partnerships.
The French Air and Space Force thereby maintains its position, including that of
framework nation within coalitions.

1. This is a translated verion of General Stéphane Mille's French Air and Space Force Strategic Vision 2022.
2. Asexplained in the Armed forces employment concept: the term “domain” usually encompasses the
land, air, maritime, space, cyberspace, as well as the electro-magnetic and informational spaces.
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Deter—Defend—Defeat
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Figure 1: Mission and flying hours

The Air and Space Force has been deeply involved in the operations of the past
three decades. The Service’s quick responsiveness, efficiency, credibility, agility, and
versatility are the essential elements to the credibility of our position as power of bal-
ance on every continent.?

Our Freedom of Action in the 3rd Dimension Is Contested

After 30 years of progress, including technological progress, reductions in the
shape of Western air combat fleets and a decade of major investment by some com-
petitors are challenging the air superiority—the determining factor of operational
superiority—of Western armed forces.

The air superiority and freedom of access to space that Western armed forces have
enjoyed for the past 30 years is being challenged by:

o A drive towards stepping up, whereby an increasing number of states are investing
massively in the development and fielding of combat systems, as well as efficient
disruptive weapons and area-denial systems.

3. Quick Reaction Alert, Gulf War, former—Yugoslavia, Libya, the sub-Saharan region, Middle-East
including Operation Hamilton (2018), Afghanistan with Operation Apagan (2021), as well as Operations
Sentinel, Irma, Resilience, etc.
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Mille

o The proliferation of modern offensive and defensive systems in vast zones where
air power in particular, has been expanding since 2014.

o The use of low-cost defensive systems, a “poor man’s air power,” sometimes to
the point of saturation. Their cost-effectiveness ratio is unfavourable to the de-
fender; it can even change the balance of power on a local scale.

o The rise of threats in space is also a factor, through dual capabilities of systems
the intentions of which are unclear. The number of satellites put into orbit every
year has multiplied by 10 over a decade. This tendency is accelerated by the de-
velopment of constellations numbering thousands of satellites, as well as Chi-
nese and Russian new military capabilities (hypersonic orbital weapons, blinding
and jamming activities, antisatellite (ASAT) weapons).

In fact, the fight for air superiority is already a reality. Over the last decade, 98
fighters, 60 helicopters, 24 transport aircraft and 335 drones have been shot down or
destroyed, essentially at the doorstep of Europe.* The war waged by Russia in Ukraine
since February 24, 2022 has already significantly increased these figures.

RESURGENCE OF CHALLENGES TO AIR SUPERIORITY
A REALITY OF THE LAST 10 YEARS (2011-2021), ON THE FOOTSTEPS OF EUROPE

] o Since 2020
UKRAINE DONBASS ) 6 fighter aircraft
Since 2014 g 2 11 transport and
17 fighteraircraft Tl 5 T ol surveillance aircraft
7 transport and % . % 3 helicopters
surveillance aircraft 76 drones
18 helicopters ! v
127 drones . « INDIA-PAKISTAN
Since 2019
B | 1 fighter aircraft
SAHEL : : ) = >\ 1drone
Since 2013 S 3 T
2 fighter aircraft v 2 L
1 helicopter - y c Since 2011
1drone W S 50 fighter aircraft

\ \ 36 helicopters
In total: 35 drones

4 98fighter aircraft
24 transport and
fsurveillance aircraft
> 60 helicopters
——335 drones

Since 2011
15 fighter aircraft
5 transport and
surveillance aircraft
1 helicopter
36 drones

YEMEN
Since 2015
7 fighter aircraft
1 helicopter
58 drones

Distribution of aircraft shot down or destroyed (estimates, especially for drones of all types)

Figure 2. Resurgence graphic

This upward trend could rapidly extend into the space domain.

4. Syria and Iraq, Libya, Ukraine (Donbas), and Nagorno-Karabakh.

ZATHER: A JOURNAL OF STRATEGIC AIRPOWER & SPACEPOWER



Deter—Defend—Defeat

Threats Are Spreading into Space

Aviators face numerous challenges to our freedom of action in the sky and in space.
Every day, the possibility of space becoming a battlefield is more credible.

Space has become a fertile ground for strategic confrontation with an estimated
34,000 objects larger than 10 cm and another 900,000 larger than 1 cm in orbit. There
is also an increasing number of launches and tens of thousands of satellite constella-
tions in development.

This trend, complicated by the ambiguous purpose of dual-use capabilities, has led
several countries to strengthen their capacities to act across the whole spectrum of
competition, contestation, and confrontation, even in space:

o Competition: by preempting certain scarce resources (orbital positions, frequen-
cies, etc.);

« Contestation: through cyber activities, by maneuvering satellites to positions for
the purposes of intelligence gathering, interception of signals or jamming,
blinding observation satellites, etc.;

» Confrontation: by developing capabilities to destroy orbiting satellites with
directed-energy weapons, armed satellites, or more spectacularly by launching
ASAT weapons either from the ground or the air.

In an increasingly uncertain world and with the growing number of military
threats close to our national territory or to our deployed forces, we are facing the risk
of falling into military paralysis and strategic decline.

The Air and Space Force Chief of Staff’s Intentions

In an uncertain strategic environment where high-intensity conflict is once again
becoming a possibility and a challenge to air and space superiority, I demand an Air
and Space Force that is:

 Audacious, by drawing on our aviator spirit of challenge and innovation in order
to accelerate its modernization;

o Agile, open-minded, and connected, transforming our society’s core evolutions
into opportunities and operational advantages;

 Focused on the training and combat-readiness of today’s force, while also com-
mitted to the training of the next generation.

This will guarantee the current nuclear deterrence posture and the safety of our
airspace (soon to be air and space) while generating decisive effects from the 3rd di-
mension in order to Deter—-Defend-Defeat.

We will deter a competitor or a potential adversary from weakening France’s posi-
tions, threatening its interests, or hindering its freedom of action by conducting
intelligence-gathering missions in order to anticipate crises and undertaking rapid

8 VOL. 1, NO. 3, FALL 2022



Mille

actions to counter fait accompli policies. We will carry out visible but reversible ac-
tions to show our determination and send a clear political message to our challengers.

We will defend and protect our citizens and deployed forces wherever they may be,
always ready to rapidly launch noncombatant evacuation operations or to provide as-
sistance during crises or natural disasters.

We will defeat any enemy’s attempt to forcefully impose their will upon us, including
in a high-intensity conflict, by guaranteeing the commitment of our aviators and air
and space forces in a major conflict, through joint efforts, within alliances or coalitions.

Accelerate the Modernization of the Air and Space Force

Finding the right balance between quality and quantity:

In the Air and Space Force, the versatility of our equipment and personnel enabled
us to compensate in part for the downsizing of our capabilities over the last decades.
Given the evolution of the strategic context and of the evolving threats, our require-
ments, in particular those of our fighter force, defined by the operational ambition,
have now reached a minimum level that should be redressed as a priority. Without
modifying our operational ambition, our Rafale Force must reach the levels set in the
current Military Planning Act as soon as possible.” The risk of attrition is now a reality.

This logic of finding the right balance has to be applied to all our capabilities such
as air-to-air refueling, strategic and tactical airlift, ground-to-air defence systems, am-
munition stocks, mission-essential equipment and pre-deployment stores packs. In
relation to space, redundancy must be considered, including the use of constellations
or reactive launches. The fragile balance must enable us to possess sufficient mass in
order to be efficient in the context of constant competition, to be resilient during con-
testation, and to have the ability to succeed in times of confrontation.

Learning Lessons from Recent Engagements

Drones

The increasing use of drones, from nano to strategic and including low-cost op-
tions, highlights the need to protect sensitive sites but also to integrate the capabilities
into a centralized aerospace management system. With 15 years of experience deploy-
ing drones in operational theatres combined with specific responsibilities in the field
of airspace coordination, the Air and Space Force must strengthen its capabilities to
detect, classify, identify and manage all types of drone activity both on operations and
at home. The upcoming 2024 Olympic Games forces us to accelerate the changes required.

5. Loi de programmation militaire.

ZATHER: A JOURNAL OF STRATEGIC AIRPOWER & SPACEPOWER 9



Deter—Defend—Defeat

Using and Protecting Ourselves from the Power of Communication

As early as the conception phase of an exercise, deployment, or operation, aviators
must develop the communication strategy specific to their mission. The aim is to
maximize the impact of activities taking place in the 3rd dimension. From the earliest
stages of planning for an activity, it is important to “know how” we can exploit our
aviator’s “know-how” which is maintained to the highest standard!

Likewise, information is increasingly being manipulated. Our aviators’ profession-
alism and the success of our operations are being manipulated. Before engaging the
Air and Space Force on operations, a thorough analysis will need to take this new
trend into account systematically, before proposing different courses of action to the
Joint Commander.

“Learn from our recent engagements in order to guarantee the operational effi-
ciency of the Air and Space Force both offensively and defensively”

SEAD (Suppression of Enemy Air Defence)

Air superiority relies on two fundamental and complementary pillars: dominance
in air combat superiority and the neutralization of enemy ground-to-air defence sys-
tems. SEAD capabilities are essential once more in order to ensure the coherence and
freedom of our action in a contested environment. An in-depth knowledge of adver-
sary capabilities and functioning is required as soon as “competition” begins. Once
fighting begins, we require the ability to neutralize these systems (through jamming
or destruction).

Monitoring and Intervening in Space

Owing to the numerous stakeholders in space and the congestion of orbits, the
competition for access to this environment is likely to be arduous. Understanding
what is happening in space is essential, therefore being able to protect and defend our
space capabilities is also essential. This requires the implementation of command and
control means for the space domain which, as a matter of priority, will require strong
links with air and joint C2 organizations.

Necessary Incremental Technologies

« Collaborative combat will harvest our ability to retain air superiority, a key pre-
requisite to military operations in the face of current and future threats. Resorting
to the connectivity of all combat systems brings the challenge of balancing in-
teroperability, the use of artificial intelligence within defence systems, and the
ability to control and exploit mass data eftectively.

o Hypervelocity is a technological breakthrough with both tactical and strategic
consequences. Expected to be operational in 2035, the implementation of the
ASN4G missile within the French Air and Space Force will enable us to join the
very restricted circle of great powers who master this technology. This industrial
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Mille

and operational achievement, in addition to consolidating the credibility of the
airborne nuclear component, will benefit our conventional capabilities.

o Exploiting mass data will play a central role in our operations as well as in our
daily lives. There is a requirement to structure, store, share, and process the data
generated by all sensors in order to facilitate decision making. The importance
of data will force us to adapt our internal organization as well as the training of
aviators. These changes will result from experimentation and an iterative pro-
cess promoting in particular the use of synthetics and artificial intelligence. In
addition to its tactical applications, digitization will affect the fields of space,
force development, management, and human resources in particular.

o Finally, it will be imperative for the Space domain to fully exploit the opportu-
nities offered by disruptive or dual technologies, some of which are already
available: constellations, quantum technologies, etc. The twenty-first century
will be “spatial”

Be Open-minded, Agile, Connected, and in
Symbiosis with the Nation

These transformations must be the answer to our aviators’ expectations by posi-
tioning them at the forefront of a responsible Air and Space Force where digitization,
modernization, and sustainable development work hand-in-hand toward a common
goal: operational effectiveness.

Open to Joint Cooperation

More effort is required to digitize operations and connect our equipment and com-
mand structures. The agility and federating capabilities of Air C2 will enable the Chief
of the Defence Staff (or nominated representative) to make swift decisions, thereby
increasing the enemy’s tactical dilemmas. The mastery of these factors will lead to
greater initiative and decisive advantage. This is at the heart of integrated Multido-
main operations.

Driving Inter-Ministerial Cooperation

State-sponsored air missions are ever increasing; the proliferation of stakeholders
in the 3rd dimension brings many challenges in terms of threats and air traffic man-
agement. It is essential to respond to these new challenges and maintain the highest
level of airspace security without waiting for the high visibility events planned for
2023 and 2024. The Air and Space Force will share its ability to federate the dynamic
environments of air and space to further improve the efficiency of State actions in the
air environment.

ATHER: A JOURNAL OF STRATEGIC AIRPOWER ¢ SPACEPOWER 11



Deter—Defend—Defeat

Stronger with Our Allies

Over and above the ability to carry out national operations, the Air and Space
Force will continue to operate within coalitions or indeed to lead them, integrating
allies and partners. Specifically, the interoperability of our equipment and processes
continues to be a constant challenge, exemplified by the arrival of the F35 in Europe.
In fact, the Air and Space Force actively cooperates widely with an international net-
work; a key support for the execution of potential worldwide action.

Committed to a Sustainable Approach

All modernization effort must consider our sustainability impact. The Air and
Space Force is committed to the Ministerial energy strategy, which aims for our con-
sumption to be optimized, reduced, and secured, while ensuring that the energy is a
tool to ensure operational superiority.

Concerning the environment, air bases provide real estate that is conducive to
biodiversity; they will be mobilized for a significant reduction of their carbon foot-
print by 2030.

Likewise, initiatives in terms of youth, inclusion, occupational and social integra-
tion, as well as equal opportunities will be considered in an ambitious plan. Specific
initiatives implemented by our aviators will be scaled up to all our air bases.

Preparing Today's Fighter and
Envisioning Tomorrow's Aviator

Preparing Aviators for High-Intensity Conflicts

Adequate organization, preparation, and team spirit enable seamless transitions
from training to operations. Given that an aviator’s daily life, as a combat tool of the
Air and Space Force, takes place on an air base, local commanders play close attention
to their physical, technical and mental preparation. The functioning of air bases and
the maintaining of quick reaction postures also relies on the commitment of the air
reserve component. With a decrease of 15,000 aviators over the last 15 years, the Air
and Space Force relies more than ever on its reserve component which contributes to
our nation’ resilience through its engagement.

Making decisions in times of crises requires strong commitment and deep thinking
regarding mission objectives and relies on a well-reasoned use of force. Ethics, the first
pillar of leadership, guides aviators’ actions.

Training More Efficiently

In order to motivate an aviator with the operational need in mind, there is a re-
quirement to ensure training is modernized, optimized, shortened, and improved.
Coherence and continuity between phases of training is essential. Indeed, it is impera-
tive to monitor technological evolutions and adapt training accordingly. Current

12 VOL. 1, NO. 3, FALL 2022



Mille

training programs must be reviewed, taking the relevant status and rules into consid-
eration in order to ensure that training can be flexible and more easily adaptable.

Envisioning Tomorrow’s Aviator

Our aviators’ spirit and moral fortitude are at the heart of the Air and Space Force’s
efficiency. The commitment of aviation pioneers whose footsteps we follow continues
to be a source of inspiration. Audacity and passion have characterized aviators since
the birth of aeronautics. Strengthened by this legacy, aviators continue to look as far
and as high as possible. They anticipate the evolution of their missions, they envisage
the new skills they’ll require, and they adapt their know-how. The rise of disruptive
technology opens the door to exciting prospects, jobs, and ways to operate. Aviators
must be ready to step up to the challenge.

In order to successfully implement the rise of defence in space, all aviators require
an acclimatization to space concerns. The implementation of a “space” career path and
associated specific training will strengthen the next generation with lasting expertise
in space operations—a specific environment demanding specific skills. ZE

ATHER: A JOURNAL OF STRATEGIC AIRPOWER & SPACEPOWER 13



Policy, Strategy, and the Presiden

MILITARY NECESSITY

TroyAs R. BURKS

The requirement to conduct cyberspace operations outside of armed conflict but consistent
with law-of-armed-conflict principles limits US Cyber Command to a best-tool or whole-
of-government approach to national security, creating tension between the command’s
capabilities and what policy allows it to do. Reframing conflict as strategic competition
resolves this tension by restoring military necessity’s flexibility, which, in turn, expands
what may be considered a military advantage or benefit.

n the eve of the 2018 US midterm elections, US Cyber Command

(USCYBERCOM) personnel infiltrated and disrupted networks at the Inter-

net Research Agency (IRA), a civilian corporation headquartered in St. Pe-
tersburg, Russia.! The operation’s apparent purpose was to prevent the IRA from using
online resources to interfere with the elections, an objective USCYBERCOM achieved
by cutting off the IRA’s internet access.

That the United States undertook such a cyberspace operation is unsurprising
given Russia’s alleged use of the IRA to influence elections in 2016 and the likelihood
of a repeat performance.? Nor is it surprising the United States would use a military
unit this way. The 2017 National Security Strategy of the United States of America and
2018 National Cyber Strategy of the United States of America contemplate a whole-of-
government approach to national security that suggests any number of executive
branch organizations might have been chosen as the best tool for the job. The Depart-
ment of Defense (DoD) is often called upon to conduct activities outside its tradi-
tional mission set.?

Major Thomas R. Burks, USAF; is the deputy staff judge advocate for the 2nd Bomb Wing, Barksdale Air Force
Base, Louisiana. He holds a master of laws in space, cyber, and telecommunications law from the University of
Nebraska and a juris doctorate from Indiana University-Indianapolis.

1. Ellen Nakashima, “U.S. Cyber Command Operation Disrupted Internet Access of Russian Troll Fac-

3. Rosa Brooks, How Everything Became War and the Military Became Everything: Tales from the Pen-
tagon (New York: Simon & Schuster, 2016); and Mackenzie Eaglen, “Just Say No: The Pentagon Needs to
Drop the Distractions and Move Great Power Competition beyond Lip Service,” War on the Rocks, Octo-
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Still, it is curious that USCYBERCOM was a viable option given the contents of the
DoD law of war policy in effect at that time. The law of war is a body of international
law divided into two broad categories: (1) jus ad bellum, which governs whether
armed force may be employed, and (2) jus in bello, which regulates the conduct of
belligerents once a conflict has begun.*

The second category, jus in bello, is generally known as the law of armed conflict
(LOAC). As the term LOAC implies, this body of law is applicable only during an
armed conflict. But the DoD law of war policy in effect in 2018 required adherence to
the law of war in all military operations, even when those operations occurred outside
an area of armed conflict.> Adherence to the LOAC was required as a matter of policy
even when it was not required as a matter of law.

The USCYBERCOM operation would thus have had to comply with LOAC princi-
ples, such as the principle of military necessity, even though Russia and the United
States were not at war. Applying the principle of military necessity to less-than-war
cyberspace operations and meeting its requirements is easier said than done. The rea-
son for this difficulty is that the definition of military necessity presumes the existence
of an armed conflict, and the armed conflict itself shapes what is militarily necessary
for achieving its ends.

Though the principle is inherently flexible, in the absence of an armed conflict,
military necessity must be determined in a vacuum where the military component
of the term takes center stage. Focusing on the military component means an opera-
tion must include a military benefit or advantage before it may be considered a mili-
tary necessity.

The USCYBERCOM operation falls short of this standard because it targeted the
IRA, a civilian company with no apparent connection to the Russian military, to defend
the American electoral process against malicious cyber actors—a worthy national se-
curity objective but certainly not a military one. The operation thus included no mili-
tary benefit or advantage and was not a military necessity.

The Department of Defense might agree with this assessment because in the years
following the IRA operation, it changed its policy to require consistency with the law
of war rather than strict adherence to the law of war.® While this change made the
policy more flexible, it did not resolve the issue, since the primary shaper of military
necessity (the armed conflict) was still missing. The principle of military necessity as
policy must therefore still be judged in a military-focused vacuum, which means
USCYBERCOM’s operation against the IRA would fail the military necessity test even
under today’s more relaxed policy standard.

4. International Committee of the Red Cross (ICRC), International Humanitarian Law: Answers to

5. General Counsel of the Department of Defense (GC DoD), DoD Law of War Program, Department
of Defense Directive (DoDD) 2311.01E, Incorporating Change 1, November 15, 2010, certified current as
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Requiring military operations to comply or be consistent with the principle of mili-
tary necessity thus creates tension between what the military is capable of and what
the DoD law of war policy permits. Fortunately, relieving this tension does not de-
mand revisions to law or policy. All that is required is adjusting how one views the
context in which less-than-war cyberspace operations are employed and, in turn,
changing how these operations are analyzed for policy compliance.

Stated simply, if the lack of a conflict created the policy-capability tension, a con-
flict must be added to the analysis. This is not to say that armed conflict should be
pursued in the interest of policy clarity, but that conflict must be reframed in a man-
ner that reflects the circumstances where these operations occur, namely, in strategic
competition. With conflict thus reframed, the historical flexibility of the principle is
restored, and the military necessity of USCYBERCOM operations may be judged by
what is necessary to achieve the strategic competition objectives given to the com-
mand. Reframing conflict resolves the tension between DoD law of war policy and
less-than-war cyberspace operations, which enables the use of the Department of De-
fense and USCYBERCOM in a best-tool approach to national security.

Principle of Military Necessity

The law of armed conflict is fundamentally a balance between the “necessities of
war” that typically require death and destruction and the “requirements of humanity;’
which require saving lives and reducing human suffering to the extent possible.” This
balance is achieved by permitting the use of any amount of force in an armed conflict
that is militarily necessary, as long as it does not violate the other LOAC components.®

Military necessity is thus the starting point for judging the LOAC compliance of
belligerent activities in war. Without it, the analysis never proceeds to rules such as
distinction, which permits militarily necessary attacks on military objectives but not
civilian ones, and proportionality, which prohibits otherwise lawful activities if the
incidental loss of civilian life, injury to civilians, or damage to civilian objects is “ex-
cessive in relation to the concrete and direct military advantage anticipated”” This
lynchpin status begs the question, exactly what is military necessity?

The principle of military necessity has its roots in the code of conduct President
Abraham Lincoln issued to the US Army during the Civil War.*® Article 14 of this
code, generally referred to as the “Lieber Code,” defines military necessity as “those

7. Yoram Dinstein, War, Aggression, and Self-Defence, 4th ed. (Cambridge, UK: Cambridge University
Press, 2005), 101; and ICRC, Answers to Your Questions, 6.

8. Dinstein, Self-Defence, 19.

9. Secretariat of the United Nations, “No. 17512, Protocol 1, part 4, sec. 1, chap. 2, art. 51, in Treaties
and International Agreements Registered or Filed with the Secretariat of the United Nations, vol. 1125 (New
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measures which are indispensable for securing the ends of the war”'" A key lesson
derived from the principle’s application during the Civil War is that the principle of
military necessity is inherently flexible and shaped by armed conflict. For example, the
Lieber Code’s definition of military necessity was used to justify the burning of raw
cotton to prevent the funds generated by its export from being used to arm and provi-
sion the Confederate Army."

Foiling the logistical capabilities of an adversary is an oft-used war measure, but it
is noteworthy that military necessity also justifies actions that do not involve force or
meet typical military objectives. For example, the “civil chaos” that erupted in recon-
quered Southern territory made it increasingly difficult to conduct military operations
effectively and eventually resulted in the creation of military provost courts to handle
civil disputes.'® This is not a function the US military normally performs, but it was a
military necessity in the context of that armed conflict.

Additionally, in freeing the slaves in the areas of rebellion, the 1863 Emancipation
Proclamation was justified as a measure for reducing the South’s labor force and the
Confederacy’s ability to provision and equip its armed forces. The Emancipation Proc-
lamation was thus a “fit and necessary war measure” by which President Lincoln could
“suppress [the] rebellion”'* This made Lincoln’s edict a military necessity even though
it did not involve traditional military force and met a national security objective (pre-
serving the Union) rather than a tactical or operational one.

As applied in the Civil War, the principle of military necessity was inherently flex-
ible and expansive enough to include measures necessary for achieving the aims of
that conflict, even if those measures were atypically military or nationally focused.
After the Civil War, the principle of military necessity and the humanitarian limita-
tions also found in the Lieber Code quickly gained international recognition and over
time became a part of the LOAC.">

Today, the Department of Defense defines military necessity as the “principle that
justifies the use of all measures needed to defeat the enemy as quickly and efficiently
as possible that are not prohibited by the law of war”'® The DoD definition is consis-
tent with that used by the American Tribunal at Nuremberg, which found that mili-
tary necessity “permits a belligerent, subject to the laws of war, to apply any amount

11. Lincoln, General Orders, art. 14.
12. Burrus M. Carnahan, “Lincoln, Lieber and the Laws of War: The Origins and Limits of the Prin-

13. Carnahan, “Lincoln, Lieber,” 224.
14. Abraham Lincoln, Emancipation Proclamation, January 1, 1863, presidential proclamations,

15. Lincoln, General Orders, arts. 14, 16; and Gary D. Solis, The Law of Armed Conflict: International
Humanitarian Law in War (Cambridge, UK: Cambridge University Press, 2010), 259-60.
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and kind of force to compel the complete submission of the enemy with the least pos-
sible expenditure of time, life, and money”"”

These modern definitions of military necessity retain the core aspects of the origi-
nal, which suggests the principle and its key characteristics—{lexibility and shaped by
armed conflict—remain unchanged even though the LOAC humanitarian compo-

nents that restrain military necessity have changed considerably.

Limitations of Military Necessity as Policy

Applying the principle of military necessity in an armed conflict is often not simple
or easy, but after decades of experience, the Department of Defense is accustomed to
its requirements and the other LOAC principles that accompany it. When military
necessity is applied as a matter of policy outside the context of armed conflict, that
application can become problematic. The USCYBERCOM operation against the Inter-
net Research Agency ably demonstrates this point.

Operation against the IRA

In 2014, Russian nationals working for the IRA embarked on a two-year disinfor-
mation campaign aimed at influencing US elections. As detailed in a subsequent fed-
eral indictment, the IRA adopted the personas of real and fake American persons and
used these personas to spread various messages. Some messages were designed to fa-
vor one candidate or disadvantage another, while other messages sought to suppress
some voting blocs and to influence the votes of others.'® The evidence suggests these
were not the activities of independent actors but rather the actions of a Russian Fed-
eration proxy and thus the actions of the Russian Federation. This was certainly Con-
gress’s conclusion.”

Exactly how well the IRAs campaign worked is impossible to tell. What can be said
is that a Russian government proxy influenced the 2016 election to some degree and
cast doubt on the veracity of the American electoral process and its results. Not to be
outmaneuvered again, the United States took a more proactive approach for the 2018
midterm election. Part of this effort reportedly involved USCYBERCOM personnel
accessing IRA systems and shutting them down shortly before Election Day, thereby
removing the so-called trolls from the internet and their access to American voters.*

17. United States v. Wilhelm List et al., United States Military Tribunal at Nuremberg, Germany, 1948,
11 NMT 1230, 1253.
18. United States v. Internet Research Agency LLC, et al., Case 1:18-cr-00032-DLF (Washington, DC,
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The involvement of USCYBERCOM was officially acknowledged in 2020 when
then-President Donald Trump confirmed he had ordered the operation.*! As the “sole
organ of the federal government in . . . international relations” and in their role as the
ultimate military commander, US presidents have substantial constitutional authority
to determine which elements of the executive branch are employed to achieve na-
tional security objectives.?

Congress also has foreign policy responsibilities and in exercising its constitutional
authority has long indicated approval of the use of USCYBERCOM for this type of
clandestine operation.?® From an international law perspective, the operation against
the IRA was not a use of force, does not appear to have violated the principle of non-
intervention, and because it occurred outside of an armed conflict and did not consti-
tute an attack, LOAC rules did not apply as a matter of law.**

Accordingly, from international and domestic law perspectives, the cyberspace op-
eration against the IRA appears to have been completely legal, and Trump was well
within his authority to choose USCYBERCOM for its execution. (Incidentally, cyber-
space operations must also comply with domestic statutes such as the Wiretap Act,
Computer Fraud and Abuse Act, and the Hatch Act. Compliance is assumed for this
article’s purposes.)

Compliance with Policy

Legality notwithstanding, the question remains whether the IRA operation was
consistent with DoD policy, which at the time required all military operations to com-
ply with the LOAC.*® Judging the LOAC compliance of the IRA operation must begin
with the principle of military necessity, which again permits “the use of all measures
needed to defeat the enemy as quickly and efficiently as possible that are not prohib-
ited by the law of war.”?

The available information indicates the IRA operation did not meet this standard
for two reasons. First, the cyberspace operation was conducted outside of an armed
conflict, which means no objectives or end state existed to define what winning the
conflict looked like. Consequently, there was no way to determine whether the opera-
tion was necessary for achieving those ends.

21. Nakashima, “Cyber Command Disrupted;” and Marc Thiessen, “Trump Confirms, in an Inter-

22. US Const., art. IT, §§ 1, 2; and United States v. Curtiss—Wrig.}.l.t. Corp,299 US304,320 (1936)

23. National Defense Authorization Act for Fiscal Year 2012, Pub. L. No. 112-81, § 954 (2011); and
Authorities Concerning Military Cyber Operations, 10 USC § 394(a), amended Pub. L. 115-232, div. A,
title XV, §§ 1631(a), 1632, 132 Stat. 2123 (2018).

Nations, Protocol 1, art. 49.
25. GC DoD, DoDD 2311.01E, 2.
26. GC DoD, Law of War Manual, 52.

ATHER: A JOURNAL OF STRATEGIC AIRPOWER & SPACEPOWER 19


https://www.washingtonpost.com/opinions/2020/07/10/trump-confirms-an-interview-us-cyberattack-russia/
https://www.law.cornell.edu/rio/citation/Pub._L._115-232
https://www.law.cornell.edu/rio/citation/Pub._L._115-232
https://www.law.cornell.edu/rio/citation/132_Stat._2123
https://legal.un.org/repertory/art2/english/rep_supp7_vol1_art2_4.pdf
https://legal.un.org/repertory/art2_7.shtml
https://www.icj-cij.org/public/files/case-related/70/070-19860627-JUD-01-00-EN.pdf

Military Necessity

Second, in the absence of an armed conflict that might expand military necessity,
one must look to the military aspect of the principle to determine whether its require-
ments have been met. In a military-focused analysis, the IRA operation would have to
have offered a military benefit or advantage, criteria that an operation targeting a civil-
ian corporation staffed by civilians and owned by a civilian oligarch did not meet.*”

Additionally, the operation did not target Russian military capability but the
broader Russian Federation’s ability to influence US elections. Consequently, while
USCYBERCOM’s protection of US elections helped achieve a national security objec-
tive and may even have foiled a component of Russian grand strategy, its operation
achieved no military benefit or advantage and was not a military necessity.

There are counterarguments to this assessment. It could be argued, for example,
that the IRA operation was a military necessity because it was ordered by the
commander-in-chief and executed by a military unit under the orders of the secretary
of defense. Actions necessary for meeting the task’s objectives are therefore a military
necessity. This line of reasoning is attractive because it is easy to apply and permits the
broad use of USCYBERCOM.

But this argument is flawed for two reasons. First, it only applies to subordinate
forces; personnel at the highest levels of government that determine whether a pro-
posed order meets legal and policy requirements must determine whether military
necessity exists before the order is ever issued. Second, the act of issuing military orders
does not itself create legal and policy compliance. The opposite is true, meaning com-
pliance with law and policy must be established before the order may be carried out.
This is why military personnel have an affirmative duty to disobey unlawful orders.?®
Therefore, the existence of military necessity is a conditional precedent for order issu-
ance, not its result.

It could also be argued that even if this assessment was once correct, it is now ir-
relevant because DoD policy was revised, and it no longer requires adherence to the
law of war but rather only consistency with its principles. Under this more flexible re-
gime, a purely military advantage or benefit may not be required for policy compliance.

Still, before concluding the new policy’s flexibility has freed military necessity of its
military-centric focus, one should consider how closely related components of the
LOAC inform the meaning of military necessity. The rule of distinction requires dis-
tinguishing between civilians and military personnel and between military objects
and civilian objects to ensure civilians and their objects are not targeted. Under the
law of armed conflict, an object is considered a military object if its “nature, location,
purpose, or use make[s] an effective contribution to military action and whose total

27. United States v. Internet Research Agency, 2; Maxim Trudolyubov, “Vladimir Putin’s Parallel State,”

28. GC DoD, DoDD 2311.01, 3, 12; Uniform Code of Military Justice, 10 U.S.C. §$ 890, 892 (2019);
and Joint Service Committee on Military Justice (JSCMY]), Manual for Courts-Martial, “Article 90,” 16.c.(2)
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or partial destruction, capture or neutralization, in the circumstances ruling at the
time, offers a definite military advantage.”*

This definition clearly contemplates a military advantage before an object can be
targeted. The USCYBERCOM operation against the IRA fares just as poorly under the
rule of proportionality, which prohibits damage to civilian objects when the damage is
“excessive in relation to the concrete and direct military advantage anticipated.”*°
Given that distinction and proportionality are derived from and predicated on mili-
tary necessity, it follows that the existence of a military benefit or advantage is still
necessary even under the revised policy.

The increased flexibility of the Department’s current law of war policy thus did not
resolve the problems of its predecessor. This means that unless “military” is read out of
that principle, a draconian step not contemplated by either version of the DoD policy,
the principle of military necessity remains predicated on achieving a military advan-
tage or benefit.

But as the Lieber Code’s application in the Civil War demonstrates, even operations
that do not involve force or traditional military objectives can meet the requirements
of military necessity as long as the operation is necessary for achieving the ends of the
conflict in which it is employed. Therefore, it is the lack of a conflict, not per se the
military focus of military necessity, that locks the principle into a military-focused
vacuum. The key to unlocking military necessity’s inherent flexibility, and thus ex-
panding the types of operations that can meet its requirements, lies in having a con-
flict against which the military necessity of less-than-war cyberspace operations may
be judged.

Reframing the Conflict

Strategic Competition

Unless an actual war is to be pursued in the interest of easier analysis, something
not suggested or advisable, giving these operations a conflict means reframing conflict
as something other than armed conflict. The current state of international affairs—the
state in which it has existed for most of the last few centuries—suggests strategic com-
petition is the leading candidate. Such reframing is not possible in the case of an actual
armed conflict, which is a status defined by international law.3'

But flexibility in terms and in their application is permissible in policy spaces that
seek to occupy areas the law does not. There is no set definition for strategic competi-

29. Secretariat of the United Nations, Protocol 1, art. 52.2; National Defense Authorization Act for
Fiscal Year 2010, 10 U.S.C. § 950p(a)(1).

30. Secretariat of the United Nations, Protocol 1, art. 51 (emphasis added).

31. “Convention for the Amelioration of the Condition of the Wounded and Sick in Armed Forces in
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tion, and the United States has not chosen a unified approach.?* For this discussion, it
is enough to observe its foundational principles and understand how they can be used
to formulate a new way of looking at conflict.

The modern state, born in seventeenth-century Europe, was founded on two key
principles: (1) states are abstract and enduring entities that exist in their own right;
and (2) states have national interests that each state has a sovereign right to pursue.*?
Of course, activities that further one state’s interests do not necessarily promote the
interests of others and can be at cross-purposes with those of other states. These ac-
tions inevitably lead to friction and rivalry as states seek to further their interests and
provide themselves a comparative advantage in the pursuit of “nationalist ambitions
[and] passions.”**

The competitive pursuit of national interests is often referred to as great power or
strategic competition.*® This article will use the term strategic competition since not
all states against which the United States competes can rightly be considered a great
power. In centuries past, strategic competition frequently resulted in the use of war as
a means of furthering state interests.*® But the adoption of the UN Charter and its
prohibition on the “threat or use of force” except under narrow circumstances greatly
limited the ease with which states could choose armed force to achieve state interests.>”

The removal of force as an option did not eliminate armed conflict, but it made force
less easily resorted to and consequently made the less-than-war tools of international
relations even more important than they already were. Modern strategic competition is
characterized by states preparing for military conflict as a deterrent to armed force
while using less-than-war options, including diplomacy, economic policy, sanctions,
espionage, cyberspace operations, and influencing through information, to pursue
their national interests. This strategic competition is the battle in which the United
States is presently engaged, making it the conflict relevant to the reframing discussion.

Pros and Cons

Reframing the conflict as strategic competition has three key benefits. One, it
adopts a conflict in which the United States is already engaged and for which it has

32. Alexander Boroff, “What is Strategic Competition Anyway?,” Modern War Institute, April 4, 2020,

33. Henry Kissinger, World Order (New York: Penguin Books, 2014), 22.
34. Robert Kagan, The Return of History and the End of Dreams (New York: Vintage Books, 2008), 3.
35. Donald J. Trump, National Security Strategy of the United States of America (Washington, DC:

36. Dinstein, Self-Defence, 176; and James Turner Johnson, Ethics and the Use of Force: Just War in
Historical Perspective (Farnham, England: Ashgate Publishing Limited, 2011), 39.
37. UN Charter, art. 2(4), 44, 51.
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