UNMANNED AIRCRAFT SYSTEMS

Combat Drones in Ukraine

Drones are playing an important role in the war in Ukraine. Without a large conventional air
force, the Ukrainian military is employing a number of high- and low-end imported and domes-
tically produced drones to devastating effect against Russian forces. This article examines how
Ukrainian and Russian forces are employing these drones and their effects on the battlefield.

krainian resistance to Russia’s invasion surprised not only Russian president

Vladimir Putin but also Western intelligence agencies and prominent analysts.!

A wide range of drones are among the celebrated systems proving effective for
Ukrainian forces, most notably the Baykar Bayraktar TB2. This combat drone now has a
song and music video dedicated to its success against Russian troops.? Aside from this
famous battle-tested drone, both sides have other drones now employed in combat. This
article analyzes the drones being used by Ukraine and Russia, their effects on the battle-
field, and implications for future combat.

Background

'The Russian invasion of Ukraine, labeled a “special operation” by Putin, began on Feb-
ruary 24, 2022. The planned days-long invasion soon turned into a war of attrition that,
by its eight month, had triggered Europe’s largest refugee crisis since World War II. As
of October 2022, more than 4.6 million Ukrainians remain outside their own country,
with millions more internally displaced.?

'The Russian military under Putin has employed similar tactics to those used in the
Second Chechen War. Putin further perfected these tactics—“siege, destroy, and take
over’—with a heavy reliance on airpower and private military contractors in the Syrian
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Civil War.* Even though Western intelligence agencies estimated Russia would control
Ukraine within four to five days, Russian forces, as of October 20, 2022, failed to control
more than the areas directly bordering Russia, including the oblasts surrounding Luhansk,
Donetsk, Mariupol, and Kherson.> Moreover, Russia failed to seize and hold Ukraine’s
capital, Kyiv, Putin’s main target.

Although this article is largely focused on offering readers an understanding of the
drones impacting the battlefield in Ukraine, it is worth noting the role of drones is un-
settled within the security studies literature. Some analysts argue drones are, in fact, a
revolutionary technology.® Others disagree and suggest they play a lesser role in reshap-
ing conflict.” The truth, however, is likely somewhere in between. The war in Ukraine is
certain to provide greater clarity in understanding the role drones play in conflict in
general. But this analysis does not take a position on this critical topic at this early stage
of their use.

The article employs the Department of Defense definition of unmanned aircraft systems
(UAS): “That system whose components include the necessary equipment, network, and
personnel to control an unmanned aircraft.”® The term drone is the common vernacular

used to describe UAS.

Ukraine’s Drones

When Ukraine gained independence from the Soviet Union in 1991, the country in-
herited an antiquated defense infrastructure that included more than 750 factories and
140 research institutes, representing 30 percent of the Soviet Union’s defense industry.’
After Russia’s seizure of Crimea in 2014, the country accelerated the development of
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defense technologies and began to modernize the military.!” These efforts included coop-
erating with many Western nations to acquire state-of-the-art military hardware and
software. In this regard, Ukraine’s homegrown military drone technology was relatively
young when Russia invaded in February 2022.1' Many drones Ukraine has deployed
against Russia were purchased from foreign nations, with Turkey leading the list of sup-
pliers before the start of the war.

Baykar Bayraktar TB2

'The Baykar Bayraktar TB2 is a medium-altitude, long-endurance unmanned combat
aerial vehicle that, according to the manufacturer, is capable of remotely controlled or
autonomous flight operations. This immensely popular drone is manufactured by the
Turkish defense company Baykar Defense.!? The manufacturer’s primary objective is to
build a less expensive alternative to Western drones, primarily for the Turkish Armed
Forces. Although it is not comparable to state-of-the-art American drones like General
Atomics’ MQ-9 Reaper or Northrop Grumman’s RQ-4 Global Hawk, its appeal lies in a
brutally efficient cost-benefit calculation on the battlefield.

'The TB2 can fly for almost 24 hours at a maximum altitude of 25,000 feet. It is 6.5
meters (approximately 21 feet) long with a wingspan of 12 meters (approximately 39 feet)
and a maximum take-off weight of 650 kilograms (1,433 pounds).!> Commonly called the
Bayraktar, it can be equipped with four laser-guided bombs. Notably, these bombs are prov-
ing incredibly effective against Russian tanks and other armored vehicles.!

Before its appearance in Ukraine, this drone was used in Syria, Libya, and Azerbaijan.!
In 2019, the Armed Forces of Ukraine began acquiring the Bayraktar TB2S, then up-
graded to the TB2 as a part of its military modernization program. '® Outmanned, out-
gunned, and primarily relying on unbreakable resolve, Ukrainian forces have found this
drone to be very effective as a force multiplier.!”
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Several dozen TB2s are now thought to be in Ukraine’s arsenal. They are used to disable
multiple launch rocket systems and take out columns of armored tanks and personnel
transporters.'® In June, Ukraine may have also hit two oil depots well inside Russian terri-
tory using these drones, bringing the war behind the front lines and embarrassing Russia’s
air defenses.! These drones have also been used for reconnaissance and surveillance.?’

But the TB2 has its limitations and is certainly far from invincible.?! The exact perfor-
mance of the drone is difficult to assess effectively given the proliferation of Russian
disinformation and misinformation.?? According to Russian-linked sources, TB2s are
regularly shot down. Given the relative simplicity of the technology used in the TB2, the

losses to advanced Russian air defenses are not unexpected. The balance between rela-
tively inexpensive and more advanced drones may prove to be the most interesting aspect

of Ukraine’s use of the TB2.

Punisher

In addition to the TB2, the Ukrainian Army is using a small and nimble locally made
drone known as the Punisher, which has successfully completed numerous missions
against Russian forces.?® The drone is designed and manufactured by UA Dynamics, a
company operated by veterans of the Crimea conflict. The company describes the drone
as “reusable, fast, unexpected, precise, lethal.”**

'The Punisher has a 2-kilogram (4.5 pounds) combat payload, 45-kilometer (28 miles)
range, and 43-knot cruising speed. It has a 2.3-meter (6.5 feet) wingspan and can fly at
400 meters (1200 feet) altitude for missions of up to 90 minutes.? Their small size and
low altitude allow them to reach deep behind enemy lines with little risk of detection
before or during strikes and then return for a quick five-to-seven-minute servicing. This

combination of characteristics has reportedly allowed Punisher drones to hit supply lines
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supporting Russian troops and strike ground vehicles and trains transporting fuel and
other resources to these troops.

Quadcopter Drones

The Ukrainian Territorial Defense Force is training volunteers in tactics employing
drones, including making and deploying Molotov cocktails in the battle against Russian
forces.?¢ Ukraine’s DJI-inspired (DJI is a Chinese manufacturer of small quadcopter
drones) drone added another dimension to Ukraine’s defense. The drone is a quadcopter
that can stay aloft while carrying a Molotov cocktail horizontally and is reportedly trig-
gered remotely to drop the explosive. The front-loaded camera appears to be angled
straight downward, possibly to offer a clear view of intended targets directly below.?” The
use of consumer drones by Ukrainian forces for attacking Russian troops rather than for
surveillance is another indication of the innovative employment of drones generated by
the war in Ukraine.

Interestingly, recent reports suggest DJI is supporting both Ukraine and Russia.?® If
these reports are accurate, it exemplifies the role affordable commercial drones can play
and that their ubiquity may make it the combatant that most wisely and creatively uses
drones the one that succeeds in conflict.

Warmate 1

'The Warmate 1 is a microloitering munition developed by the Polish company WB
Electronics. Vaguely plane-shaped with a centrally mounted wing and a v-tail, the drone
weighs around 5.3 kg (12 pounds) and has a top speed close to 150 kilometers (93 miles)
per hour. It can remain aloft about 70 minutes and has an operating range of approxi-
mately 15 kilometers (9 miles), line-of-sight with a payload capacity of 1.4 kilograms (3
pounds).?’ The drone’s control system allows a single operator to fly it to desired locations
autonomously or manually control it. Ukraine uses this drone for surveillance and recon-
naissance and for attacking Russian positions.>
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Switchblade

In March 2022, the Biden administration provided Ukraine with American-made
Switchblade kamikaze drones as part of a military aid package, transferring about 100
drones.’! The Switchblade has two variants—the 300 and 600. The 300 is designed for
pinpoint strikes on personnel, and the larger 600 is meant to destroy tanks and other ar-
mored vehicles.3? The Switchblade’s effect on the battlefield is unknown.

Tupolev Tu-141 Strizh

'The Ukrainian arsenal also includes the Soviet-era jet-powered Tupolev Tu-141 Strizh
drone, a large, high-altitude UAS. Even though the Tu-141 was designed to conduct re-
connaissance, it can also attack enemy positions, though with little success in past wars.
Despite the limited success of these drones in the past, Ukraine upgraded the platform
and fielded a useful Tu-141 fleet after the Russian invasion in 2014.This UAS looks more
like a cruise missile than a traditional drone. It is rocket launched from its trailer and flies
a predetermined course at transonic speed.*?

While flying a predesignated path, the Tu-141 can collect various forms of intelligence.
After its flight, the drone launches a parachute for recovery, allowing it to be reused. This
drone created consternation among NATO members in March 2022, when an armed
Tu-141 flew from western Ukraine, crossed Romanian and Hungarian airspace, and
crashed in Zagreb, Croatia.* No official statement came from the Croatian or Ukrainian
governments regarding who fired this drone. According to a source close to the Ministry
of Defense of Croatia, the crashed drone belonged to Ukraine and was carrying a bomb to
strike Russia’s positions but veered off course, ran out of fuel, and crashed.® As this article
was going to press, Russia reported that modified versions of the Tu-141 struck two Rus-
sian airbases hundreds of miles from the Ukraine border.3*
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8 VOL.1, NO.4, WINTER 2022


https://www.politico.com/news/2022/03/16/us-sends-switchblade-drones-to-ukraine-00017836
https://www.nbcnews.com/politics/national-security/ukraine-asks-biden-admin-armed-drones-jamming-gear-surface-air-missile-rcna20197
https://www.globalsecurity.org/military/world/russia/tu-141.htm
file:///C:\Users\lauratimgoodroe\Documents\Work\ASOR\,%20https:\www.thedrive.com\the-war-zone\44697\ukrainian-tu-141-strizh-missile-like-drone-appears-to-have-crashed-in-croatia
https://www.rferl.org/a/zagreb-drone-explosives-russia-ukraine/31802023.html
https://www.defenseone.com/technology/2022/12/explosions-russian-air-bases-may
-change-several-nations-calculations/380521/

Lowther & Siddiki

Russia’s Drones

Despite being the world’s second-largest arms exporter and producing advanced air
and space systems, Russia’s drones are not among the most advanced in the world.%” Still,
in recent years, the country has appeared to be highly concerned about the importance
of drones in modern warfare, and Russian interest in drone development has increased
dramatically.

Obviously, Russia lags behind the West in this sector, both in commercial and defense
technology. But based on its proven ability to develop complex air and space systems,
Russia is expected to master the competencies required for designing and manufacturing
highly capable drones. Currently, Russia is employing domestically produced drones in
Ukraine, which has prompted many Western companies to cease cooperating with Rus-
sian firms. Moreover, sanctions in place now will likely hamper Russian efforts to catch
up with Western and Chinese drone manufacturers, particularly as critical technology
transfers remain part of the technology sanctions.

Kalashnikov Kyb
'The Kalashnikov Kyb drone, introduced in 2019 by Zala Aero, is a blended wing-body

drone with uplifted wingtips. The aircraft is more than a meter wide and a meter long
with a flight duration of 30 minutes. It typically cruises at 80 kilometers (50 miles) per
hour but can fly up to 130 kilometers (78 miles) per hour for short distances. It has a
payload capacity of three kilograms (6.6 pounds).*® Russia’s ground forces started using
this drone to attack targets in Ukraine soon after the invasion commenced. Ukrainian
forces have recovered at least two of the Kyb drones—evidence that Russia is using them
in its invasion.*’

Eleron-3SV
The Russian company ENICS developed the Eleron-3SV drone in 2013. The drone

conducts round-the-clock reconnaissance using optical and electronic tools and has an
operating range of 25 kilometers (15 miles). It can remain in the air for two hours.*’
Eleron-3SV drones have operated in the Donbas region since 2015 and were used in the
Syrian theater. Russia has employed these drones in Ukraine, and the Ukrainian Army
has reported capturing two."!
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Orlan-10

The Orlan-10 drone is a medium-range, multipurpose UAS developed by the St.
Petersburg-based firm Special Technology Center. This drone entered the war early, and
Russia used it to attack Ukrainian military assets and for aerial reconnaissance and elec-
tronic warfare. For surveillance and reconnaissance purposes, this drone is usually used in
a group of two or three.

'The first drone is used for reconnaissance at an altitude of 1-1.5 kilometers (4,000 to
6,000 feet) above a target; the second drone is used for electronic warfare; and the third
transmits surveillance information to the control center.*? The drone has a maximum
speed of 150 kilometers (90 miles) per hour and a combat range of 140 kilometers (80
miles). It can remain in flight for a maximum of 16 hours and has a service ceiling of
5,000 meters (15,000 feet). Its capabilities are not yet fully known but it serves in many
of the same capacities as the previous drones described.

Forpost R

The Forpost R is a Russian license-produced version of the Isracli IAI Searcher II
drone.® Forpost R has a maximum speed of 200 kilometers (120 miles) per hour, a mis-
sion endurance window of about 18 hours, and a service ceiling of 20,000 feet. This drone
conducted its maiden flight on August 23,2019 and joined the Russian Armed Forces in
2020. The primary objective of the Forpost R is to conduct reconnaissance, and the
500-kilogram (1200 pounds) air vehicle is equipped with improved radar identification
equipment among other reconnaissance devices. On March 11,2022, a Russian Forpost
R drone was destroyed by Ukrainian forces. Ukraine’s military claimed the drone crossed
into Polish airspace before reentering Ukrainian airspace, where it was shot down.

Orion E

The Orion-E combat drone is considered Russia’s best strike drone. Russian forces
first used the Orion-E in combat in Syria against forces opposing the Assad regime.*

The Russian Ministry of Defense even claimed that the drone has “fighter-like” capabilities.*®
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Developed by Kronshtadst, the drone has two variants: the export variant called Orion-E
and the Inokhodets variant used by the Russian military.*® It is a middle-altitude, long-
flight drone with a maximum flight altitude of about 8,000 meters (25,000 feet) and can
remain in the air for up to 24 hours. The drone’s cruising speed is up to 200 kilometers
(120 miles) per hour with a maximum payload of 250 kilograms (550 pounds). It features
a turret under the nose with electro-optical and infrared cameras, and it possesses a laser-
target designator to deliver guided weapons.

The Orion-E can carry up to four air-to-ground missiles, and its arsenal includes the
KAB-20 and KAB-50 adjustable aerial bombs, the UPAB-50 guided gliding aerial bomb,
and the X-50 guided missile.*’ The drone is expected to field electronic warfare systems
soon. Russia has not disclosed how many Orion drones it operates in Ukraine, but it has
claimed the drone has been used to attack Ukrainian positions successfully. Simultane-
ously, online photographic evidence shows the Ukrainians shot down at least one Orion-E.*®

As the previous discussion of Russian drones in Ukraine suggests, Russia’s claims that
it fields state-of-the-art drones are certainly questionable.* To suggest Russia lacks
dominance may be a generous description of the state of Russian capabilities. Simply
stated, Russian drones are rarely in evidence in Ukraine. This failure is leading to specula-
tion among analysts that follow the war in Ukraine that Russian drones are being held in
reserve for a later escalation in the conflict.*

Others suggest logistical issues constrain drone use—as evidenced by the widespread
reports of abandoned and broken Russian military vehicles.” This is prompting some to
conclude Russia may not be able to support drone operations in Ukraine. According to
other experts, one of the biggest reasons may be a lack of trust in domestic technology in
its early stages.*

'The offensive use of drones by Ukraine and Russia is roughly equivalent, even though
the impact on the battlefield for each nation is not. This is, in part, because Ukraine enjoys
an advantageous position when it comes to counter drone technology. Defensive drone
technologies evolved from costlier systems (surface-to-air missile radars used to detect

46. Linda Kay, “Russian Orion-E Drone Makes Its First Kill in Ukraine,” Defense World, March 8,
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48. Linda Kay, “Ukraine Shoots Down Russia’s Isracl-Origin Surveillance UAV That Entered Polish
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and destroy drones) to cheaper systems (directed energy and electronic warfare). Ukraine
holds the advantage here because of its work with Western militaries and defense firms
after the invasion of Crimea in 2014.%3

'The Russian defense sector’s progress in drone development was stymied in recent years
by technology embargoes by Western nations and the lack of a sufficient domestic indus-
trial base. Ukraine’s greater-than-expected logistical and technological support from
Western firms post-Crimea, including in the drone and counterdrone areas, showed in the
early months of Russia’s invasion, where Ukraine held a distinct advantage.”* Whether this
advantage remains as the war turns into a protracted engagement is yet to be determined.
Western assistance may or may not outpace Russian efforts to close the gap.

Countering Drones

Russia has deployed its advanced electronic warfare systems in Ukraine for compre-
hensive protection against air assets, including Ukrainian drones. Russian tactics have
involved the simultaneous deployment of the Krasukha-2/4, R-330Zh Zhitel, and RB-
301B Borisoglebsk-2 ground-based electronic warfare systems, which use a combination
of jamming and spoofing.>> Each system is designed to target a different element of the
electromagnetic spectrum. Russia has also used these systems to conduct reconnaissance of
Ukrainian radio communications, followed by interference once targets were identified.

'The Ukrainian military has successfully hit some of Russia’s electronic warfare systems.
Moreover, they captured the command module of a Krasukha-4, considered the most
advanced system developed by Russia.’

The Krasukha-2 system, also in the Russian arsenal, consists of three vehicles based on
the Kamaz-6350 truck and can jam airborne warning and control systems at ranges of up
to 250 kilometers (150 miles). It can also jam other airborne radars such as radar-guided
missiles. The Krasukha-4 resembles the Krasukha-2 but can also effectively disrupt low-
Earth orbit satellites and cause permanent damage to targeted radio-electronic devices.>’
The truck-based R-330Zh Zhitel system can interfere with satellite communications
equipment, navigation systems, and mobile phones within a 30-kilometer (20 mile)
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54. Vikram Mittal, “Puzzling Out the Drone War over Ukraine to Date, Russia Has Had Little to Show
for a $9 Billion Investment in UAVs,” Institute of Electrical and Electronics Engineers (IEEE) Spectrum,

12 VOL.1, NO. 4, WINTER 2022


https://dronedj.com/2020/12/03/how-counter-drone-systems-defeat-and-destroy-rogue-drones/
https://spectrum.ieee.org/ukraine-drone-war
https://www.armyrecognition.com/russia_russian_missile_system_vehicle_uk/r-330zh_zhitel_jamming_cellular_satellite_communication_station_technical_data_sheet_pictures_video.html
https://www.businessinsider.com/russian-hi-tech-warfare-system-seized-ukraine-hold-military-secrets-2022-3
https://www.janes.com/defence-news/news-detail/russia-trials-new-ew-tactics
https://www.janes.com/defence-news/news-detail/russia-trials-new-ew-tactics

Lowther & Siddiki

radius. Although these systems were not initially designed for counter-drone activities,
they are useful if employed correctly.

Conclusion

Looking back on nine months of the war in Ukraine, it is evident the TB2 and other
combat drones engaged in the conflict are making a useful contribution to the war. Yet,
they are unlikely to be the deciding factor against a Russian army buoyed by greater
manpower and long-range artillery.>

Still, as a result of the apparent success of its drone force, Ukraine is not only destroy-
ing critical targets but aiding in the degradation of morale among Russian forces. For
Russian soldiers already struggling to rationalize their experience in Ukraine with the
justification they were initially given for the war, adding the fear of attack from unseen
drones only makes the anxiety of war more challenging. The fear of the unseen leads to a
sense of helplessness, which diminishes hope. Thus, it should be no surprise that good
order and discipline is often breaking down among Russian troops.>

The war in Ukraine clearly demonstrates drones are altering the dynamics of war. For
Ukraine, airpower is largely taking the form of drones, a first for a large nation. Demo-
cratic and authoritarian regimes like Ukraine and Russia know that military drone tech-
nology is quickly becoming central to warfare. Given the relative cost-eftectiveness of
drones—compared to similar manned aircraft—they are challenging the existing as-
sumptions about the use of airpower, allowing lesser adversaries to engage effectively in
aerial warfare.

Turkey, the manufacturer of the most popular drone in Ukraine’s arsenal, has a defense
budget that is a fraction of that of the United States. Yet the country is still managing to
develop and export highly capable and cost-effective drones. Turkey is accomplishing its
success in the midst of a technological boycott by Western countries due to its role in
Syria, Libya, and Azerbaijan.®° If the first months of the war in Ukraine teach us any-
thing about the present and future of drones in warfare, it is that they will appeal to
countries that cannot afford costly manned fighters. The war between Armenia and Azer-
baijan is already an example. These same states will rely on drones and develop new tac-
tics, techniques, and procedures that employ them in unexpected ways. > #

58. Sean Hollister, “DJI Drones, Ukraine, and Russia—What We Know about Aeroscope,” The Verge,

60. “US Imposes Sanctions on Turkey over Russia Weapons,” BBC News, December 14, 2020, https://
www.bbc.com/.
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