The Professional Journal of the United States Air Force



{

T
1

A'ﬁ'l -‘f"' ,.},‘ ~_.',' ':‘ |
U NV S

-““'"Mfﬂlmm 1978

- -

-
pe * ;
L
-
- d

—

-
W e



AIRUNIVERSITY

from the editor’s aerie

One of the Review’s stalwarts achieves a considerable feat with this issue:
two articles in succession. Lieutenant Colonel Edd Wheeler provided
“Women in Combat: A Demurrer” in our November-December 1978 edition,
and he now shows his versatility with the lead article, “Prospects for the
Manned Bomber: High Noon or Sunset?”’ Our cover relates to the early
morning of the manned bomber’s day as it depicts a “gaggle’’ of Keystone
bombers over the Golden Gate—before the bridge was there!

Of course, reactions are encouraged—either an in-depth article to present
in response or just a letter would be helpful. Although we do not yet
have a Letters-to-the-Editor column, we have often printed comments

and ideas, either in whole or in part, that come in through the mail.

Speaking of ideas, the generation of new ones is a principal purpose

of the annual Air Power Symposium of the Air War College. The 1979

session will take place just as this issue appears, and it should be some
encouragement to participants to know that three of the articles herein

were originally presented at last year’s symposium. Lieutenant Colonels
Phillip Heacock and Roger Schell deal with related themes in “The

Viability of Centralized Command and Control (C?)” and “Computer
Security: The Achilles’ Heel of the Electronic Air Force?” Another symposium
paper, related in a different way, is ““The Airborne Forward Air Controller:
Future Needs and Opportunities,” by John Ellis of the Rand Corporation.
Perhaps inclusion of these articles will stimulate other symposium participants
to look on the Review as a potential outlet for their ideas.

Probing on into the world of military thought, David Maclsaac’s review-
article about Karl von Clausewitz introduces us to the theory of warfare
through one of the masters. Don Hutchinson considers the same subject
at another level as he discusses USAF doctrine in “A New Look at an
Old Problem."”

If any of the participants in the Air Power Symposium of 1979 (or other
potential authors) would like to engage in this effort to stimulate new
concepts but is uncertain as to how to get started, just write or call

the Review for an author’s guide. It may just give you enough on format
and methods to clear away whatever inhibitions exist. Give us a ring

at 205-293-2773 or Autovon 875-2773.
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‘ ITH cancellation of the B-1 by the
Wadministration, the future of the
manned bomber is uncertain. The
bomber once enjoyed a position of un-
assailable supremacy among strategic
forces. It was the strategic force. Roman-
ticized names such as Flying Fortress and
Stratofortress were indicative of the
glamor and formidability attached to the
aircraft. That has all changed, of course.
The bomber has been brought down to
earth. There are those who even seriously
question its continued usefulness as an
instrument of twentieth-century warfare.
I believe that the manned bomber can
continue to play a valuable part in the
projection of modern air power. But that
role will be somewhat diminished, at any
rate different from years past. The change
will require accommodation in perceptions
by both military and civilian defense
planners. The Air Force, commanded
largely by men with venerable — and
venerated — flight experience, will have to
accustom itself to an environment in
which manned flight is no longer pre-
eminent insofar as strategic air power is
concerned. Civilian planners also must
adapt. They should come increasingly to
recognize that, though there are missions
for which the bomber may no longer be
ideally suited, there are other missions to
which it brings impressive and needed
capabilities.

The change in perceptions and expec-
tations may be attended by a sense of
anxiety, particularly for military leaders.
Advocates of the manned bomber have
lost an important round with the exit, at
least for now, of the B-1. At best they seem
to be fighting toward a draw. Criticism
may intensify. Detractors of the bomber,
fortified by collapse of the B-1 program,
could line the streets. A final decision is
still pending as to whether at some pointin
the near future a new bomber will be built.
A shoot-out of sorts on this issue appears

all butimminent. Many believe the clock to
be climbing toward high noon for bomber
advocates. Others believe, however, every-
thing is settled about the decision except
the dust. In their eyes, the bomberis flying
toward its sunset.

Controversial Texture

The texture of discussion on manned
bombers has usually been controversial
and marked by uncertainty. For example,
it has been more than 30 years since the
U.S. Strategic Bombing Survey attempted
to gauge the effects of World War II
bombing on Germany, but scholars are
still digging through the rubble. The case
for strategic bombing was hardly helped
by overstated claims in behalf of air power
during the immediate postwar period. One
authority even declared that a central
reason for storming Fortress Europe by
land was to divert German manpower
from the Luftwaffe.! Still, it is incon-
testable that Allied bombing, through the
vehicle of the manned bomber, was a
major influence both in shortening the war
and winning it.

Notwithstanding its combat achieve-
ments, the manned bomber has later
encountered heavy flak. There was the
matter of Vietnam, the evidence on which
is predictably disputed. A Rand analyst,
while acknowledging the intentionally
limited scope of U.S. bombing, claims that
it not only failed to make a dent in the
North Vietnamese economy but also failed
in its avowed objective of promoting a
negotiated settlement.? Architects of the
Linebacker II series later in the conflict
would render, as might be expected, a
different interpretation of the efficacy of
bombing.

Once the dominant component of our
national military power, the bomber now
plays a more modest role. “Today,”
according to McGeorge Bundy, “it is a
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supplementary guarantee against the
madness of an attempted surprise attack,
a diversifier that helps frustrate any
Strangelove among Soviet planners.”? As
previously noted, there are those who
would be less kind in their assessment of
the bomber’s decreased importance. For
instance, many critics of the B-1 argued,
rather spuriously, I believe, that not only
was the program too expensive but that
bombers have become altogether obsolete,
twentieth-century dinosaurs.

Arguments against the bomber are
usually articulated in terms of low capa-
bilities and high costs. That is, the
bomber is seen as slow, vulnerable,
expensive, and, in a familiar phrase, not
cost-effective. Let us examine these
criticisms in the larger context, without
which the criticisms themselves lose much
meaning.

The Track Record:
Laps Behind and Those Ahead

How fast is slow? The typical B-52 pilot
might answer that it is 520 knots (600
mph); the typical analyst, that it depends;
the typical critic, that it does not matter.
Assuming that the last answer is not the
most helpful one, what of the other two
responses?

Six hundred miles per hour is not a
terribly impressive performance charac-
teristic. At that rate, it would take at least
eight hours for the standard B-52 mission
from the United States to reach the target.
From an airborne alert posture well north
of the United States, the time to target
could be cut by perhaps half. Bombers
penetrating to target at altitude would be
subjected to attack from thousands of air
defense systems, nearly all of which
possess speed capabilities superior, many
vastly superior, to the bomber itself. It
should be noted, however, that most of
these systems are susceptible to effective

countering through use of defensive
avionics. Even so, it must be conceded that
bombers will not typically outperform
interceptor systems with respect to veloc-
ity. That concession made,its meaning or
relevance remains far from clear.

Speed alone, then, is not the strongest of
points for the bomber, at least not for |
present subsonic bombers. Even the B-1,
with its capacity for supersonic “dash,”
would not have done much better in terms
of outdistancing the most modern of
those Soviet fighters which, however for-
tuitously, happened to achieve inter-
ception. No aircraft, of course, will simply
outaccelerate hostile missiles; though, a
bomber in supersonic flight would present
a much more difficult target than a slower
one against antiaircraft artillery fire.

But the issue of speed is not one-
dimensional. It transcends mere Mach
number. Enter the analyst, who would be
quick, sometimes too quick for those rooted
in operations, to point out that speed
should be measured in terms of getting
away from the perhaps threatened home
base as well as getting into the threatening
target area. Aircraft caught on the ground
are like mallards on the moat, relatively
easy prey.

In that air bases may be subject to attack
by intercontinental ballistic missiles
(ICBMs) on notice of less than 30 minutes
and by submarine-launched ballistic
missiles (SLBMs) on notice of less than 15
minutes, it is sometimes argued that much
of the bomber force could be destroyed on
the ground by a surprise attack. Such an
argument presents two difficulties. First, it
seems to assume that bombers are destabi-
lizing in that their bases present targets of
opportunity to an adversary bent on
offensive action. Yet it might be argued in
return that a system which is based on
sovereign territory and eight hours from
potential targets is hardly as destabilizing
as one which isonly minutes away from its




targets. No irrevocable snap judgments
are necessary with respect to deployment
of bombers. They are not ideal first-strike
weapons for strategic warfare. They are, in
the phrase of one observer, “slow to take
offense.”’* It would be curious, then, to cite
their debility in this regard as provocative
or destabilizing.

Second, and more important, an argu-
ment that points to the bomber’s alleged
susceptibility to surprise attack seems to

Much glamor attached to such World War
II bombers as the B-17 Flying Fortress.
Armadas of them once ruled the skies of
Western Europe, but the few that still
remain are mostly museum pieces now.

ignore the problems which such an attack
might precipitate for an aggressor. One is
hard-pressed to imagine a scenario in
which an enemy’s first objective would be
rapid demolition of our air bases. This folly
could invite a devastating response by
remaining U.S. forces. Even if one assumes,
as is more likely, that a surprise attack
would be against both our bomber and
missile forces, the requirement for simul-
taneity in attack is very tricky. Should

5
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bomber bases, for example, be struck first
by SLBMs—while ICBMs were in-bound
against other targets—it could provide the
type of conclusive impetus necessary for
massive launch of our missile force. On the
other hand, an approach that strives for
absolute simultaneity in attack could give
adequate notice to bombers, resulting in
the launch of most of those on alert. Either
attack pattern would have to cope sep-
arately with the third leg of the Strategic
Triad, the SLBM force. It is a grave defect
to think of problems posed to an aggressor
as insurmountable, but we may safely
term them considerable in this case.
Chances are great that aggressive at-
tempts at orchestration would result only
in cacophony.

The vulnerability issue presents some
ambiguities. Bombers are more vulnerable
than missiles in that they are not protected
by structures capable of withstanding
nuclear blasts. The fact, however, that
bombers are not encased in protective
systems may add ironically to their
chances for survival. As accuracies and
potential yields® increase for enemy
missile systems, the danger will become
more serious to stationary forces and those
intended to “ride out” an attack. Any
system locked into a second-strike posture
from known geographic coordinates will
be increasingly vulnerable. Modern bomb-
ers are designed to flush, not to be around
when the damage occurs. This is a case in
which comparative fragility may promote
comparatively good survivability.

Bombers are mobile. In time of crisis,
they can be dispersed to any number of
diverse operating locations. This forte
could be capitalized on to a greater degree
in the future. The payoff in enhanced
survivability seems to lie as much in
thoughtful planning for dispersal contin-
gencies as in such innovative, but limited,
measures as quick-start engines. It may be
that realization of a permanent satellite-

basing arrangement for bombers would
prove either too expensive or otherwise
unattractive for a number of logistical
reasons. However, there is little reason
why difficulties cannot be resolved on a
contingency basis, particularly since this
resolution could vastly complicate an
aggressor’s task of targeting all airfields
on which there might be bombers. At
present the B-52 force is spread over
approximately 20 bases in the continental
United States. There are, however, many
times that number of airfields within the
country, civilian and military, that could
readily accommodate B-52s during emer-
gency situations. Although it generates
obvious sensitivities and requirements for
permission, the bomber force could also
utilize airfields belonging to allied na-
tions.

With strategic warning, the bomber
force could be dispersed and move about
freely among various locations. At a given
time, bombers might be found on only a
fraction of available airfields. An aggres-
sor, though, would have to target all of the
locations in order to counter the dispersal
pattern. The only ones more put upon than
parties implementing strategic dispersal
are those attempting to counter it.

It has been said that bombers are too
expensive. The lament is not new. A
British observer in the late thirties wrote
that “in 1934, first-line aircraft . . . being of
comparatively simple construction, cost
about £3,500 each,” or some $17,000 in
American currency of the time. The writer
continues that by 1939 prices had “in-
creased to as much as 800 percent of their
cost a few years ago.”’s Between the thirties
and forties, bombers evolved from canvas
to aluminum. They also progressed from
five digits to six digits in dollar-cost per
aircraft. The B-17 was built for approxi-
mately $200,000 each; the B-29 for about
$600,000.

At this point, the economist will begin to



issue dire warnings on the danger inherent
in comparisons of then-year dollars. Duly
cautioned of the rapids, let us follow this
stream yet a bit further. Within five years
of peak production of the B-29, the first B-
47s were being added to our inventories at
a cost of about $2 million apiece. The $8-
million B-52 followed a decade later. The
analyst, ever thirsting for a “knee of the
curve” here or a leg up there, might be
tempted to visualize it all as illustrated in
the accompanying graph.

If one wished to risk disclaimers from
analyst and economist alike, he might
project the curve out even further, where he
would find that the cost per bomber climbs
quickly toward $100 million. This pro-
jection in fact approximates reality. The
estimated cost of one B-1 bomber was just
above the nine-digit dollar level at the time
of program cancellation. All of which
could lead to the conclusion that the cost of
modern bombers is not so much out-
rageous as it is predictable. The price per
bomber increased tenfold between 1940
and 1950, a decade of mass production and
presumably of attendant economies. It is
hardly shocking, then, that individual
costs reflected another tenfold rise during
the past 20 years.

All that rises, however, must necessarily
neither converge nor climb toward the
absurd. The most discouraging—and
ultimately unacceptable—aspect of the
projection shown is that it betrays no
“knee” in the curve, no promise of leveling
off. Most taxpayers would find it only
partial balm for the economic wound to
learn that one reason for this spiral is the
fact that since the early forties industrial
commodity prices, and with them prices in
such areas as procurement and research
and development, have more than quad-
rupled.” Increases in labor costs have been
steeper still. Again, though, many citizens
prove inattentive to primers on inflation.
Their only concern—a concern to which
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the military must be sensitive—is that
$100 million is quite enough to spend on
any single weapon system, particularly so
when it is announced that hundreds of
such systems are necessary for mission
requirements.

As evidenced by the apparent fate of the
B-1 and by cancellation of high-cost naval
vessels, the public and governmental
moods are distinctly against programs
involving very expensive individualized
items. One should not attempt to establish
$100 million as the absolute upper limit for
a single aircraft. But one could predict
confidently that, in the near term at least,
any vehicle costing in this range is going
to require justification and support of the
most compelling type. The Secretary of
Defense has stated that the B-1 would have
been a more attractive option had it cost 30
percent less but that the technology of the
cruise missile development played alarger
part in its cancellation. The meaning of
this experience with regard to future
efforts seems clear: set up programs with
discriminating price consciousnes: or fold
them up and put them away.



The B-52 Stratofortress, mainstay of our pres-
ent bomber force, eclipses the B-17 and other
World War 11 bombers in its destructive capa-
bility. Yet for all its sleekness, the B-52,
dating from the mid-50s, is an old aircraft.
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A Juggernaut
without Wire Wheels

The task in a sense is to build a
juggernaut without wire wheels. Sporty
systems by and large are not cost-effective.
The pale of cost versus effectiveness has
been the familiar territory of defense
decision-makers for the past 15 years. It
perhaps is an area more uncharted,
however, than many imagine. There is not
a little pseudoscience to it all. Never-
theless, the tendency is to look for some
metric, a definitive standard or index, by
which we can measure how much we can

get for our money.
Measuring the cost-effectiveness of

bombers is difficult and imprecise. In 1945
our air forces contained over 23,000
bombers of all types, representing an
investment of at least $5 billion in aircraft
alone. Today our bomber force, consisting
of about 315 B-52s and 65 FB-111s,
represents a sunk cost in the range of $6 to
$7 billion. The meaning of such a com-
parison is not at all clear. Granted, the
bombers of yore were “effective.” Through
a vast preponderance of power, they
helped to win the war. Present bombers,
though, are capable of projecting power
and exacting destruction on an almost
unbelievably larger scale. For example,
two million World War II B-17s could not
have carried the destructive power that a
single B-52 is capable of delivering. Many
descriptive adjectives, and some unde-
scriptive ones, attach to present capa-
bilities. One of these descriptions is the
word ‘‘effective.”” Are bombers more
effective today than before? Yes and no.
Yes, they are awesomely more capable. No,
they do not, as before, represent the last
word in strategic systems.

But surely an investigation that com-
pares only the old and the new is not very
revealing. Far more interesting—and
telling—is the question: How effective are

bombers today? Are they still worthwhile?
There have been some takers on thislure
of a question. The reviews, in a nutshell,
have been lukewarm. Researchers at the
Brookings Institution, after reporting that
bombers receive “about 35 percent of all
money spent on . . . strategic forces,”
manage only the mildest of endorsements
in the appraisal that ‘“there is some
justification for retaining bombers as a
hedge against the failure of other re-
taliatory capabilities.”’”® If bombers are to
be retained, the writers at Brookings go on
to say, better to invest in wide-body
transports, which could be modified to
launch cruise missiles from standoff
range.®
This recommendation seems to have
been adopted in part by the adminis-
tration. Production on the B-1 has ceased,
though testing and research continue.
Production funds are to be used to develop
air-launched cruise missiles (ALCMs) for
the B-52 fleet. The press has indicated that
the administration, “in canceling the B-1,
took the position that the manned bomber
had been over taken by cruise missile
technology.”'® That is not quite how the
rationale for the decision was worded by
the administration itself. The Secretary of
the Air Force has gone on record that:
The decision to stop deployment of the B-1
was a matter of relative effectiveness and
costs of two different systems under certain
sets of wartime attack conditions. In itself,
the B-1 performance has been excellent and
it has met or exceeded all Air Force
requirements and is fully capable of per-
forming its intended role. However, there
obviously are alternative approaches to
meeting threats to national security. Choos-
ing between these alternatives involves a

total analysis and appreciation of national
priorities.!!

Whatever the driving factors behind the
decision to go with development of the
ALCM, that system could be in production
within two years. B-52s now operational
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could be modified to carry the ALCM. Itis
possible that the cruise missile, carried by
aircraft and sea-going vessels alike, could
become a fourth and equal component of
our strategic structure. The results would
be something of a Tetrad, though perhaps
the excursion into Greek for counting the
number of components in various group-
ings has already outlived its value.

At any rate, given realization of cruise
missile potential, the bomber’s role will
both increase and decrease. Its utility will
increase as a platform from which cruise
missiles might be launched outside an
adversary’s borders; it will decrease as a
strategic vehicle designed expressly to
penetrate to target. Since the total number
of bombers is not likely to increase in the
near future, the assignment of any
significant portion of bombers to standoff
missions means that the number iden-
tified as penetrators will decline.

The above is not to say that the fate of
strategic bombers is on the skids. The
manned bomber has to be taken seriously
with or without a load of ALCMs. As the
British continue to demonstrate, and our
present Strategic Air Command as well,
even older bombers are a force to be
reckoned with when they come forth in
numbers carrying nuclear arms. One
might even apply this same observation to
the cruise missile itself, a comparatively
old head with new eyes and teeth, attrac-
tive not for singular performance but for
its sheer multiplicity and nuclear bite. To
add to their strength, many of our bombers
recently have undergone extensive mod-
ifications, particularly in their counter-
measures and navigational systems.
Further modifications are ongoing or, as
noted with regard to the ALCM, contem-
plated. One can improve and improvise on
large aircraft to an extent not possible
with smaller aircraft. The bomber force is
not yet ready to be pitched out to the rag-
and-bone man.

The coming of cruise missiles, far from
undercutting the bomber’s value, could
provide needed stimulus. Indeed, the
ALCM should lend prolonged life to
strategic bombers, converting them into a
future force that combines standoff and
penetrator aircraft.

WHAT WILL be the makeup of this
future combination of bombers? Some
claim to see a place for what is termed the
land-based, multipurpose aircraft (LMA).
As visualized, such aircraft would be quite
large, somewhere in the class of a modern
747. They would be subsonic and serve as
mobile platforms for the employment of a
great variety of weapons and sensors. An
aircraft of this type could be assigned any
number of roles where long endurance and
massive firepower are at a premium. It
might be called an ‘“‘airborne heavy
cruiser”’ of sorts.

The LMA would carry with it high
payloads, high endurance, and a high
price tag. The latter characteristic may be
overlooked by futurists, but it is apt to
receive a prolonged stare, if not the
jaundiced eye, from many travelers of the
present. The same features that make the
LMA an attractive system make it also an
expensive one, perhaps prohibitively
expensive, and an attractive target. The
LMA is not likely to be built in the
foreseeable future for the same financial
reasons that caused demise of the B-1. Exit
the age of the behemoth; enter the era of
the beneficiary.

Insofar as bombers are concerned, one of
the beneficiaries of the future ought to be
the fast, moderate-size, moderate-price
aircraft. There is no conclusive reason to
believe that the B-52 is the last of the
strategic bombers. There is every reason to
believe, however, that its eventual suc-
cessor will represent a somewhat different
concept: a no-frills strategic aircraft that
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projects a power bulge without a fiscal one.
It will probably be smaller than the B-52
but possess an equal or greater payload
capacity.

In many ways, the bomber of the future
will not be dissimilar from the proposed B-
1. It will differ, though, in two important
respects. First, the comparative cost of a
future bomber should be less than that of
the B-1. Second, whereas the B-1 was
conceived primarily as a penetrator, the
bomber of the future is likely to be
consciously designed to fulfill both stand-
off and penetrator roles. There is nothing,
of course, which says it should notdo both.
That is, it may prove most advantageous
to design an aircraft capable of launching
a potent store of small cruise vehicles
against stationary targets, for example,
and then penetrating in order to seek out
targets that are either mobile or for some
reason resistant to attack by cruise
weapons.!?

Conventional Roles

In considering present and future roles
for the bomber, one should not overlook the
tactical mission. There are those who
possibly shudder at the thought of huge,
high-cost bombers cutting a path in the
hostile skies over a battlefield. They may
be right. But what if the skies are not so
intensely hostile? And what of the enemy
staging areas immediately to the rear of
the battlefield? It is here that bombers
might be of utility. For too long the
bomber’s role as a strategic system has
overshadowed its potential application to
tactical situations. The mission of the
bomber is not to be sent instinctively
toward the sound of guns; its mission
should gravitate toward places where it
can lend much-needed assistance.

Bombers could be sorely needed in
Europe in a conventional conflict. If the
West is to overcome its disadvantage there

in terms of troops, artillery, and armored
vehicles, it will have to make better than a
fair showing in the air. Should allied air
power ever be required to fill the breach, it
must do so quickly, before opposing
ground forces achieve a self-fulfilling
momentum or occupy an unacceptable
portion of friendly territory. Allied tactical
air forces currently emphasize both
readiness and flexibility. But the fact is
that they will be called on not only to
support ground forces but also to conduct
an air fight for survival in which they
themselves will be outnumbered. It is true
that some aircraft (for example, the Air
Force’s A-10) will be used almost ex-
clusively in ground support. Yet the
calculus of one aircraft attempting to
destroy one tank in one pass does not, in
itself, necessarily add up to thwarting a
fast-moving concentration of armored
vehicles that may number in the thou-
sands.

The argument here is not against
ground-support aircraft. They will serve a
vital role. The problem is that there has
never been a land and air battle in
Europe—or anywhere else—of the dimen-
sions that a full-fledged engagement
between east and west could yield. In case
of such a battle, there are generally three
possible results regarding the contest
between allied tactical aircraft and
advancing enemy armor: (1) allied air will
help stop enemy armor through use of
conventional munitions; (2) allied air will
succeed through use of tactical nuclear
weapons; or (3) allied air will be unsuccess-
ful in assisting efforts to stop the enemy
advance on land.

There can be little doubt that a full
conventional struggle in Europe would
require firepower output from allied air
forces on a scale heretofore unknown.
Bombers are suited for just such massing
of firepower. Given that the second and
third of the above possibilities are un-
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desirable, it seems only prudent that all
avenues should be explored in order to
make the first possibility a probability.
That bombers can survive and be effective
over a modern battlefield is not certain.
That use of bombers should not even be
contemplated is certain foolishness.

Various problems, however, must be
overcome before serious contemplation
can be given to use of bombers in a
scenario similar to that described above.
First, planners should mentally erase
many of the supposed lessons learned from
the experience of B-52s in Southeast Asia.
An air campaign in Europe doubtless
would be of shorter duration and greater
intensity. Targets would probably be
military concentrations near the battle
line or in proximate staging areas rather
than industrial facilities or military
complexes more to the rear; however, it is
conceivable that bombers might also be
used against airfields. Nevertheless, since
every effort most likely would be toward
control of escalation and containment of
hostilities, it is doubtful that anything
approaching a general interdiction cam-
paign should be entertained. Even if
engagements are restricted to forward
areas, though, the attrition for bombers, as
for all combat systems, will probably be
higher in this most perilous of military
environments than in Vietnam, where on
the costliest of raids about three percent of
attackingaircraft reportedly were lost.!3

The counterweight to this grim prospect
is that presumably it would take relatively
few missions for bombers to strike de-
cisively against massed (but fleeting)
targets of opportunity and to achieve the
desired resolution. Bombers have more
effective systems for electronic counter-
measures. Also, one would expect that as
bomber strikes and various forms of
ground suppression took their toll, the
attrition rate would lessen for succeeding
attacks.

Second, a fresh approach to implemen-
tation as well as to planning will be
necessary if bombers are to be employed to
advantage in a conventional role. There
will be no time, as there was in the sixties,
to structure a contingency force and to
outfit and modify bombers for tactical use.
New or improved munitions may be
required. Something of a revolution has
already occurred in the field of precision
munitions. But given the occasional
complexities and the relative high cost of
precision weapons delivered by air as
compared to those fired by ground sys-
tems, it appears that a reasonable course
to follow, for bombers at least, is one of
increased investment in area munitions.
What is needed is something relatively
simple, inexpensive, and capable of
disabling heavily armored vehicles over a
wide area. Such munitions tend to be large.
Since they are best delivered in high
numbers for extended coverage, it may
prove more desirable to drop them from
bombers rather than from smaller aircraft.
Area weapons could prove especially
effective against such targets as tank
columns that are massing for attack.

Bombers, as well as other aircraft, could
employ precision munitions and tradi-
tional explosives against less concen-
trated targets or in rear areas, where one
might wish to be very careful as to what
was and was not an appropriate target for
attack. Having significantly greater
endurance than fighters, bombers are
capable of loitering for hours well behind
friendly lines, while enemy columns are in
the process of forming or until such time as
the enemy attack plan unfolds. They could
be called in from their “orbits” on very
short notice. The incorporation of bombers
into air operations in this manner should
maximize the effect of aerial firepower.

Bombers do not, of course, have to bring
to bear firepower per se. I suggested earlier
that it might be sufficient merely to disable
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enemy armored vehicles, as opposed to
destroying them, along with their human
freight. Bombers are large aircraft and
capable of delivering a variety of stores,
some of which either have yet to be
developed or receive even thoughtful
consideration.

It is not my purpose to rely heavily on
future technologies or explore futuristic
weapons. But one should understand that
future weapons need not necessarily be
more lethal than present ones. In this vein,
it is appropriate to point out that bombers
conceivably can drop things other than
high explosives from their bomb bays. For
example, what if it were technologically

Production on the B-1 (here preparing for a test mis-
sion) has ceased, but testing and research continue.

feasible (or, equally significant, techno-
logically desirable) to incapacitate as
many as possible of the mechanical
vehicles in an entire division through the
careful delivery by a few bombers of a
nonlethal substance? This might be done,
say, through ejection of an ultrasticky
resin compound or a thin foam that dries
quickly to super hardness for some hours.
Other payloads, more exotic or less, are
possible. It takes but a brief flight of
imagination to visualize being able to
impede an opposing force without exten-
sive loss of life. There are situations in
which recourse to such weapons might be
highly desirable, particularly as an
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indicator that the actor wished to avoid
further escalation. The result would not
bring a sense of humanity to warfare, but
it could bring additional ways to stall
aggressive behavior or to communicate
reasoned intent.

In this perhaps idealized framework, it
is possible even that the term “bomber”
may become something of a misnomer—
that the vehicle, capacious and ever
susceptible to numerous innovations,
could as readily become a platform for
increased communication as for increased
destruction.

Until the advent of the millenium,
however, there will continue to be a run on
pragmatism. The services should take
under consideration possible ways to
include bombers, where feasible, in con-
tingency forces for conventional opera-
tions. There exists a wide area for
expansive, as opposed to cloistered,
military thinking. Means might be dis-
covered to exploit the bomber’s natural
advantage in terms of range and payload.
Increasing conventional capabilities
remains a fertile subject for our best
efforts. Topics of this nature are ripe for
creative treatment in places such as the
military’s professional schools, partic-
ularly in the war colleges, estates which to
date have not produced an especially large
volume of substantial and vintage
thought.!4

One alternative that merits investiga-
tion is the possibility of assigning to the
reserves some of the older B-52s now in
service. These aircraft could be assigned
perhaps to the reserves as part of the
wherewithal to begin specialized training
for conventional scenarios, with an eye
toward Europe. One option that comes to
mind is use of a portion or all of the 75 “D”
models of the B-52, soon to pass into
obsolescence anyway for strategic pur-
poses, in order to have in ready reserve a
carefully structured expeditionary force of

heavy bombers. Bombers may figure
importantly in countering concentrations
of forces and materiel, including the more
than 50,000 armored combat vehicles in
Warsaw Pact inventories, in case of a
conventional conflict in Europe.

Continuance and Continuity

Notwithstanding tactical applications,
the bomber’s primary role will continue to
be a strategic one. Bombers presently
stand with ICBMs and SLBMs in the
constitution of the Triad. The manned
bomber accounts for a sizable share of the
partnership: a quarter of our nuclear
weapons, over half the destructive power
(megatonnage), and a third of the yearly
budget for strategic systems. It might be
said to carry its share of the load, literally
and figuratively.

Bombers seem destined to maintain
their viability on through the foreseeable
future. Maintaining bombers avails us
with multiple options and opportunities
for flexibility, in addition to presenting an
enemy with multiple problems of defense.

This is not an advocacy piece for an
instant new bomber. The administration
has made its decision against the B-1, and
barring some unforeseen turn of events,
such as a breakdown of SALT, that
decision is not very likely to be amended.
But decisions are based on conditions,
judgments, interpretations, men. In short,
they are based on factors that can and do
change. Because a decision was made not
to build a new bomber in this, the latter
part of the eighth decade of the century, it
does not follow that the issue is forever
fixed.

I believe that the issue of a new manned
bomber is neitherdead nor moot. Thereis a
requirement for a new bomber, one without
frills or wire wheels. We need this system,
not so much for what it will be but for what
it could become. Few, if any, foresaw the B-
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17, designed originally for coastal defense,
becoming a high-altitude strategic bomb-
er; or the B-52, designed for high-altitude
nuclear delivery, becoming a bomber
capable of low-altitude penetration for
nuclear strike on one hand and a conveyor
of massive conventional ordnance on the
other. One need not trust in providence to
have some sense of appreciation for the
likelihood that, as with systems in the
past, a new bomber would be able to
accommodate change, often to advantage.

There is an inherent danger that any
proposal for a barebones bomber will be
seized on by critics as an absurdity,
something similar to proposing a stripped
down Cadillac. A new bomber should not
be a Cadillac, large or small. It should not
be a Maserati or even a Buick. It should be
a vehicle capable of giving a comfortable
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COMPUTER
SECURITY

the Achilles’ heel
of the electronic
Air Force?

LIEUTENANT CoOLONEL ROGER R. SCHELL

HE KGB officer addressed the
select group of Soviet officials with
his usual tone of secrecy but an

unusual air of excitement:

Comrades, today I will brief you on the
most significant breakthrough in intelli-
gence collection since the “breaking” of the
‘““‘unbreakable” Japanese and German
cyphers in World War II—the penetration of
the security of American computers. Thereis
virtually (if not literally) no major American
national defense secret which is not stored
on a computer somewhere. At the same time,
there are few (if any) computers in their
national defense system which are not
accessible, in theory if not yet in fact, to our
prying. Better still, we don’t even have to
wait for them to send the particular
information we want so we can intercept it;
we can request and get specific material of
interest to us, with virtually no risk to our
agents.

The Americans havedeveloped a “security
kernel” technology for solving their prob-
lem, but we need not be concerned—they
recently discontinued work on this tech-
nology. They are aware of the potential for a
computer security problem, but with their
usual carelessness they have decided not to
correct the problem until they have verified
examples of our active exploitation. We, of
course, must not let them find these
examples.

Your first reaction to this scenario may

be, “Preposterous!” But before you reject it
out of hand, recognize that we know it



could happen. The question is: Will we
apply sound technology and policy before
it does happen? To be sure, there are things
we do not know about the probability of
success of such an effort, but we can
rationally assess the most salient control-

ling factors:

e The high vulnerability of contem-
porary computers has been clearly in-
dicated in the author’s experience with
undetected penetration cf security mech-
anisms. In addition, security weaknesses
are documented in both military and civil
reports.

e The capability of the Soviets (or any
other major hostile group) to accomplish
the required penetration is quite evident.
In fact, no particular skills beyond those of
normally competent computer profes-
sionals are required.

e The motivation for such an infor-
mation collection activity is apparent in
prima facie evidence. The broad scope and
high intensity of Soviet intelligence efforts
in areas such as communication inter-
ception are frequently reported.

e The potential damage from penetra-
tion is growing with the ever increasing
concentration of sensitive information in
computers and the interconnection of
these computers into large networks.
Through computer penetration an enemy
could, for example, compromise plans for
employment of tactical fighters or com-
promise operational plans and targeting
for nuclear missiles.

o The opportunity for hostile exploita-
tion of these vulnerabilities is increasing
markedly both because of the increased
use of computers and the lack of a
meaningful security policy controlling
their use. In the name of efficiency many
more people with less (or no) clearance are
permitted easier access to classified
computer systems.

We have a problem and a solution in
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hand. Detailed examination of a hostile
nation’s (e.g., Soviet) capability and
motivation in those areasis properly in the
realm of the intelligence analyst and
largely outside the scope of this article.
However, it will trace the outlines of the
computer security problem and show how
the security kernel approach meets the
requirements for a workable solution—
although recent termination has nipped in
the bud very promising work toward a
solution.

What Makes Computers
a Security Problem?

Although a certain appreciation of
subtlety is needed to understand the
details of the computer security problem,
our objective here is to illuminate the basic
underlying issues. To understand these
issues, I will examine not only the
capabilities and limitations of computers
themselves but also their uses.

First, we take for granted the fundamen-
tal need to protect properly classified
sensitive military information from com-
promise. Security has long been recog-
nized as one of the basic principles of war,
and throughout history security or its lack
has been a major factor of the outcome of
battles and wars. We can and do strictly
control information when the dissemina-
tion is on paper. It is, therefore, illogical to
ignore the fact that computers may
disseminate the same information to
anyone who knows how to ask for it,
completely bypassing the expensive
controls we place on paper circulation.

Second, we must appreciate that “ex-
ploitation of the phenomenal growth of
computer science is a major area of
technological emphasis within DoD.”' We
currently lack quantitative superiority (or
even parity) in several force level areas,
and computers appear to be able to provide
the qualitative superiority we must have.
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The need for these capabilities is clear
when we realize that “good C? [command,
control, and communications] capabilities
can double or triple force effectiveness;
conversely, ineffective C? is certain to
jeopardize or deny the objective sought.”2
Indeed, we have in a very real sense
become an ‘“electronic Air Force’? with
computers at our heart.

Finally, we need to recognize that some
major vulnerabilities may accompany the
substantial benefits of computer technol-
ogy. Most decision-makers cannot afford
the time to maintain a thorough under-
standing of explosively developing com-
puter technology. But they can even less
afford to be ignorant of what the computer
can do and also of how it can fail. In
particular, a commander responsible for
security must ensure that dissemination
controls are extended to computers. He
must be able to ask proper questions—to
surface potential vulnerability for critical
and unbiased examination.

historical lessons in
emerging technology

It is not new to find that an emerging
technology is a mixed blessing. In particu-
lar, the threat facing computers today is
illustrated in the evolution of military
electrical communications—an earlier
revolutionary technology. Our compro-
mise of the security of Axis communica-
tions was fundamental to the outcome of
World War II, and computers now offer our
enemies the opportunity to turn the tables
on us.

Military communication specialists
early recognized the vulnerability of
electrical transmission to interception,
e.g., through wire taps or surreptitious
listening to radio signals. The solutions
were simple and effective but drastic:
restrict transmission only to relatively
unimportant (viz., unclassified) infor-

mation or to transmission paths physi- |
cally guarded and protected from in- |
trusion. Likewise, for several years the Air
Force restricted computer use to either
unclassified data or to a protected com-
puter dedicated to authorized (cleared)
users. In both instances the security
solutions limited use of the technology
where most needed: for important infor-
mation in potentially hostile situations,
such as battlefield support.

The communication security restric-
tions gave rise to various cryptographic
devices. These devices were to encode
information into an unintelligible and
thus unclassified form so that protection of
the entire transmission path was not
required. But (of paramount importance to
us here) this dramatically changed the
very nature of the security problem itself:
from a question of physical protection to a
question of technical efficacy. The effec-
tiveness of the cryptographic devices was
argued, based not on careful technical
analysis but rather on the apparent
absence of a known way to counter them.
Presently, computer technology is in a
position analogous with a similar argu-
ment for its effectiveness against un-
authorized access to computerized infor-
mation. In both instances, the arguments
seem to offer an acceptableriskin spite of a
de facto weak technical foundation.

Technically weak cryptographic devices
found widespread military use because of
false confidence and the pressing opera-
tional need for electrical communications.
One notable example was the Enigma
machine used by the Germans during
World War II. Their high-level national
command and control network used it for
communication security throughout the
war. As The Ultra Secret records, “the
Germans considered that their cypher was
completely safe.”t Yet, before the war
really got started, the British had in fact
“solved the puzzle of Enigma.”® The Air



Force is developing a similar dependency
with each (formal or de facto) decision to
accredit computer security controls. In
either case policy decisions permit a
technical weakness to become a military
vulnerability.

Examples during World War II show
how the tendency to defend previous
decisions (to accept and use mere plausible
techniques) assures the enemy of opportu-
nities for exploitation. In Europe the
broken Enigma signals (called Ultra) “not
only gave the full strength and disposition
of the enemy, it showed that the Allied
[troops] could achieve tactical surprise.”®
In fact, General Dwight Eisenhower
stated that “Ultra was decisive.”” The
Codebreakers describes a similar mis-
placed trust by the Japanese and notes
that American cryptanalysts “contributed
enormously to the defeat of the enemy,
greatly shortened the war, and saved
many thousands of lives.””® To be sure, the
Germans ‘“must have been puzzled by our
knowledge of their U-boat positions, but
luckily they did not accept the fact that we
had broken Enigma.’’® Similarly, the
Japanese “hypnotized themselves into the
delusion that their codes were never
seriously compromised.’’!? The Axis
establishment, it seems, would not ac-
knowledge its security weakness without
direct confirming counterintelligence—
and this came only after they had lost the
war. As for Air Force computer security,
the absence of war has precluded ultimate
exploitation; yet, the lack of hard counter-
intelligence on exploitation has already
been offered as evidence of effective
security.

Although technical efforts led to these
devastating vulnerabilities, it was none-
theless the technical experts like William
Friedman who provided a sound technical
basis: “His theoretical studies, which
revolutionized the science, were matched
by his actual solutions, which astounded it
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[the scientific community].”!! Today our
military makes widespread use of crypto-
graphic devices with confidence. For
computers, as for communications, the
nub of the problem is the effectiveness of
the security mechanism. Recent logically
rigorous work has resulted in a security
kernel technology. However, DOD is not
yet applying this technology.

The thrust of this historical review is
captured in the maxim, ‘“Those who
cannot remember the past are condemned
to repeat it.” The historical parallels are
summarized in Table I. The main lesson to
be learned is this: Do not trust security to
technology unless that technology is
demonstrably trustworthy, and the ab-
sence of demonstrated compromise is
absolutely not ademonstration of security.

distinction between
computation and protection

A given computer in one installation may
securely handle sensitive data, and an
identical machine may be totally insecure
in another installation. The key to under-
standing the computer security problem is
to distinguish when the computer provides
only computation and when it must also
provide security. These are two very
distinct cases.

In the first case, commonly called
“dedicated mode,” the computer and all its
users are within a single security perim-
eter established by guards, dogs, fences,
etc. By the use of secure communications,
this perimeter may be geographically
extended to remote terminals. Only these
external security controls are required to
maintain the security of the system. Use of
the computer is restricted so that at any
time all the users, remote or local, are
authorized access to all the computerized
information. A potential attacker must
overcome the external controls and pene-
trate the inner sanctum of cleared per-



Electrical
Communications

Electronic
Computers

Limited Use

unciassified only
protected paths

unclassified only
dedicated facility

Plausible Security

cryptographic technology
crucial to security

no known counter

weak technical
foundation

internal security
controls crucial

no known penetration

weak technical
foundation

Unwarranted Dependence

false confidence in

cryptography
policy acceptance

false confidence in
internal controls
policy acceptance

Underestimated Enemy

repeated and undetected
interception

advocates demand
counterintelligence

repeated, undetected, and
selective access

advocates demand
counterintelligence

Adequate Technology

information theory

Table I. Comparative evolution of security problems

sonnel. The computer provides only
computation; no failure or subversion of
the computer itself can compromise
security because of the protected environ-
ment.

In the second case, commonly called
“multilevel mode,” the computer itself
must internally distinguish multiple levels
of information sensitivity and user author-
ization. In particular, the computer must
protect some information from certain
users. For multilevel mode, internal
security controls of hardware and com-
puter programs must assure that each user
may access only authorized information.
For multilevel security the computer itself
must clearly provide protection as well as
computation. For the potential attacker,
simply gaining access to the peripheral
users of the computer will suffice—if he
can penetrate the internal controls.

20

security kernel

Multilevel security controls function
analogously to a cryptographic device;
their effectiveness is central to infor-
mation security. Because of the inherent
structure of computers, a multilevel
security weakness invites repeated ex-
ploitation. Furthermore, those security
failures internal to the computer are
almost certain to be undetected. In
contrast to communications where enemy
access to important traffic is a matter of
chance, in a penetrated computer he has
selective access, not only for extraction but
also for modification of information of his
choosing. All the worse, the processing
power of modern computers provides this
information rapidly and completely.

If we are worried about protecting our
cryptographic codes, then we are indeed
foolish to neglect our computers. And we
must realize that multilevel mode can aid



the attacker unless the internal controls of
the computer itself provide reliable pro-
tection.

evidence of weak security controls

The critical question then is this: Dare we
trust the internal security controls of
computer programs and hardware? The
author’s experience with security weak-
'nesses indicates that contemporary com-
puters do not provide reliable protection.
Computers proposed as sufficiently secure
to protect sensitive information were
checked for security shortcomings. A
formally sanctioned “tiger team” looked
for weaknesses in these supposedly secure
computers. (For accuracy the examples
will be limited to those evaluations in
which the author personally participated.)

The tiger team operated as a legitimate
user with only limited access to a small
part of the information in the system. The
team objective was to penetrate internal
security controls and demonstrate that
unauthorized access could be gained. In
every instance of the author’s experience,
serious security weaknesses were dis-
covered after only a few hours or days of
effort.

Passwords for the asking. A common
element of protection is a secret password
or key that the user must provide in order
to receive services or information. To be
effective the secrecy of the passwords must
be preserved. An IBM 370 computer with
the time-sharing option (TSO) had remote
terminals in various uncontrolled areas;
the secret passwords restricted the users’
access. This particular computer con-
tained sensitive Air Force procurement
source-selection information with tightly
controlled dissemination. The tiger team
members found that they had merely to
ask by name for the password file and the
passwords for all the TSO users would be
printed for them—without a trace that the
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passwords had been compromised. The
designers had overlooked the relationship
between security and the ability to print a
file.

Good commercials not enough. In the
Pentagon a General Electric system called
“GCOS” provided classified (secret)
computation for the Air Staff and others
with secured remote terminals at selected
locations. The manufacturer made an
advertising thrust about his security. Air
Force advocates proposed making a
multilevel system by adding unsecured
remote terminals, for unclassified uses, for
better coordination and efficiency. Again,
passwords were to protect the sensitive
information. When a user presented his
password to the computer, GCOS checked
a list of passwords to verify the user’s
legitimacy. To make this check, GCOS
copied part of the list into its main
memory. Among other flaws, the tiger
team found that GCOS left this copy of the
passwords where it could be printed easily
and without trace. The designers had
overlooked the possibility of deliberate
misuse of a necessary computer function.

Government designers not perfect. After
the Pentagon penetration, some advocates
claimed that government designers with a
greater awareness of security could avoid
such flaws. An organization that pro-
cessed sensitive intelligence data spent a
substantial effort “fixing” basically the
same GCOS system. They were confident
they could maintain multilevel mode
security. The tiger team found that these
“fixes” could easily be circumvented. In
this case not only could any user get atany
information in the system but also he
could access the classified information in
computers connected in a network with
that computer!

A contract cannot provide security.
Basically the same GCOS system was
selected for a major command and control
system. Advocates assured the users that
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it would be made multilevel secure because
security was required by the contract. An
extensive tiger team evaluation found
there were many deep and complex
security flaws that defied practical re-
pair—the computer was finally deemed
not only insecure but insecurable.

The best security is not good enough.
Honeywell Information Systems, with
DOD sponsorship, modified the GCOS
computer in an effort to improve several
areas substantially, including security.
The resulting Multiplexed Information
and Computing Service (Multics) was
widely touted for its security. The tiger
team used an Air Force laboratory com-
puter to evaluate Multics as a potential
multilevel secure computer for the Pen-
tagon. Although it had the best security
design of any system encountered, the
tiger team found several implementation
flaws.!2 In one case Multics first checked a
prospective user’s authorization for access
to information and, when the request
proved valid, executed the request. How-
ever, the user could change the request
after the validity check but before execu-
tion; Multics then executed the changed
request, allowing unauthorized access.
This penetration of Multics came from an
implementation short cut made toimprove
efficiency.

Encrypted passwords retrieved. The
Multics system internally encrypted its
password list so thateven if printed out the
passwords were not intelligible. When a
user presented his password, it was
encrypted and then compared to the
encrypted list. The tiger team used the
penetration technique developed on the
laboratory computer to access the en-
crypted password list of a large university
and then broke the cypher to obtain all the
passwords.

Trap door installed. The tiger team
penetrated Multics and modified the
manufacturer’s master copy of the Multics

operating system itself by installing a trap
door: computer instructions to deliberately
bypass the normal security checks and
thus ensure penetration even after the
initial flaw was fixed. This trap door was
small (fewer than 10 instructions out of
100,000) and required a password for use.
The manufacturer could not find it, even
when he knew it existed and how it
worked. Furthermore, since the trap door
was inserted in the master copy of the
operating system programs, the manu-
facturer automatically distributed this
trap door to all Multics installations.

Audit record destroyed. Some have
argued that a computer need not always
prevent unauthorized access as long as it
keeps an audit record of such accesses. The
Multics system kept a protected audit
record of access, and the tiger team’s
unauthorized accesses were recorded.
However, the audit record was itself
subject to unauthorized access. The tiger
team merely modified the record to delete
all trace of its actions, such as insertion of
the trap door.

Even fixes have holes. Honeywell
produced a new Multics computer that
corrected all the implementation flaws
reported by the tiger team. The tiger team
used Honeywell’s new computer at their
Phoenix, Arizona, manufacturing plant
and penetrated the security again.!® This
new flaw resulted from changes made to
correct the previous ones! It was becoming
increasingly clear that providing a multi-
level secure computer was indeed difficult.

Trojan horse not dead. While some had
recognized the problem, advocates in the
Air Staff were commending an installa-
tion for their multilevel security solution
on another computer. The solution con-
sisted of programs to segregate the
classified and unclassified information.
There were no remote terminals, but users
could submit unclassified jobs to the
computer without security checks. From



'an unclassified job the tiger team pene-
trated the underlying computer operating
system and modified the solution into a
Trojan horse, an apparently useful pro-
‘gram that concealed harmful capabilities.
‘The Trojan horse hid an invisible copy of
classified jobs. A later unclassified job
retrieved the hidden information, com-
promising security. Thus the security
solution was not only ineffective but it
actually exacerbated the security problem.

The obvious moral. Few if any contem-
porary computer security controls have
prevented a tiger team from easily acces-
sing any information sought. These
examples are by no means exhaustive;
they must not be used to infer predomi-
nance of certain flaws or to associate
particular weaknesses with only a few
manufacturers. Others have comparable
security problems.

futility of evaluation by penetration

In a very real sense the Air Force has been
fortunate that security is so poorin current
computers—the greater danger will come
when the argument that a computer is
secure because tiger teams failed to
penetrate it appears plausible. Indeed,
evaluating internal computer security
controls is a most difficult challenge. As
with cryptography, there are basically two
approaches.

If the security controls are based on a
carefully formulated, sound technology,
then they may be subject to rational
analysis of their effectiveness. As already
noted, this is generally not true of
contemporary computers. The security
kernel approach, which is subject to such
methodical technical analysis, will also be
discussed.

Alternatively, an advocate can simply
search for ways to penetrate a computer'’s
controls; failing to penetrate, he can
plausibly argue there is no way to
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penetrate since none is known (to him). Ifa
security hole is found, it can first be
patched before arguing for security.
Obviously, this argument suffers acutely
from both theoretical and practical diffi-
culties.

In principle, one could test all possible
programs to find any that led to a security
penetration. This method of exhaustion
would be effective but is far beyond the
realm of feasibility. For any substantial
computer this would take so long that
before the evaluation was finished the sun
would literally have burned out! Thus, a
realizable evaluation by exhaustion must
be so incomplete as to be ludicrous.

In fact the effort spent in penetrating
and patching yields poor marginal return
in terms of security. The tiger team
examples indicate some of the difficulties:

First, experience shows that new pene-
trators tend to find new holes—even after
previous teams have found all they could.
It seems unlikely that a real attacker will
not involve new people.

Second, holes do not generally result
from rank stupidity but from human
oversight in dealing with a difficult design
problem. Thus the fixes themselves are
likely to be flawed.

Third, it does not take a highly special-
ized expert to penetrate security. It is true
that most computer professionals do not
know ways to penetrate the systems they
use; they want to do a job, not interfere
with it. Yet when given the assignment,
even junior and inexperienced profes-
sionals have consistently succeeded in
penetration.

Fourth, the exposure to attack is fre-
quently much greater than from just the
known system users. Commercial tele-
phone connections to military systems are
increasing and give worldwide access.
Communication taps also give access to
unsecured direct connections; microwave
intercepts by the Soviets in the U.S,, as
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recently revealed by the White House,
demonstrate this capability. Lack of strict
security control on the submission of
computer jobs allows attacks in the name
of a legitimate user even for computers
without remote terminals. Interconnection
to other computers can add a large group of
unknown users as well.

Fifth, the attacks can be developed and
perfected on other than the target com-
puter. A similar computer owned or
legitimately accessed by the attacker can
be used to minimize the risk of detection.
Once perfected, the attack methods can be
applied to the target computer.

Finally, to a hostile penetrator the trap
door and Trojan horse approaches are
probably the most attractive, and these
deliberately created flaws in computer
programs are the most difficult to detect.
Most tiger teams concentrate on acci-
dental flaws that anyone might happen to
find, but the deliberate flaws are dormant
until activated by an attacker. These
errors can be placed virtually anywhere
and are carefully designed to escape
detection. Yet most military systems
include programs notdeveloped in a secure
environment, and some are even develop-
ed abroad. In fact some systems can be
subverted by an anonymous remote
technician with no legitimate role in the
system development. These errors can be
activated by essentially any external
interface—from an unclassified telegram
to a unique situation set up for detection by
a surveillance system.

ON BALANCE, penetrating and
patching internal controls is not a prom-
ising security technique. Even without
the prospect of trap doors and Trojan
horses and without military security
demands, ‘“private companies have at-
tempted to patch holes in so-called [secure]

computer systems, and after millions of
dollars and years of effort, they gave up in
failure.”'* This approach is little more
than a game of wits in which the designer
must try to find (and patch) all the holes
while the enemy need find (and exploit) but
one remaining hole—a rather unbalanced
contest.

The ‘“‘bottom line’’ is simple. The
commander responsible for security in a
computer system needs an unequivocal
answer to one crucial question: Is security
dependent on internal controls? That is, is
there any failure or subversion of the
computer itself that could degrade secu-
rity? If so, with contemporary computers
he has a root inconsistency in the laxity
about computer security within the mili-
tary environment that normally has strict
controls on dissemination of sensitive
information.

Computer Security
Alternatives

We have seen that in contemporary
computers the internal controls are not
only ineffective but also defy assessment.
Yet obviously we can choose to follow the
path of the German and Japanese crypto-
graphic experience—underestimating
enemy exploitation of the technical
weaknesses. This is the chance we have
taken in each of several Air Force de-
cisions to operate contemporary com-
puters in a multilevel mode.

If we lose this gamble, the damage
depends on what the computer is pro-
tecting. It can range from violation of
personal privacy to fraud, battlefield
damage, or pre-emptive surprise attack.
For example, it has been proposed that the
Air Force dynamically retarget its strate-
gic ballistic missiles; this supports the
national policy of flexible response and
would allow application of retaliatory
weapons to the most lucrative military



targets. However, computers are at the
heart of this capability; if they were
penetrated, an enemy could retarget the
missiles to impact on low-value or even
friendly targets as part of a surprise
attack!

We will not attempt to explore the
numerous possible scenarios from de-
pendence on weak techniques, but we will
look at solution alternatives. Both tech-
nical and policy issues are involved.
Basically, the Air Force has two alter-
natives other than to ignore the problem:
either limit computer use or use available
adequate technology to make the internal
controls reliable.

avoid dependence on internal controls

The obvious alternative is to deliberately
restrict computer use to a dedicated mode
so that the internal controls cannot affect
security. There are three common ways to
avoid dependence on internal controls.

First, a separate computer can be
dedicated to each level of classified
information. This is particularly attrac-
tive for an on-line or real-time system
where the information must be immedi-
ately accessible. This approach canlead to
duplicate or inefficiently used computers.

Second, each level of classified informa-
tion can be scheduled to use the computer
for a different time period. This requires
purging of information from all the system
memory at the end of a scheduled period.
This usually cumbersome manual proce-
dure lacks responsiveness and wastes
computer resources while the change in
classification level is completed.

Third, various classification levels can
be processed together. All communication
lines must be protected, and all the users
would need to be authorized access to all
the information. Since the internal con-
trols are not dependable, all output from
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the system is tentatively classified at the
highest level. Forinformation with a lower
classification, a competent authority must
manually review the output for contami-
nation and downgrade it before releasing
it at the lower level.

These use restrictions can support good
security, but they result in a substantial
degradation of capability in a modern
computer.

Added expense. These security restric-
tions significantly add to the cost. Addi-
tional communication security measures
are needed, and additional manpower is
required for the manual review of output.
There is also the cost of security clearance
investigations for the users whose infor-
mation the computer may contaminate
with information of a higher classifi-
cation. Other costs include those for
duplicate equipment and for additional
capacity to compensate for wasted re-
sources. For example, when one major
computer system failed to deliver the
promised multilevel security, major Air
Force sites had to clear many users and
make multimillion dollar purchases of
additional equipment.

Increased risk. In practice the dedicated
mode leads to a major increase in the
exposure of information. The lack of
internal controls effectively destroys the
compartmentalization intended to limit
the damage from subversion. The greater
number of people requiring clearance
increases the chance of granting access to
an untrustworthy individual. Manual
purge procedures are prone to errors that
leave classified memory residues which
can be extracted by unauthorized users.
Furthermore, the manual review of large
volumes of computer output may in fact be
a bureaucratic ruse to transfer security
responsibility (liability) from designers to
users; the reviewer has little chance of
detecting unauthorized classified infor-
mation that has been accidentally or
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deliberately included in the output.

Foregone capabilities. Such security
restrictions can seriously limit the opera-
tional capability of battlefield support
systems. Modern weapons demand com-
mand and control systems with rapid
access to a large base of current and
accurate information. This (necessarily
shared and integrated) data base will
typically contain information ranging
from unclassified through top secret. Since
many people who maintain the less
classified information have limited clear-
ances, and the volume of information
requires that computers be used, we have
the classical multilevel computer security
problem. Internal computer controls are
crucial to information protection, and
avoiding dependence on the internal
controls will seriously limit system capa-
bilities.

The problem is exacerbated by interop-
erability with its interconnected network
of computers with a large, diverse, and
geographically dispersed user community.
Command and control system computer
networks are a prime example. Yet one
military official observed that because of
poor internal computer security in one
such network, its 35 large-scale, general-
purpose computers would never truly be
used for the purpose for which they were
procured. The problem is even further
intensified by the growing need for fusion
of selected intelligence information (with-
out compromise of sensitive sources) with
tactical operations information.

In summary, the dedicated mode avoids
many computer security problems but fails
to meet the operational needs of a modern
military force. These needs can only be met
by effective multilevel protection in the
computer itself.

apply adequate technology

Developing and applying reliable internal
computer security are neither easy nor

impossible. Although the need for multi-
level operation is frequently recognized,
the military has given only limited
attention to developing the required
technology. In fact, the Air Force recently
directed termination of its multilevel
security development program, the largest
in the Department of Defense.!5

Before we examine the technological
progress that has been made, it should be
instructive to identify some of the reason-
ing that surfaced in the recent Air Force
termination. The pattern of thought
reflects that computer security is not
currently a major focus.

e The prospect of industry’s solving
the computer security problem is over-
estimated by concluding that industry has
the same security problem as the military.
However, the communications analogy
indicates a difficulty. In the civilian sector,
communication security violations are
subject to legislation, not prevention;
wiretapping is outlawed, and there is legal
redress for loss. In contrast, the military
must resort to prevention (e.g., military
approved cryptography), since we cannot
sue the KGB! The computer situation is
similar; there are legislative thrusts but
limited commercial success toward de-
monstrably effective internal controls.
The wait for spontaneous industry solu-
tions is likely to be a long one, and it is
unlikely that they will ever meet military
security standards in areas such as
protection from deliberate subversion.

e Inadequate research and develop-
ment (R&D) funding was allocated to
continue one element of the program at an
optimal level. Yet portions of the program
with funds available were also terminated.
Eight million dollars of work was success-
fully completed. About $10 million of work
over four years remained to complete
development of a full prototype and the
associated general basis for competitive



rocurement. Several estimates indicate
at development costs could be recouped
by avoiding the penalties of dedicated
ode—not to mention the increased
curity and operational capability.

e The threat is minimized by seeking
counterintelligence that is practically
'unavailable, e.g., actual examples of
enemy agents caught in the act. The
enemy may appear too ignorant for
etration, not interested in military
ecrets, or incapable of planned subver-
ion and exploitation. A single number
uantification of the probability of threat
pan implicitly assume a random incident
rather than a planned penetration activi-
ty. This may indicate acceptable risk
without an objective criterion of accept-
bility. These perceptions are generally
ot based on professional intelligence
ethods with “worked examples” (e.g.,
rom communication security) of the
ethodology.

e Interest in developing solutions is
limited by a lack of clear responsibility for
:I:he effectiveness of internal controls. Staff
and policy offices can provide recom-
mendations, guidance, and even appro-
vals for computer security mechanisms
without responsibility (liability) for any
security compromise that might result. On
the other hand, the security test and
evaluation efforts and cost-effectiveness
assessments of individual commanders
ire largely unrelated to the system’s real
arotection. This is in marked contrast to
nilitary communication security where
lechnical experts are responsible for
i:er’cifying the security mechanisms.

| ¢ The computer security problem is
cult to recognize when policy does

t clearly distinguish the cases where

e computer simply provides computa-

lon and where the computer provides
aternal protection. Such policy focuses
evelopment on security controls that are
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“not necessarily certifiably perfect”’—a
rather ambiguous goal. In such a policy
framework requirements analysis will not
identify the need for internal controls. In
fact, a computer may well satisfy all
regulations and still be highly vulnerable.

e Confidence in weak controls grows
from the assumption that expending
resources on security will substantially
improve security. In fact, the effort may be
simply ineffective, as in the case of the
penetrate and patch treadmill. Current
policy enumerates computer design char-
acteristics for internal security that are
neither necessary nor sufficient for
security.

e Attention to security gimmicks
results in overlooking serious weaknesses.
There are many mechanisms of minimal
effectiveness in improving internal secur-
ity controls—handprint analyzers, en-
cryption of internal data, read-only
memory for security information, etc.
Some guidance has encouraged computer
programs that sort out and label products
by security level. Evaluation of these
programs focuses on expected results with
friendly users rather than on deliberate
subversion of the programs or penetration
of the underlying system. Pursuing such
scattered efforts is frequently worse than
doing nothing at all, since it gives a
dangerous false sense of security.

THESE SORTS of issues caused the
Air Force to characterize its Electronic
Systems Division’s (recently terminated)
development program as “controversial.”
But our previous examination of the
problem makes it clear that multilevel
operation without adequate technology is
a high stakes gamble. Most charitably, it
is strangely inconsistent with established
standards in other areas (e.g., communi-
cations) of military security that hypo-
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thesize a deliberate, competent, and
motivated hostile threat and respond with
effective countermeasures. More likely it
nullifies all other security measures,
allowing damage limited only by the
imagination of the enemy.

Security Kernel
Technology

Fortunately, military R&D—in particu-
lar the recently terminated Air Force
program,'*—has made substantial pro-
gress toward adequate technology for
multilevel security. A major step toward
solution was the introductionin 1972 of the
security kernel!” technology, which pro-
vided a scientific foundation for demon-
strably effective internal security controls.
Although an explanation of the technical
details is well beyond the scope of this
article, one technical report summarizes
the kernel approach this way:

The approach to obtaining a secure system
involves first defining the security require-
ments and then creating a conceptual design
that can be shown to provide the required
protection (i.e., a model). The model formally
defines an ideal system (in our case one that
complies with military security require-
ments), and provides a basis for testing a
subsequent implementation. Once a [secu-
rity kernel] that meets the requirements
previously described has been implemented,
computer security has been achieved. Of the
software in the system, only the security
kernel . . . need be correct. .. .The operating
system proper and/or the application
software can contain inadvertently intro-
duced bugs or maliciously planted trap doors
without compromising security.!®

Under the Air Force program the
security kernel demonstrated its technical
feasibility, independent of any particular
computer vendor or security policy. The
kernel has also largely established its
operational acceptability, with specific
evidence for broad functionality, good
efficiency, security certifiability, and

supportability. In addition, the underlying
technical requirements of the kernel have1
been successfully incorporated into mili-
tary procurement specifications for both a|
commercial large-scale computer and an
embedded weapon system computer. In‘
short, the basic technology is well in hand..

scientific foundation

A security kernel is a small set of computer
program instructions and associated
hardware that controls all access by users
(viz., through their programs) to infor-
mation. A given security kernel is usually
unique to a particular computer. A security
kernel for computers is in many ways
conceptually analogous to a cryptographic
device for communications.

Security kernel design isderived directly
from a precise specification (viz., a
mathematical model) of its function. (The
kernel model is analogous to the algorithm
that defines the mathematical function of
a cryptographic device.) This mathemati-
cal model is a precise formulation of access
rules based on user attributes (clearance,
need to know) and information attributes
(classification). System parameters con-
trol an installation’s specific use (e.g., for
the DOD classification policy, privacy
protection, etc.).

The chief distinguishing characteristic
(from whence its name) of the security
kernel conceptis that a kernel represents a
distinct internal security perimeter. In
particular, that portion of the system
responsible for maintaining internal
security is reduced from essentially the
entire computer to principally the kernel.
Thus the kernel is analogous to a crypto-
graphic device that removes most of a
communication path from security con-
sideration. To be a bit more technical and
concrete, a typical security kernel has
several (say ten to twenty) small computer
programs (viz., subroutines) that can be



invoked by other programs (e.g., the
operating system and individual user
‘application programs). The kernel, and
only the kernel, controls and manages all
the hardware components that store and
access information. All other (viz., non-
kernel) programs must invoke the kernel
(i.e., call on its subroutines) in order to
access information—the kernel checks the
user and information attributes and
provides only access that is authorized.
Yet, in spite of these checks, there is
minimal user impact. Figure 1 concep-
tually illustrates this structure.

The technical breakthrough was the
discovery of a set of model functions and
conditions that are provably sufficient to
prevent compromise for all possible
nonkernel computer programs. Each
function of the model determines the
design for a kernel program. In addition,
the model imposes security conditions that
must be met by the design. Security

Figure 1. Secure computer system
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theorems have been proved showing that
(since the kernel precisely follows the
model) the kernel will not permit a
compromise, regardless of what program
uses it or how it is used. That is, the kernel
design is penetration-proof—in particular
to all those clever attacks that the kernel
designers never contemplated.

This foundation of mathematical com-
pleteness raises the kernel design and
evaluation process above a mere game of
wits with an attacker; this is analogous to
information theory as a foundation for
modern cryptanalysis. A dramatic effectis
that the kernel facilitates objective evalua-
tion of internal security. The evaluator
need not examine the nearly endless
number of possible penetration attempts;
he need only verify that the mathematical
model is correctly implemented by the
kernel. In other words, the kernel provides
the verifiably reliable internal controls
needed for multilevel security.

application unsecured
programs terminals
&‘\ng sy&’o
& >
o / kernel \x— \
ardware/ front-end processor
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griing E
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engineering feasibility

To be useful the kernel concept must be not
only mathematically sound but also
feasible to implement. Successful imple-
mentation is based on three engineering
principles:

Completeness. A security kernel must be
invoked on every access to data in the
computer.

Isolation. A security kernel and its data
base must be protected from unauthorized
modification.

Verifiability. A security kernel must be
sufficiently small and simple that its
function can be completely tested and
verified.

A laboratory security kernel for a
commercial minicomputer (Digital Equip-
ment Corporation model PDP-11/45)
showed feasibility in 1974. The ‘“virtual
memory’’ hardware of this computer wasa
significant aid in ensuring the complete-
ness and isolation of the kernel. This
running kernel consisted of only about
1000 computer instructions. The experi-
ment also established that it is much
easier to introduce the kernel concept into
an initial design than it is to retrofit it
later.

The basis for the design (viz., kernel
model) was mathematically verified. As
with cryptographic devices, verification
of the corresponding implementation was
based more on careful engineering and
extensive testing than on formal mathe-
matics. Automated testing and program
verification techniques indicated that the
kernel implementation corresponded to
the design. This laboratory prototype
confirmed feasibility but was not oriented
toward performance and efficiency eval-
uation. In passing, it is interesting to note
that a tiger team tried and failed to
penetrate its security.

performance

Performance was examined on a larger
computer system. Negligible performance
degradation (less than 1 percent) was
experienced when the commercial Multics
(for the Honeywell 6000 line) was modiﬁed‘
to the kernel model. This Multics version
was not implemented as a true kernel, i.e.,
the controls were distributed rather than
collected into a small, verifiable entity;
however, this version made all the security
checks required in a kernel and thus
confirmed that the kernel was not inher-
ently inefficient.

The good security features of the kernel
hardware were a major aid to perfor-
mance, and these features are vendor-
independent. The version was so success-
ful that Honeywell included the resulting
Access Isolation Mechanism in commer-
cial Multics offerings for protection of
privacy and business information. This
system was used as the foundation for the
terminated Air Force prototype; the
prototype development was implementing
a true, verifiable kernel.

functionality

A security kernel forces the computer user
to be security-conscious but does not
seriously degrade the capabilities of the
computer. This was clearly demonstrated
when the Multics modifications were
successfully installed for those demanding
users in the Pentagon: the constraints of
the kernel design had minimal adverse
impact on the users. Just as cryptography
allows the secure use of standard commer-
cial communication equipment, the kernel
concept allows the secure use of standard
commercial computer equipment and
programs. The Pentagon facility with its
classified processing confirmed the con-
cepts for supporting a kernel-based com-
puter in a total system security context.
Operational utility of the kernel was



further demonstrated with the initial
minicomputer prototype. A demonstration
showed the secure interface of operations
and intelligence systems for fusion of
tactical battlefield information. In addi-
tion, several military R&D efforts in
various stages of completion have used
major elements of the security kernel
technology: a command and control
network, a cryptographic controller, a
nation-wide digital communication sys-
tem, a large-scale ‘‘virtual machine
monitor”’ system, a general-purpose mini-
computer operating system, and a secure
militarized minicomputer (based on the
commercial Honeywell Level 6). Although
they confirm the utility of the security
kernel, none of these R&D efforts will lead
to availability and operational use on a
general basis.

security policy

Although the security kernel conceptis not
at odds with current policy, future policy
must recognize and take advantage of

Table II. Commonality in security technology

threats negated
rather than outiawed

standard commercial ............c.c.covvueennnennns

elements preserved
security sensitive
portions limited

underlying basis
precisely formulated
design evaluation
criteria definitized

implementation exactly ................ccvunueen.

meeting design
subversion controlled
by physical security

skilled experts needed
for certification

.................................

...............................

---------------------------
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kernel characteristics. Policy should
recognize that the mathematical model
provides a way to translate paper and
pencil security rules into computer terms.
In addition, a meaningful policy for
multilevel mode would reflect the techno-
logical realities: either the entire system
must be correct (not currently feasible) or
else the security kernel must be used.

As with cryptographic devices, the
kernel must be protected against subver-
sion (e.g., insertion of a trap door) during
its development. But protecting the kernel
certainly involves far fewer people and a
much more controlled environment than
trying to protect all the computer pro-
grams of the system; thus, in contrast to
contemporary systems, the kernel makesit
tractable to protect against subversion.
Furthermore, the evaluation (for certifica-
tion) of internal computer security controls
is a difficult technical task. The kernel
approach to design and implementation
makes such certification feasible, but this
evaluation still requires highly capable

Cryptographic Security
Mechanism Kerne!
.......... wiretapping penetration

communications computers and

circuits programs
.......... principally principally
the crypto the kernel
.......... cryptographic mathematical
algorithm model
.......... information security
theory theorems
.......... methodical verified
engineering programs

manufacturing programming

computer
scientists

cryptanalysts
and engineers
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technical experts—just as does the evalua-
tion of cryptographic devices.

This approach conceptually parallels
modern military cryptography. (See Table
I1.) Yet, development must be resumed and
policy adjustments made if it is to be
available on a general basis at any time in
the immediate future. To be sure, there are
competing demands for resources. Devel-
opment of directly employable weapons
(such as fighters) may always have higher
priority than development of computer
security, but as one observer put it: “How
effective would those fighters be if plans
for their employment were known in
advance by an adversary who had pene-
trated the computer containing those
plans?”'® The security kernel is clearly the
only currently available technology that
can provide the security and operational
capabilities we must have.

SECURITY often requires subjective
judgments, and some may differ with the
author on specific points. On balance it
appears evident that a user who puts blind
trust in the protection provided by com-
puters for sensitive military information
will seriously endanger security. In fact,
most computers do not even include
nominal features to support a military
security system. Even when they do, the
essence of the computer security problem
is the technical efficacy of internal
controls, and the evidence is clear that
most internal controls are not dependable.

On the other hand, limiting computer
use in order to avoid this problem is
expensive and deprives us of vital opera-
tional capability. The effectiveness versus
efficiency dilemma generates pressure for
underestimating the threat and over-
confidence in internal security controls.
Unfortunately,these pressureshave led the
Air Force into a disturbing and increasing

dependency on weak security controls
even in the absence of evidence of effective-
ness.

The Air Force recently terminated the
single major DOD program for providing
practical and scientifically sound internal
controls—controls based on the security
kernel concept. Past development has
clearly demonstrated the feasibility,
performance, and utility of this tech-
nology. However, because of lack of both a
technical understanding and a mean-
ingful policy, there is currently little
official support for development of this
promising capability.

Three basic actions must be taken to
control the adverse impact of our computer
security weakness:

e Promulgate a clear policy that
distinguishes between dependence on
external controls (dedicated mode) and
internal controls (multilevel mode). It
should not be possible to satisfy the policy
without genuinely providing security.
Multilevel mode without a technically
sound basis should be expressly pro-
hibited.

e Incorporate explicit military secu-
rity controls in classified processing
systems. These must be based on a precise
specification of the required functions (as
in the kernel model for the Pentagon
Multics). This step is crucial to future
introduction of multilevel security without
complete system redesign. (In the interim
this can also aid in the protection of
privacy and valuable resources.)

e Resume security kernel development
to provide technically sound multilevel
security. As in the previous Air Force
program, this should be oriented toward
the competitive military acquisition
process. Concurrently, policy must be
changed to facilitate operational use of the
kernel technology.



IT 1Is NOT easy to make a computer
system secure, but neither is it impossible.
The greatest error is to ignore the prob-
lem—a fatal mistake which obviously
allows available solutions to remain
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THE VIABILITY
OF CENTRALIZED
COMMAND

AND CONTROL(C

LIEUTENANT CoLONEL PHiILLIP K. HEACO«

URING the relatively short history

of the Air Force as a separate

service, the concept of centralized
command and control has been an integral
part of its doctrine—and for good reason.
The loss of efficiency and effectiveness
that would occur if centralized command
and control did not exist would be
devastating. Our ability to use the formid-
able array of aerospace forces in our
inventory in a coordinated and decisive
fashion would be lost. Thus, there is no
question that the centralized concept is a
valid one. Whether the concept is a viable
one is a question that has long been
ignored.
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The doctrine of centralized command
and control (C?) has many origins—some
rational, some emotional, some historical,
and some based on technology. Not only is
the doctrine logical and supportable from
any number of standpoints but also it has
been used successfully in many military
encounters. One need look only as far as
the nearest doctrinal manual to find the
rationale for strong centralized C?, nor-
mally with the proviso that the concept
include decentralized execution. These
same directives are intentionally vague,
however, as to the level at which central-
ization should take place, saying only that
it should take place at the lowest level
where all information is available to make
timely and accurate decisions on force
employment. This provision is logical,
albeit a bit ambiguous, if the full potential
of the concentration of flexible aerospace
forces is to be realized and exploited to the
greatest advantage.

Historical and emotional antecedents of
centralized C? doctrine parallel each other
closely. As the capability of air power
began to berealized during World WarIl, it
was seen that single and separate control
of air forces was necessary to use them
most effectively—usually against strate-
gic targets. From the lessons learned in
North Africa in 1943, it was clearly no
longer effective to tie air power inex-
tricably to Army ground forces command-
ers. At the same time proponents of a
separate air service saw strong centraliza-
tion as an effective tacticin facilitating the
eventual break from ithe Army. Centraliza-
tion was a part of the revolution of
independence that the advocates of a
separate air arm waged during World War
II. So, while the logical historical elements
of the argument were able to stand on
their own merits, the emotional elements
were equally operative.

Technology has had its most compelling
impact on the centralization philosophy in

the last two decades and can be most
closely associated with the advent of
nuclear weapons, the computer, and high-
speed data communications. With these
latter two developments it is possible, with
relative ease, to transfer, store, and
manipulate large quantities of data at the
speed of light. It is this capability that has
enabled the complete disestablishment of
entire levels of organization—trading off
people for electronics—and further cen-
tralizing decisions that can more effective-
ly be made at the higher echelon. Even the
menus for the dining hall are handled
centrally, not to mention pay and supply.

THE attributes of a centralized C2
system have been touted widely. There are,
however, arguments for and against
extremely high levels of centralization,
including concerns that highly placed
commanders may not be able to have an
accurate feel for a situation, notwith-
standing the very elaborate command,
control, and communications (C3) systems
which they might employ. There are also
considerations that would transcend these
apparent difficulties, which would argue
for high centralization even with some loss
of effectiveness. President Kennedy’s
strong personal control of the Cuban crisis
is a good case in point, where there was
real concern that we might blunder into a
nuclear war. This kind of situation is not
atypical. There have been and will
continue to be other instances of crisis
management where extreme centraliza-
tion will be required at the highest level.
However, these cases do not prove the rule,
and a workable alternative is necessary
under a broad range of options.

There are two fundamental reasons for
exploring alternatives. The first and most
significant is thatin many moreinstances
than anyone would like to admit, the
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communications to support the centralized
C2 concept are just not going to be
available, especially in a conventional war
such as might be fought by NATO. The
second and equally compelling reasonis to
provide the necessary flexibility to exploit
the situation should it occur.

A fair differentiation can be made at this
point between what is classically referred
to as the strategic side of the problem
versus the tactical side. Much attention
and significant amounts of resources have
been applied to provide for relatively
survivable systems in the strategic arena.
These will certainly be available in
sufficient quantity and quality to support
our objectives in the preattack, probably
well into the transattack, and possibly
even into the postattack phases of a
general war. In the strategic area there has
been much attention paid to hardening;
and the post attack command control
system (PACCS), emergency rocket com-
munications system (ERCS), very low
frequency (VLF), and extremely low
frequency (ELF) systems are designed
with one primary purpose in mind—
survivability.

In a limited or conventional war,
however, look out! Not only will communi-
cation systems of the various services not
play well together, they are anything but
survivable, they can scarcely beintegrated
into a coalition war situation, they are
targeted, and they will be jammed exten-
sively.

There are two reasons why we have been
lulled into a false sense of security on this
issue. Our Southeast Asia experience did
not teach us about degraded communica-
tions generally. For reasons that will not
be discussed here, the enemy never
attacked them. Second, actual or even
simulated degradation of communication
systems under exercise conditions is not
allowed to any extent even approximating
realism. Why? Because to do so would

preclude elements of our forces from
practicing other aspects of the exercise.
These two factors taken together have
seriously deluded our thinking. To a large
extent the communications part of C? just
is not going to be there. This brings us to
the second fundamental reason for looking
at alternatives to highly centralized C2in a
tactical theater of operations.

There is an old expression that ‘“fore-
warned is forearmed.” Given that there is
a general realization that the concept of
centralized command and control may not
be viable under all circumstances, then it
logically follows that we should prepare
for that eventuality. There are probably a
number of horror stories to show how a
highly centralized structure has been less
than effective, but these might be difficult
to prove because normally every effort is
made to hide mistakes and support higher
authority’s decisions. Certainly this
consideration is present when doing post
mortems on incidents such as the Pueblo
and the EC-121 shoot down. There are
others, but none makes the point very
convincingly. Suffice it to say that our
experience does not teach us what situa-
tion we are likely to find ourselves in
should we get involved in a tough conven-
tional war like that postulated in NATO
scenarios.

So what should be done? We should
clearly recognize this contingency in our
doctrine. We should provide for each
echelon a set of continually updated
guidelines to follow should the systems
that provide centralized C? be lost: not just
who a commander should try to contact
but what he should do with the forces he
has at his disposal until effective com-
munications can be restored. The way the
system is now structured, there are
probably a number of wing commanders
who would do nothing until they could
receive instructions, and thus would be of
no value. As it stands now, it would be
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based largely on the personality of the
particular commander. I for one have a lot
of faith in these hand-picked people, but
they need to know that they are supposed
to do something, and they should know
generally what action would contribute
most to the war effort at the time com-
munications are lost.

This concept will require some careful
planning and continuous updating, but it
does not cost much and can be done
immediately. Training on the options,
especially at lower echelons, should be
extensive, and simulation of “communica-
tions out” procedures should be exercised.
This proposal does not deny in any way
the desirability of the centralized doctrine
developed and successfully used over
many years. It does, however, exploit a
degraded situation which will likely exist,
and therefore ensures the use of resources
that would presently be lost.

ALTHOUGH there has been—nor-
mally reluctant—recognition that com-
mand and control systems are tenuous, the
corrective thrust has been much lip service
and breast beating about enhanced
survivability, redundancy, mobility, and
the like. Basic joint as well as Air Force
doctrine has always taken this approach.
And since a fairly high degree of central-
ization is obviously preferred, attempts to
attain improved survivability should
never be rejected unless they prove not to
be cost-effective. Unfortunately, there are
just not enough resources to provide for the
degree of survivability necessary to ensure
continuous centralized C2.

These facts of life are apparently only
now being recognized in the new draft of
AFM 1-1, which is being worked at the Air
Staff. For the first time, this basic
doctrinal manual asserts that “Command
and Control procedures must be set up for
use in the event the Communications
systems fails [sic].””! This is a welcome
change to the directive for reasons which
should be apparent by now. Hopefully,
planners will start thinking about what
those procedures should be.

ALTHOUGH these thoughts may be
considered heresy by some, I believe they
need to be considered. Attempts have been
made to avoid extreme emotional notions
to make the case a plausible one and
worthy of further study. In my view we
must develop a new mindset based on a
recognition of reality and a confidence in
well-educated, well-trained, and resource-
ful low-echelon commanders. We will
probably have to depend on them anyway.
Why not anticipate this eventuality and
give them techniques and plans to assist
them? Let’s not allow our preference for
the clear advantages of centralization to
blind us to the fact that we may not be able
to support it with necessary communica-
tions in a conflict. We must face this issue
squarely and plan accordingly—now!

Air War College

Note

1. Functions and Basic Doctrine of the USAF (draft), AFM 1-1,
Department of the Air Force, attached to AWC (EDRS) letter dated 12
December 1977, p. 2-21,
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THE
AIRBORNE
FORWARD
AIR
CONTROLLER

future needs and
opportunities

JOHN W. ELLIS, JR.

support aircraft will require assistance in finding,
identifying, and acquiring battlefield targets. Classically,
this function has been shared by ground-based forward
observers (FOs) and forward air controllers (FACs) and
by airborne FACs. But even in some phases of the war
in Vietnam, the strength of the surface-to-air defenses was
becoming a serious consideration, and for some missions,
led to experimentation with fighter-bomber aircraft in the
“fast FAC” or strike control and reconnaissance (SCAR)
role. These attempts to alleviate the survival problem did
so, however, by means that were inherently unsuitable
for surveillance and fire control in the unorganized and
cluttered environment of the battlefield. With the continuing
development of surface-to-air defense technology, as evidenced
by the Israeli experience in the 1973 war, this situation
has been exacerbated.
In each succeeding conflict of this century (World War
II, Korea, and Vietnam), the contribution of tactical air

P RESENTLY, and into the foreseeable future, close air
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support has been reaffirmed. Even as the
conditions on and over the battlefield have
changed, so have the tactics and proce-
dures of air-ground cooperation adapted,
adding new techniques to keep pace.
Consequently, aerial surveillance, target
development, and fire support in the battle
area are now well recognized as vital
military capabilities.

There is no reason to doubt that the need
for these functions should be any less
pressing in the defense of NATO. But the
developing Warsaw Pact ground combat
and surface-to-air defense forces might
well impose conditions that could drasti-
cally alter the requirements for surveil-
lance and fire control and could force
changes in the means employed to provide
those functions. These are the circum-
stances that must be recognized in
considering the future of the airborne
forward air controller.

A LTHOUGH the post-Vietnam USAF
force structure has continued to support a
modest number of tactical air support
squadrons (TASS) to provide forward air
controllers to the tactical air control
system (TACS), there is a growing uneasi-
ness concerning their survivability over a
modern battlefield because of the strength
and effectiveness of modern Soviet battle-
field antiaircraft (AA) gun and surface-to-
air missile (SAM) defenses. These develop-
ments indicate clearly that, in future
tactical combat, friendly air forces will
face a technologically advanced and dense
air defense system with redundant cover-
age, ranging from low to very high
altitudes. In addition, the design trends
have been toward mounting these weap-
ons on self-propelled chassis to provide
mobility consistent with the armored
forces the defense units are intended to
protect. Thus, through sheer numbers,

AA weapons of smaller size and less
distinctive shape combined with greater
vehicular mobility result in battlefield
defenses that are becoming harder to
detect and to avoid or attack.!

Similarly, the new armored combat
vehicles (ACV) introduced into the Group
of Soviet Forces Germany have increased
speed and battlefield mobility, a greater
proportion of the artillery is self-propelled,
and both ACVs and artillery are better
protected.? Greater mobility means that
combat forces are more readily dispersed
and hidden. This places a premium on the
NATO surveillance and firepower sys-
tems’ ability to achieve short reaction
times, approaching the ultimate of real-
time surveillance and fire direction. Better
protective armor indicates that supporting
fires must<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>