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EDITORIAL

There Are No Sacred Cows

ITH CHANGES in the air, you can al-

most hear the herd of sacred cows
boarding the train, destined no doubt for
the same crypt that holds both the lost Ark
of the Covenant and the "regular” crew
chief. We see change everywhere (even the
“new” Air Force uniform is now old)—in
Congress, in the senior leadership of the Air
Force, and in the focus and format of the
Airpower Journal. Changes outlined by my
predecessors at AP] in previous editions
leave us all with new challenges. I'm
thrilled to take these challenges up with
you.

In these last few months, the public has
been forming opinions of the new Re-
publican majority that was swept into office
in the November elections. And it seems
that just about everyone except Judge Lance
Ito has had an opinion on the “new” uni-
form. Of course, he was never asked. But
our metrics suggest that you have yet to
form an opinion on the substantive APJ for-
mat changes discussed in recent editorials. I
can remember great ululations over the de-
mise of Air University Review and the shift in
APJs focus away from strategy and policy is-
sues. Now that they're back, we're alarmed
that your silence is deafening. [ can cer-
tainly understand why.

When | was a captain, | thought 1 could
run the Air Force and often wrote about that.
My superiors were patient and attentive to
my grand strategic lucubrations, knowing
well they would never jeopardize a budget
line. My professional writing adolescence
occurred during the Reagan years when there
was nothing sacred about cows. There were
cows enough for everyone. In this era of fis-
cal retrenchment and the attendant anxiety

that downsizing brings, I'm sure you've
been investing more brain cells in your pro-
motion portfolio—doing your job to the best
of your ability—than in contributing to the
professional discourse this journal repre-
sents. These days, the challenge of putting
food on the table is much more urgent.

I'd suggest to you, though, that with these
focus and format changes, there has never
been a better time to diversify your promo-
tion portfolio by becoming an active partici-
pant on these pages. These days, everyone’s
budget line is in jeopardy already and the
train carrying the sacred cows has since
crested the horizon. Some of the ideas for-
warded in APJ will scream for your critique.
You don’t have to write a thesis to respond—
and actively participate in the professional
dialogue. In today’s Quality Air Force, your
supervisors have everything to gain if your
name appears as a contributor. If you're in-
timidated by your supervisors, let me know.
Don’t sit on a paper you're waiting to incor-
porate into some larger effort. Send it in
and we’ll work with you and process your
papers quickly in our attempt to keep topics
current.

As editor of the Air Force’s only profes-
sional journal, I help shape the professional
dialogue of the Air Force officer corps. Your
active participation in this forum doesn’t
make my job any harder or easier. It simply
gets the job done.

So, I'm thrilled about the changes in the
APJ focus. Tell us what you think about
them. More important, seize the opportuni-
ties afforded by the new format. The Air
Force is hungry for your ideas. Let us hear
from you soon.  JWS

NEXT TIME: In Defense of a Little Readability
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We encourage your comments via letters to the edi-
tor or comment cards. All correspondence should be
addressed to the Editor, Airpower Journal, 401
Chennault Circle, Maxwell AFB AL 36112-6428.
You can also send your comments by E-mail to
Spencer=James%AR]%CADRE@Chicago. AFWC.AF.
MIL. We reserve the right to edit the material for
overall length.

VALUING LEADERSHIP

Capt Charles T. Barco’s article, “Valuing Leader-
ship in an Era of Prophets, Politicians, and Pugi-
lists” (Fall 1994), was a timely look at military
leadership in a quality culture, but (1) only
hinted at the important questions our leaders and
management think tanks must address and (2)
made implied assumptions about the answers to
those questions: Does the quality management
philosophy erode our ability to nurture (and pro-
mote) leaders capable of leading in war? Does
our commitment to military leadership under-
mine our ability to foster quality in our business
practices? Do we want coup d’oeil functioning
(and, if so, to what degree) within the structured
approach to problem solving (or is it more appli-
cable to seat-of-the-pants management)?

In addressing these and other important ques-
tions, we should remember, as stated in the arti-
cle and taught in most basic quality courses, that
team problem solving is ideal for specific, com-
plex, (usually) cross-functional problems that
need a range of detailed expertise or a broad or-
ganizational “buy-in” to solve. In implementing
quality, we should not discard “bureaucratic” no-
tions like hiring facilitators, using charters, man-
aging by facts/data/analysis, etc. We must realize
that these notions make our teams more effec-
tive.

Experience as a process action team (PAT)
leader should not be viewed as a means of train-
ing combat leaders. The responsibility of the
team leader is to get the best result when he or
she has neither all the required expertise nor
command authority over the team. Combat lead-
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ership seems more a matter of operational exper-
tise supplemented by a practiced familiarity with
other areas (especially logistics). This sort of ex-
pertise is more likely to be found in our combat
leaders as a result of their training and experi-
ence. All that remains, then, is to nurture (in the
appropriate arena) those other qualities of leader-
ship that will best prepare our combat leaders to
apply their intellect, intuition, training, and ex-
perience in war.

Capt Timothy M. Torres, USAF
Scott AFB, Illinois

The Author Responds

Captain Torres raises a variety of thought-provok-
ing questions that ultimately revolve around how
we define quality and then employ it. 1 have al-
ways considered quality a value that fits beauti-
fully into our lifetime pursuit of coup d’oeil. But
such understanding is dependent on an apprecia-
tion of quality as a “system of profound knowl-
edge”—not as disjointed fads or bureaucratic
notions. Ideally, quality establishes a pattern of
leadership and systems thinking which if prop-
erly nurtured can be employed at every level of
our organization in every type of environment.

Our ultimate goal of human resource develop-
ment in the Quality Air Force should be to de-
velop coup d’oeil. As such, coup d’oeil is not
seat-of-the-pants management, but the emerging
inner eye that leads you to effectively and effi-
ciently read situations/people and then act ac-
cordingly. Thus, based on our operating style,
coup d’oeil is the absolute art of quality-based
problem solving whether it be in war or peace.

Fortunately, the increasing thinking skills as-
sociated with coup d’'oeil can be nurtured. Un-
fortunately, | fear that in an effort to implement
quality we may be stifling the very intuitive
skills we are attempting to develop.

Maj Charles T. Barco, USAF
Maxwell AFB, Alabama

continued on page 88
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THE

STATE
OF THE Al R
FORCE

Dr SHewa E. WiDNALL
SecreTARY OF THE AIR FORCE

HE UNITED STATES Air Force re-

mains the premier air and space

force in the world and a critical con-

tributor to our national security.
Our mission is “to defend the United States
through control and exploitation of air and
space.”  Our guiding construct, Global
Reach—Global Power, defines five roles in
support of this mission: sustaining nuclear
deterrence, providing versatile combat
forces, supplying rapid global mobility, con-
trolling the high ground of space, and build-
ing US influence around the world. These
roles have assumed heightened significance
in the post-cold-war era. Air and space
power provide an economical means for
shaping the international environment
through global presence and increasingly
underpin national capabilities to conduct
decisive combat operations worldwide on
short notice.

Since our birth in 1947, the Air Force has
been an institution that thrives on change,
but never so successfully as during the past
several years. We have cut personnel by one-
third, fighter forces by nearly half, and the

bomber force by two-thirds. Our budget is
down 40 percent from its cold war high.
During this period, the Air Force recreated
itself. First came the Year of Organizing. We
restructured top to bottom—consolidating
major commands and redefining authority so
people charged with new missions control
the resources to do the job. Next came the
Year of Training. We are now implementing
life-cycle training processes in support of all
USAF requirements. The Year of Equipping
followed. We reinvigorated planning—devel-
oping road maps across 40 mission areas to
make educated decisions that balance current
readiness with modernization needs. Finally,
this past year was the Year of Readiness. We
strengthened readiness forecasting and are
poised to win future battles through better
resource management today. Thus, in a very
real sense, this year will be a year of divi-
dends. The forward-leaning initiatives of the
past four years are yielding big returns. To-
day’s Air Force is simpler, more flexible,
tougher, less expensive to operate, and fo-
cused on the tasks ahead.

Yet, while resources have diminished, de-
mands for air and space power are increasing.

*This article is an excerpt from the “Report of the Secretary of the Air Force, 1994,” in the Report of the Secretary of Defense to the
President and the Congress (Washington, D.C.. Government Printing Office, February 1995).



This trend suggests bigger challenges in the
next decade than those we overcame in the
past. In a world defined by contingencies, we
have set our sights on four objectives to help
guide us in these turbulent times: remaining
engaged, supporting our people, preserving
combat readiness, and building for the future.
This report recounts our accomplishments in
these areas and identifies key challenges.

Engagement

The new world environment required a
new national security strategy aimed at pro-
viding stability for the emergence of new de-
mocracies. The Air Force is fully engaged in
support of that strategy. While personnel
strength has fallen one-third across the force
and SO percent overseas, the number of peo-
ple on temporary duty overseas is up nearly
fourfold since the Berlin Wall fell. Our global
reach forces operated in nearly every country
in the world this year. We delivered 75,000
tons of relief to Bosnia and 15,000 tons to
Rwanda and Zaire. Our airlift and tanker
forces continue to support contingency op-
erations in Europe, Southwest Asia, and the
Caribbean, as well as to conduct humanitar-
ian missions in these and other areas around
the globe.

Our combat components are also charting
new territory. Almost S0 percent of our ac-
tive duty fighter force is continuously engaged
overseas. These forces support alliances, pro-
mote stability, and provide sustained combat
power on demand throughout Europe, Asia,
and the Middle East. We have flown 18,000
sorties over Bosnia. In February 1994, our
F-16s downed four jets attacking targets in a
prohibited zone. In the Persian Gulf, we have
flown more than three times as many mis-
sions since Desert Storm as we did during the
war itself. Within 10 days of Iraq’s provoca-
tion last fall, 122 combat aircraft had aug-
mented the 67 already deployed, and we had
flown 1,000 sorties in support of Vigilant
Warrior. To drive the point further, four
bombers on a power-projection mission
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punctuated American resolve by flying non-
stop from the United States to deliver 55,000
pounds of bombs within audible range of
Iraqi forces. As Secretary of Defense William
Perry said, “The Air Force has really deterred
a war. When we deployed F-1Ss, F-16s, and
A-10s in large numbers, I think they got the
message very quickly.”

Another increasingly important vehicle for
Air Force engagement involves expansion of
our military-to-military contacts. Since 1993,
our security assistance personnel have worked
in 101 countries to foster stability, sustain
hope, and provide relief. Air Force training
reached 4,900 international students in 1994.
In fact, 29 graduates of our schools are now
their nations’ air force chiefs of staff. Con-
tacts with states of the former Soviet Union
and Eastern Europe are also thriving. We
have exercised with Russian, Polish, and
Lithuanian militaries. We have sponsored
CINC (commander in chief) counterpart vis-
its and base and unit exchanges. Thirteen US
states have partnerships with new nations as
a result of our Air National Guard’s Building
Bridges to America program. Finally, our liai-
son teams in 12 host states provide expertise
on everything from civil-military relations to
chaplaincies. Through these contacts, we
share American military skills, insights, and
values so that foreign militaries can better
help themselves and so we can operate better
with them.

Finally, in response to the burgeoning
requirements of engagement, the Air Force
has reconceptualized presence—what it is,
why we do it, and how best to support joint
requirements. Our concept of presence in-
cludes all peacetime applications of mili-
tary capability that promote US influence.
Correspondingly, the way we exert presence
is changing. We are augmenting a reduced
permanent presence overseas with informa-
tion-gathering systems linked to joint mili-
tary capabilities that can be brought to bear
either proactively or just in time.

Our space and airborne collection plat-
forms help provide global situational aware-
ness. Sometimes this information, by itself,
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can promote US influence. In other cases,
information linked to forces that can react
swiftly with the right mix of joint capabilities
anywhere on the globe reduces the need for
traditional physical presence. Permanent
presence is still imperative in many areas.
And even where it is not, we routinely verify
our global commitments through deploy-
ments. But we do not need and cannot afford
to be everywhere at once. We can exercise
more influence in more places by providing
assistance, assurance, or deterrence either
periodically or on demand. This allows for
maximum effective use of our air and space
forces to help build US influence jointly
and globally, while controlling risks and
minimizing costs.

(As of December 31, 1994)

Supporting Our People

People are the ultimate guarantors of com-
bat readiness. Attracting and retaining qual-
ity people depends on providing a reasonable
quality of life. This means three things: pro-
viding acceptable standards of living, treating
people with dignity and respect, and manag-
ing stresses associated with high deployment
tempos.

Acceptable Standards of Living

The Air Force boosted quality-of-life funding
5 percent this year. We are focusing on key
areas such as child care, housing, and family
support. We provide quality child care for
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45,000 families each day at substantially less
cost to our personnel than commercial
caregivers. We are arresting growth of de-
ferred maintenance for housing; exploring
privatization to improve access to quality
units; and working towards private rooms for
unaccompanied enlisted personnel. Family
support activities such as parenting, chap-
laincy, and abuse prevention programs are
reaching more people. Finally, in response
to an increasing number of families citing fi-
nancial strains, we have doubled financial
training for new recruits.

We have accomplished much, but much
remains to be done. The president’s recent
commitment to the highest-level military pay
raise permitted by law will help stop the fall
in military pay as compared to that of the
private sector, but the gaps generated in past
years will continue to grow (albeit at a much
slower rate). Therefore, we must continue to
look for opportunities to improve the lot of
those who serve in today’s Air Force and their
families. The department’s renewed commit-
ment to a better quality of life, through in-
vestments totaling $2.7 billion, is an
important step in our efforts to counterbal-
ance that pay gap and to achieve needed re-
tention levels. At the same time, we will
continue to pursue ways to reduce the sub-
stantial out-of-pocket housing and moving
expenses that now are absorbed by military
families.

Recruiting also remains a top priority. In
recent years American youth have been turn-
ing away from military service. The propen-
sity to enlist is down 35 percent since 1990,
and some speculate that young people doubt
our ability to provide career opportunities
that are challenging yet stable. The recently
enacted boosts to our advertising appropria-
tion should help correct that misperception,
but some concerns remain. We aggressively
monitor recruiting trends, and stand ready to
pursue the resources necessary to achieve ex-
cellence in this area so vital to long-term
readiness.
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In sum, 1994 signaled a year of rededica-
tion to members of the Air Force and their
families—a dedication to more equitable pay,
to providing a better quality of life, and to
excellence in recruiting and retention. We
will continue to build on these accomplish-
ments in the year ahead and recognize our
responsibility to move quickly in arresting
any adverse trends that might emerge.

Treatment of People

The Air Force is setting new standards in the
equitable treatment of people to enhance
unit effectiveness and cohesion. Our focus
is in two areas: eliminating discrimination
and harassment and enhancing professional
opportunities. Air Force leaders at all levels
are getting the word out—discrimination and
harassment have no place in our profession
and will not be tolerated. Our policy is
clear, educational processes are continuously
being improved, and local commanders are
empowered to deal with incidents in a frank,
open, and proactive way. Correspondingly,
opportunities for professional growth have
been clarified and expanded. Year of Train-
ing initiatives resulted in life-cycle education
and training objectives that reduce uncer-
tainties concerning requirements for ad-
vancement. New opportunities are also
available to women, who now compete for
over 99 percent of all positions.

Managing the Stress of Deployments

Finally, we are working to reduce the stresses
associated with high deployment tempos.
Personnel deployment tempos are up four-
fold in as many years. Average annual de-
ployment rates for special mission and
support aircraft are particularly high—HC-
130 (194 days), EC-130E (187 days), E-3 (165
days), U-2 (148 days), AC-130 (146 days),
MH-60G (145 days), RC-135 (143 days), F-4G
(135 days), and C-130 (126 days)—with corre-
sponding demands on support personnel.
To reduce stress on our people, we are
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A strong American defense comes not from the building
of gadgets but from the building of character. Every day,
Air Force people are rewriting the script that reads
“duty, honor, country.” Over 800,000 airmen, uniformed
and civilian, guard, active, and reserve, serving at 191
installations spanning the globe, have committed their
lives in our nation's service.



broadening support bases for affected plat-
forms, targeting family support for affected
units, distributing deployment burdens
through our Palace Tenure program, and
working with our Air National Guard and Air
Force Reserve partners to balance mission
loads across the Total Force.

Preserving Combat Readiness

We are preserving the combat readiness of
the Air Force through resource management,
realistic combat training, and stability in
funding to meet the challenges of contin-
gency operations.

Resource Management

Year of Readiness initiatives produced three
critical enhancements to Air Force readiness.
First, we strengthened readiness forecasting.
Our improved status of resources and train-
ing system (SORTS) ensures that all units
provide readiness snapshots not only of cur-
rent health, but forecasts looking three, six,
and 12 months ahead. This system helps
predict the impact of resource decisions as
well as to uncover weaknesses before readi-
ness erodes.

Second, the way we support weapon sys-
tems is being fundamentally altered. Lean
logistics is an integrated effort among main-
tenance, supply, and transportation systems
to provide the right part, at the right time, at
the best price to the user. Lean logistics selec-
tively removes one whole tier of maintenance
support for highly reliable weapon systems,
reduces depot maintenance time, and uses
transportation procedures like those of com-
mercial package carriers. The results are im-
pressive. In the avionics area, for instance,
repair pipeline times have been cut by 75
percent.

Third, we are enhancing readiness through
better distribution of mission tasks across the
force. The Air Force is making increasing use
of the world-class capabilities of our Air Na-
tional Guard and Air Force Reserve. These
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affordable, accessible, and highly capable
partners are integral to our war-fighting strat-
egy. They are also making decisive contribu-
tions in peacetime contingency operations
around the world. We have expanded their
mobility roles, introduced bombers, and are
funding key upgrades that reflect our increas-
ing dependence on these citizen-airmen in
frontline roles. In a similar vein, the Civil
Reserve Air Fleet has been expanded to pro-
vide 34 percent of our cargo and 90 percent of
our passenger capability. Finally, we are ob-
taining authority to use US air forces assigned
to the North Atlantic Treaty Organization
(NATO) on a temporary basis outside the re-
gion when required.

Combat Training

Realistic combat training is not a luxury, but
a necessity. We have insisted on strong
funding profiles for all combat training pro-
grams. What began 20 years ago as a mod-
est exercise concept known as Red Flag has
since become the backbone of USAF readi-
ness. As one commander put it, “What we
did in Desert Storm would have been im-
possible if the entire Air Force didn’t have
flag exercise experience.” Now all Air Force
flag exercises are joint or combined. Simi-
larly, the Air Force is a full partner in all ma-
jor Army exercises at the National Training
and Joint Readiness Training centers. Fi-
nally, we bring our high training standards
to over 50 major joint and combined exer-
cises around the globe each year.
Underpinning this, of course, is the realis-
tic day-to-day training that prepares our peo-
ple for these large exercises. Thus, we
maintain high day-to-day training tempos
across the force, and daily operations increas-
ingly emphasize composite and joint force
operations to build on basic formation skills.
Finally, we continue to enhance combat
training through simulation, but primarily as
a supplement to flight operations. Teamwork
and uncompromising standards measured

| in a realistic flight environment are the



10 AIRPOWER JOURNAL SPRING 1995

touchstones of war-fighting excellence. We
will continue to arm our people with experi-
ences that mimic the crucible of war in its
most demanding phases.

Challenges

Stability in our operation and maintenance
(O&M) budget is key to maintaining Air
Force readiness, and that stability depends
on timely funding for contingency opera-
tions. If future funding is delayed, then the
balance between force structure and readi-
ness support could easily be upset. We
would then have less ability to deal with
spot-readiness setbacks in systems such as
the airborne warning and control system
(AWACS), F-117s, EF-111s, B-1Bs, C-Ss, C-141s,
AC-130s, and in engines for the F-15 and F-
16. These problems are manageable, but
there is little margin for error. A related con-
cern is the impact of contingency operations
on combat training. Heavily tasked units
have fewer opportunities to hone their com-
plete repertoire of combat skills. We need
continued stability in our O&M accounts,
including timely funding for contingencies,
in order to manage these problems.

Building for the Future

As Gen John Shalikashvili said, “The com-
bination of slower modernization rates and a
rapidly changing threat environment makes
long-range planning more difficult and more
important.” The Air Force has set standards
in this area of planning.

Planning Savvy

We have developed 25-year road maps
across 40 mission areas to make educated
decisions about modernization needs.
These plans link future tasks to deficien-
cies, to candidate solutions, and to labora-
tory programs for an end-to-end view of
each mission area. We evaluate alternatives

ranging from nonmaterial options to
changes in force structure, systems modifica-
tions, science and technology applications,
and new acquisitions. Correspondingly, we
continue to evolve and reform the manner
in which we conduct the acquisition of sys-
tems and capabilities. Through numerous
initiatives we are streamlining the process,
reducing the paperwork, adopting commer-
cial practices, standards, and processes, all
aimed at more effectively and efficiently
placing the required capabilities into war
fighters’ hands.

This new planning process and our initia-
tives in acquisition reform are major mile-
stones, but they are also just the beginning of
a renaissance in Air Force planning and sys-
tems acquisition. The year 1995 is the 50th
anniversary of the Air Force Scientific Advi-
sory Board (SAB), whose first reports set the
trajectory for Air Force modernization for
decades. This year will see a similar level of
effort by the SAB, Air Force planners, Air Uni-
versity, and our acquisition and modeling
and simulation activities. I have challenged
our best and brightest to revolutionize and
institutionalize new planning and acquisi-
tion processes that will prepare us for the
twenty-first century.

Essential Foundations

Air Force scientific and technological prow-
ess remains the fulcrum for future readiness,
but our strategies to maintain preeminence
are changing. In prior decades, we produced
the most critical technologies. Now we must
harness commercial applications in many
areas. Hence, in addition to funding our sci-
ence and technology program at the maxi-
mum authorized level, we have revitalized
the SAB as a nexus linking the Air Force to
other government agencies, commercial sec-
tors, academe, and our allies. Through the
Air Force Office of Scientific Research, we
support about 3,000 senior researchers and
2,000 graduate students at universities, in
industry, and in laboratories. We have also



developed international data exchanges, re-
search agreements, engineer/scientist ex-
changes, and Foreign Comparative Test and
Nunn Amendment programs, and we are
committed to the research activities of the
NATO. These efforts keep us at the cutting
edge of technological advancements and
promote affordable solutions to aerospace
problems. Finally, our approach to research,
development, test, and evaluation (RDT&E)
is also changing. Vigorous growth in model-
ing and simulation capabilities is promoting
better RDT&E at reduced cost.

Regional War-fighting Requirements

Modernization objectives to meet two ma-
jor regional conflict (MRC) requirements
must be understood in their strategic con-
text. Decisions made today have 30-year
implications. Regional threats may change
radically. We probably will not have the
luxury of a Desert Shield-type buildup.
Next time, we may be fighting our way in,
racing for control of footholds in one (or
two) theater(s). If we lose the race, the re-
sult will be a fait accompli or a long,
costly war.

With these points in mind, Bottom-up
Review (BUR) conclusions depended on key
modernization efforts to field highly lever-
aged forces early on. These forces would
(1) secure a lodgment in-theater, (2) blunt
enemy progress, and (3) thereby lay abut-
ments for a sea and air bridge over which
follow-on forces would propagate initial
success. Moreover, portions of the lead
cadre must be prepared to swing to help
reproduce decisive results in a second
theater or to deter a second aggressor. In
sum, BUR conclusions depend on leverag-
ing the capabilities of airpower, at sufficient
operations tempos and with the right muni-
tions, to defeat two enemies on opposite
sides of the globe in less than two months.
Within this context, we are focusing on the
following priorities.
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Rapid Global Mobility

The C-141 is tired! It will continue to
serve through this decade, but it makes
better economic sense to modernize with
C-17s rather than extend the life of this ag-
ing workhorse. The once-troubled C-17 is
now a success story—replacing the C-141 at
lower operating costs while delivering C-5-
type payloads into C-130-size airfields.
This core airlifter underpins the nation’s
two-MRC strategy and is US Transportation
Command’s highest priority. Production
of the C-17 is ahead of schedule, and the
aircraft made its operational debut in Vigi-
lant Warrior. We are also evaluating aug-
mentation using a nondevelopmental
airlift aircraft with a decision pending in
1995. We are also upgrading our air refuel-
ing and theater airlift fleets to increase
flexibility, better support our sister serv-
ices, and enhance viability in the next cen-
tury.

Air Superiority

The initial battle for air superiority may
well determine the course of the next
MRC. Our early deploying fighter forces
may arrive outnumbered to engage the full
weight of the enemy’s air forces, missile
forces, and surface-to-air defenses—all sup-
ported by robust command and logistical
infrastructures. This is why the F-22 is our
top modernization objective. Modern air
battles tend to be cataclysmic. An initial
disadvantage can quickly cascade into out-
right defeat with profound consequences
for the progress of a war. Air superiority
provides freedom of maneuver so ground,
air, and naval forces can operate with im-
punity to end conflicts quickly and deci-
sively. It is fundamental to the safe arrival
and resupply of forces. It is essential for
protection of high-value aircraft that help
achieve information dominance, such as
the joint surveillance and target attack ra-
dar system (JSTARS) and the airborne
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warning and control system. And it must
extend deep into enemy territory to ensure
success of all other offensive operations.

The Air Force has ensured that American
fighting forces have had air superiority
since Kasserine Pass in the spring of 1943.
We must continue this record in the
twenty-first century Many foreign fighters
are now at parity with the F-15. The F-1S§ is
vulnerable to surface-to-air missiles (SAM),
and it may not win the air battle beyond the
next decade. The F-22’'s stealth charac-
teristics, supersonic cruise, high maneuver-
ability, and advanced avionics all provide
the qualitative edge required to fight out-
numbered against future opponents and
win. The ability to penetrate at the time
and place of our choosing and to achieve
first look/first shot/first kill decisions un-
derwrites the capabilities of all follow-on
forces in an MRC. Finally, the F-22 will
penetrate enemy defenses unassisted in a
strike role once the contest for air supe-
riority is decided.

A second essential component of air su-
periority is suppression of enemy air de-
fenses (SEAD), which protects aviation
forces that do not possess stealthy charac-
teristics. By upgrading a portion of our
F-16s with high-speed antiradiation missile
(HARM) targeting systems, we will more
than offset the retirement of the aging F-4G
Wild Weasel. Finally, proliferation of mis-
siles and weapons of mass destruction
(WMD) presents the most serious long-term
threat to aerospace superiority. Our mod-
ernization objectives aim at neutralizing
these weapons before launch and very early
in flight. This will reduce stress on mid-
course and end-game systems provided by
our sister services. Moreover, by neutraliz-
ing WMD on enemy territory, we can create
powerful incentives not to use it in the first
place, better protect our forces if it is used,
and thus shift our emphasis from deter-
rence by threat of punishment to deterrence
by defense.

Surface Attack

The third vital requirement in an MRC is de-
nying enemy power projection on land—and
again, early successes reduce the costs of all
subsequent operations. Our modernization
objectives are centered in three areas. First,
we must deliver massive firepower begin-
ning in the opening hours of a war through
a balanced approach to bomber modern-
ization. The B-2’s stealth and large payload
will significantly improve flexibility and of-
fensive striking power. Six B-2s, for exam-
ple, are more lethal and survivable than all
land- and sea-based airpower used during the
1986 Libya raid. While the B-2 is the head of
the fleet, the B-1B is the backbone with its
greater numbers, larger payload, and higher
speed. The B-1B recently demonstrated its
capability to sustain wartime operating rates
in an operational readiness assessment,
greatly surpassing the required mission-ca-
pable rate. Finally, the venerable B-52H will
continue to provide an economical means to
conduct standoff precision attacks or direct
attacks. Acting in concert, the bomber force
will provide critical leverage in an MRC and
a responsive swing capability to deter or re-
spond to a second conflict. By downsizing
the bomber force to an acceptable level in
the near term, we have generated savings to
help fund upgrades that will enable us to de-
ploy 100 bombers with enhanced capabili-
ties by the end of the decade.

Second, we are modernizing theater strike
and multirole platforms. The principal
strength of these forces is their ability to sus-
tain high combat tempos over long periods to
maximize fire and steel on target. We are
upgrading subsystems to extend life and en-
hance capabilities, but no new acquisitions
are planned for a decade. Soon after, we must
transition joint advanced strike technology
(JAST) programs to make the next generation
strike aircraft a reality. The ultimate success
of JAST is closely tied to the F-22. F-22 pro-
duction will provide technological leverage to
help ensure JAST technologies are transi-



tioned in a timely and affordable way. Con-
versely, F-22 delays would create a fiscal bow
wave in the next century as the nation at-
tempts to field new fighter and strike aircraft
simultaneously.

Third, the Air Force has made a precision
commitment. In 1944, it took 108 B-17s
dropping 648 bombs to destroy a target. In
Vietnam, similar targets required 176 bombs.
Now, a single precision guided munition
(PGM) can do the job. This is how the F-117
destroyed 40 percent of all strategic targets
while flying only 2 percent of all strategic
sorties during Desert Storm. Consequently,
the Air Force has tripled the number of preci-
sion-capable platforms since the war, boosted
PGM inventories 25 percent above prewar lev-
els, and is developing new generations of
PGMs with enhanced accuracy, standoff, and
adverse weather capabilities.

Dominating the Information Environment

Global reach and global power are synony-
mous with Air Force operations worldwide,
but the 1990s have seen the ascendance of
another Air Force role—dominating the infor-
mation environment—by providing global
situational awareness and denying or cor-
rupting that of our adversary. Information
operations are no longer a cost of doing
business but presence and war-fighting
methods in their own right. They substitute
for force in some cases and increasingly
serve as a multiplier when force is required.
As principal operator of our nation’s air and
space information-gathering systems, we
have stepped up to modernization chal-
lenges on behalf of joint war fighters.

This year saw development of an objective
command, control, communications, com-
puter, and intelligence (C*I) environment for
the twenty-first century and a map to get
there. Our proposal is not a grand design but
a set of nested strategic plans that will allow
rapid migration toward the goal—harmoniz-
ing efforts throughout the Department of De-
fense. The objective is a global network with
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a worldwide information plug-in, common
tactical pictures, bandwidth on demand for
any application, in any form, to and from
anywhere, allowing all war fighters to access
the information they need.

This vision is already coalescing in the
field. Our Space Warfare Center is bringing
operations and support together from all
services to make space support to the joint
war fighter routine. We glimpsed what we are
looking for in Haiti, where our space teams
deployed in support of the joint force com-
mander (JFC). For the first time, the JFC,
National Military Command Center, and serv-
ice operation centers viewed a common tacti-
cal picture displaying everything from
readiness data to imagery and weather at the
click of a button. The Air Force is making
similar strides developing conceptual, doc-
trinal, and legal positions on information
warfare (IW); incorporating IW into educa-
tion, training, and exercise programs; and de-
veloping operational capabilities. One
important step was establishment of the Air
Force Information Warfare Center in 1993.

Modernization of information systems
proceeds apace. Our space test program
successfully flew 23 research experiments
this year. We now have a fully operational
constellation of 24 global positioning sys-
tem (GPS) satellites; and the first military
strategic and tactical relay satellite (MIL-
STAR) supported joint operations in Haiti.
Our airborne information systems are also
being modernized and netted to each other
and to ground and space systems to produce
large force-multiplying effects.  Corre-
spondingly, we are modernizing our users
to make faster and better use of informa-
tion. GPS modifications continue on all Air
Force aircraft. Targeting information is
finding its way from space and airborne
sensors directly to the cockpit or smart
weapon. Finally, our new mission support
system is pulling together operational,
weather, intelligence, threat data, and com-
mand and control information from all
sources into portable workstations for
Army and Air Force war fighters. These are
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precisely the advances we need to fully
exploit the capabilities of a much smaller
military.

Space Launch

Information dominance depends on afford-
able access to space. We turned the corner in
space launch this year. The year 1994 saw
more than 20 successful launches, continu-
ation of our Delta launch vehicle’s 100 per-
cent success story, and Titan IV’s return to
flight. We also submitted a space launch
plan to the president and Congress to evolve
our expendable launch systems and received
funding for the first booster replacement in
30 years. Finally, we are enhancing national
capabilities through cooperation with indus-
try at Vandenberg AFB, California, and Cape
Canaveral, Florida. This progress represents
an essential beginning only. America’s lead-
ership in commercial space launch has de-
clined from almost 100 percent of market
share in the 1980s to 32 percent this year. If
we do not continue to build on recent suc-
cesses, the consequences for military and
economic security could be serious.

The Way Ahead

Across the spectrum of peace and conflict,
the Air Force exemplifies the ascendant role of
air and space power in American security. Air
and space power are fundamental to building
US influence jointly and globally through
presence. Likewise, air and space power in-
creasingly underpin national capabilities to
conduct decisive combat operations world-
wide. Growing tension between expanding
security requirements and dwindling re-
sources will continue to challenge us in each

of our objective areas: remaining engaged,
supporting our people, preserving combat
readiness, and building for the future. But
Air Force priorities within each area are clear
and our plans to achieve them viable.

It is also clear, however, that this tension
magnifies the importance of two imperatives
for the future. First, solutions to our nation’s
security needs must be joint solutions. The
Air Force strives to build a team within the
team. Second, as technology and threats
evolve, so must our views on strategy, doc-
trine, and roles and missions. The declining
size of our military demands abandonment of
the business-as-usual mind-set. Innovative
thinking is key to reducing duplication and
getting the most capability from our defense
budget. To paraphrase General Shalikashvili,
the combination of diminishing resources
and a rapidly changing threat environment
makes interservice trust more difficult and
more important.

Let me conclude with a salute to our Air
Force men and women. We have come a long
way from Kitty Hawk to Vigilant Warrior, and
during that journey, we have raised the sight
of all mankind to the skies and to the stars.
People did that. If I have learned anything in
the last two years, it is that a strong American
defense comes not from the building of
gadgets but from the building of character.
Every day, Air Force people are rewriting the
script that reads “duty, honor, country.” Over
800,000 airmen—uniformed and civilian,
guard, active, and reserve—serving at 191 in-
stallations spanning the globe, have commit-
ted their lives in our nation’s service. With
them lies the promise that we will meet the
challenges ahead and go beyond—casting
America’s watchful eye upon the globe, wield-
ing her sword and shield and lending her
helping hand.



WEAPONS of
MASS PROTECTION

Nonlethality, Information Warfare,
and Airpower in the Age of Chaos

CHris Morris, JANET MoORRIs, THOMAS BAINES

IRPOWER HAS become the first

choice of policymakers and politi-

cians around the world who must

uggest how the international com-
munity should react to stop some infringe-
ment of the established order or crimes
against humanity. Whether the threat be
Serbian warplanes pounding Bosnian relig-
ious sites or a resurgence of Saddam
Hussein’s Iraqi adventurism, Somalian war-
lords firing on United Nations (UN)
peacekeepers, or Rwandan refugees stream-
ing across uncontrollable borders, the politi-
cally correct response when the United
States or the international community must
resort to force is always “air strikes.” Why?

Because airpower seems to offer the poten-
tial of force projection without politically
unacceptable risks, without risk of entering
upon the “slippery slope” of long-term in-
volvement characterized by the commitment
of ground troops, without risk of US or coa-
lition casualties in a casualty-averse world,
and without massive logistical expenses and
subsequent reconstruction costs.

Since airpower as currently deployable and
constituted was designed for battle in a bipo-
lar world, it cannot always successfully un-
dertake the new roles and missions seen for it
by politicians, policymakers, and diplomats.
Service chiefs and mission planners alike
must find new ways to fulfill decision makers’

15
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expectations and the evolving requirements of
a world no longer divided into two neat power
blocs. Airpower has the potential to provide a
credible deterrent and effective first response in
today’s conflict-rich environment. For air-
power to afford such early, cost-effective,
casualty-limiting, minimally destructive, logis-

Airpower has the potential to
provide a credible deterrent and
effective first response in today’s

conflict-rich environment.

tically feasible ways to project power, it must
be able to attain sharply constrained and
multiplex objectives in multiple theaters si-
multaneously.

Nonlethality is the use of weapons of mass
protection such as nonlethal and antilethal
weapons and information warfare to project
high-precision power in a timely fashion, deliv-
ering results that are life conserving, environ-
mentally friendly, and fiscally responsible.
Such weapons can provide airpower with capa-
bilities that will yield new supports to diplo-
macy, a credible deterrent below the level of
massive conventional force projection, and an
expanded ability to meet evolving mission
needs when used in conjunction with conven-
tional force.!

The ability to nonlethally overwhelm an
enemy who is using lethal force has become a
clear requirement for peacekeeping, peace en-
forcement, operations other than war, and
military operations in built-up areas where
minimum destruction of life and property
are prerequisites for action. Airpower’s capa-
bility to execute these new roles and missions
where policy makers require decisive action
to be undertaken in a timely fashion but
always from the moral high ground and un-
der media scrutiny is increasingly critical, has
increasingly come into question, and must be
reaffirmed. In order to maintain airpower’s

position as a strategic capability of unparal-
leled effectiveness, planners must now re-
evaluate the very nature of the world in
which power will be projected and must be-
gin to develop new doctrine and capabilities
to fill those needs.

Acquiring weapons of mass protection—non-
lethal, antilethal, and information warfare
weapons—and integrating them into current
force capabilities may be one way that airpower
can secure for years to come its primacy in
strategic utility for the post-cold-war conflict
environment. In order to evaluate this thesis,
we must reexamine the nature of warfare as it
has evolved and its relation to policy in a world
that has drastically changed over the last half
century and especially in the last decade. We
must also examine the potential difficulties of
fielding nonlethal, antilethal, and information
weapons in the new threat environment.

Acquiring weapons of mass
protection—nonlethal, antilethal,
and information warfare weapons—
and integrating them into current
force capabilities may be one way
that airpower can secure for years

to come its primacy in strategic
utility for the post-cold-war

conflict environment.

An Age of Chaos

An unforeseeable consequence of the
breakdown of the bipolar world has been to
remove war from the purview of the dueling
superpowers and to return it to the people.
Transnational and subnational groups, rogue
states and breakaway republics, civil warmon-
gers and tinhorn dictators, ethnic purists, and
religious fundamentalists all see the incho-
ate environment of the post-cold-war world
as an opportunity to seize or increase power.
The result is an environment of spreading



destabilization that can be characterized as an
age of chaos.

A New Class of Threat

The current chaotic environment of multiplex
threats to the international rule of law is
uniquely unresponsive to conventional diplo-
macy or war-fighting methodologies tooled for
the cold war over nearly half a century. Taken
one by one, the many disparate conflicts
erupting among the former client states of the
Soviet Union may seem unmanageable. Taken
together as a new class of threat, these flash
points can be viewed as the inevitable at-
tempts of states built on the Soviet Union's
“military-bureaucratic country” model to ex-
pand militarily in order to survive.?2 Unan-
swered questions about the relevance of
chaotic destabilization of the former commu-
nist world to the national interests of the
United States and other major powers in the
developed world impede decision making. Ad
hoc decisions to act made by policymakers are
often disastrously unenforceable by the diplo-
matic or military components of nations or
groups of allies.?

Quantifying the Threat

The greatest threat to the international rule of
law in modern memory may be the spread of
chaotic destabilization throughout the devel-
oping world. Unable to see these disparate
threats as part of a single class of threat with
effects greater than the sum of its parts, the
United States and the international commu-
nity fail to act decisively. As in the mathemati-
cal model of chaos theory, the number of
discrete destabilizing events, nondestructive to
the status quo when taken singly, may mount
until their frequency causes a catastrophic
shift in the nature of things—in this case, the
balance of power in the world.?

Redefining Roles and Missions

Redefined roles and missions of not only
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militaries but diplomatic corps and interna-
tional entities such as the United Nations
and the North Atlantic Treaty Organization
(NATO), as well as the role of the United
States as world leader and the single remain-
ing superpower, are critical lest chaotic de-
stabilization erode the credibility of the
international community to maintain order
and the rule of law. If faith in the ability of
the world community to maintain order
fails, the utility of all existing international
and national entities comes into question.
People will sustain their governments only as
long as those governments maintain order
and provide security and benefits to citizens
at home and abroad.?

Recognizing the Problem

International consensus for action against
destabilizing forces is difficult to achieve,
and this very difficulty emboldens would-be
aggressors who carefully calculate rationales
for their violence, some hiring international
public relations firms to make their cases for
the world’s media. Once these forces draw
the attention of the world media, the atten-
tion of the international community, its gov-
ernments, and their militaries invariably
follows. Thus, the focus of world leaders on
areas of crisis is primarily determined not by
internal evaluation of the importance of any
chaotic situation to the national security of
the United States or other nations but by the

The focus of world leaders on areas
of crisis is primarily determined
not by internal evaluation of the
importance of any chaotic situ-
ation to the national security of
the United States or other nations
but by the amount of media atten-
tion given to a crisis.
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amount of media attention given to a crisis.
Since this media coverage is often sought,
courted, or even bought by aggressors, com-
batants, or defenders, the initiative in such
situations is on the side of those who can
command world attention. More and more
international response to crises seems effec-
tively media-driven. The ability of the de-
veloped world’s conflict management bodies
to set the agenda—to preempt crises with
early and decisive diplomatic and unconven-
tional action or to mitigate such crises with
conventional methods—is demonstrably in-
adequate for a number of reasons:

e A given crisis may bear no apparent or
direct relation or pose no imminent threat to
one’s own national security.

¢ Internal and international consensus for
timely action is difficult to achieve because of
varying evaluations of the seriousness of the
threat.

e The roles, prerogatives, and utility of in-
ternational instruments such as NATO or the
UN in such crises are increasingly unclear.

e Internal pressures on nations to act in
any such crisis vary in accordance with treaty
obligations, commercial interests, and do-
mestic constituencies developed for or
against specific action.

e The developed world’s intolerance of
casualties when weighed against the casualty
tolerance of the developing world, militates
against the insertion of ground forces should
a consensus for action be developed.

e Roles and missions of military and
peacekeeping forces are inadequately defined
both in unilateral and multilateral terms.

e Training, doctrine, and capabilities for
such new roles and missions are consequently
inadequate.

The result of these unsolved problems is that
US and other policymakers wait too long to
announce actions and then announce actions
that may not be operationally or logistically
feasible with the forces and weapons at hand.

Airpower and the Reality Gap

When the United States or its coalition part-
ners wait too long to act and an international
situation such as Bosnia has degenerated to a
point where leaders must announce some ac-
tion they think will restore their international
respect and credibility, air power is the inevita-
ble inheritor of the problem. In the United
States, especially, elected officials continually
call on airpower to project a US or US-led coa-
lition force decisively from above in any situ-
ation where action is demanded but where the
commitment of ground troops could lead to
casualties or longer-term involvement, both of
which are anathema to contemporary policy-
makers.

This situation has effectively eroded much
of the credibility of the United States as a
world leader, which was gained at such great
cost during the cold war and the Persian Gulf
War. The importance of that credibility is not
simply a matter of US pride. US credibility is
the primary security factor protecting US citi-
zens and businesses around the world. Each
time limited air strikes are undertaken by
NATO or coalition forces with indeterminate
results, the damage to US and international
security establishments’ credibility is greater
than it is to that of the declared enemy. Each
time US leaders promise swift action by air in
circumstances that are operationally imprac-
tical, US resolve and international prestige
are eroded, leading to increasing danger for
all US citizens abroad.

A particular problem for airpower inherent
in the larger geopolitical situation is that the
utility of airpower itself comes into question
each time the US Air Force must mitigate
policy makers’ zeal for impractical action.

Recognizing the New Imperatives of the Age of
Chaos

The shared imperatives of the world community
in the age of chaos are several and conflicting:

¢ To enforce the international rule of law,
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The politically correct response when the US or the international community must resort to force is always “air strikes”
because airpower offers the potential of force projection without politically unacceptable risks. However, airpower as
it is now constituted was designed for battle in a bipolar world and cannot always successfully undertake the new
roles and missions seen for it by politicians, policymakers, and diplomats.

e To maintain the credibility of interna-
tional institutions,

e To assure human rights,

e To defend the viability of international
trade,

e To protect the ecology and environment,
and

* To ensure national sovereignties.

The imperatives of the United States in the
age of chaos are divergent:

e To ensure the national security of the
United States,

* To maintain US world leadership,

¢ To sustain the rule of law,

* To project power to enforce policy while
limiting casualties and damage,

* To satisfy US ethnic constituencies and
international treaty signatories, and

o To create a climate of safety for global-
ized US trading interests.

To the extent that these interests converge,
coalition action is possible. To the extent that
US interests, which are internally consistent,
diverge from the interests of our allies, which
are sometimes inconsistent, the United States
must decide in each case whether to lead or to
defer.

Such decisions are in no small part based on
the capability to act. Acting in the current inter-
national milieu described above means acting in
a highly constrained environment very different
from that of the cold-war era, an environment
that requires the ability to do the following:

e Act in a timely fashion.

e Act decisively while limiting casualties
and damage to the environment.
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e Act below the threshold of war and with-
out risking long-term involvement in a politi-
cally unsustainable ground war.

e Act effectively in an urban or complex
environment where enemies and noncombat-
ants are mixed.

e Act while claiming the moral high
ground under constant media scrutiny.

e Act in pursuit of clear mission goals with
high precision.

e Act effectively without risking US casu-
alties.

e Use the threat of US military action as a
credible deterrent.

A Short History of War
as an Instrument of
Societal Change

Historically, war has been redefined by so-
cieties struggling with their leadership roles.
More than 2,400 years ago, Sun Tzu coun-
seled in The Art of War that armed force was
to be applied so that victory would be gained
(a) in the shortest possible time, (b) at the
least possible cost in lives and effort, and (c)
with the infliction on the enemy of the fewest
possible casualties. He also stated that “to
fight and conquer in all your battles is not
supreme excellence; supreme excellence con-
sists in breaking the enemy’s resistance with-
out fighting” and that “the skillful leader
subdues the enemy’s troops without any
fighting; he captures their cities without lay-
ing siege to them; he overthrows their king-
doms without lengthy operations in the
field.”®

Sun Tzu was committed to the economic
principles underlying the conduct of war in
his time. People, even enemy people, had
great value as potential workers and taxable
citizens; human and natural resources were
the primary prize in warfare; and goods and
services were coveted booty, as were physical
property and societal infrastructure.

In A.D. 1513, Niccolo Machiavelli observed
in The Prince that

there is nothing more difficult to take in hand,
more perilous to conduct, or more uncertain of
success than to take the lead in the introduction
of a new order of things, because the innovator
has for enemies all those who have done well
under the old condition, and lukewarm
defenders in those who may do well under the
new.’

Later, in The Discourses he wrote that

the object of those who make war, either from
choice or ambition, is to conquer and to
maintain their conquests, and to do this in such
a manner as to enrich themselves and not to
impoverish the conquered country. To do this,
then, the conqueror should take care not to
spend too much, and in all things look mainly
to the public benefit; and therefore he should
imitate the manner and conduct of the Romans,
which was first of all to ‘'make war short and
sharp.” . . . Whoever desires constant success
must change his conduct with the times.8

Like Sun Tzu, Machiavelli and his beloved
Roman forebears saw war as a way to extend
the boundaries of physical empire, to enrich
and strengthen his society with the people,
natural resources, and physical attributes of
the lands to be conquered and absorbed.
Even in a time of great change and turmoil,
the basis for war was still economic. In A.D.
1690, John Locke wrote in The Second Treatise
of Government that

the state of war is a state of enmity and
destruction . . . it being reasonable and just that
I should have the right to destroy that which
threatens me with destruction; for, by the
fundamental law of nature, man being to be
preserved as much as possible when all cannot
be preserved, the safety of the innocent is to be
preserved . ... Want of a common judge with
authority puts all men in a state of nature; force
without right upon a man’s person makes a
state of war both where there is and is not a
common judge.®

John Locke lived in a time of wars of attri-
tion, when early war-fighting technology had
matured until total destruction of all assets
and persons of a society was not simply possi-
ble but probable. War by Locke’s time was
something that had to be limited by laws—



either God’s law or man’s law—and a process
that put at risk both innocents and desirable
assets of warring societies. Populations are
dense and people have less inherent value.
The economic basis of war is beginning to be
replaced by wars of ideology.

On 10 July 1827, Carl von Clausewitz said
in On War that war is nothing but a continu-
ation of policy by other means.' Clausewitz
marks the maturation of “modern” wars of
conquest in which war has become an instru-
ment of statecraft among nations whose goals
may be imperialistic, nationalistic, eco-
nomic, ideological, or some combination of
all four. The laws of the state have replaced
the laws of God and man as adjudicator. The
benefit of war is dependent on the wisdom of
policy. The goals of war are not self-evident
but are determined by the goals of the state.

If Clausewitz were alive today he might
add that the main and self-justifying mission
of the military is to make policy enforceable.
Failing that, the military or any branch of it
may risk its own continued survival since it
exists at the sufferance of the state and ulti-
mately of the people who fund the state so
long as the state serves its people.

Defining War in the Age of Chaos

In modern American military thought, war
is usually defined qualitatively. War is lim-
ited, such as in the Persian Gulf War, or war
is unlimited, as in World War II. “Unlimited
war implies that the objective is the complete
destruction of the enemy’s war-making abil-
ity or unconditional surrender. . . . Limited
war implies objectives short of the complete
destruction of the enemy.”!! At the end of
the twentieth century, war can and should
also be defined chronologically as an evolu-
tionary procession shaped by the geopoliti-
cal climate in each of three eras.

The Era of Wars of Conquest, 2800 B.c.—
A.D. 1945. From the conquests of Sargon of
Akkad in Mesopotamia to Adolf Hitler's
dreams of an Aryan hegemony, wars of con-
quest were predicated on the conquering

WEAPONS OF MASS PROTECTION 21

state gaining economic and strategic benefit
by acquiring the land, physical assets, and
populace of others in order to increase its size
and wealth, assert its dominance, and ensure
its security. Destruction of an enemy re-
placed absorption of the enemy. Genocide
became more commonplace as societies be-
came more populated and the value of hu-
man life went down. Occupation of enemy
territory became progressively less synony-
mous with conservation of his cultural assets
since one goal of wars of conquest was to
impose a cultural hegemony and another was
to replace the dominance of one race over an
area with the dominance of another race. By
the time of World War I, scorched-earth war-
fare became an accepted tool of statecraft.
Because of the relative slowness of societal
and technological change and the inherent
conservation of assets involved in wars of
conquest, this era was a prolonged one.

The Era of Wars of Deterrence, 1946-
1989. The cold-war epoch, which ended with
the fall of the Berlin Wall at the close of 1989,
demarcates a time of wars of deterrence in
which countries built weapons of great and of
mass destruction whose use was primarily as a
deterrent to aggression. Ensuring the sur-
vival of the state was the military’s greatest
goal. The most important task of the military
was to contain the spread of rival ideologies.
The era of wars of deterrence was predicated
on a doctrine of mutually assured destruction
and was marked by nuclear proliferation.
This was an era in which war itself was of no
economic benefit, but client states and war-
time economies fueled international growth,
and it was a time in which the value of war
was the strength it gave to wartime econo-
mies. This era was shaped by the industrial
age and the capabilities that produced it. The
original economic fundamentals underlying
wars of conquest were completely eradicated
and replaced with a doctrine of state survival
that saw acquisition of enemy assets as imma-
terial and that required its military to be able
to completely destroy not only the people but
the physical assets of its enemies. This era
was brief because of its lack of a sustainable
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economic goal and the speed of technological
change.

The Era of Wars of Divestiture, 1990—,
Wars of divestiture, the first of which was the
Persian Gulf War, are wars of sharply limited
scope whose economic rationale is the resto-
ration of the rule of law and the status quo of
free trade. The international community ral-
lies to restore order, and the goal of the war is
not the eradication of a regime or state but
the divestiture of an aggressor’s war-making
capability and his ability to threaten the
world order through wars of conquest. The
goal of the state in this era is the maintenance
of order and, through its military, the protec-
tion of the status quo or the restoration of
the status quo ante. The goal of the mili-
tary thus becomes the preservation of sover-
eign rights and the protection of innocents
and preservation of the environment from
destruction caused by wars of conquest or
wars of deterrence. This era is marked by
rapid, interdependent technological and
geopolitical change in which geopolitical

A paradigm shift in international
behavior has created a new area
of military action between the
point where conventional
diplomacy fails and a declared war
begins. Concomitant with this
shift has come a lowering of the

" threshold of war itself.

stability is measured by the stability of the
rule of law. The length of this era will be
dependent on the military’s ability to ensure
a stable rule of law through unilateral, coali-
tion, and international action.

Because wars of divestiture take place in
an environment marked by constraints—
particularly due to the presence of the me-
dia—and chaotic destabilization, both the
political and military communities are

struggling to come to grips with the impli-
cations of setting precedents on an ad hoc
basis, without an articulated framework.

Yet, analysis quickly yields numerous
cases in point of more or less successful
wars of divestiture. The Persian Gulf, So-
malia, Haiti, and Bosnia all are examples of
wars of divestiture despite the fact that all
but the Persian Gulf War have occurred be-
low the threshold of war as it is currently
perceived.

A Lowering Threshold of War

A paradigm shift in international behavior
has created a new area of military action be-
tween the point where conventional diplo-
macy fails and a declared war begins.
Concomitant with this shift has come a low-
ering of the threshold of war itself. Reasons
for military action are different than they
were during the era of conquest or the era of
deterrence. We may call these military ac-
tions peacekeeping, operations other than
war, military operations in built-up areas, or
any other politically popular term. The real-
ity is that our military—and especially our
airpower—is increasingly called upon to act.
In this new area of military action, US casu-
alties are unacceptable, enemy casualties and
collateral damage must be minimized, and
the goal of missions is political (such as re-
storing order or democracy, limiting hu-
manitarian abuse, or reducing but not
eradicating a threat) rather than military ac-
tion in the classical sense—destruction of an
enemy or conquest of his territory as a prel-
ude to absorbing his assets.

Since acts of war must be ratified by Con-
gress, US policymakers are hesitant to come
to grips with this new reality. When it is
admitted that the threshold of war is lower-
ing, Congress may act to preserve its preroga-
tive to “advise and consent” below the
current threshold at which its consent is re-
quired. Until that time, ad hoc policies and
unclear mission definitions will prevail for
political reasons, despite the difficulties this



poses for our military, particularly for air-
power, which is consistently called upon by
political leaders to act—often impractically—
to project military power in pursuit of politi-
cal objectives that may or may not bear
directly on national security.

And yet, all classical definitions of war im-
ply that a military that cannot enforce policy
has failed in its purpose. Therefore, a unique
set of problems is developing for airpower
and for all other military forces in this new
conflict environment. The impractical must
be made practical. The military, and espe-
cially airpower, must learn how to project
power that is hyperaccurate yet minimally
destructive, limited while being overwhelm-
ing, and effective against lethal force, yet
nonlethal. Out of these seeming contradic-
tions will come a new set of doctrinal tenets
and operational requirements that serve the
overriding requirement of policymakers in
today’s world.

This requirement of policymakers—to
have at their disposal a new, highly effec-
tive, cost-efficient force equipped with
weapons tailored to today’s limited con-
flicts—does not end with force projection.
The ability of our military to project lim-
ited force must be such that the very limita-
tion of this force must be seen as a credible
deterrent because the qualitative nature of
the force available to the military allows the
military to act earlier, and decisively,
against aggression while limiting casualties
and damage to the environment.

Airpower and the New
Missions

If war is now most critically an extension
of policy, then the military’s main mission
must be to make policy enforceable across the
operational continuum. To fail repeatedly in
this is to call the value of a standing military
into question. Therefore, military planners
must look squarely at the geopolitical de-
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mands shaping policymakers’ needs and be
ready to meet those needs.

Of all branches of the military, the Air
Force is the service most challenged by these
new mission areas and the new requirements

To architects of air wars, this
propensity of US officials to call for
air strikes in any and all situations
is more than problematical; it is
dangerous to US Air Force cohesion
and perhaps to the future of the
service itself.

of policymakers. To a policymaker, airpower
seems to offer easy answers to hard questions
of how to project US power without risking
US lives or involvement in protracted ground
wars. To architects of air wars, this propen-
sity of US officials to call for air strikes in any
and all situations is more than problematical;
it is dangerous to US Air Force cohesion and
perhaps to the future of the service itself. A
military service that cannot serve the needs of
policymakers risks its raison d’étre.

As has been shown since 1990, first with
the success of the air war in the Persian Gulf
and later with unsuccessful attempts to use
airpower decisively in Bosnia and against the
Serbs, these new missions are paramount to
US national security interests whenever US
credibility—US resolve and ability to act—
come into question. This conclusion cannot
be avoided indefinitely. Although war plan-
ners of all services would prefer not to engage
in missions of such demanding constraint as
seem to be required by wars of divestiture,
there is a growing need to counter chaotic
destabilization by projecting power to en-
force policy.

Therefore, the Air Force must look seri-
ously at the way policymakers have clearly
indicated that they wish to use airpower now
and in the future and must find ways to meet
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the requirements of new roles and missions.
Currently, many would argue that combined
ground and air operations are limited to the
operational and tactical levels. In the politi-
cally constrained environments of the future,
airpower and ground power must be strategi-
cally applied to achieve our political objec-
tives. Consequently, development of weapons
of mass protection for the Air Force should be
approached as part of a joint effort that also
considers capabilities for ground forces and
issues of interoperability. 12

Nonlethal, Antilethal, and
Information Weapons in the
Age of Chaos

The ancient weapons of chariot and cav-
alry warfare, the seige engines of Greek and
Roman technology, the naphtha fireballs of
the fifteenth century A.D., the horse-drawn
cannon, the machine gun, the mechanized
tank, and the early fighters and bombers of
World War II— these have given way first to
weapons of mass destruction and then to elec-
tronically guided weapons of high precision.

As early as the Persian Gulf War, weapons
of mass protection were coming into use as a
means of destroying enemy command and
control. The first 48 hours of the Gulf War
showed beyond a doubt that electronic war-
fare technologies could keep US servicemen
safe from enemy fire by denying the enemy
the use of his command, control, communi-
cations and intelligence (C31) capability.

Nonlethality (the theory that overwhelm-
ing nonlethal force could be used to defeat
lethal force) and nonlethal weapons first re-
ceived serious notice after their use in the
Persian Gulf War. Carbon circlets were
dropped on Iraqi power stations to deny elec-
tricity to the enemy, obscurants were used to
deny the enemy targeting information about
US troop movements, and electromagnetic
weapons—reportedly including nonnuclear
electromagnetic pulse—were used success-
fully to limit casualties, as President George

Bush and Prime Minister John Major of the
United Kingdom had publicly directed.

Nonlethal weapons (defined as weapons
whose intent is to nonlethally overwhelm an
enemy'’s lethal force by destroying the aggres-
sive capability of his weapons and temporar-
ily neutralizing his soldiers) will give the
United States new options in peacekeeping
and conventional force projection, as well as
new supports to diplomacy and a credible
deterrent below the level of massive conven-
tional force projection.3 Nonlethality posits
that the world community has become averse
to casualties and that the West, and the
United States as leader of the world commu-
nity, must develop and be ready, willing, and
able to deploy decisive nonlethal weapons in
situations where casualty-tolerant rogue
states and subnational or pannational groups
must be stopped by casualty-intolerant coali-
tion forces. Nonlethality requires no massive
investment in new technology but a reevalu-
ation and redirection of mature research pro-
grams into the weaponization and the
fielding of usable systems that conserve life
and are environmentally friendly and fiscally
responsible. Nonlethality further posits that
the technologies that yield nonlethal systems
will comprise a real peace dividend.}*

Nonlethality categorizes nonlethal weap-
ons as (1) antipersonnel or antimateriel; (2)
electromagnetic, kinetic, or chemical; and (3)
nonlethal and antilethal. Among technolo-
gies identified as nonlethal are acoustic, laser,
high-power (HP) microwave; nonnuclear
electromagnetic pulse; HP jamming; obscur-
ants; foams; glues and slicks; supercaustics;
magnetohydrodynamics; information war-
fare; and soldier protection. Among tech-
nologies identified as antilethal are counter-
sniper, countermortar, antimissile, and high-
precision weapons, including low collateral
damage kinetic munitions with reduced
lethality.

Nonlethal technologies require the simul-
taneous development of countermeasures
and antifratricide because of the vulnerability
of humans and, the weapons of the high-tech-
nology battlefield to nonlethal weapons. The



value of nonlethality is presumed to be great-
est to two critical users: the political decision
maker, who must decide how and when to act,
and the field commander, who must carry out
the orders of the decision maker.

A key value and important policy issue
central to nonlethality is the ability of non-
lethal weapons to allow a nation equipped
with them to act earlier against a threat. This
same capability brings into question the level
of international and, in the United States,
congressional control over a state’s ability to
venture below the threshold of war.!®

Nonlethal Weapons,
Information Warfare, and the
Problem of Provocation
without Decisiveness

Information warfare, a subset of nonlethal-
ity, traces its independent existence directly
to the success of electronic warfare during the
Gulf War. In Nonlethality: A Global Strategy,
the authors listed information warfare as a
subset of nonlethality. Today, information
warfare has its own bureaucratic institution-
alization and its own user base, funding, and
constituency. It has these because electronic
warfare proved overwhelmingly successful
during the Gulf War. However, information
warfare does not have a generally accepted
conceptual structure outlining its utilities
and attributes, as does nonlethality. There-
fore, the authors will treat information war-
fare as sharing the same general attributes
and strategic values as other nonlethal and
antilethal weapons.

Information warfare technologies do dif-
fer from some other nonlethal and an-
tilethal technologies in that information
warfare technologies can seldom if ever be
used alone. Because of this, we have chosen
information warfare as our example in ex-
amining critical issues of geopolitical us-
ability.

To be of consequence, any new defense
technology must be useful, usable, and
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used.’® It must have political utility. It
must be legal. It must be moral in a milieu
in which all military actions are subject to
scrutiny by the media and the international
community. It must be effective. It must
be a superior choice to meet a policy objec-
tive. It must be dependable. It must pro-
duce the desired result. It must be short,
sharp, successful, and economical. Most of
all, it must be decisive or contribute to a
decisive victory or a desired outcome, even
if that outcome is deterrence or show of
force.

Information warfare technologies are
those that deny, deform, destroy, or disable
the enemy’s communications and targeting
capabilities. They may also be designed to
act upon infrastructure points and there-
fore upon noncombatants. Some informa-
tion warfare technologies are mature but
classified. Others are conceptually obvious
but are still in the design stage. Still others
have been available since the height of the
cold war but have never been used for fear
that their use might be too provocative in
an arena where consequences and repercus-
sions are still murky.

International policymakers and weapon-
eers alike must consider four issues—legality,
decisiveness, effectiveness against new forms
of aggression, and proliferation—when con-
sidering the use of information and other
nonlethal and antilethal weapons, especially
in actions below the threshold of war.

Legality

What actions made possible by new capabili-
ties will be legal under international law?
Some existing treaties predate but prohibit
the use of information warfare technologies
that belong to the electromagnetic spectrum
of weapons. Chemical nonlethal weapons
(riot control agents) risk a similar fate be-
cause of the draft Chemical Warfare Conven-
tion which may soon be ratified by the US
Senate.
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Decisiveness

Which new operational capabilities offer
decisive advantages, either when used
alone or in concert with conventional
force, and which are too provocative to
provide real utility? Information warfare
brings to the policymaker and diplomat the
most serious problems of decisiveness that
exist among the nonlethal arsenal. It may
be tempting to intercept and deform an-
other nation’s communications and send
those messages on their way with new in-
formation inserted, but circumstances in
which such tactics alone will provide a de-
terrent or a decisive victory will be rare. It
may be attractive to use information war-
fare to deny a rogue state access to interna-
tionally banked funds, but such actions
may be unacceptably provocative in the
eyes of the international community.
Communications or banking embargoes are
now possible, but the results of imposing
them may be unclear.V

Defense against New Forms of Aggression

What new capabilities must we develop
in order to have defenses against their
use by rogue states or international
criminals? Both issues noted directly
above may limit or slow US or Western
development or use of new kinds of
weaponry. However, neither legality nor
decisiveness will deter rogue states, ter-
rorists, and subnational and pannational
groups of religious fundamentalists, cul-
tural separatists, or ideologues of any
sort from building and using information
weapons as well as some types of non-
lethal and antilethal weapons that can be
configured from off-the-shelf components
and that require no technological expertise
or hardware that is effectively restrictable.
Only the creation of a nonlethal, antilethal,
and information arsenal can convey to the
West the expertise needed to develop and
deploy effective countermeasures against

nonlethal, antilethal, or information warfare
attack, especially attacks on our woefully
vulnerable banking and communications
systems.

Proliferation

What technologies will inevitably proliferate
because of their mature nature, and how
should the international community acknow-
ledge and deal with the proliferation of new
and evolving nonlethal and antilethal capabili-
ties that impact international security? Infor-
mation weapons have already proliferated
beyond hope of containment. The personal
computer, the telephone, the modem, the In-
ternet—all are at the heart of modern man’s
daily life. Attempts to put mediating electron-
ics in new defensive systems cannot address
this vast vulnerability. Information warfare is
already the domain of computer hackers. Its
weapons are available worldwide. Its systems
can be cobbled together from electronics
stores on the streets of any city in the world or
can be ordered by mail. Banking and commu-
nications security can only be ensured by new
and stringent efforts to develop proprietary
safeguards, countermeasures, and antifratri-
cide and share them not only with our allies
but with our interdependent commercial en-
terprises worldwide. ~ Other nonlethal tech-
nologies with even more aggressive
capabilities, such as high-power microwave
weapons, can be constructed from easily ob-
tainable commercial components. As the in-
formation highway makes technology more
accessible, this trend can only continue to
grow.

In the Age of Chaos, What
Constitutes an Act of War?

These examples are but a few of many cases
that illustrate that nonlethal weapons, and
especially information warfare technologies,
bring into question as never before the issue
of what constitutes an act of war. Unless and



until we wish to use nonlethal and informa-
tion warfare technologies alone against an
enemy, this question may seem immaterial
since all nonlethal technologies, including in-
formation warfare, used in conventional op-
erations have the potential to provide new
and needed options to military planners.
However, as deterrence and allied shows of
force become more commonplace, this ques-
tion of what defines an act of war takes on
increasing immediacy. If we accept that the
threshold of war is being lowered and that
new technologies will provide new options to
war planners, we must accept the necessity of
redefining the act of war itself.

When we are using nonlethal, antilethal,
and information weapons in concert with
conventional weapons for peacekeeping or
in pursuit of clear national objectives, such
new technologies and new operational
strategies and tactics yield no such difficul-
ties. In such cases, nonlethality can pro-
vide commanders with new ways to meet
mission objectives and allow diplomats and
policymakers to act in an area of warfare
heretofore inaccessible—that area between
the moment that diplomacy fails and a
shooting war begins.!8

Nonlethality and a New
Strategic Doctrine

The way we insert nonlethal and informa-
tion warfare technologies into our force
mix will be critical issues linked to the
adoption of a new strategic doctrine suited
to the evolving geopolitical climate. That
doctrine may well be the containment of
barbarism or the containment of conflict
itself, a possibility only if the world com-
munity acknowledges the true nature of the
current geopolitical climate and chooses to
act aggressively not only for self-preserva-
tion but for the protection of human rights.
The articulation of any such new strategic
doctrine that can be shared by the world
community will be based partly on the re-
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alization that nonlethal, antilethal, and infor-
mation weapons comprise a new category of
weaponry—weapons of mass protection.

Weapons of Mass Protection

Nonlethal, antilethal, and information weap-
ons form a new arsenal for a new era of war-
fare, an arsenal that can generally be termed
weapons of mass protection. Weapons of mass
protection are weapons that can be used ear-
lier to deter by denial'® in order to support di-
plomacy, to limit aggression, to nonlethally
disarm or dissuade, and to destroy lethal ca-
pability with a minimum of damage to non-
combatants, combatants, and the environ-
ment. Weapons of mass protection may in-
clude nonlethal weapons, antilethal weapons,
and conventional weapons. They may be elec-
tromagnetic, kinetic, or nonlethal chemical.

Weapons of mass protection have broad
utility in that they meet the following con-
straints imposed by the new geopolitical
climate on policymakers and military plan-
ners:

e Limit casualties and environmental and
collateral damage.

e Act earlier and decisively in defense of
human life.

e Minimize reconstruction costs.

e Deter by denial.

e Restore a credible threat of effective
action.

e Enforce the rule of law.

e Maintain the moral high ground.

e Protect lives of US and allied personnel.

Useful, Usable, and Used

We have noted that weapons, to be viable,
must be useful, usable, and used. To be
relevant, armed services must be able to
deliver the required intensity and type of
force to the target in such a way as to de-
liver the desired result to the policymaker.
When this result is a cessation of hostili-
ties or a divestiture of the ability to
threaten aggression rather than complete
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surrender or unequivocal victory, new meth-
ods must be made available to the military
planner so that the goals of the policymaker
can be met.

Airpower and Nonlethality

Airpower is clearly the first choice of policy-
makers when contemplating timely action
abroad. The US Air Force can utilize existing
technology and weapons platforms to de-
velop new capabilities that will provide poli-
cymakers with the tools necessary for timely
action in the new area between conven-
tional diplomacy and warfare. These tools
can and must be a mixture of precision ki-
netic, nonlethal chemical, and electromag-
netic weapons that are legal, ethical,
humane, and effective. Since potential ene-
mies will be using lethal force when US or
allied forces act to overwhelm that lethal
force with weapons of mass protection, it is
important that the capabilities of nonlethal,
antilethal, and information warfare tech-
nologies be known and understood not only
by policymakers but by aggressors, both for
the potential deterrent effect and to demon-
strate that fear of casualties will not stop the
US or allies from acting.

Most of the flash points of chaotic destabi-
lization are client states of the former USSR.
Airpower can reach these venues in a timely
fashion and with a less-troubling level of
troop commitment as far as Congress is con-
cerned. Whether air planners will take up the
challenge and adapt their technologies and
platforms to these new missions may be the
question that determines the future of air-
power in the coming century.
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INFORMATION
WARFARE

ProfF GeORGE ]. STEIN

E NEED TO state up front that

much of what is discussed in

this essay on information war-

fare is unofficial speculation.
There is no official, open-source US govern-
ment definition of information warfare.
The Department of Defense calls its current
thinking and approach to information war-
fare “command and control warfare”
(C2W).! There is little agreement among the
services about either information warfare or
C?W; and among civilian defense analysts
looking at the issues of information warfare,
there is even less agreement. Why, then,
should we be thinking about this new and
strange idea? The chief reason, of course, is

that while we don’t know just what we've
got here, all the services agree that informa-
tion warfare is something important.2 Was
Desert Storm the first war of third-wave in-
formation warfare or the last war of mecha-
nized second-wave industrial warfare?3
We're not sure, but a lot of people, includ-
ing potential rivals, are trying to figure it
out.* This article attempts to make some
sense of this new idea called information
warfare. We'll look at four sets of ideas: (1)
a definition of information warfare; (2) how
we should start thinking about developing a
strategy of information warfare; (3) why cur-
rent Air Force doctrine may be the best
framework for developing a doctrine of in-
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formation warfare; and (4) a very brief com-
ment on the danger of failing to develop
information warfare.

Defining Information Warfare

Information warfare, in its largest sense, is
simply the use of information to achieve
our national objectives. Like diplomacy,
economic competition, or the use of mili-
tary force, information in itself is a key as-
pect of national power and, more
importantly, is becoming an increasingly vi-
tal national resource that supports diplo-
macy, economic competition, and the
effective employment of military forces. In-
formation warfare in this sense can be seen
as societal-level or nation-to-nation conflict
waged, in part, through the worldwide in-
ternetted and interconnected means of in-
formation and communication.> What this
means is that information warfare, in its
most fundamental sense, is the emerging
“theater” in which future nation-against-na-
tion conflict at the strategic level is most
likely to occur. Information warfare is also
changing the way theater or operational-
level combat and everyday military activi-

Information warfare... is
fundamentally not about satellites,
wires, and computers. It is about
influencing human beings and the
decisions they make.

ties are conducted. Finally, information
warfare may be the theater in which “opera-
tions other than war” are conducted, espe-
cially as it may permit the United States to
accomplish some important national secu-
rity goals without the need for forward-de-
ployed military forces in every corner of the
planet. Information warfare, then, may de-

fine future warfare or, to put it another way,
be the central focus for thinking about con-
flict in the future.

Information warfare, in its essence, is
about ideas and epistemology—big words
meaning that information warfare is about
the way humans think and, more impor-
tantly, the way humans make decisions.
And although information warfare would be
waged largely, but not entirely, through the
communication nets of a society or its mili-
tary, it is fundamentally not about satellites,
wires, and computers. It is about influenc-
ing human beings and the decisions they
make. The greatest single threat faced by
the Air Force—and by the services in general,
as we begin to think about information war-
fare—is that we will yield to our usual temp-
tation to adopt the new technologies,
especially information technologies, as
merely force multipliers for the current way
we do business.® It would be a strategic
mistake of historical proportions to focus
narrowly on the technologies; force the
technologies of information warfare to fit
familiar, internally defined models like
speed, precision, and lethality; and miss the
vision and opportunity for a genuine mili-
tary revolution. Information warfare is real
warfare; it is about using information to cre-
ate such a mismatch between us and an op-
ponent that, as Sun Tzu would argue, the
opponent’s strategy is defeated before his
first forces can be deployed or his first shots
fired.

The target of information warfare, then,
is the human mind, especially those minds
that make the key decisions of war or peace
and, from the military perspective, those
minds that make the key decisions on if,
when, and how to employ the assets and ca-
pabilities embedded in their strategic struc-
tures. One could argue that certain aspects
of the cold war such as Radio Free Europe,
Radio Marti, or the US Information Agency
were a dress rehearsal for information war-
fare. One could argue that certain current
capabilities in psychological operations
(PSYOP), public affairs and civil affairs, to-



gether with the intelligence agencies, satel-
lite drivers, communications specialists,
computer wizards, and the men and women
in agencies like the Air Intelligence Agency
or the new Joint Information Warfare Cen-
ter, represent some of the key learning envi-
ronments in which we’ll develop some of
the new capabilities for information war-
fare.” And while the concept of information
warfare in its computer, electronic warfare,
and communications net version is most fa-
miliar in military operations involving tradi-
tional state-to-state conflict, there are new
and dangerous players in “cyberspace”—the
battlefield for information warfare. There
has been a proliferation of such players—
nonstate political actors such as Greenpeace,
Amnesty International, rogue computer
hackers like the Legion of Doom, some
third world “rebel” who stages a “human
rights abuse” for the Cable News Network
(CNN), or ideological/religious inspired ter-
rorists with easy access to worldwide com-
puter and communications networks to
influence, to exchange information, or to
coordinate political action on a global basis.
All of this suggests that the military or gov-
ernments of a traditional nation-state may
not be the only serious threat to our security
or the driver of our national security poli-
tics.2 Cyberspace may be the new “bat-
tlespace,” but the battle remains the battle
for the mind. There must be no confusion
of the battlespace with the battle.

Let’s take a look at this in a context we
think we're familiar with: propaganda as an
effort to influence national morale and sup-
port for the nation’s armed forces. The Viet-
nam War taught us the consequences of
winning every battle in the field and losing
the information war on the home front. Be-
fore the advent of information warfare,
propaganda was traditionally targeted
through various mass media to influence a
mass audience. One key change made pos-
sible by the new technologies is the poten-
tial for customized propaganda. Those who
have received individually targeted political
advertising from a company specializing in
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“niche” marketing research must have had a
momentary shudder when they realized that
there are private companies who seem to
know everything about their buying habits
and tastes, whether they support the Na-
tional Rifle Association or attend Tailhook
conventions, and what television shows
they watch. Every credit card purchase adds
data to someone’s resources, and not every-
body is selling just soap or politicians. Con-
temporary public and commercial databases
and the constantly expanding number of
sources, media, and channels for the trans-
mission of information, essentially available
to anyone with a bit of money or skill, have
created the opportunity and “target sets” for
custom-tailored information warfare attacks
on, to take just one example, the families of
deployed military personnel. Think about
the morale implications of that for a min-
ute. Computer bulletin boards, cellular
telephones, video cameras, and fax ma-
chines—all of these provide entry points and
dissemination nets for customized propa-
ganda assaults by our opponents on mili-
tary, governmental, economic, key civilian
strategic structures, or even the home check-
ing accounts of deployed troops.” Opera-
tions security (OPSEC) is increasingly a
most vital military security issue. However,
information warfare should not be confused
with or limited to just propaganda, decep-
tion, or traditional electronic warfare.

A major new factor in information war is
the worldwide infosphere of television and
broadcast news. Information warfare at the
strategic level is the “battle off the battle-
field” to shape the political context of the
conflict. It will define the new "bat-
tlespace.” We face an “integrated battle-
field,” not in the usual sense of having a
global positioning system (GPS) receiver in
every tank or cockpit but in the Clausewitz-
ian sense that war is being integrated into
the political almost simultaneously with the
battle. Many people suspect that the na-
tional command authorities (NCA) are in
danger of becoming increasingly "“reactive”
to a “fictive” universe created by CNN, its
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various international competitors, or even a
terrorist with a video camera.!® This media-
created universe we live in is fictive rather
than “fictional” because although what we
see on CNN is “true,” it is just not the
whole, relevant, or contextual truth. Never-
theless, this fictive universe becomes the po-
litically relevant universe in which the
government or the armed forces are sup-
posed to “do something.” Members of Con-
gress, the national command authorities,

Developing a strategy of
information warfare starts with
serious, creative, and “color-outside-
the-lines” thinking. . . .

and our mothers all watch the “instant
news” followed by “instant” second-guess-
ing commentary. This is increasingly the
commander’s nightmare. First, 15 congress-
men are calling the chairman of the Joint
Chiefs of Staff to ask whether retired admi-
ral so-and-so’s critical analysis on “Night-
line” of the CINC's ongoing theater air
campaign is valid. More importantly, 300
congressmen are also getting 10,000 calls, E-
mails, faxes, and even letters from angry
families who've just seen the television re-
port (carefully “leaked” to French television
by an unhappy defense contractor and inno-
cently repeated by CNN) that the US mili-
tary-issue antimalaria pills don’t work in
Bongo-Bongo. All this without the real “bad
guys” trying their hand at information war.
Use your imagination. Somalia gets in the
news, and we get into Somalia despite the
reality of equally disastrous starvation, dis-
order, and rapine right next door in Sudan.
The truth is that there were no reporters
with “skylink” in Sudan because the govern-
ment of Sudan issued no visas to CNN re-
porters. We all know the impact of the
pictures of the failed raid to capture Mo-

hamed Farah Aidid in Somalia. The poten-
tial, then, for governments, militaries, par-
ties in a civil war such as Bosnia, or even
religious fanatics to manipulate the multi-
media, multisource fictive universe of “the
battle off the battlefield” for strategic infor-
mation dominance should be obvious.!!
The armed services are just beginning to
think about how these new technologies of
instant communication will change the bat-
tlespace, and, quite frankly, there are not
many good answers yet.

Fictive or fictional operational environ-
ments, then, whether mass-targeted or
niche-targeted, can be generated, transmit-
ted, distributed, or broadcast by govern-
ments or all sorts of players through
increasingly diversified networks. The in-
formation war potential available to states
or other players with access to the universe
of internetted communications to use the
networks over which banking information is
transmitted to suggest that a “hostile” state
is about to devalue its currency could easily
provoke financial chaos.!? Direct satellite
radio or television broadcasts to selected
audiences, analogous to central control of
pay-per-view programs, again offers the po-
tential for people in one province or region
of a targeted state to discover that the maxi-
mum leader has decided to purge soldiers
from their clan or tribe from the army.
Your own imagination can provide many
examples of how the increasingly multi-
source communications systems offer both
the armed forces and the national command
authorities countless new possibilities for
societal-level information warfare to shape
the information battlespace to our advan-
tage.

Let us take just one example of how cur-
rent technologies could be used for strate-
gic-level information warfare. If, say, the
capabilities of already well-known Holly-
wood technologies to simulate reality were
added to our arsenal, a genuinely revolu-
tionary new form of warfare would become
possible. Today, the techniques of combin-
ing live actors with computer-generated



video graphics can easily create a “virtual”
news conference, summit meeting, or per-
haps even a battle that would exist in “ef-
fect” though not in physical fact. Stored
video images can be recombined or
“morphed” endlessly to produce any effect
chosen. This moves well beyond traditional
military deception, and now, perhaps, “pic-
tures” will be worth a thousand tanks.
Imagine the effect of a nationwide broadcast
in banditland of the meeting between the
“digitized” maximum leader and a "digit-
ized” Jimmy Carter in which all loyal sol-
diers are told to cease fighting and return to
their homes. The targets of information war-
fare, remember, are the decisions in the op-
ponent’s mind, and the battlespace of the
human mind is also the zone of illusion.
Let’s play with this a bit. Through hitch-
ing a ride on an unsuspecting commercial
satellite, a fictive simulation is broadcast.
This may not be science fiction, and readers
of Tom Clancy’s latest novel Debt of Honor
will suspect it’s not. Simultaneously, vari-
ous “info-niches” in the target state are ac-
cessed via the net. Some of the targets
receive reinforcement for the fictive simula-
tion; others receive slightly misleading vari-
ations of the target state’s anticipated
responses, and the whole of the opponent’s

The armed services are just
beginning to think about how
these new technologies

of instant communication

will change the battlespace,
and quite frankly, there

are not many good answers yet.

military is subject to a massive electronic
deception operation. What is happening
here?

At the strategic level, this is the paralysis
of the adversary’s observation, orientation,
decision, action (OODA) loop.'? The oppo-
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nent’s ability to “observe” is either flooded
or very slightly and subtly assaulted by con-
tradictory information and data. More im-
portantly, his ability to “orient” is degraded
by the assault on the very possibility of ob-
jective reasoning as we replace his “known”
universe with our alternative reality. His
“decisions” respond increasingly to our fic-
tive or virtual universe, and, most impor-
tantly, military “actions” within his strategic
structures become increasingly paralyzed as
there is no rational relationship of means to
ends. What he does is not based on reality
because we’ve changed his reality. This is
real war fighting. It would seem, then, that
if we can develop a strategic vision and real
capability for information warfare, we can
bring American strategic power within sight
of that elusive “acme of skill” wherein the
opponent is subdued without being killed as
we destroy his ability to form or execute a
coherent strategy. How, then, do we think
about developing information warfare strat-

egy?

Developing Information
Warfare Strategy

Developing a strategy of information war-
fare starts with serious, creative, and “color-
outside-the-lines” thinking about current
information technologies and ways in
which these might be turned to strategic
purpose to serve the national command
authorities and military use. This will in-
volve thinking about information in new
ways: What information is needed? What
organizational changes would occur in the
way we gather, process, distribute, and use
information? What information-based op-
erational changes could then happen?!?
The services are starting this new thinking
under the label “command and control war-
fare.”!S This, however, is only the first step,
as the “digitized battlefield” fails to revolu-
tionize strategic thinking. Let's illustrate
this with a bit of history. As Speaker of the
House Newt Gingrich observed, some time
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before the American Civil War, the Prussian | vision of the potential for airpower drove, at

general Helmuth von Moltke was thinking
about railroads and telegraphs:

If we used the telegraph to relay mobilization
orders quickly and then used railroads to
concentrate troops from bases scattered
throughout Prussia, we could concentrate the
main effort at the key battle location of a
campaign. We wouldn’t have to mobilize the
army, then concentrate it, then march it to
where we hoped the key battle would occur.16

Good insight. And this, unfortunately, is
about where we are when we think of infor-
mation warfare as only command and con-
trol warfare.!” That is, how does this
technology permit tanks, ships, and aircraft
to do what they do now a bit better. It was
Moltke’s next insight, argues Speaker Ging-
rich, that the Joint Staff and the services
need to imitate:

But the Prussian army is not organized, nor
does it operate in a way that would permit it
to respond to telegraphed orders to get on
trains and show up somewhere else. That's
not how we organize, train, and equip. What
I need to do is reform the way to get the
information needed to do this, the way we're
organized so we can use this information, and
figure-out new ways to operate; what [ need is
a new General Staff system.!8

So Count von Moltke realized that before
he could make revolutionary use of the new
technology, he had to solve the higher-order
question of what changes in information,
organization, and operations would be
needed. This is the challenge we face now.
The armed forces have a good idea that in-
formation technologies just might be the
driver in future warfare, but we haven't yet
articulated the strategic vision or identified
the higher-order changes we need to make
to really make this all come together.

Now, let’s add another idea—this time
from the Air Force heritage. In some ways,
“info-warriors” are like Gen William
(“Billy”) Mitchell and the pioneer league of
airmen. They see the potential. Mitchell’s

great cost to himself but great benefit to the
nation, the development of a new form of
warfare. Now here’s the key point. Once
the vision of strategic airpower was pre-
sented clearly, once people were able to say,
“Yes, | see how this could change warfare,”

Vo MOLTKE

Prussian general Helmuth von Moltke realized that be-
fore he could make revolutionary use of railroads and
telegraphs, the new technologies of his day, he had to
solve the higher-order question of what changes in infor-
mation, organization, and operations would be needed.
This is the challenge we face now with information
technologies.

then the technologies followed: “Oh, air
bombing—you’ll need a bombsight.” “Oh,
enemy aircraft—we'll need some kind of de-
tection system; let’s call it radar.” This is
the point—the technology is not just a force
multiplier. It is the interaction of strategic
vision with new technology that will pro-



duce the revolution in military affairs and a
new warfare form.

This, then, is the challenge of informa-
tion warfare. Is there something about in-
formation and the information technologies
that would permit us to create such a mis-
match between what, when, and how we
and our opponents observe, orient, decide,
and act or such a level of “information
dominance” that the opponent is helpless—
and not just on the battlefield? Is there a
way we could use information, like current
theories of airpower, to create an “informa-
tion campaign” that engages an opponent
simultaneously in time, space, and depth
across the full range of his strategic struc-
tures so that the result is strategic paralysis
(he is deaf, dumb, and blind to anything ex-
cept that which we permit him to hear, say,
or see)?!? Not that we just blind him, but
that he sees what we wish him to see with-
out realizing that it's “our” reality, not his.
Can we envision that kind of strategic infor-
mation warfare? And, as was the case with
airpower, technology will follow strategic
vision. It's OK if we can’t insert computer
viruses by direct satellite broadcast—today;
fry every air defense radar with an electro-
magnetic burst from a remote unmanned
aerial vehicle (UAV)—today; transfer all the
dictator’s Swiss bank accounts to the Inter-
nal Revenue Service (IRS)—today; project
holographic images, complete with proper
electronic signatures, of 15 squadrons com-
ing in from the north when we’re coming in
the back door—today; or beam the Forrest
Gump interview with “El Supremo” into
every radio and television in banditland—to-
day. Develop the strategic theory of infor-
mation warfare, and the technology will
come.

Information Warfare
Doctrine

There is, of course, no official informa-
tion warfare doctrine, and the efforts of the
various services to describe command and
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“Info-warriors” are like Billy Mitchell and the pioneer
league of airmen. They see the potential. Mitchell's vi-
sion of the potential for airpower drove the development
of a new form of warfare. Once the vision of strategic
warfare was presented clearly, then the technologies fol-
lowed. It is this interaction of strategic vision with new
information technologies that will produce the revolution
in military affairs and a new warfare form.

control warfare as the military application
of information warfare remain incomplete.
For the Air Force to focus almost exclusively
on C?W that is defined as the “integration,
coordination, deconfliction, and synchroni-
zation” of OPSEC, deception, PSYOP, elec-
tronic warfare, and physical destruction
efforts targeted against the opponent’s
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fielded military forces represents a failure to
appreciate either air and space power or to
appreciate how airpower doctrine could
guide the development of an information
warfare campaign. How, then, might we use
current Air Force doctrine as presented in
Air Force Manual (AFM) 1-1, Basic Aerospace
Doctrine of the United States Air Force, as a
template to start thinking about informa-
tion warfare?

First, assume that information warfare is
warfare in the information realm as is air
warfare in the air and space realms. As the
objective of air warfare is to control the air
realm in order to exploit it while protecting
friendly forces from enemy actions in the
air realm, so the objective of information
warfare is to control the “infosphere” in or-
der to exploit it while protecting friendly
forces from hostile actions taken via the in-
formation realm. Thus, as air control is usu-
ally described as counterair, with offensive
and defensive counterair, so any strategy
and doctrine of information control must
address counterinformation in terms of of-
fensive and defensive counterinformation.
Offensive counterinformation, like offensive
counterair, could be seen as involving infor-
mation exploitation through psychological
operations, deception, electronic warfare, or
physical attack and information protection
as, again, physical attack, electronic warfare
(EW), and, often overlooked, public and
civil affairs. Defensive counterinformation,
like defensive counterair, would include ac-
tive protection such as physical defense, OP-
SEC, communications security, computer
security, counterintelligence, and, again,
public affairs. Passive protection would in-
clude standard ideas like hardening sites
and physical security.

If control, or dominance, of the informa-
tion realm is the goal, like air control, it is
not an end in itself but the condition to per-
mit the exploitation of information domi-
nance for, as in air doctrine, strategic attack,
interdiction, or close “battlefield” support
through C2W attack. Information domi-
nance of both the strategic “battle off the

battlefield” and the operational “informa-
tion battlespace” is, like air and space con-
trol for traditional surface warfare, the key
to strategic effect. The relevance of air-
power doctrinal thinking for information
warfare now becomes obvious. A review of
the history of the airpower debates would
show, in part, that those who insisted that
airplanes were merely a force multiplier to
provide close air support for the “real” ef-
fort would never recognize the strategic po-
tential of airpower or support the
acquisition of technologies for strategic air
missions. As long as information warfare
thinking is dominated by a doctrine that ar-
gues that the only information warfare mis-
sion relevant to the armed forces is
command and control warfare and that C2W
is merely a force multiplier against the com-
munications and information assets of the
fielded enemy forces, the potential for the
exploitation of information dominance for
strategic information warfare and, again, the
identification and acquisition of key tech-
nologies will be missed. C?W, like close air
support, is a vital military mission. It is, in
fact, a central component of information
warfare, but, like close air support and other
"traditional” battle-oriented missions, not
the whole story. The challenge is to use Air
Force doctrine as the foundation to envision
the “Information Campaign,” which, like
the “Air Campaign” in the Gulf War, is of
strategic significance. What, for example,
would “speed, precision, and lethality” be in
an “info-strike?”

Epilogue: Danger of Not De-
veloping Information Warfare
Strategy

If the world really is moving into a third-
wave, information-based era, failure to de-
velop a strategy for both defensive and
offensive information warfare could put the
United States and the US military into the
situation of being on the receiving end of
an “Electronic Pearl Harbor.”?° Information



is fluid; the advantages we now have, and
which were demonstrated in the Gulf War,
could be lost because we have very little
control over the diffusion of information
technology.?! Second, it's a smaller world,
and our potential opponents can observe
our technologies and operational innova-
tions and copy ours without them having to
invent new ones for themselves.?? Remem-
ber, the biggest center for developing new
computer software is not Silicon Valley but
Madras, India. What will they sell to
whom? Finally, and to return to an earlier
point, if the US military approaches infor-
mation warfare merely as a force multiplier
and adapts bits and pieces of technology to
just do our current way of warfare a bit bet-
ter—if we “digitize the battlefield” for an
endless rerun of mechanized desert war-
fare—the real danger will be that someone
else will refuse to play the game our way.
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What if they, like Count von Moltke or Gen-
eral Mitchell, think real hard, purchase the
dual-use technologies on the free world
market, alter their whole strategic concept,
and make the leap to a strategy of informa-
tion warfare?
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