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THE NEW AIRPOWER JOURNAL
A Message from the Chief of Staff

GEN RONALD R. FOGLEMAN

PROUDLY support recent changes in Air-

power Journal's editorial focus to include
strategy and policy issues. In 48 years of
publication, our professional journal has
worked hard to stimulate reading, writing,
and reflection by Air Force professionals.
Airpower Journal is proving to each of us that
the search for excellence is a continuous
process and that the way we do business
must adapt to meet the evolving needs of
the Air Force community.

Gen Larry D. Welch, former chief of staff,
told us why Airpower Journal was born:

Our commitment to excellence and the
unique sense of dedication reflected by mili-
tary service in defense of the nation requires
continued total dedication to professional val-
ues. Along with continued emphasis on our
professional values, there is a need for in-
creased appreciation within the Air Force of
our basic organizational objectives and con-
cepts of aerial warfare.

Since 1987, Airpower Journal has focused on
the war-fighting spirit and application of air-
power in combat. APJ’s format and editorials
have aimed at the level of war known as op-
erational art. This format has served us well
and fulfilled its mission of stimulating the
professional development of the officer
corps. Yet, let me give you a few more
thoughts to consider.

There is a continuing need to nurture
fresh and innovative ideas in our profes-
sional military journals. Introspection, re-
search, and new ideas—subjected to the
crucible of criticism—help us expand our ho-
rizons, broaden our perspectives, and answer
more of our questions. We’re not changing
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our desire to promote the war-fighting spirit.
We need a robust, lively dialogue on the pro-
fession of arms, leadership, and operational
war fighting. But matters of strategy and
policy should not be excluded from Airpower
Journal. As a result, AP is expanding its fo-
cus.

Give us your thoughts on strategy, policy,
operational art, or history as they relate to
the potential of air and space to meet our
nation’s security needs. They will merit the
remarks of your peers, who will judge the
balance of your argument, the preponder-
ance of your evidence, and the power of
your conclusions. If you're ready for the
challenge, Airpower Journal is ready for you.

If we do not think prudently about the fu-
ture, we will not be prepared when it arrives.
That is why we are currently reviewing how
the Air Force conducts long-range strategic
planning. While I do not anticipate chang-
ing our overall focus, we need to institution-
alize a process to ensure that we fully
leverage emerging technologies and capabili-
ties to meet the challenges of the twenty-
first century. Airpower Journal can contribute
to this process. It is an ideal forum to ex-
plore bold—even maverick—ideas on how the
Air Force of today and tomorrow can best
meet our security challenges.

I invite each of you to articulate your
thoughts with the same care for our mission
and professional values. Become part of our
professional dialogue. I look forward to en-
gaging each of you as you nurture ideas in
this marketplace of ideas—our new Airpower
Journal.

Headquarters United States Air Force



Ricochets and Replies

We encourage your comments via letters to the edi-
tor or comment cards. All correspondence should be
addressed to the Editor, Airpower Journal, 401
Chennault Circle, Maxwell AFB AL 36112-6428.
You can also send your comments by E-mail to
Spencer=[ames%AR[%CADRE@Chicago.AFWC.AF.
MIL. We reserve the right to edit the material for
overall length.

OUT OF JOINT

“Air Operations Must Be Joint,” Maj Scott A. Fe-
dorchak’s article in the Spring 1995 issue of Air-
power Journal, is strewn with dinosaur-like ideas
and concepts. First, the phrase joint air operations,
when used by officers of our sister services, is a
code phrase for relegating airpower into a sup-
port role for land and/or maritime component
commanders (LCC and MCC). Major Fedorchak
has no problems with suggesting that the joint
force air component commander (JFACC) should
have staff representation from the other compo-
nent commands. However, nowhere do I see any
suggestion by him that the JFACC or proponents
of the air campaign be represented in the other
component commands. [ don’t think it dawned
on him that the JFACC could be anything but a
supporting commander. It is lost on him that
one of the lessons of Operation Desert Storm is
that the ground scheme of maneuver can support
the air campaign. In that case, it is only natural
that the interests of the supported commander
(the JFACC) be represented in the councils of the
supporting commands (LCC and MCC).

To rationalize the decisive nature of ground
and sea campaigns, Major Fedorchak regurgitates
the first mantra of ground officers: physical con-
trol of territory is the ultimate display of victory.
Although control of territory can be accom-
plished from the air, for sake of argument, I will
acknowledge his point. 1 would also say it’s a
rather uninteresting point. More important than
the question of some poor 18-year-olds standing
atop a hill as a demonstration of victory is the
question of how they got there and how many
died so that they could. The ground officer

would have them slug their way to the top, expos-
ing themselves to fire and death. The air cam-
paigner would allow them to stay in their secured
position to the maximum extent possible while
the defenses were removed from above. It may
take longer, but I'm sure those young people
would prefer walking instead of fighting their
way to the top—as would the American people
who support them.

The second mantra of ground officers is that
decisive battle settles conflicts. Major Fedorchak
even identifies the enemy’s army and navy (no-
tice he leaves out the opposing air force) as “the
strategic center of gravity” (emphasis added). A
more sophisticated analysis of the relationships
between centers of power and the instruments of
power would lead to a different conclusion.
Armed forces are but the expression of the en-
emy'’s will. The source of the enemy’s will lies
elsewhere. I believe Col John A. Warden'’s article
“The Enemy as a System” in the same issue of Air-
power Journal provides powerful arguments why
battle with the opposing force is not strategic in
nature and should probably be avoided.

Finally, Major Fedorchak makes the point a
couple of times that instances existed that dem-
onstrated the JFACC’s subversion of the will of
the joint force commander (JFC) in Desert Storm.
On balance, the campaign General Schwarzkopf
waged reflected his intent. Thankfully for the na-
tion—and all those brave American soldiers—we
had a JFC who had the vision to break through
the boundaries of his training and education. He
recognized the decisive effect airpower can have
in a campaign and used it masterfully. I contend
that the occasions which seem to suggest that his
air campaigners were not following the letter of
his allocation decisions were few and far be-
tween—and more the result of differing interpre-
tations of events.

Lt Col Scott W. Gough, USAF
Tucson, Arizona

continued on page 90
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A COMMENTARY

Gen MicHaer P C. Carns, USAE Retired

HIS IS AN UNUSUAL yet welcome
opportunity for me to discuss
SPACECAST 2020 and its possible
implications for the Air Force and
the nation in the near and longer term. The
Air Force has conducted a substantial in-

quiry. Its purpose has clear focus: how best
to carry out the Air Force’s mission to de-
fend the United States through the control
and exploitation of space. In operational
terms, that should be rephrased as how best
to harness and apply space technologies to

*Commissioned by the Air Force chief of staff in May 1993, Air University’s SPACECAST 2020 project compiled a year’s research into
white papers that represent a huge paradigm shift in the Air Force approach to forming long-range concepts. In these comments to the
National Security Industrial Association (NSIA) symposium, 10 November 1994, Gen Michael P. C. Carns, USAF, Retired, former Air Force
vice-chief of staff, captures the thrust of SPACECAST 2020 and advocates for the Air Force’s future in space.



support the operational war fighter. Let’s
pause on that thought for a moment—sup-
porting the operational war fighter.

Begin with the baseline. The Defense De-
partment’s functional expertise is national
security. Its constitutional responsibility is
providing for the common defense. Its cus-
tomer is its citizenry. The Defense Depart-
ment has delivered on its contract with the
American people.

We—all services—have decisively won this
nation’s wars, hot and cold. And the Ameri-
can public has unstintingly supported its
warriors and provided the necessary re-
sources to do the job—from World War I
right on through Desert Storm. We are now
in the most significant watershed of this cen-
tury. We are moving from the conventional
confrontations of the bipolar world of two
superpowers to the confused and unfocused
world of no identifiable national security
threat with the irritation and unpre-
dictability of ambiguous regional threats. In
such circumstances, one could easily lose fo-
cus and momentum, and in so doing, lose
the wellspring of our support, the American
people.

SPACECAST 2020 has set out to attack this
very problem: to link existing and emerging
space technologies in a coherent way to the
national security mission of the nation. The
Air Force undertook SPACECAST 2020, but it
should not be seen as Air Force-peculiar.
This is a defense undertaking, with defense-
wide implications. With that in mind, what
are the useful observations for the nation
and for this audience?

First, the military needs to appreciate that
space is more and more a dual domain of
military and civilian activity; we are far
from alone in space. It is worth noting that
of the 1,000 or so US space launches since
1959, the ratio of civilian to military
launches has held at a rough 5:4 relation-
ship. Interestingly, the forecast is for diver-
gence of this ratio, favoring the commercial
sector. Projects such as iridium and teledesic
systems will total hundreds of launches
should existing lifters be used.
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My second observation would be that this
increasing commercialization of space is
bringing needed rigor to the economics of
space launch and orbit. For decades, the US
cost to reach space, in constant ‘93 dollars,
has hovered around $8,000 to $12,000 per
pound to orbit, both in low earth orbit
(LEO) and geosynchronous earth orbit
(GEO). US systems own the upper end of the
scale; the French alternative tends to the
lower band of the range. Suffice it to say that
the pressure is clearly on to find cheaper and
better ways to achieve orbit. It takes little
vision to see that the market is clearly there.

A third observation is that despite the du-
ality of space and its increasing commer-
cialization, and despite the increased rigor
and economic attractiveness of the space al-
ternative, the military is seriously lagging in
its operational understanding and apprecia-
tion for exploiting the opportunities of
space to military advantage. This is a regret-
table statement that requires further com-
ment. At least two conditions have brought
about this situation. First, although space
has been the new frontier, it has been devel-
oped and shaped for some three-plus de-
cades by functional specialties, not operators.
For far too long, military space has been the
dominant domain of national-level intelli-
gence, reconnaissance, surveillance, and
warning. These are functional areas well
known for secrecy and compartmentation,
limited oversight, generous funding, re-
stricted access, and narrow application. That
must change and is changing. Second, the
conditions that allowed this narrow develop-
ment of space utilization also created a pro-
tection system—a hard shell-that has
prevailed beyond its time, even beyond the
end of the cold war. It took a war-fighting
event—Desert Storm—to crack the shell and
force open the door. War fighters, suddenly
in charge, were often amazed at what they
discovered behind the door and at what was
available for improved battlefield situational
awareness, for innovative operational ma-
neuver inside the enemy’s decision loop,

| and for vastly improved targeting and dam-
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age assessment tools. In the words of an old | overs. We must stalwartly lock onto and

saying: once they’ve been to the big city, it’s
tough to get them back on the farm. The
operator is not going back!

That brings us to SPACECAST 2020, the
conscious effort to improve the linkage be-
tween space technology and opportunity,
and operational military-mission execution.
What we have heard here for the past day
and a half is the first cut at a very important
redirection for the US Air Force and the mili-
tary departments in general.

It is eminently clear that military exploi-
tation of space desperately needs war-fighter
sponsorship and operational focus. The
functional specialist’s needs in space will
continue to be met, but the driver and
shaper of space must shift to the operator.
So, this is the first task that the USAF must
undertake: operational sponsorship of space,
a formal commitment, not just a dial-in such
as this study but mainstreaming space with
all of its aspects into the line Air Force. In
space thought and doctrine development,
the Air University is the right place. For
space requirements, the Air Staff should
drive them, but with far greater emphasis. As
for space operations, a much more robust
effort is due. More about that later.

The good news is that the operationaliza-
tion of space doesn’t require extensive addi-
tional research and development. As we
heard here, technologies are largely in hand
to undertake leading-edge operational appli-
cations. The Black Horse concept illuminated
by Maj Chris Daehnick and commented
upon by Capt Mitch Clapp is a clear case in
point.

Yet, despite this clear operational focus, one
should harbor concerns about how SPACE-
CAST 2020 will be handled. The study is a
very competent technical review as well as an
operational document. The study’s recom-
mendations in integrated-demand informa-
tion architecture, high-performance com-
puting, multifunctional space-based laser
systems, and materials technology must not
become the major focus. That has too often
been the mode of the past “techie” take-

drive the operational message and vision.
And so, putting this all together—the impor-
tant legacies and influences of space past,
the transitional circumstances of space pres-
ent, and the unique operational opportuni-
ties for space future—we should take away
three thoughts from this session.

First, SPACECAST 2020 is an important
beginning. We are thinking again, thinking
operationally about space. This study pro-
vides focus, vision, and a beginning road
map for sustained action. We have a start on
the problem. We’ve defined the terrain and
identified a number of fruitful paths to pur-
sue. This beginning must now be converted
from a batch task to a streamlined effort.
Work it every day, week, month, and year.
The Air University has an unprecedented op-
portunity to recover its leadership and heri-
tage, recapturing the legacy and leadership
of the Air Corps Tactical School of the 1930s
that developed the concepts of war, which
shaped the air war doctrine of World War II
and the Air Force of today. The challenge is
to shape the USAF space force of tomorrow.

The second foot-stomping message of this
symposium is to get on with operationaliza-
tion of space—NOW! This former exclusive
domain of the specialist must now give way
to operational leadership. The core mission
must assume daily responsibility for space
operations and activity. Unless and until this
genuinely happens—that is, space moves to
main street—we will continue to mark time
and to lose ground. Many are of the mis-
taken belief that we “operationalized” space
when the intercontinental ballistic missile
(ICBM) force was reassigned from Air Com-
bat Command (ACC) to Air Force Space
Command (AFSPACECOM). Wrong. The
ICBM force is not a space force. It does not
operate in space; it only transits space—a
happenstance of ballistics as we fire long-
range weaponry over long distances.

Today, space operations are in the hands
of the research, development, test, and evalu-
ation (RDT&E) communities—military and ci-
vilian (National Aeronautics and Space



Administration—NASA). In the Air Force, Air
Force Materiel Command (AFMC) and con-
tractors do all our space launches—and have
been doing so for decades. Never in the his-
tory of US military operations have we left
such activity in the hands of developers and
testers for so long. The inevitable result is a
testing mind-set in space undertakings—
every launch unique, long pad-prep times,
heavy contractor reliance, extremely long re-
cycle times, and extremely costly charges. As
for NASA, despite an honored heritage of
leading-edge work in aerospace technology
development, it has opted for routine space
operations for two decades. That should be
our domain; NASA should be concentrating
on rolling back aerospace frontiers. Bottom
lines: Transfer space launch and control
promptly over to operations with AFSPACE-
COM in charge—NOW. Routinize and stan-
dardize the function—blue-suit it. Reappraise
shuttle operations. The goal should be to
transfer launch, space operations, and recov-
ery responsibility to the USAF. NASA would
retain responsibility for the shuttle back end
when R&D is the purpose and would also get
on with other R&D such as the space station.
Third, it is time to rethink how we do
specialized functions in space. There is huge
leverage here with great benefits to all par-
ticipants, commercial and military. The
emerging commercialization of space for
specialized tasks is shifting the dominance of
development and innovation to that sector.
The military needs to consider having the
commercial sector to perform every task that
doesn’t require unique military control and
handling. This thought, not likely to be
popular, particularly in military communi-
cations sectors, is an absolute necessity. We
need to force interoperability, standardiza-
tion, and functional transparency into mili-
tary communications and data transfer.
Nothing will move this process faster than a
requirement to conform to civilian stan-
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dards when no compelling military require-
ment can be proven. Today, the Defense
Switching Network (DSN) is the Defense In-
formation System Agency’s (DISA) responsi-
bility but is operated by AT&T under
contract. Why should space communica-
tions be any different conceptually?

Obviously, we need to get the word out to
inform, to build dialogue, and to stimulate
debate. Space needs to be an ongoing issue
in all of its aspects—its vision, its utilization,
its road map, its military value, its opera-
tional uses, its commercial tie-ins, and its
resource share. We all have a role to play
here. Get the SPACECAST message out to
your people. Task Air University to help you.
Gen Jay Kelley tells me he’s prepared to send
teams out, upon request, to brief military
organizations as well as civilian corpora-
tions. Take advantage of this special oppor-
tunity.

In sum, we should be grateful to the Air
University and its 2020 team as well as to
NSIA for this important symposium. This is
only a beginning. The effort must gather
much more momentum and become the
persuasive instrument of change that main-
lines space with operations in charge. Every-
one has a part to play, from Air University to
Headquarters USAF to industry.

The test of success will be whether we
come together in a year or so to assess prog-
ress, revise goals, reset the vision, and set up
a new action plan—-momentum and move-
ment. What is at stake here is nothing short
of sound national policy planning for the
next century. Space is no longer just a place;
it is now the medium for performing core
war-fighting tasks. We must convert this pow-
erful vision into mainstream reality with clar-
ity of focus, determination of purpose, and
commitment of substantial resources.

We are in charge of our destiny. We need
only get on with the task. [J



LEVERAGING THE INFOSPHERE

Surveillance and Reconnaissance in 2020

HE DATE IS 3 December 2020. It
had been five minutes since the tin-
gling sensation in her arm had sum-
moned her from her office. Now she

wus standing alone in the darkened battle-as-
sessment room wondering how she would do in
her first actual conflict as commander in chief
(CINC). “Computer on, terrestrial view,” she
snapped. Silently, a huge, three-dimensional
globe floated in front of her. “Target: Western
Pacific. Display friendly and enemy orders of
battle, unit status, and activity level,” was the
next command. The globe turned into a flat
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battle map showing corps, division, and battal-
ion dispositions. Lifelike images appeared be-
fore her, marking the aircraft bases with
smaller figures showing airborne formations.
Beside each symbol were the unit’s designator,
its manning level, and the plain-text interpreta-
tion of its current activity. The friendly forces
were shown in blue, and the enemy in red. All
the friendlies were in the midst of a recall. The
map showed two squadrons of air-domination
drones, a wing of troop-support drones, and an
airborne command module (ACM) heading to-
ward the formations of enemy forces. Shaded



kill zones encircled each formation. Enemy
forces floated before her, also displaying textual
information. The image displayed enemy units
on the move from their garrisons. Speed,
strength, and combat radii were marked for
each unit. Some enemy units showed—still in
garrison—but with engines running, discovered
by sensitive seismic, tactile, and fume-smelling
sensors. “Manchuria,” came the next com-
mand. The map changed. The CINC was
now in the middle of a holographic display.
Ground superiority vehicles (GSV), identified
by the reliable structural sensory signature sys-
tem (5%,

to the enemy sneak attack and monitored their
progress. The engagement clock showed 10 min-
utes to go before the first blue and red squad-
rons joined in battle.

Aboard the ACM, the aerospace operations
director observed the same battle map the
CINC had just switched off. By touching the
flat screen in front of him, he sent target for-
mations to his dozen controllers. Each control-

ler wore a helmet and face screen that “virtually” |

put him or her just above the drone flight being
maneuvered. The sight, feel, and touch of the
terrain  profile—including trees, buildings,
clouds, and rain—were all there as each
controller pressed to attack the approaching foe.

On the ground, a platoon sergeant nervously
watched his face-shield visual display. From

his position, he could see in three-dimensional

color the hill in front of him and the enemy in-
fantry approaching from the opposite side. If
the agency had had enough time before the
conflict, it could have loaded DNA data on the
opposing commander into the data fusion con-
trol bank (DFCB) so he could positively identify

him, but such was the fog of war. The driving |

rain kept him from seeing 10 feet in front of
him, but his monitor clearly showed the enemy
force splitting and coming around both sides of
the hill. The enemy’s doctrinal patterns indi-
cated that his most likely attack corridor would
be on the eastern side of the hill. Now the en-
emy was splitting his force in hopes of surpris-
ing our forces. The platoon sergeant’s troop

moved below her, and drones flew |
around her. She could see her forces responding
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commander saw the same screen as her troops
did, with the added feature of having her oppo-
nent’s “predicted” movements overlaid with his
actual movements. From her virtual command
post, she arrayed her forces to flank the foe. She
had to be careful not to be fooled by the holo-
graphic deception images put in place by the
enemy—an all too frequent and disastrous oc-
currence in the last conflict. If she was lucky,
surprise would be on her side today.

A scant five minutes had passed since the

. global surveillance, reconnaissance, and target-

ing (GSRT) system alerted the CINC of unusual
activity on the other side of the border. Multi-
ple sensors, some of which had been dormant
for years and some that had recently been put
in place by special precision guided munitions
(PGM) delivery vehicles, had picked up in-
creased signal activity and detected an unusual
amount of motion, scent, heat, noise, and mo-
tor exhaust in and around enemy bases. Now
GSRT activated two additional CINC satellite
(CINCSAT) low earth orbit (LEO) multisensor
platforms, launched four air-breathing sensor
drones, and fired two “lightsat,” intersystem,
omnisensorial communications satellites into
orbit to bolster the surveillance grid that
watched the globe and space beyond, 24 hours
a day. As the CINC, airborne controller, and
ground-troop commander activated their situ-
ation assessment system (SAS), GSRT identified
them, confirmed their locations, and passed in-
formation required to get them on-line. As
each warrior requested target data, GSRT fused
sensor data, tapped databases, activated re-
sources, and passed templated, neurally col-
lated information to each person in exactly the
format he or she needed to get a clear picture of
the enemy and the unfolding situation. This
was the same GSRT that was also aiding San
Francisco in responding to yesterday’s massive
earthquake. From the president to the city
mayor to the fireman trying to find the best
route through the cluttered and congested
streets, each got the requested real-time infor-
mation in seconds, just as our troops in the
Western Pacific did.

The CINC paused for several moments, won-
dering how battles were ever fought without the
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information systems she now used with prac-
ticed ease, and she was glad they were fighting
an enemy still mired in the visual/electromag-
netic intelligence (ELINT)-oriented maneuver
force of the last war.

Tomorrow’s Challenge
Today

As the United States moves into the
twenty-first century in a world of diverse
dangers and threats marked by the prolifera-
tion of weapons of mass destruction, uncon-
ventional warfare, and sophisticated enemy
countermeasures, surveillance and recon-
naissance are not only critical but essential
for achieving the “high ground” in informa-
tion dominance, conflict management, and
war fighting. As defined by the Joint Chiefs
of Staff (JCS), surveillance is the “systematic
observation of aerospace, surface or subsur-
face areas, places, persons, or things, by vi-
sual, aural, electronic, photographic, or
other means.”! Similarly, reconnaissance re-
fers to “a mission undertaken to obtain, by
visual observation or other detection meth-
ods, information about the activities and re-
sources of an enemy or potential enemy.”?
Both surveillance and reconnaissance are
critical to US security objectives of main-
taining national and regional stability and
preventing unwanted aggression around the
world.

Key to achieving information dominance
will be the gradual evolution of technology
(i.e., sensor development, computation
power, and miniaturization) to provide a
continuous, real-time picture of the battle
space to war fighters and commanders at all
levels. Advances in surveillance and recon-
naissance—particularly real-time “sensor-to-
shooter” capability to support “one shot,
one kill” technology—will be a necessity if
future conflicts are to be supported by a so-
ciety conditioned to “quick wars” with high
operational tempos, minimal casualties, and
low collateral damage.

The rigorous information demands of the
war fighter, commander, and national com-
mand authorities (NCA) in the year 2020
will require a system and architecture to
provide a high-resolution “picture” of ob-
jects in space, in the air, on the surface, and
below the surface—be they concealed, mobile
or stationary, animate or inanimate. The
true challenge is not only to collect informa-
tion on objects with much greater fidelity
than is possible today, but also to process
the information orders of magnitude faster
and disseminate it instantly in the desired
format.

The Key to the Concept:
Structural Sensory Signatures

The critical concept of this article is to de-
velop an omnisensorial capability that in-
cludes all forms of inputs from the sensory
continuum (fig. 1). This new term seeks to
expand our present exploration of the elec-
tromagnetic spectrum to encompass the “ex-
otic” sensing technologies proposed in this
article. This system will collect and fuse
data from all sensory inputs—optical, olfac-
tory, gustatory, infrared (IR), multispectral,
tactile, acoustical, laser radar, millimeter
wave radar, X ray, DNA patterns, human in-
telligence (HUMINT)—to identify objects
(buildings, airborne aircraft, people, and so
forth) by comparing their structural sensory
signatures (SSS) against a preloaded database
in order to identify matches or changes in
structure. The identification aspect has ob-
vious military advantages in the processes of
indications and warning, target identifica-
tion and classification, and combat assess-
ment.

An example of how this technique might
actually develop involves establishing a sen-
sory baseline for certain specific objects and
structures. The system would optically scan
a known source—such as an aircraft or build-
ing full of nuclear or command, control,
communications, computers, and intelli-
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Figure 1. The Concept

gence (C%I) equipment—from all angles and
then smell; listen to; feel; measure density,
IR emissions, light emissions, heat emis-
sions, sound emissions, propulsion emis-
sions, air-displacement patterns in the
atmosphere, and so forth; and synthesize
that information into a sensory signature of
that structure. This map would then be com-
pared to sensory signature patterns of target
subjects such as Scud launchers or even peo-
ple. A simple but effective example of a sen-
sory signature was discovered by the Soviets
during the height of the cold war. They dis-
covered that the neutrons given off by nu-
clear warheads in our weapons-storage areas
interacted with the sodium arc lights sur-
rounding the area, creating a detectable ef-
fect. This simple discovery allowed them to
determine whether a storage area contained
a nuclear warhead.?

Sensory identification could then use the

information to create virtual images (similar
to the way architects and aircraft designers
use three-dimensional computer-aided de-
sign [CAD] software), including the most
likely internal workings of the target build-
ing, aircraft, or person so one could actually
“look” inside and see the inner workings. A
good example is Boeing’s use of computer-
aided three-dimensional interactive applica-
tion (CATIA) for design of its new 777 aircraft.
The “virtual airplane” was the first aircraft
built completely in cyberspace (i.e., the first
built entirely on computer so that engineers
could "look at” it thoroughly before actually
building it).*

This “imaging” could be carried one step
further by techniques such as noninvasive
magnetic source imaging and magnetic reso-

' nance imaging (MRI), which are now used in

neurosurgical applications for creating an
image of the actual internal construction of
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the subject.> In fact, the numerous nonin-
trusive medical procedures now used on the
human body might be extrapolated to ex-
tend to “long-range” sensing. The nuclear
materials for these “structural MRIs” could
be delivered by PGMs or drones and intro-
duced into the ventilation system of a target
building. = The material would circulate
throughout the structure and eventually be
“sensed” remotely to display the internal
workings of the structure.

Another extension of the concept of dis-
tance sensing would be the tracking of mito-
chondrial DNA found in human bones.
DNA technology is currently being used by
the US Army’s Central Identification Labora-
tory for identifying war remains.® If this
technique could be used at a distance, the
tracking of human beings becomes conceiv-
able. By extrapolating such techniques from
medicine, one could generate endless possi-
bilities.

Further, a mass spectrometer that ionizes
samples at ambient pressure using an effi-
cient corona discharge could detect vapors
and effluent liquids associated with many
manufacturing processes.” This technique is
currently found in state-of-the-art environ-
mental monitoring systems. There are also
spectrometers that can analyze chemical
samples through glass vials. Applying this
technology from a distance and collating all
the data will be the follow-on third- and
fourth-order applications of this concept.

Another technology that would aid the
identification of airborne subjects would be
the National Aeronautics and Space Admini-
stration’s (NASA) new airborne in-situ wind-
shear detection algorithm.® Although designed
to detect turbulence, wind shear, and mi-
croburst conditions, this technology could
be extrapolated to detect aircraft flights
through a given area (perhaps by using
some sort of detection net for national or
point defense). This technique, coupled with
observing disturbances in the earth’s mag-
netic field, vortex-detection tracking of COz
vapor trails, and identifying vibration and
noise signatures, would create a sensory sig-

nature that could be compared to a database
for classification (fig. 2).

The overall system would accumulate
sensing data from a variety of sources, such
as drone- or cruise-missile-delivered sensor
darts, structural listening devices, space-
based multispectral sensing, weather bal-
loons, probes, airborne sound buoys,
unmanned aerial vehicles (UAV), platforms
such as airborne warning and control system
(AWACS) and joint surveillance target attack
radar system (JSTARS) aircraft, land radar,
ground sensors, ships, submarines, surface
and subsurface sound-surveillance systems,
human sources, chemical and biological in-
formation, and so forth. The variety of sens-
ing sources would serve several functions.
First, spurious inputs could be “kicked out”
of the system or given a lesser reliability
value, much like the comparison of data
from an aircraft equipped with a triple iner-
tial navigation system when there is a dis-
crepancy among separate inputs. Another
important factor in handling a variety of in-
puts is that the system is harder to defeat
when it does not rely on just a few key in-
puts. Finally, inputs from other nations and
the commercial sector may be used as addi-
tional elements of data. Just as the current
Civil Reserve Air Fleet (CRAF) system re-
quires certain modifications for commercial
aircraft to be used for military purposes in
times of national emergency, so might com-
mercial satellites contain subsystems de-
signed to support the system envisioned
above. In such a redundant system, failure to
receive some data would not have a signifi-
cant debilitating impact on the system as a
whole.

To fuse and compare data, processors
could take advantage of common neural-
training regimens and pattern-recognition
tools to sort data received from sensor plat-
forms. Some of the data-fusion techniques
we envision would require continued ad-
vancement in the world of data processing—a
capability that is growing rapidly, as noted
by Dr Gregory H. Canavan, chief of future
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Figure 2. Wake Turbulence Detection

technology at Los Alamos National Labora-

tory:
Frequent overflights by numerous satellites
add the possibility of integrating the results of
many observations to aid detection. That is
computationally prohibitive today, requiring
about 100 billion operations per second,
which is a factor 10,000 greater than the
compute rate of the Brilliant Pebble and about
a factor of 1,000 greater than that of current
computers. However, for the last three
decades, computer speeds have doubled about
every two years. At that rate, a factor of 1,000
increase in rate would only take about 20
years, so that a capability to detect and track
trucks, tanks, and planes from space could
become available as early as 2015.9

Dr Canavan also suggested that develop-
ment time could be reduced even further by
using techniques such as parallel computing
and external inputs to reduce required com-
putation rates.!® The point is that with con-
servatively forecast advancements in computer
technology, the ability to gather and synthe-
size vast amounts of data will permit signifi-
cant enhancements in remote sensing and
data fusion.

Using Space

As envisioned, this concept would be sup-
ported by systems in all operational media—
sea, ground (both surface and subsurface),
air, and space. However, space will play the

critical role in this conceptual architecture.
Although the system would rely on data
from many sources other than space, using
this medium as a primary source of data for
sensing and fusing has definite advantages.
Space allows prompt, wide-area coverage
without the constraints imposed by terrain,
weather, or political boundaries. It can pro-
vide worldwide or localized support to mili-
tary operations by providing timely
information for such functions as target de-
velopment, mission planning, combat assess-
ment, search and rescue (SAR), and
special-forces operations.

Sensing and Data Fusion

The overall concept can be divided into
three parts: the sensing phase, which uses
ground-, sea-, air-, and space-based sensors;
the data fusion phase, which produces infor-
mation from raw data; and the dissemina-
tion phase, which delivers information to
the user. This article examines the first two
parts.

Sensing

The five human senses are used here as a
metaphor for the concept of sensing de-
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scribed above. Although this representation
is not precise, at least it provides a conve-
nient beginning point for our investigation.
For instance, human sensing capabilities are
often inferior to those of other forms of life
(e.g., the dog'’s sense of smell or the eagle’s
formidable eyesight).

Tremendous strides have been made in
the sensing arena. However, some areas are
more fully developed than others. For exam-
ple, more advances have occurred in optical
or visual sensing than in olfactory sensing.
This article not only examines the more tra-
ditional areas of reconnaissance such as
multispectral technology, but also discusses
interesting developments in some unique ar-
eas. An exciting aspect is the discovery of re-
search being conducted in the commercial
realm, whose specific tasks require specific
technologies and whose techniques have not
yet been fully investigated for military uses.

The sensing areas examined here are (1)
visual (including all forms of imaging, such
as IR, radar, hyperspectral, etc.), (2) acoustic,
(3) olfactory, (4) gustatory, and (5) tactile.
There are two keys to this metaphoric ap-
proach to sensing. First, it unbinds the tradi-
tional electromagnetic orientation to sensing.
Second, it provides a way of showing how all
these sensors will be fused to allow fast, ac-
curate decision making, such as that pro-
vided by the human brain.

Visual Sensing and Beyond. As men-
tioned above, remote irmage sensing has re-
ceived a tremendous amount of attention,
both in military and civilian communities.
The intention here is not to reproduce the
vast amount of information on this subject
but to describe briefly the current state of
the art and to highlight some of the more in-
novative concepts from which we can step
forward into the future. We will not discuss
the imaging capabilities of the United States,
other than to emphasize that they will need
to be replaced or upgraded to meet the
needs of the nation in 2020. The technolo-
gies and applications discussed below pave
the way for these improvements.

Multispectral imaging (MSI) provides spa-
tial and spectral information. It is currently
the most widely used method of imaging
spectrometry. The US-developed LANDSAT,
French SPOT, and Russian Almaz are all ex-
amples of civil/commercial multispectral
satellite systems that operate in multiple
bands, provide ground resolution on the or-
der of 10 meters, and support multiple ap-
plications. Military applications of multispectral
imaging abound. The US Army is busily in-
corporating MSI into its geographic informa-
tion systems for intelligence preparation of
the battlefield or “terrain categorization”
(TERCATS). The Navy and Marines use MSI
for near-shore bathymetry, detection of
water depths of uncharted waterways, sup-
port of amphibious landings, and ship navi-
gation. MSI data can be used to help
determine “go-no-go” and “slow-go” areas
for enemy and friendly ground movements.
By eliminating untrafficable areas, this infor-
mation can be especially useful in tracking
relocatable targets, such as mobile short-
range and intermediate-range ballistic mis-
sile launchers. By using MSI data in the
radar, IR, and optical bands, one can more
quickly discern environmental damage
caused by combat (or natural disasters). For
example, LANDSAT imagery helped deter-
mine the extent of damage caused by oil
fires set by the Iragis in Kuwait during the
Gulf War.l!

Although MSI has a variety of applica-
tions and many advantages, use of this sens-
ing technique results in a decrease of both
bandwidth and resolution from conven-
tional spectrometry. Additionally, multi-
spectral systems cannot produce contiguous
spectral and spatial information. We must
overcome these disadvantages if we are to
meet the surveillance and reconnaissance
needs of the war fighter and commander of
2020.

One promising technology for overcom-
ing these shortfalls is hyperspectral sensing,
which can produce thousands of contiguous
spatial elements of information simulta-
neously. This would allow a greater number



of vector elements to be used for such things
as achieving a higher certainty of space-ob-
ject identification. Although hyperspectral
models do exist, none have been optimized
for missions from space or have been inte-
grated with the current electro-optical, IR,
and radar-imaging technologies.

This same technology can be equally ef-
fective for ground-target identification. Hy-
perspectral sensing can use all portions of
the spectrum to scan a ground target or ob-
ject, collect bits of information from each
band, and fuse the information to develop a
signature of the target or object. Since only
a small amount of information may be avail-
able in various bands of the spectrum (some
bands may not produce any information),
the process of fusing the information and
comparing it to data obtained from other in-
telligence and information sources becomes
crucial.

Several war-fighting needs exist for a sen-
sor that would provide higher fidelity and
increased resolution to support, for example,
US Space Command (USSPACECOM) and its
components’ missions of space control,
space support, and force enhancement. In
addition to the aforementioned examples of
object identification in deep space (either
from the ground or a space platform), identi-
fication of trace atmospheric elements, and
certain target-identification applications, re-
quirements also exist in the following areas:
debris fingerprints, damage assessment, iden-
tification of space-object anomalies (ascer-
taining the condition of deep-space satellites),
spacecraft interaction with ambient environ-
ment, terrestrial topography and condition,
and verification of environmental treaties.

Currently under development are several
technologies that can be integrated into
hyperspectral sensing to further exploit
ground- and space-object identification.
Two promising technologies include remote
ultralow light-level imaging (RULLI) and
fractal image processing. RULLI is an initia-
tive by the Department of Energy to develop
an advanced technology for remote imaging
using illumination as faint as starlight.!2

LEVERAGING THE INFOSPHERE 15

This type of imaging encompasses leading-
edge technology that combines high-spatial
resolution with high-fidelity resolution.
Long exposures from moving platforms be-
come possible because high-speed image-
processing techniques can be used to de-blur
the image in software. RULLI systems can be
fielded on surface-based, airborne, or space
platforms, and—when combined with hyper-
spectral sensing—can form contiguous, con-
tinuous processing of spatial images using
only the light from stars. This technology
can be applied to tactical and strategic recon-
naissance, imaging of biological specimens,
detection of low-level radiation sources via
atmospheric fluorescence, astronomical pho-
tography in the X-ray, ultraviolet (UV), and
optical bands, and detection of space debris.
RULLI depends on a new detector—the
crossed-delayed line photon counter—to pro-
vide time and spatial information for each
detected photon. However, by the end of fis-
cal year 1996, all technologies should be suf-
ficiently developed to facilitate the design of
an operational system.

The task of finding mobile surface vehi-
cles requires rapid image processing. Auto-
mated preprocessing of images to identify
potential target areas can drastically reduce
the scope of human processing and provide
the war fighter with more timely target in-
formation. Hyperspectral sensing can aid in
quickly processing a large number of these
images on board the sensing satellite, in
identifying those few regions with a high
probability of containing targets, and in
downlinking data subsets to analysts for vis-
ual processing. Although fractal-like back-
grounds can be defeated by cloud/smoke
cover or camouflage, fractal image process-
ing—if fused with information from other
sensory sources—can help the analyst or the
processing software identify ground-based
signatures.13

Hyperspectral sensing offers a plethora of
opportunities for deep-space and ground-ob-
ject identification and characterization to
support the war fighter's space-control-and-
surveillance mission, remote sensing of at-
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mospheric constituents and trace chemicals,
and enhanced target identification. Collect-
ing and fusing pieces of information from
each band within the spectrum can provide
high-fidelity images of ground or space-
based signatures. Moreover, when combined
with fused data from other sensory and non-
sensory sources, hyperspectral sensing can
provide target identification that no single
surveillance system could ever provide.
Thus, the war fighter has a much improved
picture of the battle space—anywhere, any-
time.

Acoustic Sensing. When matter within the
atmosphere moves, it displaces molecules
and sends out vibrations or waves of air pres-
sure that are often too weak for our skin to
feel. Waves of air pressure detected by the
ears are called sound waves. The brain can
tell what kind of sound has been heard from
the way the hairs in the inner ear vibrate.
Ears convert pressure waves passing through
the air into electrochemical signals which
the brain registers as a sound. This process
is called acoustic sensing.

Electronically based acoustic sensing is
not very old. Beginning with the develop-
ment of radar prior to World War II, applica-
tions for acoustic sensing have continued to
grow and now include underwater acoustic
sensing (i.e., sonar), ground and subterra-
nean-based seismic sensing, and the detec-
tion of communications and electronic
signals from aerospace. Electromagnetic
sensing operates in the lower end of the elec-
tromagneti¢ spectrum and covers a range
from 30 hertz (Hz) to 300 gigahertz. Acous-
tic sensors have been fielded in various me-
diums, including surface, subsurface, air, and
space. Since the advent of radar, most appli-
cations of acoustic sensing have been pio-
neered in the defense sector. Developments
in space-based acoustic sensing in the Rus-
sian defense sector have recently become
public. According to The Soviet Year in Space,
1990,

Whereas photographic reconnaissance satellites
collect strategic and tactical data in the visible

portion of the electromagnetic spectrum,
ELINT satellites concentrate on the longer
wavelengths in the radio and radar regions. . . .
Most Soviet ELINT satellites orbit the earth at
altitudes of 400 to 850 kilometers, patiently
listening to the tell-tale electromagnetic
emanations of ground-based radars and
communications traffic.!4

It is believed that the Russians use this space-
based capability to monitor changes in the
tactical order of battle, strategic defense pos-
ture, and treaty compliance.

On the ground, the United States used dif-
ferent kinds of acoustic sensors during the
Vietnam War. The first one was derived
from the sonobuoy developed by the US
Navy to detect submarines. The USAF ver-
sion used a battery-operated microphone in-
stead of a hydrophone to detect trucks or
even eavesdrop on conversations between
enemy troops. The air-delivered seismic de-
tection (ADSID) device was the most widely
used sensor. It detected ground vibrations by
trucks, bulldozers, and the occasional tank,
although it could not differentiate with
much accuracy between vibrations made by
a bulldozer and a tank.!’

Numerous examples of applications of
acoustic sensing are found in the civil sector.
In the United States, acoustic sensors that
operate in the 800-900 Hz range are now be-
ing developed to help detect insects. Con-
ceivably, these low-volume acoustic sensors
could be further refined, either to work
hand in hand with other spectral sensors or
by themselves to classify insects and other
animals, based on noise characteristics.6

Sandia National Laboratory in New Mex-
ico has made progress in using acoustic sen-
sors to detect the presence of chemicals in
liquids and solids. In the nonlaboratory
world, these acoustic sensing devices could
be used as real-time environmental monitors
to detect contamination, either in ground
water or soil, and have both civil (e.g., natu-
ral-disaster assessment) and military (e.g.,
combat-assessment) applications.!

An additional development in the area of
acoustic sensing involves seismic tomogra-



phy to “image” surface and subsurface fea-
tures. Seismic energy travels as an elastic
wave that both reflects from and penetrates
through the sea floor and structure be-
neath—as if we could see the skin covering
our faces and the skeletal structure beneath
at the same time. Energy transmitted
through the earth’s crust can also be used to
construct an image.!®

In summary, acoustic sensing offers great
potential for helping the war fighter, com-
mander, and war planner of the twenty-first
century solve the problems of target identifi-
cation and classification, combat assessment,
target development, and mapping. For
acoustic sensing from aerospace, a primary
challenge appears to be in boosting noise
signals through various mediums. Today,
this is accomplished by using bistatic and
multistatic pulse systems. In the year 2020,
assuming continued advances in inter-
ferometry, the attenuation of electromag-
netic “sound” through space should be a
challenge already overcome, thus permitting
very robust integration of acoustic sensing
with other remote-sensing capabilities from
aerospace.

A more serious challenge in defense-re-
lated acoustic sensing may come from en-
emy countermeasures. As operations and
communications security improve, space-
based acoustic sensing will become increas-
ingly more difficult. Containing emissions
within a shielded cable or—better yet—a fi-
ber-optic cable makes passive listening virtu-
ally impossible. The challenge for countries
involved with space-based acoustic programs
is to develop improved countermeasures to
overcome these technological advancements.
In the year 2020, remote acoustic sensing
from space and elsewhere will be a critical
element for developing accurate structural
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