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Developmental Planning

The Key to Future War-Fighter Capabilities

GeN Bruce CarLsonN, USAF
Ma) StepHEN CHaMBAL, PHD, USAF

Whule the [global war on terror] is the near-term prionity, we firmly believe that the nation and the

Air Force must prepare for emerging global threats at all levels of warfare. . .

. In fact, we believe

it'’s time to re-focus on and increase the asymmetric advantages the Air Force offers the nation.

Our nation expects and deserves no less.

—Hon. Michael Wynne and Gen T. Michael Moselev

OTH THE SECRETARY and chief of
siaff of the Air Force candidly ad-
dressed their strategic concerns to
the Armed Services Committee of the
US House of Representatives on 24 October
2007, highlighting the need to refocus on our
asymmetric advantages in order to prepare for
the global threats of future warfare. The Air
Force must look across the spectrum of future
capabilities and determine where those advan-
tages could exist. given the proper emphasis
on planning and fscal considerations. Identi-
fving such advantages and ensuring that we
acquire our asymmetric capabilities on time
dcpend upon a robust developmental plan-
ning (DP) function, a critical step that we cur-
rently lack. Early DP lavs the foundation for
identifving materiel solutions for acquiring
weapon systems by investigating future threats;
recognizing capability gaps and requirements;
captunng needed system-performance charac-
teristics; and understanding technology gaps.
risks. and needs. Without this planning, the
Air Force could find itself tactically focused,
inadequately prepared to meet future threats,
and postured to react only 1o forecasted or un-
anticipated advances of the enemv.
In today’s air domain. we see evidence of
our delinquency in DP. Protected by a highly

integrated joint force, our nation depends on
the Air Force to deliver air superiority today,
tomorrow, and into the foreseeable future.
Our service has maintained this asymmetric
advantage for over half a century, due in large
part to our past efforts in early planning and
research. We began DP on the F-X aircraft,
which became the F-15, a vear before the first
ilight of the F4D. We initiated DP on the Ad-
vanced Tactical Fighter, which became the F-22,
three vears before the first {light of the F-15
The first flight of the F-22 wok place over six
years ago; however, we have not begun any se-
rious consideration of options for its replace-
ment. We have not taken the first steps neces-
sary tosustain ourasymmetricand unparalleled
advantage in the air.

The F-22 and F-35 represent the Air Force’s
newest generation of fighter aircratt. Although
incredibly capable, these platforms do not—
nor did we intend them to—guarantee air su-
periority indefinitely. In fact, we must begin
exploring follow-on capdblhues today if we
wish to stay ahead of rapidly advancing threats
across the globe. We cannot afford to forfeit
our military advantage of air superiority to the
enemy, thus giving him an equal footing, fore-
ing the United States to fight on a level play-
ing field, and relegating us to attrition-based

H
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warfare. Given the proper national emphasis,
we can avoid having to fight this way. We have
no intention of relinquishing control of this
war-fighting domain to an ever-growing and
challenging threat that our nation will face in
years to come.

The Air Force must initiate and support
dedicated DP activities to deliver the next gen-
eration of capabilities that we will need to fly,
fight, and win. Although similar shortfalls ex-
ist in other areas, this article focuses on the air
domain to capture the interactions among do-
main trends, organic planning capability, and
the current political environment, thereby high-
lighting the expanding gap in the develop-
ment of future weapon systems. Our current
national leadership has the responsibility for
correcting this shortfall and addressing DP
across the air, space, and cyberspace domains.

The earlv 1900s gave birth to aviation, but
even as late as the 1930s, only a few Americans
understood (and even fewer appreciated) the
importance of airpower in military warfare.

Only because of the courageous leadership of

a handful of individuals, airpower came of age
during World War Il and single-handedly pro-
vided this nation with the sovereign options
that led to victory in the Cold War. Even as we
realized the importance of airpower’s domi-
nance, the aircraft-developmentcycle changed
dramatically over the last 75 years, particularly
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within the military environment. Three key
trends, specific to fighters and bombers, rep-
resent the overall direction of military aviation
and indicate the growing pressures that air-
cralt procurement will face in the future. Fig-
ure 1 depicts the number of new-aircraft starts
for fighters and bombers by decade.

In the past, rapid advances in aviation bene-
fited gready from a high number of new-program
starts. At the same time, many industrial part-
ners built their own aircraft to sell to the De-
partment of Defense or to use in “fly-off” com-
petitions. We gained an incredible amount of
knowledge, experience, and technological
maturity even when the programs were can-
celled and not taken into full production.
Soon after the end of World War II, new starts
declined dramatically and have continued this
downward trend, significantly affecting avia-
tion dedicated to America’s defense. Today,
the rarity of new starts places tremendous
pressure on early DP activities to support suc-
cessful program execution. Figure 2 captures
the troubling increase in the average number
of years necessary to develop those fighter and
bomber aircraft that will continue into full
production.

As aircraft become more complex, the lead
time necessary before starting a formal acqui-
sition program also increases—a fact that em-
phasizes the importance of early exploratory

50
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¥ 40
E Average 3.7 years of development
n on cancelled programs
; 30
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Figure 1. Number of new-aircraft starts per decade
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research. Although not addressed here, one
finds that the same trend applies to mobility
and air-refueling aircraft. Because of budget
pressures. long lead-ime requirements, and the
urgencv of developing and producing sophis-
ticated aircraft at first fielding. we do not have
the luxury of retiring aircraft and replacing
them with newer platforms. Figure 3 illustrates
this trend toward sustaining aircraft that must
remain in service tor longer periods of time.

These trends drive the need to consider ad-
ditional design factors to provide for maintain-
ability and long-term sustainment concerns—
another reason to make provisions for DP.
These issues will motivate our future practices
in aircraft development and acquisition.
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The overall trends for fighters and bomb-
ers are representative of defense aviation as a
whole and portray a challenging future for air-
craft production. Aircraft starts will be few and
far between. We will develop platforms one at
a time, with all our “acquisition eggs” in one
basket. The time allotted to aircraft develop-
ment will increase, and we will expect aircraft
to last longer. Each program that we launch
must succeed, a fact that underscores the need
to conduct DP well in advance of predicted
capability shortfalls.

DP is fundamental to the continued suc-
cess of aircraft acquisition. The F-22 and F-35
both benefited from vears of planning prior
to an acknowledged program start. This early
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research enabled the Air Force to assess risk
and refine technology, more fully understand
the anticipated threat, and establish solid re-
quirements for svstems. The results of these
activities proved invaluable as the programs
progressed and were critical to attaining the
performance we see today. Recently though,
the Air Force has recognized a decreasing ca-
pability to conduct this type of early planning
activity. Much like the trends in aircraft devel-
opment, the tend in DP capability gives us
cause ftor concern as the Air Force strives to
maintain its advantage in air superiority.

The Air Force possessed a robust organic
DP capability from the 1970s to the early 1990s.
Acquisition organizations enjoyed a substantial
number of personnel with unique DP skill sets
and expertise. These personnel were respon-
sible for supporting the definition of future
capability needs, evaluating alternative concepts,
assessing technology maturity and risk factors,
defining sustainment and life-cycle cost issues,
and forming executable acquisition strategies.
Given todav’s realities. future aircraft-acquisition
programs will not succeed without compre-
hensive DP as the critical first step in the ac-
quisition cvcle.

Our organic capability for DP began dete-
riorating in the 1990s and is now all but elimi-
nated. Many factors contributed to this de-
cline: reduced number of aircraft programs,
decreased budgets, fewer trained personnel,
higher-priority needs, and. most importantly,
loss of dedicated funding to support DP activi-
ties. The net result is that our organic capa-
bilities in this area have atrophied and face
extinction. We simply cannot allow this to hap-
pen. DP is an essential function in translating
capability and/or threat-based requirements
into future combat capabilities for the Air Force
and our nation. We must work to ensure that
DP and the proper personnel remain in place,
despite a very challenging fiscal environment.

Our nation, both inside and outside the
military, finds itself overwhelmed with near-
term priorities that consume most of our time,
effort, and energy. We focus on the issues at
hand: the global war on terror; the economy,
with its associated constrained resources; and
the upcoming political elections. Consequently,

we devote little thought to establishing a long-
term vision and conceptualizing the capabilites
required to meet an increasingly dangerous
world. Burdened with the immediate chal-
lenges at hand, we have confined ourselves to
these thoughts, giving little auention to what
comes next.

The economy will continue to evolve. The
elections will come and go. The war on terror,
whose successful resolution is pivotal to our
way of life and the liberties we enjoy, will not
be our last conflict. Therefore, those of us in
uniform—those of us responsible for protect-
ing this nation and preserving our safety, secu-
rity, and freedom for generations to come—
must focus at least a portion of our attention
on the questions left unanswered: Who will be
the enemv of the next war, and the one after
that? What war-fighting capabilities do we need
to give our nation the sovereign options to em-
ploy military force that no other country pos-
sesses? What should we do today to ensure that
those capabilities remain in place tomorrow?

Doing nothing is not an option. We must
begin to prepare today for challenges the fu-
ture surely holds. It is our responsibility to de-
vote the appropriate resources and effort to
preparing for the unknown. We must invest in
DP capabilities across all domains: air, space,
and cyberspace. DP is the first step down every
path to acquiring future war-fighting capabili-
ties. The F-22. our newest air-superiority fighter,
will not give us the final solution to air superi-
oritv. We must begin planning now in order to
better understand and quantifv the future
threat environment, postulate capability short-
falls, and identify technological challenges of
the future air domain. Today, we must begin
to extend our capabilities bevond these air-
craft, bevond our current understanding of
air superiority, and into the complicated threat
picture of future warfare. We are responsible
for ensuring that future Airmen can fly. fight,
and win in our next great contlict. The deci-
sions we make todav will aftect our role in pro-
viding war-winning capabilities to America’s
integrated, joint warfare team as well as deter-
mine our nation’s ability to protect our way of
life and secure the freedoms that our children
deserve.



Lorenz on Leadership

Part 2

LT GeN StepHeN R. Lorenz, USAF

N THE SUMMER of 2005, when | was di-
rector Fu I Muan ment and
Comyg ‘ the | i St
Pe Jou | an arucl min
tiled “lorenz on leaders NO the
..... nder of Air Uni I sit down again
to prot O 1101 ht fa
VO Hye lead |1 p [ 141
m 1thusiasm f of |
Never, Ever Give Up
In 1 ast I quot Winston
Churchill and bnietly plained why 1 find

him so f

flll()l;l 1ONS as.
Churchill was a m«

of his maost famous
ever give up!”

o met fallure face 1o
face many times in his lite. He ran for Parlia-
ment and lost. only to be elected two vears
later. When he was the First Sea Lord of the

inating. ()
"N

Nawvy), he planned the Gallipoli campaign in
Turkey, which turned out to be an abject fail-
ure. and was fired. During the early 1930s, he
railed against Nazi tyranny, but nobody lis-

him. Then in 1940, he became the
prime minister who led England in the war
against Hider. After the defeat of Germany
but before the war against Japan ended. the
people held an election, throwing him and his
party out of office! Five years later, in 1950, he
became prime minister for a second time. Wow!

tened e

[alk about perseverance, tenacity, and suength
of character! I admire Winston Churchill so
much because the story of how he overcame
his struggles in life 1s an example for all of us
1o follow.

As a graduate of the Air Force Academy—
and | can truly say that those four years were
tough—I could handle the physical, military,
and menmtal aspects without much difficulty:

Admiralty iequivalent 1o our secretary of the | however, my struggles were mostly academic.

9
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You see, I was on the dean’s “other” list six of
eight semesters. | enjoved courses in aero-
nautical engineering, computer science, and
electrical engineering so much that I ook
them twice. Although this may seem humor-
ous today, it is not an aspect of my history that
I am particularly proud of; nevertheless, the
lesson here is that one must never, ever give up.
While many of my friends were going out to
enjoy themselves on the weekends, I torced
mvsell o concentrate on my studies, especially
those math and science courses that held little
interest for me—the ones I had to work on
twice as hard just to pass. This particular as-
pect of character has served me well in the more
than 34 vears I have served in the Air Force,
and now. as the commander of Air University,
I am lucky enough to be responsible for most
of the education in the entire United States
Air Force. Isn’t America a great country?

Life Is a Marathon,
Not a 50-Yard Dash

We've all seen examples of athletes or teams
who. in a moment of almost certain glory, cele-
brated too early, only to see victory swept from
their grasp by an opponent who, not surpris-
inglv. never, ever gave up. In our lives, it is im-
portant to remember that we must prepare to
run a marathon—not a 50-vard dash. I'm sure
thatin vour careers, you've seen military mem-
bers start a task in a sprint only to hnd out it
required marathon-like stamina. What's their
first inclination? To give up because it was too
hard. They didn’t do their homework, so they
spent all their energy in the early stages and
couldn’t complete the task. You see, lite is
about training and being prepared for oppor-
tunities when they come—vou don’t train for
a marathon in the same way you train for a
50-vard dash! You must invest time and effort
in understanding vour goals and then in chart-
ing a course to accomplish them. I use the
short-term, midterm, long-term approach,
and I teach my people this as well. There's a
lot of truth to the cliché "What's the best way
to eat an elephantz One bite at a time.” Under-
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stand the mission, do your homework, and
never, ever give up!

Never Develop a Sense
of Entitlement

You will never get what you want when you
think you deserve it. Rewards always come
later than we are typically willing to accept.
Since we are human. we frequently compare
ourselves to our peers, but we should really
compete only with ourselves—not others. We
see others being rewarded, so we take an 1
should have won that” or “I deserved that” at-
titude. If vou get the feeling that “you deserve”
something or feel that the organization “owes
you,” immediately stop what you're doing,
take a deep breath, and reevaluate yourself
because once you go down that path of “me,
me, me,” it's hard to turn around. Over the
course of my career in the Air Force, I've seen
a number of people develop an entitlement
attitude, only to end up disappointed and bit-
ter. When this happens, the person loses, his
or her family loses, and ultimately the organi-
zation loses. The Air Force or any job owes
you only one thing—the opportunity to com-
pete and serve!

As a Leader,You Must Reach the
Acceptance Phase of Grief Faster
Than the People You Lead

There are five traditional stages of grief: de-
nial, anger, bargaining, depression, and accep-
tance. When a challenge arises in your organi-
zation, it is important that, as a leader. vou
reach the final stage long before your people
do. In 1993 1 took command of the 22nd Air
Refueling Wing at March AFB in Riverside,
Calitornia. A few weeks after taking command,
we had an operational readiness inspection
(ORI), and the Airmen performed brilliantly!
[ was so proud. On the last day, we all gathered
in the base theater for the outhrietf. Horns,
bells, and whistles were going off, and every-
one was pumped about getting the ORI grade
because they had worked so hard to do a great



job. The inspector general (1G) took the stage,
and in the first of four categories we got a
“high satisfactory.” and in the second category
we got a “high satisfactory.” As the briefing
progressed, the noise level got lower and lower
because everyone knew what was coming.
That's right. an overall “high satistactory”—
which really just means a “satisfactory.” The IG
then got up and left. leaving me, the wing
commander, in this room with these tremen-
dous people who had done a wonderful job,
but it felt like all the oxvgen had been abso-
lutely sucked out of the place. You could have
heard a pin drop. Now, as the leader. what was
I to do? I had five options: denial, anger, bar-
gaining. depression, and acceptance. [ thought
long and hard about what to say. and, having
reached acceptance faster than the folks in
the room, I came up with the following: "The
IG is a great group of individuals who have
come here with a difficult task, and we are all
better off because of their feedback. But I'll
tell vou what I think. I think that grade is the
biggest bunch of "BS’ I've ever heard of.”

At first there was no reaction to my remarks,
but then the entire room erupted in shouts
and cheers! All I had done was reach accep-
tance of our final grade and then put into
words what evervone else in the room was
thinking. However, imagine my surprise when
we all went to the club to celebrate the end of
the ORI and saw that a videotape of me mak-
ing my statement about the grade was on a
permanent television loop for everyone to see
and hear, over and over again! As a leader, vou
must get through all the stages of grief before
your people do. so you can lead them through
the tough times.

It’s Not about You!

The sooner you can wrap your mind around
this one. the sooner vou can focus on what's
right and get out of your own way. Leadership
is not about you; it's about the organization
and the people who work in it. As a leader, you
set the tone of the organization and give your
folks the tools to succeed: then you must get
out of the way and let them do lhelrJobs' Let’s
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take a lesson from sports. Professional football
teams have coaches—folks who devise the
strategies and the plays. They look at the
team’s talent and put the right players in the
right position for the best pussible outcome,
but they are not out there running the ball—
their players do that. As a leader, it's your job
to put the right folks in the right places 1o en-
sure mission success. I've seen too many lead-
ers who were atraid to trust in their subordi-
nates and the organization; consequently, the
pride and auitude of the workers suftered.
Leadership is not about, "Hey, look at me. I'm
the leader. Look at what my organization has
done.” Those who pursue the awards, promo-
tions, and accolades are often the ones who
are exposed in time and eventually fall by the
wayside. People see right through someone
who has his or her own agenda, and that per-
son's ability to lead is immediately sacrificed.
Leaders have to understand that it is about
the people, the organization, and its mission.
A few vears ago, my spouse reminded me
that it is indeed not about me. We were at a
conference, and during the course of the
meeting, | was asked a certain question several
times. I don’t recall the question, and it’s not
important. But I do remember being asked this
question what seemed a dozen times, so0, to be
quite honest, I was tired of hearing it and tired
of answering it. While we were seated at din-
ner that night, a young cadet hz\ppcncd to ask
the very same question again, and without
hesitation I gave him a halfhearted, emotion-
less answer. My mannerisms reflected my frus-
tration with the question, and my answer simply
vocalized it. Overhearing what | had said, my
spouse squeezed my arm and said, *Honey, 1
know you've heard that question a dozen
times, but that’s the first time that cadet has
ever asked it." She was absolutely right. The
cadet didn’t know how many times I had been
asked that question, nor did he care. He only
knew that he had asked it and wanted an an-
swer. I immediately sought him out and gave
him the right answer with the right attitude.
Remember, it's not about vou! (Postscript:
This also applies to every promotion cere-
mony, parade, and specch you will ever attend
or participate in. You must be enthusiastic and
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sincere, no matter how many times you have
done it betore!)

You Want People with
Ambition Working for You,
Not Ambitious People

My father taught me this statement a long
time ago. As a leader, you want people with
ambition working for vou—those are the folks
who are goal oriented and possess a willing-
ness to strive for excellence. They are the ones
who are willing to do what it takes to fulfill the
mission, whether it's staying late or \mll\mg
harder to ensure that the goals and mission of
the organization are complete. On the other
hand, ambitious people often have an ulterior
motive behind theiractions—motives shrouded
in “What's in it for me?” versus "What’s good
for the organization?” As a leader, you will
have to know the difference.

You Never Know When You Are
Going to Make a Difference

In 1996 I became commandant of cadets at
the Air Force Academy. In my first two years,
nine cadets died due to rock-climbing acci-
dents, car accidents, aircraft accidents—and
one to pulmonarv edema at high altitude. She
was a third-class cadet (a sophomore), a 19-
vear-old who was sharp as a tack! At the memo-
rial service in the Cadet Chapel, | steeled my-
selt to go and talk to her mother and father.
What could I sav? This family had given its na-
tional treasure to the Air Force, and she dies
during training. In this moment. how could |
attempt to assuage her parents’ griefz I walked
up and introduced myself to her mother.
*Ma'am,” I said, "My name is Steve Lorenz.”
She immediately stopped me and said. I know
who vou are, General Lorenz—my daughter
told me about you. She had just earned her
superintendent’s pin for getting good grades,
and you saw her on the terrazzo where all the
cadets formed up and congratulated her for
doing a great job. She immediately went back
to her room and called us to say, ‘The com-
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mandant of cadets told me how proud he was
of me for earning the superintendent’s pin.’”
This conversation with the mother is especially
poignant to me because 1 do not remember
talking to this young cadet at all. But this is
what the mother remembered. In a few sec-
onds, I had made a difference in someone’s
life. You truly never know when vou are going
to make a difference.

Another example. During my tenure on
the Joint Staff, I worked several layers below
the man [ consider one of the greatest military
officers of our time, Gen Colin Powell. Now,
before the days of e-mail, we used to hand-
carry correspondence into his office. I dis-
tinctly remember going to his executive officer’s
desk one day to deliver a staff package. As 1
turned to leave, a major entered the room with
his grandmother and said, “Grandmother,
there is General Powell’s office.” At that pre-
cise moment, General Powell came out of his
office to retrieve a package. Seeing the major
wearing his Joint Statf badge and his guest, he
asked, "Major. is this your grandmother?” The
major said, “Yes,” and then I saw General Powell
gingerly take this lady’s hand and for the next
couple of minutes tell the grandmother what
a great job her grandson was doing and how
without his support he would be unable to do
his job. General Powell then reached into a
desk drawer, presented the grandmother with
a Joint Staff pin, and said he was off to a meet-
ing, but he thanked her again for allowing her
grandson to serve. As soon as his door closed.
[ turned to look at the grandmother, and you
could certainly see that her heart was atlut-
ter—and so was mine. You see, in less than a
minute, General Powell had made a ditter-
ence in her life, the major’s life. and mv life. It
takes only a moment to make a difference,
and vou may never know when that moment
will present itself.

Being in Our Profession Is All
about Service to Others

I am reminded of the photograph of the
chief master sergeant stationed in Iraq who.
after working a full 12-hour shift, would go to



the inpatient ward and hold a wounded Iraqi
child who had lost her entire family. To me,
this is what bemg in the military is about. It’s
all about service. Harking back to the days
when civilians referred to someone who joined
the military, oftentimes they didn’t say, “He
joined the Air Force™ or "He joined the Army.”
Instead they said, “He joined the service.”
Why? Because that’s what we're all about—ser-
vice to others. I imagine that after his long
shift, the good chiet just wanted to go back to
his tent and unwind. but he had made a com-
mitment to make a difference and was pre-
pared to execute that duty, no matter the cost.
This is a lesson we can all use. When we raise
our right hands to take the oath or when we
put on our uniforms, we are saving, “I want to
serve” and “Send me: I'll go.” There is no dis-
tinction between being in the military and
serving—they are one and the same.

What Will Your Leadership
Legacy Be!?

In my office. I have a quotation framed and
positioned on my desk where [ can see it every
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day. It says, "My biggest fear is that I will look
back on my life and wonder what I did with it.”
Sooner or later, it will be time for all of us 10
hang up our uniforms and find something
else to do. As I look back over my career, | con-
tinually wonder if | have done enough—if |
have done all that I could to make a differ-
ence and be a positive influence on others. |
hope I have.

Last year, I was lucky enough to be able 10
travel with the chief of staff to Balad in Iraq.
We visited the hospital there, and one of the
many individuals I talked to was an Army licu-
tenant colonel—a tall, thin, lean, and gaunt
man with dark circles under his eves. He was
very tired! He was a battalion commander who
had been in the country for 11 months and
was visiting one of his wounded troops. After
chatting for a few minutes, | backed away from
him to the other side of the tent, and people
began to flow between us. As [ stood there
watching him, | said to myself, “You know,
Lorenz, you've been a commander several
times in the last 35 years. I just hope you are a
good-enough leader to lead someone like
that.” You see, you must never, ever stop trying
to be the best leader you can be. J

While modern equipment, technology and capability are essential to
success, your Airmen are the bedrock of America’s ability to succeed in
an era of challenge and uncertainty.

—2007 U.S. Air Force Posture Statement
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Ricochets and Replies and Presenting the
Latest Chronicles Online Journal Articles

IR AND SPACE Power Journal (ASP[),

the professional journal of the US

Air Force, encourages worldwide de-

bate about military topics by pub-

lishing articles that critique current methods
and propose new ideas. Because feedback
from readers is central to sustaining this de-
bate, the ASP/ staft facilitates such commen-
tary via “e-mail the editor” links throughout
the ASP/ Web site. We receive numerous "Rico-
chets and Replies™ from readers responding
to articles. Authors, fellow Journalreaders, and
staff members are all interested in audience
reactions to published articles, so we forward
Ricochets and Replies to authors for their re-
action and publish selected ones in each quar-
terly issue. Because a given article may appear
in multiple ASPflanguage editions, we might
receive Ricochets and Replies in any of those
languages; we translate that correspondence
to bring about international discussion of ar-
ticles that strike a responsive chord among our
audience. Few other journals reach readers in
six languages to stimulate the free exchange of
ideas among the world’s militarv professionals.
ASP/ publishes comments in different for-
mats, depending on their length and the writ-
er’s preferences. Briet remarks may appear in
the Ricochets and Replies section it commen-
tators give the fournal permission to publish
them. ASP/ may coordinate with readers to
publish longer responses as separate "Merge”
articles that “succinctly present opposing view-
points about controversial topics.™ A series of
Ricochet and Reply or Merge articles can con-
tinue for several ASP[ quarterly issues. A few

commentators prefer to keep their responses
private, and we respect that choice. Ultimately,
some articles spur readers to write entrely
new articles, perpetuating the cycle of protes-
sional debate that ASP] encourages. If you
have a comment about any ASP/article. please
send it 1o us at aspj@maxwell.af.mil.

All ASP/ editions promote professional dia-
logue among Airmen worldwide so that we
can harness the best ideas about air, space,
and cyberspace power. Chronicles Online Journal
(COJ) complements the printed editions of
ASP[but appears only in electronic form. Not
subject to any fixed publication schedule or
constraints regarding article length, COJ can
publish timely articles anvtime about a broad
range of military topics.

Articles appearing in COJare frequently re-
published elsewhere. The various ASP[ lan-
guage editions routinely translate and print
them. Book editors from around the world se-
lect them as book chapters, and college pro-
fessors use them in the classroom. We are
pleased to present the following recent COJ
articles (available at htip://www.airpower
.maxwell.af.mil/airchronicles/ cc.html):

* Dr. Stephen R. Schwalbe, "The World’s
Fireman and Its Lily Pads: The Case of
K2" (hup://www.airpower. maxwell.af.mil/
airchronicles/cc/schwalbeb.hunl)

e Richard L. DiNardo. “From Bucharest to
the Baltic: German Air Operations on the
Eastern Front, 1916-1917" (hup://www
.airpowcr.nmxwell.uf.mil/airchronicles

cc/dinardo.html)

*Lt Col Paul D. Berg. “Introducing 'the Merge' and the Latest Clivonieles Online Journal Aticles.” Air and Space Power Journal 20, 1o, |
(Spring 2006): 10, hup:/ /www.airpower.maxwell.af.mil/airchronicles apj/apj06/ sprt  sprot. pdf.
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The ASPJ staff seeks insightful articles and
book reviews from anvwhere in the world. We
offer both hard-copv and clectronic-publicaton
opportunities in Arabic. Chinese. English.
French. Portuguese. and Spanish. To submit
an artcle in anv of these languages, please re-
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fer to the submission guidelines ar hup://
www.airpower.maxwell.af.mil/airchronicles/
howtol.hunl. To write a book review, please
see the guidelines at http://www.airpower
.maxwell.af.mil “airchronicles/bookrev/
bkrevguide.hunl. 3

PI/
\l Ricochets and Replies

'Q.F

We encourage you to send your comments to us. preferably via e-mail at aspj@maxwell.af.mil. You may also
send letters to the Editor, Air and Space Power Journal, 401 Chennault Circle, Maxwell AFB AL 36112-
600H. We reserve the night to edit the matenal for overall length.

CHINESE SERVICEMEN'S VIEWS OF
USAF AIRMEN AND EDUCATION

I read Sr Col Wang Qigui’s section of the aru-
cle "Chinese Servicemen's Views of USAF Air-
men and Education™ {Winter 2007; with great
Interest to gain a perspective of what a com-
munist political commissar thought about the
American military svstem that operates with-
out “political units or political otficers™ (p.
53). Colonel Wang essentially equated service
chaplains, symbols of America. unit identifica-
tion. military museums, and mottos with Chi-
na’s “political education” (p. 33). However,
readers should be aware that in communist
military torces. politcal education is closer to
propaganda. with which personnel must dem-
onstrate familiarity in order to advance., and
that political officers do much more than
teach propaganda. Even today, communist
political officers review and approve opera-
tonal military orders atall levels of command.
Note that Colonel Wang did not v 1o make
this comparison with the American milizay.

Col Steve Schwatbe, USAF, Retired
{&=ney, Washington

“Chmese Servicemen's Views of USAF Airmen
and Education™ contains three good articles.
The authors prety much “got i.” 1 wonder,
lhungh what these ofticers’ reports o their

People’s Liberanon Army Air Force superiors
looked hike and to what extent their internal
reporis were atfected by politics. Nevertheless,

| 1 enjoved the articles and would like to see

more of the same from other foreign visitors.

Maj Michael Markovitch, USAF, Retired
Mounterry. California

NASH IN NAJAF

I read with great interest Dr. Hank Brighuman's
article "Nash in Najat: Game Theorv and lis
Applicability 1o the Iraqi Contlict™ (Fall 2007).
As the author admits, though. by concentrat-
ing on the potential for Pareto improvement
between indigenous security forces and do-
mestic insurgents, his analvsis vastly oversim-
plifies the internal dynamics of the Iraqi do-
mestic sitwation. An alternative game-theory
scenario that he ignores is the potential for
Parcto improvement between the Kurdish,
Sunni, and Shi'a blocks that could result in
greater cooperation between those interests
and, therelore, improved stability, Using his
same line of reasoning, one sees that the lon-
ger the multinational coalition maintains a
seeurity enviromment in lraq, the more likely
these three interest groups will communicate
and cooperate, shifting from Pareto optimal
(highest pavoll for cach group) 1o Pareto im-
proved strategies resulting in Nash equilib-
rium. Game theory wonld seem to support a
wide range of outcomes, depending on the
analyst's perspective and  baseline assump-
tons. Publicdiplomacy initiatives can be a
valuable tool in the ongoing effort 1o hoosl
the odds in favor of greater regional stability
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and a Pareto improved outcome more in line
with our national interests.

Lt Col Peter W. Farney, USAF
Fort Meade, Maryland

THE HYPHENATED AIRMAN

In response to Lt Col Robert Poynor's article
“The ‘Hyphenated Airman’: Some Observa-
tions on Service Culture”™ (Fall 2007), [ would
say that the Air Force seems to be undergoing
the same identity crisis found in some monopo-
listic corporate megabrands. These companies
enjoy the resources brought by their massive
success, which allow them to foray into new
territories, but because they lack a significant
opponent, these forays become increasingly
unrelated to their original core identity. When
a viable opponent arises, they find themselves
bloated and lethargic, unable to compete
against a more focused entity with clearer di-
rection and purpose. Often, to save the com-
pany. good chief executive othicers (CEO) must
sell off parts of the company that cannot be
brought directly into support of its main focus.
They concentrate on “branding,” maintaining
a clear image that their customers can associ-
ate with a specific task or purpose. Striving
against this new opponent can galvanize the
once disparate elements of the team and bring
them together under a unified direction.
These same principles apply to government
organizations. In fact, such organizations are
much more susceptible to this bloating and
lethargy because they so seldom face any real
competition. The Air Force has enjoyed so
many years of air superiority that it no longer
pursues real airpower with the sense of pur-
pose that it did 20 years ago. Having achieved
its main goal. it does not feel the need to press
onward, so it presses sideways. Future opera-
tions planners explore supporting systems,
such as various technologies, as though they
were ends in themselves. Being part of a sup-
porting system that is treated as an end in it-
self is an especially ambiguous role for Airmen
to fill and, I think, is the root cause of the tribal-
ism and struggle for identity that Colonel
Povnor discusses. It is only natural then, that
the commander, Air Force forces struggles to
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maintain control of these separate entities un-
der the joint force commander. Similarly, it
should surprise no one that Airmen in sup-
porting systems claim that members of the
warrior class don’t understand them.

This problem might be best solved using
the same technique that CEOs use in the pri-
vate sector. The Air Force must recognize that
it is no longer a single force. It is a conglomer-
ate: an amalgam of forces operating under a
single administration to exploit the advantages
of centralized logistical and financial support.
In order for the Air Force to regain its unity of
command. there must be some negative con-
sequence for pursuing research and opera-
tions that do not directly support a central
mission, and that mission, as Colonel Poynor
points out, cannot be defined by the existence
of these disparate entities. If the various teams
that make up the Air Force cannot be brought
together in support of one central theme,
then everyone involved would be better off if
the tangential teams were severed.

CPT Morgan Knighton, USA
Fort Lewis, Washington

REVISITING LEADERSHIP IN
THE ARMED FORCES

Thanks for publishing Air Commodore Aslam
Bazmi’s worthy treatise “Revisiting Leadership
in the Armed Forces” (Fall 2007). It's one of
the best articles I've ever read! The air com-
modore captures in a few lines all the leader-
ship lectures and books we have absorbed over
the years. It should be required reading in all
professional military education programs. Ex-
cellent work!

CMSgt James A. Morrow. USAF. Retired
Beavercreek, Ohio

I just finished Air Commodore Bazmi's fine
article. As I read it. I kept thinking to myself
how much it reminded me of an Air Force of-
ficer I know who personifies many of the at-
tributes that Air Commodore Bazmi describes.
Thank you for encouraging good leaders with
such candid, principled. and smart information.

Kathryn A. Drake
Papillion, Nebraska



A RESCUE FORCE FOR THE WORLD:
AN AUTHOR REPLIES

After reading Lt Col John Taylor's comment
(Ricochets and Replies, Winter 2007) about
our article A Rescue Force for the World:
Adapting Airpower to the Realities of the
Long War” (Fall 2007), I agree that there is
no doubt that all combat search and rescue
(CSAR) weapon svstems are under significant
and sustained operations-tempo pressure. That
being said, our article does not make an all-or-
nothing proposition—we can wade in if we're
not ready to dive in. For example, rescue can
begin doing the following things todav:

¢ Stop talking about engagement events that
CSAR has supported as one-time opera-
tions that were brief diversions from the
“real job.” Connect the dots for people
up and down the chain of command to
draw a compelling picture of the strategic
significance of those engagement events.

¢ Begin learning about the organizations
and processes that are relevant to the op-
erating concept that our article describes.
There is much to learn about joint task
force organization, combatant commander
(COCOM; suffs, interagency coordina-
ton, and nongovernmental organizations.

® Arrange to put the right people onto
COCOM and joint staffs. Doing so will
benefit CSAR’s traditional role as well as
the one described in the article. Writing
CSAR's capabilities into theater security
cooperation plans will be a good use of
time as the Air Force waits for CSAR’s
taskings to abate somewhat.

* Begin defining the professional-development
career path that rescue’s special breed of
“long warriors” must walk. For example,
does vour wing have a foreign-language
program: Do you plan to conduct any
Lightning Bolt exercises this year? If so,
why not do them somewhere in the US
Southern Command area of responsibility
instead of the Avon Park range in Flornida?
Are irregular-warfare doctrine and re-
ports from West Point’s Combating Ter-
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rorism Center on your professional read-
ing listz From a pure CSAR point of view,
those things may not appear directy rele-
vant to your daily work, but now they are.

* Let special operations forces (SOF) be
SOF. Spend what little extra training time
you have doing what you do best, not try-
ing to become something that you are
not. We must still address the growing
feeling that the CSAR community has
forgotten its basic purpose—that it has
“lost its soul.” OQur mission is noble, chal-
lenging, and chock-full of strategic rele-
vance, so go after it.

Getting from a concept to an actionable
plan will take time and effort. Most of all,
though, it will take commiument to the basic
notion that neither the Air Force nor rescue
need be irrelevant in the ideological struggle
that defines the global war on terror. If units
are too busy right now to join that struggle,
then take advantage of opportunities to be
ready when the time is right.

We must realize that without a validated
concept, one cannot define a requirement.
Our article informally introduced the concept
and set the stage for more detiled thinking
about capabilities, implementation, and re-
quirements.

Lt Col Marc C. DiPaolo, USAFR
Fort Belvoir, Vogina

A RESCUE FORCE FOR THE WORLD

Not to denigrate the article “A Rescue Force
for the World: Adapting Airpower to the Re-
alities of the Long War” by Lt Col Marc DiPaolo
and others (Fall 2007), but is the Air Force try-
ing to reinvent the wheel? Anyone who visits
the Air Force archives and reads the mission
reports for the HH-43 Huskie helicopter that
the Air Rescue Service (later the Aerospace
Rescue and Recovery Service [ARRS]) flew from
1959 10 1975 would find that those units ful-
filled most of the missions that Colonel DiPaolo
and his coauthors discuss in their article.

A good example is a description of the
civic-action program conducted from January
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to March 1969 by Detachment 3, 38th ARRS,
3rd Aerospace Rescue and Recovery Group,
based at Ubon Roval Thai AFB, Thailand. Ac-
cording to the History of the 38th Rescue and Re-
covery Squadron, 1 Jan 1969-31 Mar 1969. pre-
pared by Maj James L.. Wissert, Detachment 3
flew nine civic-action medical airlifts that
quarter in support of Operation Medic-Lift.
Working in conjunction with the base civil-
action officer, Detachment 3 airlifted medical
teams and Thai public-health  officials to
nearby villages where doctors and nurses saw
approximately 200 to 300 patients and where
dentists extracted an average of 50 teeth per
visit. The Thai people were very interested in
the HH-43 that went by the call sign Pedro.
Immediately after the helos landed, Pedro air-
crews would pass out photos of the HH-43 1o
the excited and curious children who sur-
rounded them.

Not only did the venerable Huskie perform
combat search and rescue (CSAR) missions in
enemy territory without an in-flight refueling
capability and either with or without protective
rescue combat air patrols, but also its crews
wrote the original procedures for CSAR. Dur-
ing the Vietnam War, the HH-43 completed
more combat rescues—I1 ,893—than either the
HH-3 or HH-533 helicopters. Atone time, there
were 100 HH-43 detachments worldwide, with
aircraft based in the United States, Canada,
Greenland, Europe, Turkey. Libva, the Azores,
Ethiopia. New Guinea (on a tempomrv-(lutv
basis), Japan. Okinawa, Korea, the Philip-
pines, Guam, Thailand. and Vietnam.

Prior to deploving to Southeast Asia, in the
two-vear period beginning 31 January 1962,
HH-43 crews saved 262 military and civilian
lives and assisted 1,473 other persons. Many of
these people were rescued from precarious
situations and would undoubtedly have died
without the help of the HH-43. In addition,
Huskies scrambled 12,613 times to assist air-
craft in trouble. Local base-rescue detachments
worldwide helped rescue foreign nationals
and participated in civic-action programs,
medical evacuations, and, in the United States,
the Military Assistance to Safety in Traffic pro-
gram. During its 16 years of operational ser-
vice, the HH-43 Huskie rescued more people
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than all other types of helicopters, a record
that still stands.

MSgt Stephen Mock, USAF, Retired
Libly, Montana

DEFINING INFORMATION
OPERATIONS FORCES

In their article "Defining Information Opera-
tions Forces: What Do We Need?” (Summer
2007), Maj Timothy Franz and his coauthors
correctly identify the Air Force’s lack of an in-
formation operations (10) career field as a fac-
tor that imits “the potency and maturity” of both
network warfare and influence-operations
forces (pp. 57, 58, 60). Indeed. at the 1O com-
manders’ conference hosted by Air Combat
Command in April 2007, one commander af-
ter another identified an “inability to retain
expertise and advance careers” as a problem
that severely limits the Air Force’s 10 capability.
However, establishing a career field is only
one of the numerous challenges facing the
Air Force'’s emerging 10 capability.

The Air Force must also mgmne intelli-
gently to integrate full-sspectrum air, space.
and cvberspace options into a combatant
commander’s campaign. Momentum contin-
ues to build behind Air Force Cyber Com-
mand: however, the vehicle by which our joint
force air component commanders command
and control all aspects of airpower is the num-
bered air forces’ air and space operations cen-
ters (AOC). In order for the Air Force to be-
come a true air, space, and cyberspace force,
Cyvber Command’s development must be ac-
companted by a concurrent effort to prepare
our AOCs to command and control cvberpower.

Additionally, the Air Force must systemati-
cally train its entire force, not just 1O or cvber-
warriors, on [0, Only a tull-court press, in-
cluding flag and theater exercises. Air Force
Weapons School, Air Force specialty code—
awarding courses. and courses taught in all
developmental-education programs, will suc-
cessfully infuse 10 into the Air Force's culture.

Finally, the launching of Cyber Command
must not exclude the continued maturation ol
the Air Force's influence-operations capabili-
ties such as psvchological operations (PSYOP),



military decepton (MILDEC). operations secu-
rity, counterintelligence, public affairs opera-
tions. and counterpropaganda. An inclination
towards technology may predispose our corpo-
rate culture to focus on dominating the cyber-
domain, but. ultimatelv. all wartare—especially
the current ideological suuggle—is won in the
cognitive battlespace.

Although IO is an emerging endeavor, we
can build upon experienced resources. Both
the Joint Informaton Operations Warfare
Command and the Air Force IO Center have
conducted a variety of research projects and
have collected numerous lessons learned. The
Army’s Ist IO Command has quickly become
a center of excellence, and the electronic war-
fare. space. MILDEC, and PSYOP communi-
tes are alreadv well established.

Information is a fundamental aspect of na-
tional power. and 10 is crucial throughout the
spectrum of conflict. Our Air Force faces
critical choices about organizing, training.
and emploving 10. These choices will deter-
mine whether we trulv intend to be an Air,
Space, and Cyberspace torce.

Maj Brian J. Tvler, USAF
Ramstein AB, Germany

One need only read “Defining Information
Operations Forces: What Do We Need:" 10
come to the rapid conclusion that these capa-
bilities of information operations (10) are
cats and dogs living together. Let's get the
doctrine right by taking the following steps.
First. divide all operations into “objective”
and “subjective” categories. Objective opera-
tions are those conducted primarily in the
physical domains of air. space, and cvberspace
to create physical effects. Subjective opera-
uons, which target the cognitve domain to
influence perceptions and decision making,
include strategic communication, psvchological
operations, and military deception. Second,
eliminate the tictiious “information domain”™
and create a doctrinal category of cvberspace
operatuons. Third, recognize that 10 is neither
Kinetic nor nonkinetic but the synthesis of op-
erations designed o intluence an adversary's
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decision making. If we take these steps, we

won't have the unpalatable task of trving o

create an “10 career force” but can create a

career force that understands 10 intuitively at
all levels of war.

Maj Geoffrey Weiss, USAF

US Marine Corps University, Quantico, Virginia

THE AIR FORCE’S MISSING DOCTRINE

In his interesting and enjoyable article "The
Air Force's Missing Doctrine: How the US Air
Force Ignores Counterinsurgency” (Spring
2006), Maj Kenneth Beebe seeks 1o explain
the need o draft a suitable counterinsurgency
(COIN) doctrine to guide the US Air Force to
victory in future battles. In doing so, he high-
lights the limitations of the previously avail-
able doctrine on that topic and, based on les-
sons learned in previous conflicts, proposes a
doctrine that is essential to COIN warfare.

In my opinion, this article points out a ma-
jor problem that the Air Force has faced for
many vears: on this subject, Dennis Drew’s ar-
ticle "U.S. Airpower Theory and the Insurgent
Challenge: A Short Journey to Confusion™ in
the Journal of Military History (October 1998)
constitutes an indispensable reference. I also
congratulate the US Air Force for the publica-
ton of Air Force Doctrine Document 2-3, Ir-
regular Warfare, on 1 August 2007, Major Bee-
be's article needed to be published so that Air
and Space Power Journal readers would be fully
informed about the critiques, discussions, and
analyses that preceded this important new Air
Force doctrine document.

As far as Major Beebe's article is concerned,
it is worth emphasizing that it covers the sub-
ject quite well, clearly poses the problem, and
offers a title consistent with the contents.

Dr. Wautabouna Ouattara
Abidjan, Toory Coast

Ldutor's Note: 1), Ouattara read the French version
of the article, avadable at hitp://www.aivhower
cmaxwell,af.mil/apyinternational/apj-f/2007/
hav)7/heehe himl. Major Beebe has been Promoted to
liewdenant colonel since lus article fust apipeared.
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Doctrine and Technology

EN CURTIS LEMAY once stated, “At
the very heart of warfare lies doctrine.
It represents the central beliefs for wag-
ing war in order to achieve victory. Doc-
trine is of the mind, a network of faith and knowl-
edge reinforced by experience which lays the
pattern for the udlization of men, equipment, and
tactics. It is the building material for strategy. It is
fundamental to sound judgment.”" Airmen might
agree with General LeMay in principle, yet doc-
trine and technology coexist uneasily in today’s Air
Force. Airmen'’s eyes are apt to glaze over at the
mere mention of the word doctrine, yet technology
conjures up exciting visions of sophisticated equip-
ment. Perhaps Airmen view doctrine as being akin
to broccoli—healthy but boring. Referring to doc-
trine, some Air Force doctrine manuals declare
that "Airmen should read it, discuss it, and practice
it,” yet persuading Airmen to read the dozens of Air
Force docurine manuals published over the past de-
cade poses a challenge.- If Airmen are not internal-
izing the latest doctrine, then we have a problem.
Doctrine deserves respect because it has been
intertwined with technology for millennia and ex-
plains how to use technological tools to achieve
military purposes. Skillfully integrating doctrine
and technology can lead to victory, but technology
without doctrine to guide its use has little military
significance. Perhaps the most technologically ori-
ented militarv service, the Air Force aggressively
promotes technological development and seeks
ways to translate it into improved operational capa-
bility. That process also functions in reverse when
doctrinal requirements to perform a militarv activity
spur efforts to develop the requisite technologies.
Unfortunately, the Air Force can only partially con-
trol its technological destiny because the service
generates only a fraction of the world’s air, space,
and cyberspace advances. We must therefore moni-
tor a wide array of technological innovations, in-
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cluding those that may not at first appear relevant
to our operational domains, and be prepared to
adapt quickly to them. Cyberspace technologies
are evolving at an incredible rate, and the Air Force
is striving to formulate new doctrine for that vital
operational domain, but we also need to realize that
existing technologies exert a powerful influence on
doctrine. Possessing proven technologies such as
those that make possible stealth aircraft and precision-
guided munitions offers a strong incentive to refine
doctrine for their emplovment. We need updated
doctrine for existing technologies, but new tech-
nologies can suddenly render old ones obsolete.
Ideally, doctrine should be both flexible enough to
meet changing operational conditions and vision-
ary enough to justifv developing new technologies.

Doctrine may have a reputation for dullness, but
Airmen still manage to learn about it. The Air Force
is working diligently to distill the latest combat ex-
periences and technological innovations into doc-
trine. Even if Airmen seldom read doctrine manuals.
the wisdom they contain still seeps almost unnoticed
into the tactics manuals and force«development
curricula to which Airmen are constantly exposed.
ensuring that personnel absorb many essential doc-
trinal concepts. As a force-development tool, Air
and Space Power Journal dedicates this issue to ad-
vancing the professional dialogue about how doc-
trine and technology aftect air, space. and cvber
operations. J

Notes

1. Quoted in Air Force Doctrine Document (AFDD) 1,
Air Force Busic Doctrine. 17 Novembet 2003, 1, http://www
.dtic.mil/doctrine /jel /service_pubs /afdd 1. pdt.

2. For examples. see AFDD 2-8, Iregular Warfare, | Auw-
gust 2007, vi, hup:/, www.dtic.mil/doctrine jjel service
;pllbs,-’;lfdd‘z_ﬁ.p(ll': and AFDD 2-3.1, Forign Internal Defense.
15 September 2007, vi, hup:/ /www.dtic.mil ‘doctrine
jel/service_pubs. afdd2_3_1.pdi.
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In air combat. “the merge” occurs when opposing aircraft meel and pass each other: Then they usually “mix it up.”
In a similar spirit. Air and Space Power Journal’s “Mege ™ articles present contending ideas. Readers can draw
their oum conclusions or join the intellectual battlespace. Please send comments to aspj@maxwell.af. mil.

We Are at War with Terrorists,

Not Muslims

LTC MicHaeL R. McGee, USA, ReTIrReD*

FTER READING COL William Dar-

ley’s article “Strategic Imperative:

The Necessity for Values Operations

as Opposed to Information Opera-
tions in Iraq and Afghanistan™ (Spring 2007),
I believe that the author misconstrued the na-
ture of the current conflict by labeling it “strite
berween civil religions.™ In point of fact. the
national security strategv of 2006 explicitly
states that "while the War on Terror is a battle
of ideas. it is not a battle of religions.™

I do concur that we are engaged in a very
different kind of war. However, we must be
careful to state that this war is with terrorists,
not with the Muslim populations of Iraq or Af-
ghanistan.” We are chasing criminals—not
fighting a nation’s army. This distinction is im-
portant because it changes the dvnamic that
exists between the US, Iraqi, and Afghan gov-
ernments (i.e., they can join us in the pursuit
of criminals only if we are not fighting their
countries).

According to Colonel Darley, “Culture . . .
is the battlefield. Therefore, we must logically
and frankly understand the end objective as
the transformation of those cultures and the
values that underpin them in a manner that
makes them compatible with the values un-
derpinning our own culture and political ob-

jectives for being at war.™ | disagree with this
construction. First, the United States’ end ob-
jective is not the transformation of cultures.
Second, we do not intend to make other cul-
tures’ values “compatible with the values under-
pinning our own culture.” The United States
is trying to spread democratic ideas (hence a
“battle of ideas”), but we are not trying to con-
quer anyone; nor are we trving to impose our
“civil religion” on the Muslim world.
Later in his article, Colonel Darley says,

In other words, 1o attain conditions conducive
to democracy, the Iraqi people should shift the
Koran to the same respected cultural niche
within their society that the Judeo-Christian Bible
now occupies in developed Western democratic
societies—a resource for examining the tradi-
tions and wisdom associated with the history of
Islamic moral judgments but entirely excluded
from official legal standing as representing the
authority for enforcement of civil law.?

First, his presumption that the goal is to “at-
tain conditions conducive to democracy” ig-
nores the reality of Islam, in which no separa-
tion of religion and state exists. Next, he
focuses on Iraq and its people as if that coun-
try were somehow the bellwether for Muslim
culture in the wider Middle East—implying
that if Iraqis would only comply by “shift[ing]

- . H [y - - . . . . .
Ihe auhoy, who retired atier 20 vears in the US Army, currently works in the Intelligence, Surveillance, and Reconnaissance

Functional Integration Office of the National Security Space Office.
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the Koran to the same respected cultural
niche.” the rest of the Muslim world would fol-
low. This is wishful thinking at best; more im-
portantly, it is not palatable to Middle Eastern
culture and theretore not helpful for further-
ing US foreign policy. Better to accept the re-
ality ot the Muslim state and work to enrich its
cultural fabric than to try to destroy those
manifestations of that civilization that we find
unacceptable.

From the above, I infer that no route to de-
mocracy passes through the gate of Islam; fur-
ther, there is no acceptable path to a place
where the Muslim community can absorb and
live out unabridged Western ideas (culture or
civilization). The fact that America would like
Muslims to “delink Islamic religion and reli-
gious clergy” does not mean that Muslims feel
they can do so, which does not even address
whether they want to do so."

Some authors (often professors at US col-
leges and universities) write that Islam is com-
patible with Western ideas about democracy.’
However, “prominent Muslim scholars argue
democracy to be incompatible with their reli-
gion. Thex base their conclusion on two foun-
dations: frst, the conviction that Islamic law
regulates . . . every area of life, and second.
that the Muslim society of believers will attain
all its goals only if the believers walk in the
path of God. In addition, some Muslim scholars
further reject anvthing that does not have its
origins in the Qur'an.™

As an illustration, note the following:

Islam is a complete way of life. . . . The preemi-
nent rule which the Islamic state must observe is
stated in the Qur’an. . . . Itis clear that the state’s
obligation of obedience to the Creator is as im-
portant as the obedience of the individual.
Hence, the Islamic state must derive its law from
the Qur'an and Sunnah. This principle excludes
certain choices from the Islamic state’s options for po-
litical and economic systems, such as pure democracy,
unrestricted capitalism, communism, socialism,
etc.” (emphasis aclded)

[fwe are to succeed in Iraq (and the Middle
East), we cannot simply dismiss those elements
of culture and civilization with which we dis-
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agree. Instead, we must acknowledge them,
find means to discuss their application in new
ways, and, finally, help Muslim leaders and
their populations use those new methods to
solve real culwural (social, economic, educa-
tonal, etc.) issues throughout the Middle
East. The United States should concentrate
on helping to transition Muslim culture into
the twenty-first century; killing terrorists is
also necessary but almost incidental.

Michael Rubin notes that, as with all societies,
“until Arab citizens hold their leaders account-
able, in the press, on the Internet, and on the
street, the democracy debate will be moot.”?
Here, Rubin speaks of the broader Middle
East, but the application seems clear: cultures
which lack a venue for open discourse on issues
of concern to the populace that composes it
are innately incapable of sustaining represen-
tative governments (including democratic ones).
As part of the worldwide Islamic culture, Arab
Muslims must decide to act and establish this
environment so that debate can be open and
forthright. This is a tall order for societies ac-
customed to poverty, authoritarian leaders, lack
of personal freedoms, poor economic growth,
lack of advanced education, and underfund-
ing of research in science and technology—all
within a culture permeated by a religion with
an innate belief in its own righteousness.

America cannot “win” a cultural war with
the Muslim world, and we should not let any-
one tell us that this is what we are really doing.
Instead, America must be satisfied (over the
long term) with encouraging academic en-
deavors that leverage Muslim scholarship
where the benefits can propel economic and
political capital that is inextricably linked to
developing formal self-awareness and incen-
tives to join the globalization eftorts of Western
civilization. We should promote all reasonable
means that encourage Muslims to expand
their mental, societal, economic, or religious
endeavors. We need an integrated, holistic
strategy and the requisite plan of execution so
that all appropriate elements of our govern-
ment can participate. J

Woodbridge, Virginia
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Network-Centric Operations

A Need for Adaptation and Efficiency

N AN ARTICLE published in 1998, Vice

Adm Arthur K. Cebrowski and John ].

Garstka argued that “network-centric

warfare and all of its associated revolu-
tions in military affairs grow out of and draw
their power from the fundamental changes in
American society. These changes have been
dominated by the co-evolution of economics,
information technology, and business pro-
cesses and organizations.” At that time, the
authors noted that three themes governed the
path that the military would take to change
the way it conducted operations:

¢ The shift in focus from the platform to the
nerwork

¢ The shift from viewing actors as independent
to viewing them as part of a continuously
adapting ecosystem

* The importance of making strategic choices
to adapt or even survive in such changing eco-
systems.'

The Department of Defense (DOD) has
made tremendous strides along the lines of
the first theme by exploiting networks of high-
technology weapons systems but little progress
on the second theme, including—at the most
basic level—understanding what it means.
The third theme, a clarion call urging the mili-
tarv to change in order to remain competitive,
should cause the national security establish-
ment to reflect on the second theme and de-
cide exactly what it wants to clo about it. Back in
early 1998, Cebrowski and Garstka asked, “How
can the military not change?”” The military’s

CDR PHiLLie G. PatTee, USN, ReTIRED*

biggest obstacle to change lies in its failure to
rethink its rules as an actor among others in a
continuously adapting ecosystem. Currently,
the DOD focuses overwhelmingly on exploit-
ing new technologies for military advantage,
but these gains “are of marginal utility against a
diffuse and elusive insurgency” such as the one
pursued by al-Qaeda.” Only one actor among
many in the national security environment. the
DOD will not realize the promise of dramati-
cally improved national security if it continues
a nearly exclusive emphasis on exploiting new
technologies for their value within the context
of traditional military operations. Ensuring its
continued viability requires a balance between
exploitation and exploration: exploitation in
order to promote efficiency and economy. and
exploration in order to investigate radically
new approaches to national security.

Networking Is Not New

Although the DOD has not precisely defined
network-cenuic warfare, proponents identify “to
network” as a verb, noting that the concept fun-
damentally concerns human behavior and the
way humans behave “in the networked environ-
ment.”™ When referring to the environment,
“network,” as a noun. means an interconnected
group or system, while “to network” denotes the
act of interconnecting. Networking is not novel:
humans have operated in a networked environ-
ment for millennia. The relevant point about
networking involves determining which types of
interconnections to encourage. permit, discour-
age, or restrict, as well as using new technology to

*The author currently instructs in the Department of Joint and Multinational Operations at the US Army Gommand and General Sl
College, Fort Leavenworth, Kansas. He has over 20 years' experience in the submarine service and previoushy served on the faculty at the

US Army War College, Carlisle Barracks, Pennsylvania.
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foster desired networking but restrict the unde-
sirable varietv. Network-centric operations deal
with shaping networks to exploit the emerging
environment to one’s advantage.

Networking for Exploitation

The Office of Force Transformation devel-
oped a construct for network-centric warfare
as the intersection of four warfare domains:
physical, informational. cognitive, and social
(fig. 1). The physical domain includes the
continuum of space and time. In the informa-
tion domain “information is created, manipu-
lated, and shared.” The "mind of the war-
fighter” makes up the cognitive domain, and
in the social domain, "humans interact, ex-
change information, form shared awareness
and understandings, and make collaborative
decisions.™ In this paradigm. the information
and cognitive domains intersect to form
shared awareness. the cognitive and physical
domains intersect to form compressed opera-
tions (planning, organizing, deploving. emplov-
ing, and sustaining), and at the intersection of
the information and phyvsical domains, speed
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and access enable precision force. Although
its proponents state that network-centric war-
fare “exists at the very center where all four
domuains intersect,” they have not ascribed any
importance to the social domain as a piece in
the ecosystem.” Moreover, the model itself fol-
lows a narrowly defined mission for the mili-
tary, based on deterring war and—when deter-
rence fails—fighting and winning the nation’s
wars. One finds evidence for this in the fact
that the domains of conflict intersect to form
the construct for network-centric warfare. The
cognitive domain embodies the mind of the
war fighter. The Office of Force Transtorma-
tion’s emphasis on warfare, conflict, and war
fighter shows that its conception of network-
centric operations represents a strategic choice
to network within a narrowly defined social
domain of military professionals for the con-
duct of strictly military operations.

This type of limited networking to exploita
war-fighting advantage has already produced
an excellent precision force that has repeat-
edly demonstrated a battlefield advantage over
less-networked adversaries.” With today’s tech-
nology, only adversaries beyond sensor reach
feel safe. For example, during Exercise North-

Information-Age
Warfare

Plan, Organize,
Deploy. Employ,
and Sustain Cycle

£ )

Operations

Speed and Access

Figure 1. Information-age warfare—domains of conflict. (From The Implementation of Network-Centric
Warfare [Washington, DC: Department of Defense, Office of Force Transformation. 5 January 2005], 21,
http://www.oﬂ.osd.mil/library/library_fiIes/document_387_NCW_Book-LowRes.pdf.)
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ern Edge 2006, the F-22 Raptor air-superiority
fighter prevailed against 40 simulated enemy
aircraft, achieving an impressive overall Kill ra-
tio of 108 to zero. Moreover, when operating
in a network, the F-22. by using its onboard
sensors to direct other aircraft’s weapons, im-
proved the performance of the older F-18s
and F-15s.% Networking in this manner enables
the best sensors 1o couple with the combined
pavlioad of all aircrafy, eftectively spiraling per-
formance by combining the best attributes of
each plattorm. The DOD has made tremen-
dous strides along the path from platform-
centered operations to network-centric opera-
tions, but this progress has little bearing on
the second of the themes, “the shift from view-
ing actors as independent to viewing them as
part of a continuously adapting ecosystem,”
mentioned above.

No reason exists for limiting the model of
network-centric warfare to contlict since the
physical world. information, cognitive pro-
cesses, and social constructs apply equally well
to other situations. Cebrowski and Garstka
cite the example of Wal-Mart’s shift to point-
of-sale scanners to track weekly store sales. By
providing this information directly to suppli-
ers, Wal-Mart eliminated the platform-centric
purchasing department at each store, thus re-
ducing operating costs and improving control
over its stock.” Sharing information to reduce
its sales cost below the industry average en-
abled Wal-Mart to exploit its already dominant
position in the retail sector.

Nevertheless, adopting similar strategies
for the military, as in the domains-of-conflict
paradigm, creates a culture that needlessly
limits the joint force to network with allies and
others in the DOD to improve the military’s

ability to conduct warfare. In fact, instead of

conceiving new methods of national security.
network-centric warfare's central point simply
entails translating an information advantage
into a competitive advantage for military op-
erations."” Continuing down this road will
likely lead the military to more eftective opera-
tons, but the payoff on investment for im-
proved national security remains uncertain.
The United States armed forces have had no
peer since the breakup of the Soviet Union."
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America has produced the finest military in
the world by following simple rules. To reiter-
ate, the military exists and organizes iself o
deter aggression against the United States and
to fight and win the nation’s wars when deter-
rence fails. If we continue to view the military’s
purpose as deterring and winning wars, will
that guarantee national security in an evolving
security environment?z When Cebrowski and
Garstka argued for network-centric warfare,
they expected to incorporate the ideas and
strategies used successfully by American busi-
nesses. One lesson from industry maintains
that “dominance lies in making strategic
choices appropriate to changing ecosystems”
and. more to the point, that “simply pursuing
operational effectiveness while adhering to an
obsolete strategy is a tormula for failure.”"*

Viewing the World as Complex
Adaptive Systems

The shift from viewing actors as indepen-
dent to viewing them as part of a continuously
adapting ecosystem involves changing the way
one thinks about the world. Everv actor has the
capability to interact in some fashion with its
environment and with other actors. Groups of
actors form populations, which. especially if
the members act in concert, become actors in
their own right. The way actors interact with
the environment, other actors, or populations
in pursuit of specific goals is a strategy. A pat-
tern of interaction is a network. Actors and
populations usually are part of multiple net-
works. Actors, their environment, patterns of
interaction, and strategies compose a system
whose properties emerge from the actions and
interactions of the parts. Since components of
the system change (i.e., new actors are born
while others die; technologies can alter strate-
gies and change the ability of actors to interact:
actors vary their strategies; etc.), the system to
which they belong changes continuously as
well.'"* Sometimes change is slow and small—
sometimes fast and furious.

Negative feedback dominates relatively
stable systems. Adapting systems have a mix ot
positive feedback based on increasing returns



and negative feedback to keep them from de-
generating into chaos.
bounded instabilitv, individual or collabora-
tive creativity can produce new standards or
rule sets. An initial advantage. when magni-
fied by increasing returns, generates a success-
ful paradigm that other actors will mimic and
adopt. Once the standard becomes successtul
and widely adopted. those who deviate from it
incur penalties—hence. negative feedback
again dominates in the system and the standard
becomes locked in." This continues untl new
patterns emerge with new rules for success that
eventually undermine the older system and re-
place it. Kevin Relly, Wired magazine’s executive
director. refers to this process as sustainable
disequilibrium or churn.”

The main elements that produce adaptive
behaviors in these complex systems are the
richness of interactions and variety.'® The at-
tractiveness of the new svstem to others who
will voluniarily support and sustain it gener-
ates increasing returns. Various actors sponta-
neously self-organize around the attractors,
and a new selfsynchronizing system emerges
from the bottom up.'”

Networking for Exploration:
Strategic Networking and
Transformation

Strategic choice in a changlng ecosystem
deals fundamentally with recognizing emerg-
ing patterns, determining the rules or attrac-
tors governing the new order, and posturing
oneself to take advantage of the new system as
it develops. As an example, consider the rise
of Wal-Mart to its position of prominence in
the retail sector. Prior 10 1962, competition
from regional discount chains was squeezing
out Sam Walton’s few variety stores. Obviously
concerned, he “traveled the country to study
this radical. new retailing concept.™ Instead
of determining how he could find more cffi-
ciency in a local market, Walton increased his
network to the national level, looking for
emerging national trends. His interaction with
other retailers and potential customers en-
abled him to recognize an emergent pattern.

In this region of
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Convinced that this new retailing model was
the wave of the future, Walton postured his
business to take advan(age of evolving shop—
ping patterns by openm;, the first Wal-Mart in
Rogers, Arkansas, in 1962."

Convenience paired with value made this
new retailing model attractive to consumers.
Walton thought about his store from the point
of view of the customer, providing a “wide as-
sortment of good quality merchandise; the
lowest possible prices; guaranteed satistaction
with what you buy; friendly, knowledgeable
service; convenient hours; free parking; [and]
a pleasant shopping experience.”™ As an ac-
tor. Walton mimicked the strategy already pio-
neered by other retailers such as Kmart and
Target to tailor the store to attract shoppers by
offering value and convenience.

In addivon to the wav he configured his
stores, Walton used aerial observation to choose
their locations.”! During the 1960s and 1970s,
many Americans bought homes in suburbs. Us-
ing an old airplane for observation, Walton
could see where suburbs were growing and
where populations of customers would be in sev-
eral vears' time, pick out likely traffic routes, and
note the areas neglected by his competitors. By
locating his stores conveniently for emerging
shoppers, he created more frequentinteractions
with potential customers and immediately capi-
talized on developing local markets.

Walton recognized two rising patterns: con-
sumers’ new shopping preferences and cus-
tomer locations / traffic routes. He dismissed
the strategy of simply trving to make the best of
his situation by improving the operating effec-
tiveness of his Walton’s Variety Stores—the
emerging pattern signaled their demise, irre-
spective of their efficiency. Instead. Walton de-
veloped a strategy that created opportunity to
interact with more customers and provide them
with an attractive store by offering convenience
and value. He did this by having a social domain
much larger than that of the local economy and
other varicetystore retailers. The emergent sys-
tem of customers, interactions, and attractors
transformed Sam Walton's business and locked
in Wal-Mart as a retail success.

A second example of revolutionary change
comes from a depression-era truck driver from
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North Carolina named Malcolm McLean. Af-
ter World War 1I. the demand for trade and
cargo continued to increase. The initial solu-
tion to the problem called for building larger
treighters. In 1955 McLean acquired the Pan-
American Steamship Company with the pro-
ceeds gained from the sale of his trucking firm
and began to experiment with ideas to in-
crease the throughput of cargo. His innova-
tion took the form of using containers that
could be unloaded from truck trailers and
loaded onto ships. Despite initially slow prog-
ress. in 1961 the International Standards Com-
mittee established containers measuring 20 x
8 x 8.5 fl. and 40 x 8 x 8.5 f1. as the standard.*
Ships were constructed with rails in their holds
to accommodate the containers. By 1967
McLean’s Sea-Land Corporation had won a
contract with the US government to transport
much of what the Army needed to sustain it-
sell in Vietnam. In addition to shipping from
seaport to seaport, Sea-Land assumed respon-
sibility tor moving freight to inland depots.
The intermodal containers moved easily from
ship to railcar or truck bed and vice versa so that
Sea-Land could "track shipments, retain over-
sight of the containers, and ensure that the
empty boxes were returned for further use.”

At this point, the commercial sector real-
ized the system’s advantages and began to
place orders for ships built to accommodate
containers. Today, oceanborne commerce
amounts to 1.167.9 million metric tons, nearly
double the amount 20 years earlier. Prior to
the container revolution, “a tvpical freighter
could handle only 10,000 tons™ and took up-
wards of two weeks to unload and load cargo.
Today, each 20-foot container can hold up to
20 tons of cargo, and a port such as Long
Beach, California, can handle over 23,000

containers daily—roughly the equivalent of

unloading and loading 45 freighters a day.”
Cargo hauling has locked in around the
container standard with ships, trucks, railcars,
cranes, and port facilities all constructed as a
network to support the seamless movement of
goods. Deviating from the standard will incur
increased time and cost for the shipper.
McLean could have endeavored simply to im-
prove the efficiency of trucking by exploiting
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larger trailers and more fuel-efficient tractors,
but that strategy would not have produced the
exponential growth in trade that he eventu-
ally achieved by creating new standards that
the entire sector adopted.

Networking for exploitation has its place.
Wal-Mart has shifted trom utilizing purchas-
ing departments in its stores to computer net-
works that provide suppliers with real-time
sales data of the products they produce. Sup-
pliers use this data to appropriately gear their
production lines to meet demand.® This kind
of networking makes Wal-Mart more ethicient.
However, networking in a strategic sense to
explore new concepts in a large and diverse
social domain (fig. 2) seeks new combinations
of emerging patterns and rule sets to produce
novel solutions to enduring problems. This
exploratory networking enabled Sam Walton
to take advantage of emerging patterns, ulti-
mately transforming his variety stores into a
completely different type of retailer. This is
why Wal-Mart has become a giant in the retail
sector. Similarly, McLean sought better wavs
to move cargo bevond exploiting what was
available in the trucking industrv. By creating
a network involving shipbuilders, port authori-
ties, governmental departments, and the Inter-
national Standards Committee, McLean trans-
formed the entire shipping industry.

Recommendations

Using networks to interact with diverse
groups to generate a variety of collaborative
ideas that, in turn, will produce new methods
for achieving national security is at least as im-
portant for the DOD as using networks to gain
military advantage. Carl von Clausewitz con-
cluded long ago that war was part of a pattern
of politics. Alfred Thayer Mahan also postu-
lated that economic competitions often led to
military competition. The links among political.
economic, and military systems exist and create
their own more complex system. The DOD will
not see patterns or be in a position to capital-
ize on them il it views itsell as independent;
that department must think of itself as an ac-
tor constituting part of a larger, continuously



Individual
Knowledge

Social-Network

Unknown by an Knowledge

Individual or
His or Her
Network

ation Domain

information-Age
National Security

Potential Vulnerabilities

Social Domain

Cognitive Domain

New Combinations
for
National Security

THE MERGE 29

Information-Age
Warfare

Individual
Capabilities

Social-Network
Capabilities

Physical Dg

Physical World

beyond Either One's

Own Ability or the Ability
of One’s Network to
Control or Influence

Figure 2. Information-age security. (Adapted from The Implementation of Network-Centric Warfare
[Washington, DC: Department of Defense, Office of Force Transformation, 5 January 2005]. 21, http://
www.oft.osd.mil/library/library_files/document_387_NCW_Book_LowRes.pdf.)

adapting ecosystem. Thinking about the world
in this way, as complex adaptive systems, comes
from the modem science of complexity. As the
kev first step toward understanding complex
adaptive systems, the DOD should incorporate
complexity theory into all levels of professional
military education.

The second essential step calls for DOD
personnel to deliberately choose to network
broadly. Familiarity gained in previous profes-
sional education will enable this initiative.
Service members would understand that the
purpose of networking is to define patterns
and rule sets in use by other actors. It is un-
reasonable to expect any individual to master
the broad range of disciplines that actually
make up the international political and eco-
nomic system. That is why policy makers and
planners must have large social networks; what
they cannot know, their network can (see fig.
2). By networking in political, economic, busi-
ness, scientific, religious, and social systems,
DOD policy makers and planners have a stron-
ger chance of recognizing emerging patterns
and appropriately posturing government de-

partments to take advantage of them. Military
leaders should encourage service members to
pursue broad interaction within their neigh-
borhoods and cities and with other govern-
ment agencies as well as the private-business
sector to develop diverse interests, a variety of
expertise, and numerous personal contacts as
a matter of course in career development.
Broad, diverse networks represent a key source
of the variety that leads to true innovation and
breakthrough. The goal of networking this
broadly, as shown in figure 2, involves moving
from network-centric warfare toward net-
worked national security.

Finally, the DOD needs to adopt various
new strategies on a trial basis with the idea of
modifying them to suit emerging circumstances.
The past tendency has involved running long
series of experiments prior to implementing
new doctrines, equipment, or strategies. Real
and potential enemies, however, are already
working to undermine rules and paradigms that
do notsuit them. Terror networks use their knowl-
edge of social networks and information-age
technology to avoid engaging strong Western-
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style militaries in traditional symmetrical war-
tare. Thus, terror networks have already miti-
gated some of the advantages that new systems
such as the F-22 Raptor create. The point is
that prolonged experimentation may simply
perfect a solution to vesterday’s problem and
remain only marginally eftective against the
problems currently emerging. The context
for which a new system or strategy is designed
is neither fixed nor linear—it constantly
changes. While terrorists successfully expand
their networks, US policy makers and plan-
ners remain stagnant; consequently, potential
vulnerabilities develop and grow. The DOD
must not only strenuously investigate techno-
logical solutions to problems but also examine
soctal and political structures to understand
them and find nontechnical ways to manage
and enhance national security.
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Whatever Happened to Strategic

Attack?

Lt Co J. P. HunerRwaDEL, USAF, RETIRED*®

LL OF WAR is about will. Those who

wage war follow Clausewitz’s dictum:

“To impose our will on the enemy is

[war's] object. To secure that object,
we must render the enemy powerless” (em-
phasis in original).! Down through history,
rendering the enemy powerless most often
meant denving him the means to resist by de-
feating his fielded military forces. There are,
however, other ways of rendering an enemy
powerless or otherwise convincing him to ac-
cede to one’s will. Collectively called strategic
attack (SA). thev have a historical pedigree
that long predates the name.

This article examines portions of that pedi-
gree, reveals its length and variety, and won-
ders openly why one finds so little written on
the subject. Always an intuitive part of the
commander’s tool kit, SA nonetheless has not
received much explicit attention in documented
US best practices. Such documentation takes
the official form of joint doctrine, which men-
tions SA onlv seven times.” Joint Publication
(JP) 3-0. Joint Operations, offers this short para-
graph as the only explanation of SA:

The JFC [joint force commander] should con-
sider conducting strategic attacks, when feasible.
A strategic attack is a JF(C-directed offensive ac-
tion against a target—whether military, political,
economic. or other—that is specifically selected
to achieve national or military strategic objec-
tives. These aunacks seek 1o weaken the adver-
sary’s ability or will to engage in conflict or con-
tinue an action and as such, could be part of a
campaign. major operation. or conducted inde-
pendently as directed by the President or [secre-

tarv of defense]. Additionally, these attacks may
achieve strategic objectives without necessarily
having to achieve operational objectives as a
precondition. Suitable targets may include but
are not limited to enemy strategic COGs [cen-
ters of gravity]. All components of a joint force
may have capabilities to conduct strategic attacks.”

This is fine as far as it goes, but it does not
go very far. One finds no mention of historical
best practices or unique aspects of SA that may
entail doctrinal consideration. Furthermore,
joint doctrine does not address how such at-
tacks achieve strategic objectives without achiev-
ing operational objectives as a precondition.
It clearly states that a JFC “should consider”
SA and just as clearly implies that it represents
an effective use of “all components” of a joint
force. Sull. no joint doctrine exists on the sub-
ject, save this one brief mention. In contrast,
one finds entire books on barriers, obstacles,
and mines as well as the use of “intermodal
containers” in the joint-doctrine hierarchy.?
Doubtless, these important subjects warrant
full mention in doctrine, but isn’t a form of
warfare that promises neutralization of enemy
COGs without having 1o fight through enemy
forces also worthy of doctrinal treatment?

In fairness, Air Force doctrine includes an
entire book on SA. (In fact, a new and improved
version hit the streets as of June 2007.)" Per-
haps therein lies part of the reason that joint
doctrine does not contain fuller treatment.
But we will return to the reasons for the dearth
of joint doctrine at the end of this article, after
considering SA itself in greater detail.

*The author » a sentor doctrine analvst in the Jont and Muhtinational Doctrine Directorate at the Air Foree Doctrine Development

and Educauon Center. Maxwell AFB. Alabama.
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What It Is

Joint doctrine’s definition of SA, cited
above—"|FC-directed ottensive action against
a target . . . specifically selected to achieve na-
tional or military strategic objectives"—does not
reveal much. An earlier joint definition de-
scribed SA as “offensive action intended to di-
rectly affect an adversary's centers of gravity.™
The current Air Force pubhcanon on SA de-
fines it as “offensive action specifically selected
to achieve national strategic objectives.”’
These provide little additional illumination.
An older Air Force definition, produced by a
general-otficer-level symposium on the subject
held in 2002, is perhaps the most illuminating
(and certainly most specific): “offensive action
conducted by command authorities aimed at
generating effects that most directly achieve
our national security objectives by atfecting an
adversary's leadership, conflict-sustaining re-
sources, and/or strategy.”™ This puts the sub-
ject in a bit more context. To understand the
matter fully, however, one must examine the
specifics of that definition.

“Offensive Action”

Victory normally reqmres offensive action;
thus, SA is the proactive and aggressive por-
tion of strategic operations, which also include
strategic defense (e.g., Cold War nuclear de-
terrence and the placement of Patriot missiles
in Israel during Operation Desert Storm) and
other strategic operations (e.g., the Berlin air-
lift). all of which “most directly achieve our
national security objectives.”

“Conducted by Command Authorities”

The joint definition gives the option of direct-
ing SA to the JFC. SA is most often conducted
by components of the joint force, particularly
the air and special operations components;
thus, SA operations come under the purview
and approval of those component command-
ers who support the JFC’s intent. Conversely,
SA often assumes such importance and sensi-
tivity to a campaign that it receives approval
directly from national leaders above the JFC,
such as the president, secretary of defense, or
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a combatant commander. In fact, combatant
commanders other than the one who appointed
the JFC (such as the commanders of US Stra-
tegic Command [STRATCOM] or Special Op-
erations Command) may sometimes have au-
thority to conduct SA operations in the JFC’s
area, independent of that commander’s own
plan or intent—one of the reasons that we
need joint doctrinal guidance on SA.

“Aimed at Generating Effects”

Defeating or coercing adversaries requires
effects-based SA. That is, one must design ac-
tions against adversary systems to create spe-
cific desired effects that contribute directly to
achieving military and political objectives, at-
tainment of which delivers a set of end-state
conditions that confers continuing advantage.
Furthermore, one must do so while avoiding
specific undesired effects that will hamper the
creation of such conditions. The conduct of SA
encourages taking an effects-based approach
to military operations.

“Most Directly Achieve Our
National Security Objectives™

The phrase most directly is the key to under-
standing this aspect of SA. Oftentimes, the
accumulation of tactical actions against an
enemy’s fielded military forces also offers an
effective way of achieving national security ob-
jectives; however, it frequently does not repre-
sent the most direct means in terms of level of
effort or of targets selected. Such tactical vic-
torv against fielded forces often comes at a
higher cost with regard to lives, treasure, time.
and opportunities. So SA may prove more ¢/-
ficient as well as more direct. Ironically, histori-
ans such as B. H. Liddell Hart labeled attacks
that bypass enemy forces “the indirect ap-
proach.™ This illustrates how deeply ingrained
the idea of force-on-force war has become in
the military mind-set. In fact. SA is more di-
rect, seeking 1o bypass the operational-level
effects of traditional warfare and directly
achieve strategic aims (see figure).
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Figure. Strategic attack and the levels of war. (From Air Force Doctrine Document [AFDD] 2-1.2, Stra-
tegic Attack, 12 June 2007, 8, https://www.doctrine.af.mil/afdcprivateweb/AFDD _Page_HTML/Doctrine

_Docs/afdd2-1-2.pdf.)

~Leadership™

Every system has some sort of directing func-
tion; every human system has a leader or lead-
ers. In manv cases, attacks that neutralize
these leaders can eliminate enemy resistance,
rendering the enemy powerless. Historically,
as we shall see. this has most often entailed
directlv artacking strategic leaders: moreover.
we now have the abilitv to attack the infra-
structure that supports and connects that
leadership function 1o the rest of the system.
Of course. in today’s context, one must con-
duct attacks on leadership in accordance with
the law of armed conflict. which maintains
that leaders must be legitimate military targets.

“Conflict-Sustaining Resources”

Itis often possible to target an adversary’s means
of conducting or continuing a conflict. The
SUPPOrt necessary to sustain resource-intensive
modern warfare (even primitive war relies on
resources of some sort) provides many lucra-
tive targets, speeds the enemy’s collapse, and
removes options from enemy commanders.

“Strategy™

Sun Tzu said that the best policy in war is to
defeat the enemy’s strategy; this requires that
one hold at risk what the adversary seeks to
obtain or deny him the ability to obtain it. SA
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can often deny an adversary strategic choices,

frequently in conjuncton with the denial of

conflict-sustaining resources. That is, SA may
deny the enemy the means of engaging in
conflict or the pursuit of certain strategic
choices in wavs that do not involve direct de-
struction of his military forces.

Unique Considerations

Many considerations distinguish the conduct
of SA from that of more traditional counter-
force warfare. The selection of targets differs,
of course, as may the means of attacking them.
The sophistication required 1o conduct SA
successtully against modern systems entails a
much greater intelligence-analysis cost than
do operations that simply attrit enemy helded

forces. This necessitates the development of

intelligence-federation partnerships with
national-level agencies and sometimes even
with intelligence services of foreign govern-
ments in order to analyze systems adequately.
Commanders must ensure that such prepara-
tion work happens before crises develop and
contlict ensues. Further, in counterforce op-
erations it may be possible to gauge progress
simplyv by counting numbers of enemy troops
killed or pieces of equipment destroyed, but
assessing the effects of SA demands much
greater sophistication in choosing measures
and indicators. It also calls for more patience
from commanders and national leaders since
progress toward the achievement of objectives
may show tew outward signs until one fulfills
the objectives themselves. Yet, joint doctrine
mentions none of these considerations.

One Thing Strategic Attack Is Not

SA is not synonymous with nuclear or atomic,
as the Cold War's long association of the
word strategic with nuclear used to imply.
Nonetheless, one can use nuclear weapons to
conduct SA, as in the atomic bombing of Ja-
pan in 1945, In the context of SA, strategic re-
ters to the level of effects—not the methods
used to create them. Potentially, one can em-
ploy any weapon system to conduct SA, even
those as simple as the spear and the sword, as
historical examples show.
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Historical Examples

From what source is this information on SA
derived? Is there a record of historical success
that demonstrates best practices? In fact, one
does exist although, of course, attacks we
would consider SA today were not so named
by historians.

One early instance occurred at the Battle of
Issus in November of 333 BC. Alexander the
Great defeated the Persians when he “drove
hard with his cavalry at [Persian] King Darius
himself, wanting not so much to defeat the
Persian army as to win the victory with his own
hands.”"" Alexander drove Darius from the
field and wrested his empire from him. Simi-
larly, Charles Martel’s Frankish infantry at the
Battle of Tours in 732 AD isolated Emir Abd-er
Rahman, the Muslim commander. and “pierced
him through with many spears, so that he
died, then all the [Muslim] host fled before
the enemy,” thus saving Western Europe from
further Muslim advances.!' The storv of David
versus Goliath also comes to mind. In the con-
text of ancient battle, ground forces usually
conducted SA against strategic leaders. Gelt-
ting to the leader, of course, usually involved a
degree of force-on-force engagement, but not
the tactical defeat of the entire enemy force
(as in most other ancient batles). Stll, the
long existence of SA proves its pedigree and
the fact that surface forces can conduct it as
well as any other element of the joint force.
Although force-on-force engagement settled
most battles. SA (when possible) proved at
least an effective adjunct to attrition and an-
nihilation, rendering military operations both
more effective and efficient. Some people might
consider Gen William T. Sherman’s famous
march to the sea and Gen Philip Sheridan’s
pillage of the Shenandoah Valley during the
American Civil War SA campaigns, in that they
sought to deny the Confederacy vital contlict-
sustaining resources while avoiding direct en-
gagement with Confederate forces.

Within what joint doctrine has come to call
“irregular warfare.” SA has also had its place."™
From 1899 to 1902, the United States engaged
in a war to suppress Philippine insurrection
against American rule. Regardless of the pro-



priety of this imperialist venture, bloody and
brutal on both sides, the war's most famous
incident involved the capture of Philippine in-
surrection leader Emilio Aguinaldo by US troops
in 1901. Some question exists regarding the
legality of the ruse used to capture Aguinaldo
according to the rules of war (US troops posed
as prisoners of allied Filipino scouts. dressed
in Filipino Armv—not US—uniforms). None-
theless, the action etfectively ended resistance
throughout most of the Philippines and rep-
resented an effective use of SA bv a ground
force in the context of irregular warfare."*

Special operations torces (SOF) often play
a critical role in SA. In 1943 Norwegian and
British commando teams destroved German
supplies of heaww water and sabotaged the
plants used to produce them in an action
dubbed by the British special operations execu-
tive “the most successful act of sabotage in all
of World War IL."" It also oftered a tremen-
douslv effective example of SA designed to
denv Hitler a strategy option bv preventing
him from creating weapons of mass destruc-
tion (WMD3.

Similarly, the Allied submarine campaign
against Japan in the Pacific theater during
World War Il showed an effective use of SA
against resources: Allied submarines specifi-
cally sought to awveid contact with the Imperial
Japanese Nawv, instead going dirvectly after
commercial shipping. This campaign not only
receives almost as much credit as the atomic
bombing of Japan tor forcing an end to the

war, but also demonstrates the effective use of

SA by a purely naval force. Of course, the
atomic bombing, perhaps the most famous ex-
ample, embodied the purest form of SA: deliv-
ery of two weapons that had direct and nearly
immediate desired strategic consequences.

Airpower and Strategic Attack

After World War I, the aircraft became one
of the most effective svstems for conducting
SA. In 1942 Lt Col Jimmy Doolitle and a small
contingent of B-25 bombers operating off car-
riers in the central Pacitic conducted an al-
most similarly “pure” example of SA. Avoiding
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Japanese air defenses, the raids caused only
insignificant damage to the enemy's capabili-
ties. Though intended primarily o bolster
morale in the United States and demonstrate
that Allied forces could indeed strike Japan,
this action had more far-reaching strategic
consequences. First, it revealed to Japan’s po-
litical leadership the country's vulnerability,
leading to a strategic realignment of its air
torces from China to the home islands, caus-
ing, in essence, virtual attrition of the enemy’s
capability in China. Second, the attack con-
vinced the Japanese general staff 1o pursue
the course of action that led to the Battle of
Midway and decisive defeat of the Imperial
Japanese Nawy. In this case, SA greatly facili-
tated operational-level campaigns  concur-
rently under way and effectively shortened the
war in the Pacific.

During the Combined Bomber Offensive
in Europe in World War 11, Allied air attacks
against German rail and inland waterway sys-
tems struck a fatal blow against the German
economy. Even though the productive capacity
of individual factories increased throughout
most of 1944, the disruption of transportation
nearly immobilized the economy as a whole,
almost stripped Germany of electrical power
(due to the interruption of coal shipments),
and greatly hampered the movement of the
enemy's armies. These efforts might have
ended the war in Europe by themselves had
Germany’s resistance in the field not collapsed
simultaneously. “The attack on transportation
was the decisive blow that completely disorga-
nized the German economy. It reduced war pro-
duction in all categories and made it difficult
to move what was produced 1o the front. The
attack also limited the tactical mobilitv of the
German army.”" In essence. this amounted to
a fatal attack on a conflict-sustaining resource.

The SA portion of Operation Just Cause in
Panama in 1989—aerial gunships destroving
Panamanian dictator Manuel Noriega's Com-
mandancia, for example—disrupted his com-
mand and control capabilities and helped set
the context for his eventual isolation and cap-
ture by US forces. Similarly, the extensive SA
portion of Desert Storm disrupted Saddam
Hussein’s command and control by neutralizing
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many of his regime-control mechanisms, nearly
leading to the downfall of his regime in the
wake of the ground campaign that removed
his troops from Kuwait. In Operation Allied
Force. SA conducted by combined air forces
coerced Serbian dictator Slobodan Milosevic
into withdrawing his forces from Kosovo.

The case of Allied Force is interesting from
the SA perspective tor a couple of reasons. First,
the true SA portion of the campaign began
late, after many weeks of direct aerial attacks
on Serbian fielded forces had failed. Second,
the selection of SA targets was very sophisti-
cated. Coalition strategists chose to selectively
target industries and businesses associated
with Milosevic's Kleptocratic cronies. They
combined physical attacks against these facili-
ties with cyberspace attacks on the cronies
themselves (e.g.. personally addressed faxes
telling them that their businesses were being
bombed). Although we targeted civilian infra-
structure to weaken Serbian public support
tor Milosevic, these nonlethal assaults caused
no lasting damage (e.g., carbon-filament attacks
against electrical facilities that temporarily
took down much civilian power)." Unlike coali-
tion counterforce action. SA did prove effec-
tive in bringing about a desirable end to this
particular campaign.

This success. however, does not point the
wav toward what commentator Ralph Peters
has called “immaculate warfare.”'” Campaigns
in which nondestructive SA “wins the day” will
be the rare exception, not the rule. SA is most
effective in concert with other efforts, includ-
ing countertorce operations. Operation Iraqi
Freedom offers a better template. That cam-
paign began with an unsuccessful but nonethe-
less disruptive attempt to kill Saddam outnight,
and SA continued throughout, disrupting lead-
ership functions, denying conflict-sustaining
resources, and necutralizing suspected Iraqi
WMD sites. We used SA in much the same way
in Desert Storm—or, for that matter, in World
War II. Regardless of the medium from which
it is conducted, SA helps the joint/combined
force seize the initiative, disrupt the adver-
sary's decision cycle and decision calculus,
critically affect the adversary’s strategic COGs,
and otherwise establish the terms of the con-
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flict in the manner and time of our choosing.
[tis a vital part of comprehensive strategy and
operational design.

Our enemies certainly think so: they used
one of the more spectacular examples of SA
against us in the 9/11 attacks on the World
Trade Center and Pentagon, even choosing to
use aircraft as the means of delivery. Whether
their use of SA was successful remains to be
seen, but it certainly did have profound strate-
gic consequences. For example, we use SA to-
dayv in ongoing operations in the global war
on terror to deny our enemies access (o vital
resources such as contlict-sustaining financial
assets and to eliminate the enemy’s legitimate
combatant leadership. such as Abu Musab al-
Zarqawi. The hunt for al-Qaeda and other ter-
rorist leaclers continues daily in the ongoing war
(much of it carried out by elements of the joint
force other than air). With boots on the ground
in places like Iraq and Afghanistan, SA will
once again become the province of all service
and functonal components of the joint force.

Joint Silence

As we have seen, SA remains distinct from
other operations and has a track record of his-
torical best (and worst) practices. It also re-
quires that commanders consider factors suf-
ficiently diftferent from other operations to
warrant doctrinal treatment. So why the rela-
tive silence in joint doctrine?

The answer to that question leaves many
people uncomfortable. The simple explana-
tion is that most opposition to SA in joint doc-
trine comes from the ground services, which
see it as a threat to their perceived status as
the decisive arm of the US military instrument
of power. The fact that jointairpower and SOF
conduct most SA today acts as an irritant since
many members of the ground forces—the US
Army and Marine Corps—consider those
components of the joint force mere support-
ing elements of their decisive arms. Such are-
action is understandable to a degree: armies
fight other armies, and ground-force com-
manders think in terms of defeating enemy
forces. This situation has created a culure



rich in wadition and emotional attachment to
the concept of force-on-force, attritional war-
fare. One finds it difficult not 1o become emo-
tionally affected when considering the sacri-
fice of men (and now women) in uniform who
have given their lives for America’s causes dur-
ing force-on-force engagements. Yet, is it pos-
sible that a prejudice exists against SA in cer-
tain joint circles because of the perception that
it offers airpower and SOF an equal footing in
the quest to be decisiver Advocates for the use
of SA must take care not to overemphasize
such aspects as its apparent air-centricity. All
elements of the joint force can conduct SA. and
all joint commanders must know how best to use
forces to employ it. In todav’s integrated joint/
combined environment. we should think in
terms of defeating the enemy, not just his forces.
Again. all war has to do with will and with com-
pelling the enemy to do ours. SA can be a vital
part of rendering the enemy powerless and
creating conditions of continuing advantage.
Nonetheless, certain elements of the joint
community have resisted SA in proactive and
emotional terms. At one time, a draftt joint
publication existed—JP 3-70, “Joint Strategic
Attack™—and at various times it enjoved the
sponsorship of the Air Force and STRATCOM,
but elements of the joint-doctrine community
fought it tooth and nail. It was cancelled at the
behest of certain doctrine representatives
from other services, who thought that the
passing reference to SA in JP 3-0 constituted
adequate treatment. The publication reemerged
brieflv under STRATCOM, but a joint-doctrine
colloquium in 2005 voted it out of existence
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again. Since then, no one has tried to revive it
or to craft doctrine that would well and truly
represent SA’s unique characteristics to a joint
audience. During the document’s coordina-
tion. doubts arose about the quality of the
drafts submitted (SA can be difficult 1o write
about, especially if practitioners aren’tinvolved),
but opponents maintained that we did not
need it—that adequate coverage in joint doc-
trine already existed. This argument is false
on its face. As mentioned before, we have a
wealth of doctrine on such issues as mine wair-
fare and intermodal containers (no doubt, all
of it valuable) but only a paragraph on SA.
Certainly, a form ot war ighting that (a) com-
manders have used extensively in the past. (b)
involves unique considerations compared to
traditonal force-on-force warfare, and (c)
may involve potentially contentious issues of
command/control and execution warrants
fuller treatment in joint doctrine.

The joint-doctrine community must put
aside any emotional resistance to the concept
of SA and to the fiction that SA entails air-
power “cowboys” trving to go it alone. The
portions of the joint community that endorse
SA must avoid overpromising and put aside
any thoughts that it will vield “immaculate
warfare,” realizing that it represents only one
tool in the commander’s kit. Nonetheless, SA's
pedigree and distinctiveness warrant granting
it a permanent place in the joint-doctrine hi-
erarchy. We need a joint<octrine publication

on strategic attack. J
Maxwell AFB, Alabama
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Editor’s Note: PIREP is aviation shorthand for pilot report. It's a means for one pilot to
pass on current. potentially useful information to other pilots. In the same fashion, we use this
department to let readers know about items of interest.

The Need for Developmental Planning

MR. GReGORY K. JENKINS
Lt CoL CHRISTOPHER A. LETTIERE, USAFR*

N TODAY'S RAPIDLY evolving technology

environment, new war-fighting capabili-

ties often seem to emerge virtually over-

night. Quick reaction capability (QRC)
programs such as the massive ordnance air
burst (MOAB) have generated substantial head-
lines, which would lead one to believe that
only the briefest of planning horizons is nec-
essarv for the development of modern arma-
ment. However QRC programs are generallv
the tip of the iceberg. representing only the
culminating step in a series of development
efforts. As our war-fighting svstems become in-
creasingly complex and interconnected, the
extensive effort required to “birth” a new ca-
pability continues to mandate a deliberate
and systemic developmental-planning process.

Air-Armament
Developmental Planning

Nearly tour decades ago, the Air Develop-
ment and Test Center at Eglin AFB, Florida,
established the Developmental Planning Di-
rectorate (XR). Prior to the founding of this
organization, developmental-planning efforts
within the air-armament acquisition process
were largely ad hoc and disjointed. XR was

chartered with instituting and maintaining a
disciplined process for defining and selecting
new weapon-systems concepts for further de-
velopment to satisfv the Air Force's opera-
tional needs. Much of this process focused on
the preparation of planning documents and
Justification for new armament systems based
upon direct-analysis support to the weapon-
systems development programs. However, the
most challenging aspects involved the "match-
making” process between requirements pull
(such as the need to counter modern threats,
the evolution of societal standards requiring
minimization of collateral damage, and new
concepts of wartare redefining close air sup-
port), technology push (such as advances in
signal-processing technology, availability of the
global positioning system [GPS], and minia-
turization of modern electronic components),
and the inevitable limitations of development
tunding. As the developmental-planning pro-
cess for air-armament systems matured. XR’s
scope of effort increased notably, spawning such
successful major programs as the advanced
medium-range air-to-air missile, combined-
eflects munition. and sensor-fuzed weapon.
Although the years brought about many
changes in the designation of both the
armament-acquisition activity at Eglin and the

L - . 9 - . - - . . .
Colonel Lethiere 18 a seninr indmdual mobibization augmentee at the Air Armament Center, Eglin AFB, Florida, and Mz Tenkins is a

capabihiey architect, abso at the Air Armament Canter
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developmental-planning function therein (fig. bilities (fig. 3). The vision called for striking
1). the basic function of defining and select- | all of the important aim points, using fewer
ing new weapon-systems concepts for further | bombs than asingle bomber could carry, while
development has remained at the core of ar- improving aircraft survivability by avoiding
mament developmental planning. successive attacks on individual aim points

and direct overflight of the target.
As a result of the study, Air Force Systems

A Case Study of Technology Command’s Planning Directorate decided to
Transition into a Major spend its own discretionary funds on the pro-
i posed inertial-guided technology demonstra-
ACC]UISItIOH Program tion (IGTD). This proof-of<concept demon-

stration mated low-cost inertial-guidance kits
with standard bombs and dispensers to create
a system capable of guiding these “"dumb” war-
heads to selected targets. The program com-
menced in December 1986 with dual contract
awards to Boeing and Northrop to build and
demonstrate conversion Kits.

The kits used for this program had only in-
ertial guidance since initial GPS-user equip-
ment sets were far too large and expensive to
employ within munitions. However, the GPS
provided a common reference grid utilized to
transfer navigation-alignment parameters from
the appropnately equipped launch aircraft.
initializing the inertial-guidance system within

One needs some historical perspective to
appreciate the requirement for the often costly
and time-consuming developmental-planning
process, made evident by reviewing the devel-
opment of an armament technology now
taken tor granted—autonomously guided air-
to-ground munitions. In late 1984, Armament
Division XR commissioned a study to demon-
strate the utility of an inertial-aided munition
tor all-weather attack. This study was founded
on the emerging technology opportunities
provided by advances in inertial-navigation
components and the common-reference grid
provided bv the GPS program. Target-based

requirements for airfield-attack missions ap- | munitions. At the commencement of the IGTD
peared well suited for this technology. There- program, GPS technology was so immature that
tore the analysis was based upon attack of a | e had no satellites in orbit, and initial testing
representative Warsaw Pact airfield with more had to take place at Yuma Proving Grounds
than 50 separate targets of interest (fig. 2). using an “inverted” GPS-guided weapon-testing
The operational concept under study en- | range with stationary pseudosatellites positioned
tailed using high-altitude aircraft to deliver on the ground. Later in the IGTD program, a
large pavloads in an accurate manner from | minimal set of satellites became available to
standoff ranges as opposed to dive-bombing support testing. However, the simultaneous
or the use of laser-guided bombs (LLGB), nei- | development of IGTD technology and the
ther of which represented all-weather capa- | GPS satellite constellation often put the two at
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% e Division — P
r b \ i 4 Y~ \
LT ETT T ET U T T T T T T Tl falas ] o)) s )
XR YHX [VXYX| WMYX WMX XR
P 0T T 1 TH 1 I ) Ll [

[
6970 71 72 73 74 75 76 77 78 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 00 01 02 03 04 05 06 07

Figure 1. Organizational designations for air-armament developmental planning
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odds, as demonstrated when controllers of the
GPS satellite constellation modified that con-
stellation at the same time an IGTD flight test
occurred, causing all munitons to miss their
planned targets. However, even this test
helped prove the efficacy of the technology
since the average miss distance of a weapon
precisely matched the magnitude of the GPS-
constellation grid correction!

The IGTD program ended successfully,
proving the feasibility of transferring align-
ment from the host aircraft to the weapon, of
consistently dropping autonomously guided
weapons with the specified accuracy, and of
producing the resultant system at an accept-
able price. However, due to continued reli-
ance on maturer technologies, such as LGBs,
the war fighters declined to establish a need
statement for the new technology.

During Operation Desert Storm, coalition
aircraft used LGBs with great etfectiveness,
but operational limitations made clear the
need for an all-weather air-to-surface munition.
As a result, in 1992 the Joint Requirements
Oversight Council validated the requirement
for such a capability. resulting in the initiation
ot the all-weather precision-guided munition
(AWPGM) program, which moved guidance
technology for autonomous weapons out of
the developmental-planning venue and into
the acquisition mainstream. The AWPGM ef-
fort eventually led to the highly successful
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Joint Direct Attack Munition (JDAM) pro-

gram. Finally, in October 2003, a B-2 bomber
dropped 80 JDAM GBU-38 bombs, demon-
strating the envisioned capability set forth in
the XR utility study 17 years earlier.

The Need for Armament
Developmental Planning

The evolution of the JDAM program from
developmental-planning efforts in the early
1980s to fruition nearly two decades later is
not a unique case of technology transition.
Historical records indicate that the current
generation of autonomous area-denial systems
likely stems from the *Wasp” study conducted
by XR in 1978 as a component of the Wide
Area Anti-Armor Guided Munition program.’
Similarly, one can trace current development
efforts for directed energy (DE) weapons back
to XR’s Battlefield Laser Implications Project.
of 1982 and can trace the Universal Arma-
ment Interface back to the Stores Integration
Program of 1983.7 Despite the clear link be-
tween a robust developmental-planning func-
tion and the later achievements of the greater
acquisition community, emphasis on develop-
mental planning continues to varv cyclically, as
one can see in figure 4. which depicts the varv-
ing manpower levels devoted to this function.
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Figure 4. Manpower for armament developmental planning



The late 1970s and early 1980s saw tremen-
dous emphasis on developmental planning as
a component of the armament-acquisition
process. As a result, a plethora of advanced
weapon technologies emerged in the 1990s,
including the JDAM. Joint Airto-Surface
Standoff Missile, and Wind-Corrected Muni-

tion Dispenser. However, the diversion of

manpower necessarv to execute these highly
successful programs had the etlect of reduc-
ing the developmental-planning staff to a
caretaking cadre in the early 1990s. Conse-
quently, in the early twenwy-first century, the
onlv major new-start armamentacquisition
program has been the Small-Diameter Bomb.

The Future of Air-Armament
Developmental Planning

Continued emphasis on airrarmament de-
velopmental planning is absolutelv necessarv
in order to support the force planned for up-
coming decades. The manner in which the
emergence of DE weapons closely parallels
historical armament-developmental eftorts
exemplifies this need.

As discussed in the previous case study, the
development of autonomously guided weap-
ons continued for vears without instigating a
weapon-acquisition program, largely due to
the lack of a unique link between new capa-
bilities and existing requirements, along with
reliance upon maturer, more familiar tech-
nologies. Only when the experiences of Des-
ert Storm provided a catalyvzing function to
meld technology push with war-fighter pull
was the JDAM program finally born. Analo-
gously, DE concepts have been in development
for decades without fielding a substantial air-
to-ground weapon. We have conducted DE
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development efforts without direct linkage to
current war-tighter requirements and have fo-
cused ongoing weapon-acquisition efforts, de-
signed to meet war-fighter requirements, on
more conventional and familiar technologies.

However, the ongoing experiences of Opera-
tions Enduring Freedom and Iragi Freedom
have highlighted the limitations of traditional
kinetically based armament in urban opera-
tions, emphasizing the need for a class of
weapons with greater precision and less likeli-
hood of causing collateral damage.

War fighters are unlikely to generate new
and unique requirements to specifically lever-
age the capabilities of DE weapons. Rather, we
will evaluate those weapons against other
weapon options to determine the optimal so-
lution for meeling existing requirements such
as hlgh precision, extremely short “time of
tlight.” scalable eftects, and reduced collateral
damage. This will require a signiticant para-
digm shift in order to consider this new class
of weapons within the context of centuries-old
concepts for emploving kinetic weapons. We
will need an integrating functon between sci-
entists and war fighters in order to bridge this
chasm. The requirement for this integrating
function shows the need for armament devel-
opmental planning. J

Notes

Voncille Jones and Barry R. Barlow. History of the Air
Development and Test Center, 1 October 1977-30 September
1978 (Eglin AFB. FL: Air Development and Test Center,
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2. Voncille Jones and Barry R. Barlow, History of the
Armament Division, 1 October 198130 September 1982 (Eghin
AFB, FL: Armament Division, 1982), 1:46, 26. (FOUQ)
Information extracted is not FOUQ).



Excellence in Leadership

Lessons Learned from Top-Performing Units

N 2004 I became the new executive as-
sistant for leadership in the US Air Force
Office of Special Investigations (OSI).
Because of my responsibility for training
OSI personnel assigned to leadership posi-
tions, I had a particular interest in learning
how the command’s award-winning leaders in-
fluenced their personnel to fulfill the mission.
One dav | asked my colleague and coauthor
Dr. Bunamo if a fact-based way existed to iden-
tifv the leadership and management practices
used in the command to foster pertormance
excellence. After mulling over this question,
he recommended an approach consistent
with Air Force doctrine, pointing to two pas-
sages from Air Force Doctrine Document
(AFDD) 1-1. Leadership and Force Development:

Effective leadership transtorms human potential
into etfective performance in the present and
prepares capable leaders for the futare. . ..

The primary task of a military organization is to
perform its mission. The leader’'s primary re-
sponsibility is to motivate and direct people to
carry out the unit’s mission successtully. A leader
must never forget the importance of the personnel
themselves to that mission.'

He suggested that we reverse-engineer per-
formance excellence to identify effective lead-
ership. Dr. Bunamo wanted to harness the
OSI's data-mining capabilities to identifv top-
performing units and validate these selections
with OSI senior leaders. Then he proposed
that we interview unit leaders to learn how
they fostered pertormance excellence, hasten-
ing to add that this was a risky procedure with-
out a guarantee of success. That said, I sought

MR. MARTIN PITT
DRr. MicHAEL BuNaMO*®

and received backing from Brig Gen L. Eric
Patterson, then the commander of the OSI. for
the Excellence in Leadership project. This se-
quence of events led us on a remarkable jour-
ney that has provided some amazing results.”

Background

To idenufy excellent units, we used some
high-tech wizardry. We defined an excellent
detachment as one that demonstrated the fol-
lowing:

* High productvity, as measured by the unit’s
ability to provide more output per hour
than its peers. In the OSI, output includes
investigations, intelligence-information
reports, counterintelligence briefings, and
specialized investigative services.

e Mission versatlity, as demonstrated bv
above-average performance in a variety of
mission areas, especially under challeng-
ing circumstances such as deplovments.

e Efficiency, as measured by a unit’s ability
to complete mission-related tasks on a
timely basis against established metrics.
In the OSI, efficiency metrics track the
timely completion of felony investigations
and the rapid dissemination of threat in-
formation.

e Results orientation or the unit’s mission
effectiveness, as measured by the results
of its efforts. such as the percentage ot
convictions in criminal investigations, the
number of recoveries in traud cases, or

Mr. Pitt, of the Air Force Oflice of Special Investigations (OSD. Andrews AFB, Marvland, 1s adviser to the command on leadenhip
development. and Dr. Bunamo. now retired. served as a command contract analyst with the OS1
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the responsiveness of counterintelligence
collections to the Deparunent of Defense’s
highest-priority collection requirements.”

We used data-mining software and statistical
algorithms to examine performance data on
150 OSI field detachments around the world
during 2001-4. We extracted all of the data from
the command's legacy and current information-
management svstems. After examining the in-
dicators, we selected seven units for in-depth
study.*

Capitalizing on the OSI's traditional law-
enforcement skills. we found that structured
interviews helped us identifv effective leader-
ship practices emploved in these units.” In
each interview, we asked the same questions
about leadership practices and management
processes used to foster excellence in perfor-
mance in garrison units during peacetime. We
collected information trom unit commanders
(both militarv on active duty and civilian per-
sonnel), their superintendents or the senior
noncommissioned officer at the location, and
the agents and support personnel who were
members of these units, asking them about what
encouraged performance excellence. We hoped
to determine if these leaders used common
policies and practices to foster excelience.

What Made These
Leaders Different

Durning these sessions. we were struck by how
the interviewees differed from stereotvpical
views of excellent leaders. For example, we
found that having a reputation as the world’s
nicest person did not necessarily reflect excel-
lence. Neither did stern, authoritarian task-
masters necessarily foster that quality.

The participants made up a diverse group.
We intenviewed men and women. active duty
military and civilians. none of whom had a
single behavioral swvle in common. Some were
soft spoken—aothers more forceful.” Leader-
ship experience also varied: some had tour or
more leadership  assignments—others only
0ONe or two.
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Although dissimilar, they possessed similar
leadership skill sets. The interviewees tended
o view leadership as a process rather than a
position. focusing their energy on creating an
environment in which others could succeed.
These individuals also proved effective in
achieving mission objectives while sustaining
productive working relationships in the unit.

They recognized the propriety of serving as
a boss, realizing that forceful leadership does
not have to equate with obnoxiousness. Dur-
ing the interviews, we found that these leaders
telt comfortable with themselves, with com-
mand, and with dealing with individuals both
personally and professionally.” They broughta
different mind-set to their jobs, telling us that
they believed in service before self and dem-
onstrating that belief in three ways: by ensur-
ing that their customers received timely, first-
class products and services: by providing their
units the resources and training required to
get the job done; and by demonstrating com-
passion for employees and their families.”

Best Practices
during Peacetime

Our interviewees took small-unit leadership
seriously, starting when thev learned about
the assignment. They prepared diligently for
their new command by learning about the
unit and its mission, the accompanving chal-
lenges, and the personnel they would lead.”
Once in command, theyv delined roles and re-
sponsibilities for all unit members and ook a
hands-on approach to fulfilling the mission.
Most of them self-inspected key programs, us-
ing the OSI inspector general's checklist, and
spent the time required to bring all programs
into compliance with established standards.'
Thev monitored and measured performance,
holding people accountable for the results of
their efforts. They rewarded and punished as
appropriate, but they did not micromanage.
relving instead on coaching and mentoring to
help unit members succeed and grow.

These leaders had a vision for where they
wanted their teams to go—a vision founded
on the priorities and requirements of key cus-
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tomers but also retlecting internal goals devel-
oped collaboratively.' They realized that vi-
sion by developing detailed plans that guided
execution, expecting evervone to contribute
to the plan to make it a success. They worked
hard to develop a sense of inclusiveness.
These leaders got results by working through
others. They made every effort o build trust
with their personnel by emphasizing a positive
attitude, fairness, and honesty, as well as by
creating a sense of “one team, one fight.” The
teams knew what their superiors expected of
them. Leaders challenged their unit members
and stretched them. Brainstorming tough is-
sues as a team. they encouraged thinking “out-
side the box™ and displayed a willingness to
learn trom their personnel. Exhibiting respect
and appreciation tor all, they created a thor-
oughlv professional workplace. These leaders
provided “top cover.” which enabled team
members to focus on mission-related tasks.
These attributes became particularly evi-
dent as we observed how thev worked with
probationary agents—any OSI agent with less
than one year on the job. The leaders viewed
probationary agents as a gift whose energy
and enthusiasm could propel a unit to excel-
lence. Recognizing that inexperienced agents
made mistakes, they compensated by creating
a learning environment through continuous
coaching, mentoring, and training, explain-
ing to their personnel what to do and then
showing them how to do it. They worked with
different people differently—doing more for
some and less for others. When mistakes oc-
curred, these leaders took corrective action
without belittling the people involved and
then moved on to meet the next challenge. '™
Excellent communicators, they maintained
an open-door policy and “managed by walk-
ing around.”™ They provided honest feedback
and listened.' They were helpful. respectful,
encouraging, and enthusiastic. In this way,

these leaders communicated to members of

the unit that they considered them important
and that they cared about them. In turn, their
subordinates often described them as authen-
tic, down-to-earth, empathetic, honest, and
trustworthy."”
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Decisive and determined, these leaders
worked hard and made up their own minds.
They did the right things. They held them-
selves accountable. No one questioned their
integrity. They had an unwavering commiunent
to achieving excellence—to being the best.

Changes during Wartime

As the pace of deplovment of OSI personnel
in support of operations in Afghanistan and
Iraq increased, internal debate intensified
about whether or not leadership policies and
practices would or should change in wartime.
With the backing of Brig Gen Dana Simmons,
the current OSI commander, we expanded
the scope of the project and interviewed indi-
viduals identified by OSI senior leaders as hav-
ing excelled in a wartime environment.

All of the people we interviewed described
leacding in wartime as the most important as-
signment of their career."" Most of them indi-
cated that key leadership practices which fos-
tered performance excellence in peacetime
carried through to a war zone. OSI combat
leaders told us that they

¢ prepared thoroughly for their assign-
ments;"”

® lcarned their environment well. espe-
cially the requirements of combatant
commanders;

* built well-functioning teams through col-
laboration and open communications;'®

¢ created people-riendly environments:

¢ had avision of where they wanted the unit
to go and vetted it with unit members;

e crafted detailed operational plans to
guide mission execution, ensuring that
all personnel involved in an operation
knew their role and what leaders ex-
pected of them: and

* avoided micromanaging.

They also told us that wartime assignments
diftered in significant ways, citing as an example
the importance of new leaders getting off 1o a



fast start. Having only four or five days to bond
with the unit, new commanders had to show
their commitment to the mission. Thev needed
to invest time with the members of the unit,
work the same hours as evervone else. and share
the same experiences and stresses. Moreover,
unit leaders had to prepare themselves for the
fact that evervthing happens faster in combat.
Our interviewees had written their letter on
command philosophv and expectations in ad-
vance so thev could publish and discuss it with
unit members as soon as thev assumed com-
mand. Thev had also mapped out the essentials
of a plan for leading their unit in the battle-
space but made adjustments after meeting
with their personnel.

A war zone's accelerated pace retlected two
hard facts: unit leaders started ata pronounced
disadvantage by fighting a ruthless and capable
enemy in his "house™ and. in the case of OSI
units, by fighting with team members who had
not worked or trained together. To oftset these
disadvantages. OSI leaders must

* become part of the joint team in-theater:;

¢ hone their knowledge, skills, and trade-
craft to a fine edge;

¢ lead courageously and by example;

® become less tolerant of mistakes:

* confront problems quickly;

® learn to weigh risks against the benefits
of different courses of action;

e work and train continuously to improve
mission execution:

* be prepared to adapt and improvise;

* exercise self-confidence and decisiveness:
and

® remain alert to signs of stress in the unit.

According to the people we interviewed, in
a war zone they had 10 act like commanders
around the clock and let their actions speak
for themselhes because Airmen will follow
what their leaders do—not necessarily what
thev say. Leaders have to direct both them-
selves and unit members through difficult situa-
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tions because there may not he specialists 1o
turn o for assistance. Leaders also must find
ways to relieve stress and tension. Finally, all of
the interviewees acknowledged that leaders
should realize that the wartime experience
would change them, especially upon their re-
turn home.

Conclusion

We found that excellent wartime leaders had
several personal traits in common. They could
focus themselves, would never quit, and re-
sponded creatively to challenge and adversity.
All of them ook extremely seniously their respon-
sibility to bring their colleagues home safely.™

The Excellence in Leadership project pro-
vided a bountiful harvest of lessons learned.
practical leadership suggestions, and helpftul
hints. We have made these results available to
all OSI leaders by uploading the study on the
command’s intranet. The study has now be-
come part of the curriculum of the Leader-
ship Challenge Forum (LCF), a workshop in
unit-level leadership principles provided in
conjunction with professional military educa-
ton. The LCF is designed for newly assigned
active duty and Reserve commanders, special
agents-in-charge, and superintendents—espe-
ciallv those taking their first leadership assign-
ment. Staff lectures and presentations by senior
OSI leaders emphasize essential leadership
and management skills required for the opera-
tion of an OS] unit. while practical exercises
prepare students for their new roles.

During the LCF, we demonstrated a direct
link between unit leadership and mission ef-
fectiveness. Although all Air Force managers
share the same goal of successfully accom-
plishing the mission, only individuals with an
unwavering commitment to leadership bring
out the best in unit personnel. The results of
the Excellence in Leadership study indicate
that those who set high standards, as well as
motivate and inspire Airmen, can foster per-
formance excellence consistently. These em-
pirical findings underscore and reinforce the
very same points from AFDD I-1 that we dis-
cussed in this article’s introduction. 3
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N 11 SEPTEMBER 2001 (9/11), a
small group of terrorists brought
the most powerful nation on the
earth to its knees and paralyzed
much of the world. The US economy plunged
into recession, the airline industry collapsed.
and “soccer moms” rushed out to buy gas
masks. The essence of this quintessential,
asvmmetric assault was not the use of aircraft
as weapons or the horritic but nonetheless
militarily insignihicant results. Indeed, this was
information warfare of the highest order.
Years of planning, analysis of enemy psvchol-
ogy, assessment of physical vulnerabilities,
training, operational security, and brutally ef-
ficient execution characterized this psycho-
logical operation. The terrorists did not seek
to seize territory or defeat the US military;
rather, thev intended that 9/11 send messages
to multiple audiences: to sympathizers (“We are
powertul, join us™): to the United States (*We
can hurt vou; remove vour troops from our soil
and change vour policies”); and to the world
("Interfere with our agenda at your own peril.
tor vou will be next”™). As in ages past, informa-
tion operations (10) use messages as weapons,
and the enemy currently has the advantage.'
Using weapons is fundamental to the mili-
tarv. Even before 9/11, the US military had
begun the process of understanding and har-
nessing the products of the information revo-
lution taking place throughout the world—a
revolution fueled primarily by the advent of
the microcomputer and improvements in
data-transmission technologies. Whereas in
the past, military forces sought to control lines
of communication on the physical battle-
tield—highways, sea-lanes, airfields, and rail-
roads—at present, information itself is the
lifeblood of technologically based forces, and
its lines of communication often flow through
a domain known as cyberspace.” But not all
aspects of 10 are technically based; neither
are thev new to warfare. The martial use of
psychological influence has existed since the
first caveman frightened his enemy with a
howl or distracted him with a tossed rock.
Millennia ago, Sun Tzu famously proclaimed
that all warfare is based upon deception.’
However, the recent explosion of information
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technology has piqued our interest in 10. In-
formation has become a valuable resource, a
commodity, and a military necessity. Defense
and exploitation of this resource has com-
pelled military and civilian leaders alike to act
quickly to establish an 10 doctrinal framework.
The US Air Force (USAF), as perhaps the
most technologically centered branch of the
armed services—having itself arisen from the
achievement of controlled, powered flight—
has relied upon the continuous advancement
of scientific and technological innovation to
remain the overwhelmingly etfective fighting
torce it is today. Even so, rapid advances in in-
formation technology and its implications for
warfare have obligated the USAF, like the rest
of the military, to speed efforts to define and
refine its own 1O doctrine—to “weaponize”
information. This has presented a challenge
to doctrine writers as the USAF attempts to es-
tablish an effects-based approach to 10 that is
in concert with air and space power. Clearly
the service must have doctrine that is well de-
fined. expansive enough to accommodate the
swiftness of change. and sufficiently flexible to
assimilate future concepts and (‘dpdl)lll[lt‘\
while still adequately treating timeless, non-
technical principles such as psychological opera-
tions (PSYOP) and military (lecepuml (MILDEC).
Current USAF doctrine, for 10O in particular.
has not met this challenge, partly due to the
fact that a necessary and proper delay occurs
between analysis of theory / lessons learned
and the codification of doctrine—but also be-
cause we have not adequately adapted the cur-
rent structure of the doctrine. Furthermore,
shortcomings exist in the definition of 10—
arising from a mischaracterization of informa-
tion itselt—that have led to difficulty in under-
standing and emploving 1O at all levels of war.
An examination of the vast body of writings
on the subject of 10 reveals near-universal
agreement on two points. First, 10 is an ex-
tremely significant aspect of national security
and, by extension, military operations: we
must use it to our advantage. Second, the
United States cannot seem to get 10 right,
whether in doctrine, wraining. definition, em-
ploviment, leadership, or some combination
of these. The 10 cognoscenti have prescribed



a formidable arrav of procedural remedies or
exhortations to “just do it,” but these have
treated only symptoms—not the root prob-
lem. None have recommended a fundamental
shift in definitions, characterization, and doc-
trinal architecture. Often the solution to an
intractable problem requires a return to first
principles, an examination and reformulation
of basic beliefs, a system “reboot.” To make 10
the weapon it needs to be, the USAF must lead
the wav and establish 10 doctrine built cor-
recty from the ground up.

Basics of Doctrine

Doctrine can arise from theory, lessons
learned. or a study of exercises and experi-
ments. Good doctrine is designed to be under-
standable and useful in the real world, at the
level of warfare for which it is written. Doc-
trine can prove especially critical in areas that
may be least intuitive: 1O, tor example. Air
Force Doctrine Document (AFDD) 1, Air Force
Basic Doctrine, defines air and space doctrine
as “a statement of officiallv sanctioned beliefs,
warfighting principles, and terminology that
describes and guides the proper use of air and
space forces in military operations.™ Because
doctrine influences the way the USAF orga-
nizes, trains, equips, and sustains its forces, it
represents a significant factor not only in the
way the service fights but also in terms of the
requirements, planning, programming, and
budgeting process.

The USAF writes basic, operational, and
tactical doctrine. The principles of basic doc-
trine, which reflect the service's most funda-
mental and enduring beliefs or "elemental
properties.” rarely change. Operational doctrine,
which “describes more detiled organization of
air and space forces and applies the principles
of basic doctrine to military actions,” changes
infrequently as well, but more often than basic
doctrine since we derive insight from new
technologies or lessons learned.” AFDD 2-3, Ir-
regular Warfare, serves as an example. By con-
trast, tactical doctrine entails frequent updates
with routine innovation in tactics. techniques,
and procedures. AFDD 1 plainly and properly
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states that “it must be emphasized that doc-
wine development is never complete.™ Be-
cause its users own Air Force doctrine, each
Airman must know it, look after it, and help
fix it when required. Currently, the USAF pub-
lishes basic and operational doctrine in a se-
ries of documents arranged hierarchically and
organized according to logical functional areas.
This doctrinal structure embodies the archi-
tectural framework within which doctrine
lives, changes, and grows (fig. 1).

The USAF arranges doctrine in a classifica-
tion hierarchy to facilitate its understanding
and use, organizing doctrinal categories from
general to specific in a series grouped accord-
ing to function and similarity. Subcategories,
though stemming from the same parent cate-
gory, reflect fundamental differences that dis-
tinguish them from each other. For example,
AFDD 2-1.1, Counterair Operations, and AFDD
2-1.4.  Countersea Operations—both encom-
passed by AFDD 2-1, Air Warfare—differ in
terms of target type. To maintain clarity, all
doctrine must be logical and adhere to these
basic principles.

In general, this logically arranged USAF
doctrine contains an impressive, time-tested
body of wisdom and practical guidance. USAF
operational doctrine extends from basic doc-
trine and begins with the parent category
(AFDD 2, Operations and Organization). Within
AFDD 2 one finds the fundamental, “domain,”
or core volumes of Air Force operations doc-
trine: AFDD 2-1, Air Warfare; AFDD 2-2, Space
Operations; and AFDD 2-5, Information Opera-
tions. Although USAF “living” doctrine has ex-
panded over the years, no significant change
has occurred in the overall structure of the
doctrine itself—a situation that presents prob-
lems when the USAF atempts to “fit” 10 and
the emerging domain of cyberspace into its
body of doctrine.

Orrigins of Information
Operations Doctrine

If we are to accept air forces as a military
weapon, our fost inclination is to_fl it into
the established theories and practices of war-



AFDD 1
Air Force Basic Doctrine

AFDD 1-1
Leadership and Force Development

AFDD 2
Operations and Organization

AFDD 2-1 AFDD 2-2
Air Warfare Space Operations

AFDD 2-1.1 |_ AFDD 2-2.1
Counterair Operations Counterspace

AFDD 2-1.2 AFDD 2-4
Strategic Attack Combat Support

AFDD 2-1.3 AFDD 2-4.1
Counterland Operations Force Protection

AFDD 2-1.4 AFDD 2-4.2
Countersea Operations Health Services

AFDD 2-1.5 AFDD 2-4.4
Nuclear Operations Base Establishment
and Mission Generation

5 AFDD 2-1.6
Personnel Recovery Operations AFDD 2-4.5
Legal Support

AFDD 2-1.7
[~ | Airspace Control in the Combat Zone

AFDD 2-1.8
Counter-Chemical, Biological,
Radiological, and Nuclear Operations

AFDD 2-1.9
Targeting

AFDD 2-3
Irreqular Warfare

AFDD 2-3.1
Foreign Internal Defense

AFDD 2-5 AFDD 2-6
Information Operations Air Mobility

AFDD 2-5.1
Electronic Warfare Operations

AFDD 2-5.3
Public Affairs Operations

AFDD 2-7 AFDD 2-8
Special Operations Command and Control

AFDD 2-9
Intelligence, Surveillance, AFDD 2-10 _
and Reconnaissance Operations Homeland Operations

|_ AFDD 2-9.1

Weather Operations

Figure 1. Air Force doctrine today. (From “Doctrine Hierarchy,” Air Force Doctrine Center, https://www
.doctrine.af.mil/Main.asp? [accessed 5 December 2007].)



fare. with as little disruption as possible. Cer-
tainly this takes the least mental effort, and is
Ihmﬁ;m most inviting. But such an applica-
tion is not necessarily most efficient.

—Air Corps Tactical School, 1935

This epigraph illustrates how airpower it-
self sutfered trom the general tendency to
force new concepts into old. familiar para-
digms. Substitution of the word information for
air forces vields much the same condition that
exists today with respect to 10. This irony was
not apparent to the USAF as it embarked on
the task of coditving information-warfare les-
sons and principles into doctrine shortly after
the first Gulf War. In 1995 the chief of staff
and secretary of the Air Force released Corner-
stones of Information Warfare. the service’s first
official publication on the subject.” (Since
then. the term information operations has re-
placed information warfare.) Though not doc-
trine, this document influenced all later 10
publications. The USAF first published 10 doc-
trine in 1998 with the release of AFDD 2-5. In
the eves of the doctrine writers. this original
attempt contained a number of conceptual
faults, prompting the appearance of a sub-
stantiallv revised edition in 2005.% Ironically,
the first edition did a better job ot acknowl-
edging the fundamental and universal nature
of 10 but awkwardly applied the docurinal
template of air wartare to 10 principles, giv-
ing rise to such dissonant terminology as “of-
fensive™ and “defensive counter information.™
Regrettably. both efforts have fallen short in
artculating 10 properly, but that is due to under-
lving problems with the characterization of
information itself.

Evidence of the Problem

While the US military has a demonstrated ca-
pacity to dominate a situation with its tech-
nological supremacy and computer software,
i has not yet mastered modern Information
Warfare, where the most important software
exusts—between the ears of the local population,

—Frank G. Hoffman
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Only a few documents trumpet our mastery
of 10, but a myriad proclaim the opposite. Ac-
cording to Lt Col Charles Hardy of the US
Army War College, “most senior military com-
manders . . . consistently state ‘we are losing
the Information Operations fight."™ He also
notes that “it is universally accepted that the
United States Armed Forces . . . do not apply
this element of national power effectively.”'
As an influence-operations program manager
in Headquarters USAF (A3), this author wit-
nessed numerous instances of confusion and
deficiencies in understanding 10, from tactical
to strategic levels. Unsure about what to do
with operational-planning billets funded 1o
perform 10, commanders used them for other
functions or left them empty. Automated pro-
gramming and budgeting capabilities as well
as assessment tools proved ill suited to accom-
modate nontechnical intluence capabilities,
causing difficulties in justifving appropriate
funding levels for these programs. In coordi-
nation sessions, representatives from the so-
called core capabilities of [O—electronic war-
fare operations, influence operations, and
network warfare operations—shared no com-
mon frame of reference in terms of opera-
tional integration, organization, manpower,
training, procurement, or funding. Other
than their status as “declared” brethren within
10, liude similarity existed between the disci-
plines. In that regard, Maj Thomas Kardos of
the US Army Command and General Staff
College describes 10 doctrine as "ill founded”™
and “mistakenly” drawing from 100 narrow a
range of features."' Similarly, in his assessment
of 10 in Iraq, Maj Norman Emery of the US
Army laments that US forces’ inability 1o use
10 has hampered efforts 1o quell the insw-
gency there and has given the enemy an infor-
mation advantage.'

The Information Domain Myth

We cannot get 10 doctrine right because
we mistakenly identify information as a do-
main, the latter defined by a standard diction-
ary as “a field or sphere of activity or influ-
ence.” Nor do we find an acceptable definition
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of information that makes it a domain, the tor-
mer term detined as something told (i.e.,
knowledge or data). Information is a resource,
a weapon of war and peace. Bullets, bombs,
tanks, and pilots are not domains, but they are
important aspects of war fighting—as is infor-
mation, which may take many forms. In its
tangible form, information exists and travels
in physical space—in its electronic form, it
does so in cyberspace. It also exists within the
subjective realm of the human mind. Thus,
rather than constituting a domain, informa-
ton resides in and moves across domains. Be-
fore we can create the intellectual framework
required for the proper understanding and
doctrinal classification of IO as well as develop
the concept ot a legitimate cyberspace do-
main, we must realize that no single informa-
tion domain or “environment” exists. 10 re-
ally involves using information to generate
eftects that. like information itself, apply to all
domains. Once we acknowledge that informa-
tion is not a domain and is not bounded by a
particular domain, then by definition we can-
not classify 10 in a manner analogous to do-
main-based doctrine (i.e., air warfare and
space operations); neither can we define it
within them.

From the first recognition of the power of

information in modern war, a conscious effort
emerged to establish it as a domain—a desig-
nation that ulumately led the USAF to juxta-
pose [O with air warfare and space operations,
the subjects of the other domain doctrine
documents."” Dr. George Stein of the US Air
War College first articulated many of the prin-
ciples fundamental to IO today, including the
notion of an “informaton environment” o
“realm.”" With this concept in mind, USAF
doctrine writers established the subcategory
10 tor the domain of information. Though
meant to highlight the importance of infor-
mation alongside the air and space opera-
tional domains, this arrangement does not
withstand honest intellectual analysis and ulti-
mately has negative implications for under-
standing and applying 10.

Current doctrine often presents 10 as
something the USAF does along with air and
space operations; in fact, those operations of-
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ten produce 10 eftects. The doctrine encour-
ages war fighters to perceive a domain-based
IO concept, but the ephemeral information
domain defies intuitive grasp. Instead, by pre-
senting 1O separately from air and space, we
give practiioners the mistaken impression
that 1O is "added in” or occurs “alongside” the
other types of operations. Air and space opera-
tions are separate elements from 10 (fig. 2).
AFDD 2-5 also explains that 1O is “integral to
all Air Force operations and may support, or
be supported by, air and space operations.”"®

Though true, this idea of mutual support
and integration leaves out the fact that air and
space operations can actually be IO (a point
recognized clearly by early airpower theorists
such as Billy Mitchell and Giulio Douhet, who
asserted that the psychological effects of air-
power on the enemy could prove decisive in
war). Such diagrams and definitions leave the
reacder of doctrine with the impression that
only network warfare operations, electronic
warfare operations, and influence operations
constitute 10. This is also incorrect. Properly
understood, information and 10 span do-
mains. Many air and space activities can be
planned for informational effects. whether in
terms of psychology. information itself, or in-
formaton systems.

Although it may take a monumental effort
to eradicate the concept of the information
domain, such a step is necessary to obtain a
more accurate conceptualization of [O. Refer-
ences to the domain or environment of infor-
mation have become ubiquitous. Even the
2007 edition of AFDD 2 states that “informa-
tion is an environment in which some aspects
of warfare can also be conducted,” going on
to specifically designate information as a domain,
like air and space.' As daunting as the pros-
pect of repudiating the information-domain
paradigm may seem, the recent designation
by the chief of staff and secretary of the Air
Force of cvbelspace as an official domain and
its inclusion in the USAF mission statement
provide the intellectual way ahead to make
the change.'” Doctrine writers must recognize
cyberspace as the true domain for the tvpes of
information associated with the information
technological revolution,
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Figure 2. AFDD 2-5's relationship with 10 and air/space operations. (Adapted from AFDD 2-5, Infor-
mation Operations. 11 January 2005, 7, https://www.doctrine.af.mil/afdcprivateweb/AFDD_Page_HTML/

Doctrine_Docs/afdd2-5.pdf.)

Defining Information
Operations

After defining information properly and
thus intellectually unshackling ourselves, we
may more closely examine the definition and
composition of 10 itself. AFDD 2-5 defines 1O
as “the integrated emplovment of the capa-
bilities of influence operations, electronic
warfare operations, and network warfare op-
erations, in concert with specified integrated
control enablers, to influence, disrupt, corrupt,
or usurp adversarial human and automated
decision making while protecting our own.™'®
By virtue of its narrowness, this description
causes some problems. For example, under
this definition, a strike mission to neutralize a
fiber-optic relay station is not 1O even though
the effect it seeks 10 create entails disruption
of adversarial decision making. A special op-

erations forces team that captures and inter-
rogates an enemy commander has seriously
disrupted enemy decision making and added
to friendly intelligence (refined information).
Should not that be 10? Perhaps the percep-
tion that IO definitions were too broad moti-
vated doctrine writers to define 10 in this
manncr. Likely, they reasoned that more nar-
rowly defining 1O in terms of “nonkinetic” ca-
pabilities would facilitate understanding and
application of 10 as well as provide doctrinal
treatment at long last for electronic warfare
operations, network warfare operations, and
intluence operations. However, as currently
defined, 1O appears to be more of an orphan-
age for nonkinetic capabilities than a rational
grouping based on true similarity. This “forced
cohabitation™ of concepts is not trivial since it
fosters misconceptions about the nature of 10
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and places undue emphasis on capabilities
rather than ettects.

Fundamentally, 1O deals with ¢ffects—not
capabilities or means. Therefore, many USAF
capabilities that produce information effects
are 10. This does not mean that evervthing is
10, but it does mean that we need a better,
intuitive definition for 10 that recognizes its
broad nature and impact, not limited to a do-
main. [O fits squarelv within the docurinal
concept of the effecis-based approach to op-
erations, which states that USAF operations
focus upon objectives—not platforms, weap-
ons, or methods." For example, a planner
may decide to use a bomb, a computer virus,
or PSYOP to disable an enemy racar system,
so long as the eftect remains the same. Other
than the fact that these subcategories of [O do
not specifically require the release of kinetic
bombs and bullets, thev are verv different.
One would be hard pressed to come up with
an example of an actual 1O plan that consisted
only of some combination of influence opera-
tons, electronic warfare operations, and/or
network warfare operations. More often, 10
looks like any other operation—only the tim-
ing and/or means are tailored to achieve an
10 eftect. This accounts for the ongoing de-
bate about whether a B-52 strike on an air de-
fense command facility constitutes 1O or air
warfare. Intuition and logic sav it must be both,
but current doctrine suggests otherwise.

The association ot 1O with specific capabili-
ties versus effects presents a challenge for
commanders who want to employ 1O but are
often unsure about how to combine influence
operations, electronic warfare operations, or
network warfare operations. Commanders and
Airmen can easily overlook the 10 aspects in-
herent in traditional applications of air and
space power and may adopt a recipe approach
to 10—a little electronic warfare operations
here, a smidgen of network warfare operations
there, and a dollop of influence operations just
tor good measure. In practice, because of its
separate treatment from traditional, kinetic
activities within air and space operations, 10
tends to become marginalized, a situation that
negatively affects budgeting, training, man-
power, and employment.
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Another key disparity between the stated
core capabilities of 10 involves the technical
versus nontechnical. Many military profes-
sionals would be surprised to learn that 1O ac-
tually is not a product of the revolution in in-
formation technology! The coincidence of 10O
as a term with technical advancement in infor-
mation technology has led to the specious
conclusion that they are one and the same.
But 10 does not necessarily concern itself with
computers and disk drives. PSYOP and MILDEC.
for example, can rely upon very low-tech
methods yet remain eftective.

The constituent elements of 10 difter in more
ways than their technological basis. Influ-
ence operations consist of operations secutrity,
MILDEC, PSYOP, public affairs, counter-
intelligence, and counterpropaganda. “Sub-
jective” in nature (i.e., they target the human
mind as well as the perceptions and decision
making of the enemy or a population), these
operations employ varied means in any me-
dium. In contrast, electronic warfare opera-
tnons—based on exploiting electromagnetic
technology tor combat effects—are “objec-
tive” in nature, employing specific technical
means to generate effects in any domain,
whether air, space, or cyberspace. However,
simply being nonkinetic does not equate to
information, and electronic warfare operations
share little in common with influence opera-
tions. Finally, network warfare operations are
quite different from influence operations and
electronic warfare operations. Though tech-
nologically centered, they more narrowly fo-
cus upon computer systems and networks. In
application, network warfare operations ditter
significantly from influence operations or
electronic wartare operations, bearing little
resemblance to traditional air and space op-
erations and functioning squarely in the realm
of cyberspace.

The incompatibilitv among 10 elements as
currently defined indicates that something is
clearly amiss. Beginning with the information
domain mvth and extending throughout the
capabilities of 10 and into the emerging do-
main of cyberspace. the evidence points di-
rectly to a pressing need for a remedy. But
what form should the cure take?




A New Doctrinal Architecture

Sometimes the solutions will vequire acknow!l-
edgement of past mistakes, and acceptance of
insights for which none of our learning has
prepared us.

—Prime Minister Malcolm Fraser

The solution to these doctrinal challenges
lies not within the content per se but in the
doctrine’s definitons and construction. The
framework of USAF operations doctrine needs
an overhaul to add flexibilitv. logically place
capabilities. and allow for fuwure doctrinal
growth. Toward those ends, this article makes
the following specific recommendations: (1)
eliminate the concept of information as a do-
main, redefine 10, and establish it as a funda-
mental. effects-based approach to the opera-
tions concept under AFDD 2; (2) define and
institute two broad subcategories of operations
docuine known as objective and subjective op-
erations to create doctrinal “space” for treat-
ment of all conceivable types of operations,
especially influence operations; and (3) create
a new operational-domain categorv within
AFDD 2 known as cyberspace operations.

Until we define 10 properly, no one will
recognize its full power. Information is not a
domain. and [O is more than a laundryv list of
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nonkinetic capabilities. It involves the genera-
tion of combat effects created by objective or
subjective operations within the air, space, or
cyberspace domains. Therefore, the following
serves as a proper definition for USAF 10): the
integrated employment of Air Force capabilities to
influence, disrupt. corrupt, or usurf adversary in-
[formation, information systems, perceptions, and/or
decision making while protecting our own. ‘Yhis
definition adds the word information and rec-
ognizes that information systems also affect
perceptions and all decision making. This def-
inition and placement offer a key benefit by
ending the confusion and debate over what
constitutes 10. A bomber can execute a doc-
trinally sound strategic-attack mission that
generates 10 effects. Special operations forces
can perform foreign internal defense and 10
at the same time. Some people may argue that
this definition is too broad and not prescrip-
tive enough. On the contrary, 10 i a broad
concept; artificially defining it more explicitly
constitutes a disservice to evervone who uses
it. In recognition of its broad applicability, 1O
should move doctrinally “above” the domain-
based categories as a direct adjunct to AFDD 2.
Given the status of intelligence, surveillance,
and reconnaissance as an essential aspect of
[O with ties to all three domains, it should be
a subcategory of 10 (fig. 3).

Air Force Basic Doctrine

AFDD 1

AFDD 1-1
Leadership and Force Development

Operations and Organization

AFDD 2

AFDD 2.1
Information Operations

|

AFDD 2.1.1
Intelligence, Surveillance,
and Reconnaissance Operations

il

|

AFDD 2-1
Objective Operations

AFDD 2-2
Subjective Operations

Figure 3. Operational doctrine, information operations, and objective and subjective categories
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This new definition will facilitate 10 plan-
ning and employment. Commanders will still
appoint an individual to supervise an 10 plan-
ning cell: however, the 10 team will not be re-
stricted to an arbitrary set of disciplines. In-
stead, its members will identifv the effects and
outcomes that 1O can produce, and through
coordination and integration with every ele-
ment of the effort—proceeding from strategy
to task—thev will apportion the forces and de-
hine the tasks required to carry out the com-
mander’s intent.

The second recommendation entails creat-
ing categories of operational doctrine desig-
nated as objective operations and subjective
operations (see fig. 3). Our dictionary defines
objective as “having to do with a known or per-
ceived object as distinguished from something
existing only in the mind.” Many air, space,
and even cvberspace operations are objective
in nature—that is, we conduct them in the
physical world against physical targets. This
author defines objective operations as the sub-
set of all operations conducted to achieve primary
effects in the physical world and/or against objects
perceived or known, as opposed to operations de-
signed to influence the human mind. In contrast,
our dictionary defines subjective as “of, affected
by, or produced by the mind.” We conduct
subjective operations across all physical domains
to achieve cognitive effects. This author defines
such operations as the subset of all operations con-
ducted to achieve primary effects in the cognitive
domain and to influence the perceptions, emotions,
and/or reasoning of a human target or targets.

Creation of these classifications necessarily
recognizes that military operations in the
physical and cognitive domains differ suffi-
ciently to warrant separate treatment. The ob-

jective operations / subjective operations doc-
trinal construct establishes a comprehensive
doctrinal framework and creates an architec-
ture in which the former constituent 10 capa-
bilities can find their proper place. More sig-
nificantly, it elevates subjective operations from
deep within the doctrinal hierarchy: divorces
them from the objective, techno-centric disci-
plines of electronic warfare operations and
network warfare operations; and imbues them
with the visibility needed tor appropriate under-
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standing. We have not readily understood the
importance of subjective operations to war-
fare in the technological age. but now more
than ever, with direct combat against an iden-
tifiable enemy an increasingly difficult propo-
sition, the ability to influence adversaries and
communicate truthfully to friends and allies
has become essential. Indeed. AFDD 2 saga-
ciously states that “there is a psychological compo-
nent to almost every set of effects and this component
is often among the most important in terms of achiev-
ing objectives, especially at the operational and
strategic levels” (emphasis in original).?’
Figure 4 illustrates the proposed structure
of a doctrinal category of subjective operations.
Influence operations and a new subcategory—
strategic communications—become the key
clements of subjective operations. Influence
operations are simplified to two main ele-
ments—MILDEC, which targets the mind of
an individual decision maker, and PSYOP,
which targets an adversary populace or group.
Influence operations do not necessarily de-
pend upon specialized hardware or advanced
technology. But they do depend upon the
ability of the influence operations planner—
aided by accurate intelligence and human-
factors analyvsis—to get into the mind of the
target(s) and creatively produce operations
that result in the desired effect (normally an
action or inaction). The other currently de-
fined capabilities of influence operations—
operations security, counterintelligence, public
affairs, and counterpropaganda—are logically
redistributed. Operations security falls within
the parent 10 category since it applies across
all operations and domains. Counterintelli-
gence appears within intelligence, surveillance,
and reconnaissance as a natural counterpoint
to intelligence. Counterpropaganda comes
under the parent category of subjective opera-
tions because it can be conducted by PSYOP
and public affairs, for example. Public affairs
becomes the cornerstone of strategic commu-
nications. Like MILDEC and PSYOP, public
affairs also targets the mind—but with truth-
ful, credible information. Though AFDD 2-5
lists public affairs as an element of intluence
operations, the USAF public aftairs commu-
nity has understandably disassociated itself
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Figure 4. Structure of subjective operations

from “influence” and has created an Office of
Strategic Communications, which merges
public affairs with multimedia operations such
as videography, photography. and broadcast-
ing. Maj Gen Erwin Lessel II1. former director
of this office, notes that strategic communica-
tions depend upon truthfulness to establish
credibility with all audiences, stressing that
“there is a difference between wanting to in-
form people or influence them. and there are
appropriate ways to do both.” Thus, the sub-
categories of public affairs and muliimedia
operations become the fundamental elements
of the strategic communications category.
This framework is more consistent with the re-
qmremem to maintain appropriate separa-
tion between influence in the form of MILDEC
and PSYOP and to inform through strategic
communications. These changes result in a
doctrinal category of subjective operations
that is complete and complementary to objec-
tive operations.

Figure 5 illustrates the structure of the ob-
Jjective operations categorv. These operations
consist of all operational categories and their
supporting functions (e.g., combat support
and weather operations) that function in
physical domains against objective target sets

(e.g., destroving a bridge, protecting a net-
work, launching asatellite, transporting troops,
etc.). As a cosmetic change, air warfare is re-
named air operations for the sake of consis-
tency. As an objective operation that spans do-
mains, electronic warfare operations assume
an appropriate position alongside the domain
categories under objective operations. This
designation eliminates the arbitrary placement
of these operations as an 10 core capability
and establishes the doctrinal flexibility to ac-
commodate future doctrine on directed energy.”
At the same time, proper treatment of network
warfare operations requires implementation
of the final recommendation—creation of a
domain-based operational category of cvher-
space operations.

Creation of the doctrinal classification of
cvberspace operations represents a significant
and necessary part of this proposal (see fig. 5).
In 2005 the secretary and chief of stafl of the
Air Force redefined the service’s mission as
“deliver[ing] sovereign options for the de-
fense of the United States of America and its
global interests—to fly and fight in Air, Space,
and Cyberspace™ (emphasis added). Further-
more, the secretary decreed that “defending
and fighting in the Cyber Domain is absolutely
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Figure 5. Structure of objective operations

critical to maintain operations in Ground, Sea,
Air and Space.™ This author defines cyber-
space operations as the employment of Air Force
capabilities to defend and exploit electromagnelic in-
formation processing, storage, and transmission sys-
tems for military effect. Computers and networks
are the gateways for cvberspace, so network war-
tare operations logically belong within cvber-
space operations. Network warfare operations
establish cyber dominance, just as air and space
operations establish air and space dominance.

In the final analysis, this proposal amounts
to nothing if the end results do not translate
into positive, meaningtul effects for the war
fighter. Figure 6 illustrates how each opera-
tional concept relates to the overall operation,
maximizes its own unique capabilities, and in-
tegrates them to produce synergistic effects
across the tull spectrum of operations. The
principle resembles that of the joint force—
each service specializes along functional lines
to build maximum power and then integrates
that power into the joint force.

10 is that subset of all operations that gen-
erate information effects or use information
as a tool to realize objectives. All the elements

of 10 are visible and present in this model.
thus allowing for proper focus and emphasis
on cach critical piece and discouraging the
tendency to paint IO with a broad brush as a
monolithic concept—a practice that has wa-
tered down its efficacy by marginalizing its
constituent elements. With the focus on ef-
fects and the elimination of artificial associa-
tions, planners are free to combine capabili-
ties in the most efficient manner. resulting in
synergy and economy of force.

Without question, the implications of these
recommendations extend bevond 10 and
USAF doctrine. In order for this proposal to
have any enduring effect, adoption and stan-
dardization will have to take place within the
entire government and military community,
including the Department of Defense. the

Joint Staff, and sister services. Even then, we

would need a great deal of intellectual effort
to flesh out the new 10 doctrine and set up
conceptual foundations for objective opera-
tions, subjective operations, and cvberspace
operations. Although it is never too late to get
the doctrine right, the sooner we do so. the
better. Every dav that passes brings further os-
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Figure 6. Operational model for integrated effects

sification to a bodyv of 10 doctrine that remains
confusing and ineffective to the war fighter.

Conclusion

The information domain myth and current
doctrinal treatment of 10 have led to uncer-
tainty about what IO is and its relationship to
the other elements of operations. logical
analvsis reveals 10O as a broader, more funda-
mental concept than we currently acknowl-
edge. The solution to this quandary starts with
refutation of the idea of information as a do-
main. which enables us to redefine 10 and es-
tablish it as a more fundamental component
of operations doctrine—a kev supporting
function to all operations rather than another
domain-based category such as air, space. or
cvberspace operations. Furthermore, the in-
stitution of a broader doctrinal architecture—
as represented by the parent categories of sub-
jective and objective operations—creates the

Notes

l. Here, the term messages refers not o specitics such
as e-mail, radio signals, or memoranda but to the general
idea of anv information transmission ‘reception by any
means. For example. a carrier strike force sends a “mes-
sage” because it creates perceptions in those observing it.
The message is the information conveyed by the action or

room within doctrine to establish visibility and
promote development of traditional opera-
tional concepts as well as those that target the
cognitive domain. Instead of an information
environment, we can speak of the subjective
environment, and everyone will understand
that the effects and objectives are cognitive
and perceptual. Implementation will naturally
lead to improvements in funding, organizing,
training, and equipping our forces to produce
war-winning results. Lastly, creating a cvber-
space domain puts the finishing touch on a
long-overdue doctrinal renovation that should
stand the test of time. By reforming doctrine
in this manner, war fighters of the future will
better understand 10 and 1O-related doctrine,
creating a more efficient and effective force
across the entire spectrum of warfare. Our
forces will have the knowledge and tools to
turn the tide on our adversaries and, hope-
fully, give critics of 10 much less to write
about. J
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2. Many definitions of ayberspace exist, but perhaps the
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ately enough, one can find this term defined in an online
dictionary as the “realm of clectronic communication.”



62  AIR & SPACE POWER JOURNAL

Dictionary.com, hup:/ / dictionary.reference.com/browse /
cyberspace. Perhaps a better definition would be “the do-
main in which information moves or resides while in electro-
magnetic form.” Examples of cyberspace include fiber-optic
transmission lines. wireless signals, magnetic or optical
storage devices, or computer chips.

3. Sun Tru, The Art of War, trans. Samuel B. Griftith
(Oxtord: Oxford University Press, 1963), 66.

4. Air Force Doctrine Document (AFDD) 1, Air Force
Basie Doctrine, 17 November 2003, ix, hups:/ /www.doctrine
al.mil atdeprivateweb /AFDD_Page_HTML/ Doctrine
_Docs/atdd!.pdt.

5. Ibid., 7.

6. Ibid., 3.

7. Cornerstones of Information Warfare (Washington, DC:
Department of the Air Force. 1995), hnp:/,~’\v\nv.c-}i.0rg/
cornerstones. huml: see also Maj James L. Gritfith, “United
States Air Force Information Operations Doctrine: Is It
Relevant?” (thesis, US Army Command and General Staff
College, Fort Leavenworth, KS, 2000), 44,

8. AFDD 2-5, Information Operations, |11 January 2005,
[i] ("Summary of Revisions™), hups://www.doctrine.af.mil/
afdeprivateweb  AFDD_Page _HTML. Doctrine_Docs,
aldd2-5.pdf.

9. AFDD 2-5, Information Operations, 5 August 1998, v,
hup:www.dtic.mil /doctrine/ jel/ service_pubs/atd2_5.pdl
(accessed 30 August 2006),

10. Lt Col Charles K. Hardy, *Information Operations
as an Element of National Power: A Practitioner's Per-
spective on Why the United States Can’t Get It Right,”
strategy research project (Carlisle Barracks. PA: US Army
War College, 2005), 1. http:/ www.strategicstudiesinstitute
army.mil / pdffiles/ksil 126.pdf.

I'l. Maj Thomas |. Kardos, “Information Superiority:
Secking Command of the Cyber-Sea”™ (thesis, School of
Advanced Military Studies, US Army Command and Gen-
eral Swuaft College, Fort Leavenworth, KS, 2000), 5.

12. Maj Norman Emery, “Information Operations in
Iraq.” Mibtary Review 84, no. 3 (May-June 2004): 11,
hup:/ “calldp.leavenworth.army.mil /eng_mr/200608080

8030243 /2004 /03_Mayv_Jun/04_emery.pdf#xml=/

SPRING 2008

scripts/cqcgi.exe/@ss_prod.env:(Q_SESSION_KEY
=WSOMSUNSXHEQ&CQ_QH=124697&CQDC=5&CQ
_PDF_HIGHLIGHT=YES&CQ_CUR_DOCUMENT=9.

13. Generally attributed to the immediate aftermath
of the first Gult War, ca. 1991.

I14. Griffith, “United States Air Force Information Op-
erations Doctrine,”™ 47—18.

15. AFDD 2-5, Information Operations, 11 January 2005, 1.

16. AFDD 2. Operations and Organization, 3 April 2007,
21, hups://www.doctrine.af.mil /afdeprivateweb/AFDD
_Page_HTML./Daoctrine_Docs /AFDD2.pdf.

17. SSgt C. Todd Lopez. “Cyber Summit Begins at Pen-
tagon Nov. 16,” Air Force Print News, 15 November 2006,
hup:/ /www.af.mil/news/storv.asp?storyl D=123032005
(accessed 17 November 2006).

18. AFDD 2-5, Information Operations, 11 January 2005, 1.

19. AFDD 2, Operations and Organization, 13.

20. Ibid., 90.

21. 8Sgt Julie Weckerlein, “Strategic Communication
Applies to Every Airman.” Air Force Print News. 20 Sep-
tember 2006, hup:// www.af.mil/news/story_print.asp?story
ID=123027426 (accessed 17 November 2006).

22. For example, directed-energy weapons may oper-
ate and cause cffects in air or space and from air or space;
theretore, electronic warfare operations must not be a
subcategory under air or space operations. Thev must re-
main separate. Bv placing electronic warfare operations.
outside the other domain-based doctrine categories, we
are free to include doctrine on their use in any domain.

23. Secretary Michael W. Wynne and Gen T. Michael
Moseley, “SECAF/CSAF Letter to Airmen: Mission State-
ment.” 7 December 2005, hup://www.af.mil/library/
viewpoints/jvp.asp?id=192; and Michael W. Winne, “Cyber-
space as a Domain in Which the Air Force Flies and
Fights™ (remarks to the Command, Control, Communica-
tions, Computers. Intelligence. Surveillance, and Recon-
naissance Integration Conference, Crystal City, VA, 2 No-
vember 2006), htip:/www.af.mil /librarv /speeches/ speech
.asp?id=283 (accessed 17 November 2006).

Every Airman should read, discuss, and practice doctrine, and en-
sure that it adapts as necessary to remain applicable in our changing

environment.

—Gen T. Michacl Moseley, Chief of Staff. US Air Force



Range and Persistence

The Keys to Global Strike

CoL PHiLur S. MeiLinger, USAF, RETIRED

Editorial Abstract: Global attack, one of the US Air Force's distinctive capabilities, is directly
attributable to range and persistence. These two abilities, long problematic for the Air Force,
rely on very old airframes (bombers and tankers) and increasingly unreliable strategies for
overseas basing. Colonel Meilinger proposes the acquisition of new platforms to ensure contin-
ued Air Force supremacy in these areas, including new long-range strike platforms, improved
air refuelers with defensive capability, and unmanned strike platforms.

VEN BEFORE THE invention of the

airplane, visionaries had debated what

effect it would have on warfare: in-

deed, novelists wrote of aerial armadas
that would defeat the tyranny of terrain. Air-
traft would fly over seas, mountains. and for-
tresses that hindered armies and navies. From
the airy heights, aircraft could devastate an
enemy's defenses.

At the same time, we also noted the air-
plane’s limitations—technical challenges that
we needed to address and overcome. In the
decades since. we have aggressively attacked
all of these challenges and made dramatic im-
provements. We have effectively dealt with the
issues of speed. payload, navigation/accuracy,
selt-defense, safety/reliability, all-environment
operations, and connectivity/responsiveness

63
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through technology and operational solu-
tions. One technical problem, however, has
not so readily lent itself to fixing—range and
the associated factor of persistence.

Global attack is one of the US Air Force’s
six distinctive capabilities, as defined in its
doctrine.! “Global” means "range.” To neu-
tralize or hold at risk targets thousands of
miles distant, we need strike assets that can put
ordnance precisely on target at great range—a
tremendous challenge. The distance an air-
craft can travel (range) and its time on station
(persistence) are functions of fuel and human
endurance. The Air Force has tried to meet
these two requirements through forward bas-
ing, air refueling, and long-range strike plat-
torms (bombers). Today, those first two op-
tions are becoming increasingly problematic.

We may not have access to air bases close to
a conflict for political reasons, or they may be
vulnerable to attack. Air refueling carries risks
in an era of long-range surface-to-air missile
(SAM) systems. Long-range strike platforms,
perhaps mated with standoff weapons, offer the
logical solution to the global-strike mandate.”

Forward Basing

The United States requires access to over-
seas bases near a crisis area. In Operation Iraqi
Freedom, the Air Force used 36 air bases, many
of which it had to hastily construct or upgrade.
This is not a new problem. Air operations at the
beginning of both the Korean and Vietnam
Wars were constrained by a shortage of air bases
having the requisite runways, ramp space, utili-
ties access. and maintenance facilities.”

Air Base Politics

As mentioned above, we may not have assured
access in future crises for two reasons. The
first is political: a country may prove unwilling
to allow US military forces to use its soil or
overfly its territory. It may wish to help but
nonetheless demur due to disagreements over
US objectives, domestic concerns, or fear of
reprisal.’ We witnessed a demonstration of the
first case during Iraqi Freedom when France
and Germany did not agree that an invasion
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of Iraq was necessary and lent no support to
the US-led effort. Similarly, after Operation
Desert Storm, Saudi Arabia was reluctant o
allow US aircraft to use its bases for strikes
against Iraq because of domestic opinion. Fur-
thermore, Spain’s withdrawal from Iraq in
2004 after a terrorist attack on the Madrid
train system showed how reprisals can dictate
government policy.’

Operational flexibility and foreign-policy
initiatives can mitigate these concerns. Thus,
despite the denial of airfields in Saudi Arabia,
facilities in Kuwait, Bahrain, Qatar, Pakistan, and
elsewhere proved sufficient. Yet, the coalition
air commander in Iragi Freedom—T. Michael
“Buzz” Moseley, then a lieutenant general—
warned that the United States could not count
on such bases: “In the future, we will require
deep strike capabilities to penetrate and engage
high-value targets during the first minutes of
hostilities anywhere in the battlespace.™

In short, we have assumed that if a country
is in trouble and requests our help, then it will
make bases available for our use. Now, how-
ever, the United States finds itself in need. We
require bases in order to prosecute the war on
terrorism. Will they be available?

Air Base Vulnerability

The greatest utility of overseas bases is their
proximity to potential crisis areas. The greatest
limitation of overseas bases is their proximity to
potential crisis areas. The issue involves vulner-
ability—an old problem. Following World War
I1, Strategic Air Command deploved most of its
bombers to forward bases in Europe, the Middle
East, and Asia—within unrefueled suiking dis-
tance of their targets in the Soviet Union.” In
1954, however. a RAND study concluded that
these bases were vulnerable to a Soviet strike.
This report had enormous impact—within a
vear, the Air Force ordered its first KC-135
tanker® The new strategy called for launching
bombers from bases in the United States—air
refueling would get the strike aircraft to their
targets and back. Strategic Air Command then
pulled its bases back to the periphery for use as
staging areas in the event of war.



US fighters remained at European bases—
North Atantic Treaty Organization (NATO)
airfields that had dispersed facilities, harden-
ing, air defense systems, stocks of spare parts,
and pre-positioned fuel and ordnance. We be-
lieved that these semihardened bases would
survive a Soviet strike—at least until the Air
Force ran an exercise called Salty Demo at
Spangdahlem Air Base, Germany. in 1985, which
measured an air base’s ability to survive con-
ventional as well as chemical attacks and then
generate sorties afterward. The scenario envi-
sioned simulated air strikes by Sowviet aircraft
and ground attacks by Spetsnaz commando
units, subjecting Spangdahlem to simulated
destruction. Personnel built an Alternate
Launch and Recovery System (ALRS)—a tem-
porary runwav—and then deliberately blew it
up.” Buildings or systems designated as “de-
stroyed” by enemy attacks were out of plav
for the remainder of the exercise. Personnel
judged as injured received “treaument” in the
hospital and. if appropriate, returned to duty.
Those “killed in action™ were out of the exer-
cise. Combat engineers repaired craters made
in the ALRS, and crews launched and recov-
ered aircraft on the repaired surface.

Although details remain sketchy, enough
data has emerged from Salty Demo to indicate
that such attacks would have had a serious im-
pact on the wing's ability to function. We
would need to initiate a host of actions to en-
sure that an air base could survive and hght
while under attack: improved chemical pro-
tective gear. hardened shelters. technologies
for the rapid repair of runwavs, redundant
communications, perimeter defenses. and bet-
ter air defenses.'"

The results of Salty Demo proved as sober-
ing as the RAND study of 30 vears earlier. Iron-
ically, however, the problem appeared so mas-
sive that we decided we could do little about it.
Rebuilding NATO) airfields to enable them to

survive a Soviet attack would cost billions of

dollars. Fortunately, the Cold War ended a few
vears later. so we forgot the problem of air base
vulnerability—uniil Desert Storn in 1991,
Iraq could not compete with the coalition
in the air, so it relied on an asvmmetric strategy
that saw 88 Scud missiles fired at coalition
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forces and Israel. Our defenses stopped ftew, if
any, of these missiles, and one killed 28 US sol-
diers and wounded 97 more in a barracks in
Saudi Arabia."* Consequently, the Air Force
once again began worrving about its air bases.
Fortunately, our ballistic missile defenses have
improved since then. During Iraqi Freedom,
Patriot missiles intercepted all nine of the Iraqi
ballistic missiles fired at *defended assets,” but
we have certainly not eliminated threats."

Cruise missiles are emerging as a serious
threat. We have difhiculty detecung these weap-
ons at their ground locations because of their
small size and lack of extensive support equip-
ment. When launched they don’t generate a
dramatic fire plume, as do ballistic missiles—a
characteristic that allows detection by satel-
lites. They fly subsonically at low alutude, fol-
lowing an irregular and unpredictable path.
“Look-down” radars have difficulty distin-
guishing them from ground clutter, and the
Patriot’s radar cannot pick up these low flvers
until it is too late.™

Worse, we face a proliferation of cruise mis-
siles, with over 75,000 located in 75 countries
todav. Although most are antiship versions,
some—notably the Chinese-made Silkworm—
can be converted into land-attack variants that
have a range of over 300 miles. During Iraqi
Freedom, we failed to detect (much less inter-
cept) any of the five cruise missiles that the
[raqis fired at coalition positions."”

The weaponized light aircraft or unmanned
aerial vehicle (UAV) also represents an emerg-
ing threat. Over 400 difterent light-aircrafi
“kits” are available on the commercial market:
some cost less than $30,000, have a range of
several hundred miles, and can carry a pay-
load of 500 pounds. Replacing the pilot with
an autopilot guided by the global positioning
system—also available commercially for around
$5,000—produces a large weapon difficult to de-
tect and stop." Worse, cruise missiles and UAVs
are ideal platforms for dispensing chemical or
biological agents. Acting like crop dusters,
theyv could easily spray deadly substances over
a wide swath of land.

Finally. we must consider the threat of enemy
ground forces and terrorists. In Vietnam, Viet-
cong attacks destroyed 99 US Air Force air-
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craft and damaged another 1,170.'7 Sanitizing
the area around US facilities presents problems
as well as possible tensions with host countries.
The terrorist bombing of the Khobar Towers
in June 1996 resulted partly from Saudi Arabia's
refusal to allow the extended defense perime-
ter necessary to ensure the barracks’ safet.'®
We should also note that North Korea has 22

brigades of special forces who, in the event of

war, will infiltrate the south and attack US/
South Korean air bases."

Clearly, because overseas bases face numer-
ous threats, we may not have access to them in
tuture crises. The austere bases hurriedly es-
tablished for Operations Enduring Freedom
and Iraqi Freedom were of a vulnerable, al-
most Himsy, nature. Aircrews and support per-
sonnel often lived in tents; aircraft, logistics
tacilities, and fuel supplies were similarly ex-
posed. Enemy aircraft or missiles could have
wreaked havoc there. We should assume that
enemies in a future crisis will target our air
bases. Will they survive and permit sustained
combat operations? If not, then we will have
an increased need for long-range strike assets.

Air Refueling

Air refueling became widespread in the
1950s, and during the Vietnam War, most of the
U'S strike aircraft that flew over North Vietham
required it—essentially turning tactical fighters
into strategic bombers.™ But this dependence
on aerial refueling presents problems. Our cur-
rent tankers—the KC-10 and KC-135, based on
commercial-airliner designs—are not stealthy
and have no self-defense capabilitv. Until now,
this has not caused problems—we have never
lost a tanker to enemy action.”’ How much lon-
ger can we guarantee this invulnerability?

Antaircraft artillery (AAA) and SAM sys-
tems, a longtime bane of aircraft, have
claimed far more US planes than have other
aircraft.*” Since World War 11, air-to-air com-
bat claimed only around 210 of the approxi-
mately 3,250 US Air Force aircraft lost in
hglmng—dhoul 6.5 percent of the total.*
AAA and SAMs are the real killers; unfortu-

SPRING 2008

nately, a proliferation of new SAMs poses an
enormous risk to our planes.

The most dangerous of these SAMs, the so-
called double-digit missiles (SA-10, -12, and
-20), have a “hit probability” of at least 90 per-
cent against nonstealthy aircraft, making low-
maneuverability platforms such as tankers or
airlifters especially vulnerable.*' Russia, China,
India, Iran, and Syria now field these SAMs. The
SA-20, the newest and most capable foreign-
made SAM system, is mobile, has a range of
over 200 miles, can engage six targets simulta-
neously, and can be reprogrammed quickly. An
upgraded version of this impressive system is
already under development.® Even with heavy

jamming and clever tactics, our nonstealthy

fighters would find these missiles a very serious
threat. and our tankers would not have a
chance. In the air war over Serbia in 1999, the
NATO air component commander remarked
that his greatest nightmare was that somehow
the Serbs would acquire an SA-10 or SA-12 bat-
terv.”® Fortunately, they did not.

Long-Range Strike Platforms

The access issue, when combined with the
emerging SAM threat, means that we would
have to base aircraft outside the range of enemy
missiles or far out at sea. Aircraft would then air
refuel as they approached the enemy’s border.
Because of the SAMs, tankers would have to re-
main over 200 miles out, imposing a limited
penetration capability on current suike fight-
ers—assuming they could get past the SAMs.
Moreover, they would have little persistence
once they reached enemy airspace. At normal
airspeed, every hour a fighter loiters reduces its
combat radius by 250 miles.”” This means that
fighters would almost cer tainly have to go after
fixed targets because the lack of extra fuel would
not allow a hunt for mobile targets. Since the F-
22 and F-35 will not have greater range than cur-
rent fighters, the SAM threat that keeps the
tankers at bay will limit their penetration to
barely 100 miles.® A need to maneuver would
reduce their range even more.™

One solution for extending the eflective
reach of these fighters entails arming them with



standoff weapons. We have several options avail-
able. The conventonal air-launched cruise mis-
sile (CALCM) can carry a 3,000-pound war-
head over 600 miles. The Joint Air-to-Surface
Standoff Missile (JASSM). a stealthy cruise
missile with a range of over 200 miles (a pro-
posed extended-range version would go 500
miles). has a 1.000-pound warhead and can be
reprogrammed to a new target while in flight.
The standoff land attack missile-expanded re-
sponse (SLAM-ER), another reprogrammable
air-launched cruise missile, has a 500-pound
warhead and a range of over 150 miles. The
Small-Diameter Bomb (SDB) can glide up 1o
60 miles, and the Low Cost Autonomous At-
tack System (LOCAAS)—a small flving bomb
under development—is designed to loiter for
up to 30 minutes or travel 100 miles. On the
downside, only the SDB and LOCAAS are cur-
rently programmed for the F-22 and F-35. The
longer-range and more powerful CALCM,
JASSM, and SLAM-ER are too large for these
new fighters.™ In sum, current plans call for
mating our short-range stealthv fighters with
only short-range standoft weapons.

On the other hand. long-range strike air-
craft have proven invaluable for US militarv
operauons, handling a disproportionate load
of strike missions and weapons delivered. In
Desert Storm, B-52s flew 1,741 combat sor-
ies—onlv 3.9 percent of the ol strike sor-
ties flown by the coalition—but dropped 32
percent of all tonnage." Over Kosovo “Serbia,
bombers flew 322 of 9.500 strike sorties—only
3.6 percent—vet delivered 48 percent of all
munitions. Six B-2 stealth bombers proved es-
pecially valuable during the operation, flving
45 combat sorties that averaged 28-32 hours
in length: these few missions—less than .3 per-
cent of the total—accounted for one-third of
all the precision-guided munitions dropped
during the war.™ In Afghanistan, 18 B-Is and
B-52s operating out of Diego Garcia logged 10
percent of all strike sorties but dropped 67
percent of all munitions during the critical pe-

riod from October through December 2001,
Of note. these bombers, which flew missions
lasting 12-15 hours, did not usually have as-
signed targets when taking off: rather, thev ar-
rived in the arca and loitered. waiting to receive
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“emerging targets” from air or ground con-
trollers.™ B-2s also tlew in Afghanistan—one
sortie lasted 44 hours. In Iraqi Freedom, B-1s
and B-52s accounted for more than two-thirds
of all the bombs dropped in that conflict.™

Persistence and Crew Fatigue

Persistence has endured varving fortunes.
In one sense, the desire to remove the transi-
tory nature of airpower—one of its traditional
criticisms—has alwavs been strong. Air refuel-
ing solved one problem but did little to allevi-
ate the physical limitations inherent with crew
members on small aircraft. The issue of crew
fatigue induced bv long tlights, combined
with excessive stress and frequent deployments,
has been well studied. Basically, the human
body and mind get tired when immobilized,
cramped, or bored—they need sleep. Flight
surgeons sought to discover how sleep could
be deterred or stolen in small increments to
enable a short-term boost in performance.

The usual response to these problems—diet,
exercise, physical fitness, and a stable routine—is
usually ineffective. Alternatively, personnel in
multicrew aircraft take short naps in flight. Pilots
of singleseat fighters, however, do not have this
option. so medication becomes the next step.
Since the early 1960s, the Air Force has emploved
"go/nogo” pills to regulate the sleep cveles of air-
crews—to make them sleep before a flight and
keep them awake during it. Nogo pills have had
mixed success. Aircrews often do not want to take
them, or, because of nervousness or other distuac-
tons, the pills simply don't work.

Go pills—amphetamines—are designed to
keep pilots awake. During Desert Storm, 57 per-
cent of fighter pilots in single-seat aircraft re-
ported using them.” Reputedly fairly benign
drugs. they may nonetheless produce such side
cflects as cardiovascular disturbances, psychiawric
problems, addiction, drug tolerance, and disrup-
tions in s‘lcep recovery—certainly not minor re-
actions.™ In Apnil 2002, an F- l()pl'()l bombed what
he believed were enemy troops near Kandahar in
Alghanistan. In fact the attack killed four Canadi-
ans. The pilot claimed that he had taken go pills,
and his defense attomey at the subsequent court-
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martial used as a mitigating circumstance the fact
that a flight surgeon had prescribed them—de-
spite their known deleterious side effects.™

In sum, absent the possibility of getting up,
moving about, stretching, or using the latrine,
a pilot can go no more than 10 hours strapped
into a single-seat fighter. Even then, ground
crews often have to help the exhausted Air-

man from the cockpit upon landing. All of

this means that acquiring long-range strike as-
sets will become an imperative, given the pos-
sibility of fighting a future enemy on a large
continental landmass such as China.®

To illustrate the problem, fighter aircraft
traversing the 2,000 miles separating the Asian
continent from Guam, the nearest air base on
US territory, would require at least four tanker
hookups. This would sull take a heavy toll on
the aircrews. A round-trip mission from Guam
to the Asian coast at normal airspeeds would
take nearly 10 hours—certainly a grueling as-
signment.” In bombers, crew members can get
up and move about, perhaps even nap during
long flights."™ During the Vietnam War, the
B-52s based on Guam flew thousands of such
combat sorties. In Kosovo, B-2s flew missions
lasting more than 30 hours from their base in
Missouri with no degradation in performance.”

One should also note that the increasing

reliance on UAVs makes a great deal of

sense. These platforms, combined with more
capable sensors and precision weapons, of-
fer possible solutions to the problems with
range/persistence. UAVs allow a previously
unobtainable loitering capability—with no
crew-duty limitations.*

Conclusion

Perhaps the most enduring theme of air
and space power is its global character, which
enables the United States to project influence
worldwide. Although Airmen have grappled
with a number of technological challenges for
a century, a nagging issue remains—range
and the associated need for persistence. In de-
cades past, we addressed these problems by
torward basing, air refueling, and long-range
strike aircraft. Today, forward bases may not
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be available due to political constraints or the
proliteration of ballistic and cruise missiles
tpped with weapons of mass destruction. In-
creasingly effective ground-based air defenses
will render our nonstealthy air refuelers too
vulnerable to fly close to a crisis area.

Part of the solution may still resicle in a new
tanker for which the Air Force is now solicit-
ing bids. Given the age and increasing prob-
lems with the KC-135 fleet, this has become an
essential step. Although a new tanker probably
won't have stealthy features, the Air Force
should insist that it incorporate a self-defense
capability that would permit the aircraft—and
accompanying fighter-bombers—to approach
enemy territory more closely and thus deny
the adversary a larger sanctuary.

A long-range strike platform for the future
remains the most logical solution. Numerous
designs for this mission have emerged—any-
thing from hypersonic unmanned vehicles to
stretched “FB"-22s. However, we must maintain
our emphasis on range—the crucial nut that
needs cracking. Moreover, the Air Force must
not allow the budget process to cut this new
program. Yes, many priorities vie for scarce dol-
lars, but long-range strike must stay at the top
of the list. Similarly, stealthy standoff weapons
that can fitinside the small internal bomb bavs
of the F-22 and F-35 should make up part of the
solution. In decades past, we endured the dis-
tressing phenomenon of air-delivered ord-
nance receiving short shrift. That tendency has
changed due to the revolution in precision-
guided weapons, but the trend must continue.
Also, we must find something other than medi-
cation to squarely address the verv real prob-
lem of crew limitations. Using aircraft with
multiple crew members offers one solution, as
does the use of unmanned strike pladorms.

What we must not do is rely on short-range
fighters—a policy that assumes away the prob-
lems of access, tanker vulnerability, and crew
endurance. That would be foolish. For nearly a
century, we have wrestled with the issues of range
and persistence—the ability to hold enemy tar-
gets at risk from extended distances. The Air
Force's distinctive capabilitv ot global strike
demands long-range strike assets.  J
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FEditorial Abstract: Today's standard weather
support lacks a description of forecast un-
certainty, thus limiting the forecast’s utility.
However, significant scientific and tech-
nological advances now make it possible
to overcome that limitation by applving
weather-forecast uncertainty information to
the Air Force’s decision-making process. The
authors employ cost-effective ensemble fore-
casting in two different scenarios to demon-
strate how principles of operational risk
management can vield marked improve-
ments in combat capability (effectiveness)
and conservation of resources (efficiency ).

IR FORCE SMART Operations 21
(AFSO21) has prompted a fresh
look at ways to improve combat ca-
pabilitv. including enhancing the
decision-making process.! Highly effective and
ctficient operations require optimal decision
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Management
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making in situations that involve risk of un-
favorable outcomes. Such risk exists due to
uncertainty in decision inputs. Operators rou-
tinely face a variety of inexact inputs, such as
intelligence reports on enemy strength, pro-

Jjections on available logistics, and performance

-
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of weapon systems. This article explains how
the uncertainty in one such decision input—
the weather forecast—can be used within the
principles of operational risk management
(ORM) 1o improve combat capahllm by ap-
plving a new advancement called “ensemble
torecasting.”

Tvpically, Department of Defense (DOD)
missions with weather vulnerabilities consider
a single weather forecast. thus largely ignoring
forecast uncertainty, which can often prove
significant. Focusing attention on a single
forecast leads to nonoptimal decisions.” Fail-
ure to consider an objective description of the
potential forecast error leaves an operator
overly vulnerable to costly mistakes and the
wasting of resources—a situation analogous to
betting on a horse race without considering
each horse’s projected odds of winning.

Clearly, the absolute best information for
weather-related decisions would indeed be a
consistently perfect deterministic forecast (i.e..
a single-valued prediction for a weather phe-
nomenon). Unfortunately, deterministic fore-

dsung is anvthing but perfect. Forecast skill
varies greatlv due to the challenge of predict-
ing the incrediblv complex atmospheric sys-
tem that contains nonlinear hydrodynamic,
thermodynamic, radiation, chemical, and
phvsical interactions. In fact, it is incredible
that we can predict the atmosphere at all.?

The inherent uncertainty of the weather
can be described with a “stochastic forecast,”
which expresses a distribution or range of
possibilities that defines the potential error
in the deterministic forecast and that can
come in many different forms and from many
different sources. For example, weather clima-
tology (i.e., seasonal conditions) is normally
given stochastically, such as the average,
minimum, and maximum monthly expected
rainfall at a location.

The idea of including uncertainty as part of
a forecast is nothing new." People recognized
the potential value for applying stochastic
forecasts within Air Force operations as early
as the 1960s, but we have yet to capitalize upon
t.” Today’s forecasting remains primarily de-
terministic because (1) application of deter-
ministic weather for decision making is
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straightforward, (2) benefits from and methods
of applying stochastic forecasts are not widely
understood, and (3) production of robust sto-
chastic forecasts for short-term forecasts (up
to a few days) has not been practical or afford-
able. However, since advancements in science
and technology currently support production
of stochastic forecasts, now is the time for the
Air Force to learn and pursue the advantages
of this technique.

Production and Application of
Stochastic Forecasts

The primary tool for meteorologists for the
past 40 years has been computer-based, nu-
merical weather prediction (NWP) modeling.
Weather observations are analyzed and then
fed into a complex algorithm that simulates
atmospheric behavior over time to generate a
single, modeled forecast that has a varving de-
gree of accuracy. NWP models, run at meteo-
rological prediction centers, cover domains of
various size (from city to global), resolution
(from a few kilometers to hundreds of kilome-
ters), and lengths of time into the future (from
a few howurs to weeks) to meet specific needs.

Producing just one deterministic (smgle
solution) forecast in an NWP model requires
performing trillions of calculations verv quickly
to process the data in time to be useful. This
production involves extremely powerful. ex-
pensive supercomputers. A tvpical operational
NWP model uses computer hardware worth
about $100,000 to $1.000,000, depending
upon the model configuration (domain size/
resolution, run-time requirements, etc.).

Computers have now advanced to the point
that running NWP models in a stochastic
(multisolution) mode. using ensemble fore-
casting, has become cost-eftective. In this type
of forecasting, the NWP uncertainty is quanti-
fied by running the model many times (tvpi-
callv 20-30 individual solutions). with slight
changes to the information fed to each model
run as well as adjustments to the model’s in-
ner workings. This generates a spectrum of
forecasts in which each forecast is a valid pos-




sibility: together. they vield an objecuve, sto-
chastic weather forecast.

Additional processing to generate an en-
semble forecast requires roughly an order of
magnitude (10 times) more computer power,
with an equivalently higher cost. compared to
deterministic NWP. This article takes a DOD
perspective on how the benefits of using en-
semble forecasts greatly exceed the cost of
their production. Across the weather-support
community, the benefits for improving users’
decision making have fueled extensive re-
search and development over the past 20 vears.
Meteorological prediction centers worldwide
are currendy generating ensemble-based sto-
chastic forecasts for their customers:

Year That
Ensemble
Center Forecasting
Began
US National Centers for Environmental 1992
Prediction
European Center for Medium-Range 1992
Weather Forecasting
US Navy Fleet Numerical Meteorology 1995
and Oceanography Center
Canadian Meteorological Center 1996
China Meteorological Agency 1996
Bureau of Meteorology, Australia 2000
Japanese Meteorological Agency 2001
Korean Meteorological Administration 2001
United Kingdom Met Office 2007

Although the Air Force can and does lever-
age forecast data from outside sources, it must
also generate tailored, mission-specific fore-
casts. Air Force Weather has committed itself
to developing an ensemble-forecast capability.
Brig Gen Lawrence A. Stutzriem, the former
Air Force director of weather, stated that “en-
semble forecast products and applications are
the future of Air Force weather operations.™
To that end, Air Force Weather is currently
processing ensemble-forecast data in a proto-
type system and performing an extensive field
test to learn how best to apply stochastic fore-
casts for enhancing DOD operations. This ef-
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tort will last through 2008 and pave the way
tor operational implementation.

ORM serves as the conduit for applying sto-
chastic forecasts since its guiding principle is
“accept risk when benefits outweigh the
costs.”” Costs encompass necessities for carry-
ing out the mission (supplies, equipment
maintenance, training, etc.) while risk analysis
involves understanding the uncertainty of
each decision input. This principle can be met
objectively, rather than subjectively, through
decision theory, which bases decisions on
mathematical evaluation in order to enable
actions that maximize gain and/or minimize
loss in the long run.® Essentially, decision the-
ory is the literal realization of the expression
“calculated risk.” For example, assume that
analvsis of a business case shows long-term sav-
ings in applving expensive runway anti-icing
chemicals if the chance of snow is greater than
35 percent.” Given a forecast of 25 percent
chance of snow, the decision would be not to
use the chemicals and accept the risk of more
expensive, time-consuming plowing. That de-
cision process is fundamentally different, and
more effective over time, compared to using
an imperfect, deterministic snow prediction
as decision input.

It is possible to minimize losses and maxi-
mize gains simultaneously, but decision mak-
ing often focuses on one or the other. In this
article, the term defensive ORM refers to opti-
mization with respect to minimizing loss, and
offensive ORM refers 1o maximizing gains. We
present examples for each type of ORM to
demonstrate how application of stochastic
torecasts meets the goals of AFSO21. The ex-
amples involve computerized modeling and
simulation scenarios designed with enough
realism to give them credibility while remain-
ing simple enough to it within the scope of
this article. These simulations enable thor-
ough exploration of potential benefits through
variation and replay of the scenarios—some-
thing not possible in real-lite examples.

Currently, actual examples within the DOD
of successful application of stochastic forecasts
are few and far between. A couple of notable
exceptions include probabilistic storm predic-
tion for launch operations at Pawick AFB, Flor-
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ida, and inclusion of typhoon-track uncertainty
from the Joint Typhoon Warning Center, Naval
Base Pearl Harbor, Hawaii. There are also
many success stories in the civilian sector. For
example, California utilities realized a 9.5 per-
cent increase in annual hydroelectric revenue
and a 40 percent reduction in wasteful spill-
age from reservoirs when they switched to us-
ing stochastic forecasts."” Similar improve-
ments are possible within DOD operations.

Example of Defensive
Operational Risk Management

Detensive ORM involves making smart de-
cisions that ensure the job gets done with the
least expense. This could mean anything trom
resource protection for the avoidance of costly
damage to conservation of logistics (ammuni-
tion, fuel, etc.). For purposes of demonstra-
tion, an Evacuation Simulation (Evac Sim)
was constructed to model protection of a high-
valued aircraft parked at an air base prone o
high winds from typhoons.

Each vear, on average, four typhoons ap-
proach the air base (within 200 miles). Usu-
ally one in four (one per year) results in sur-
face winds greater than or equal to 50 knots at
the base, which can cause significant and
costly (31,000,000 in this simulation) damage
to aircraft. Using the weather forecast, the air-
craft operator needs a two-day lead time o
decide whether to evacuate (costing $150,000
for fuel. the crew’s travel vouchers, etc.) to an
alternative operating location before the ty-
phoon hits. The two choices (evacuate or re-
main in place) and two possibilities for the
wind (greater than or equal to, or less than 50
knots) produce four possible outcomes for
any typhoon approach (associated expense in
parentheses):

1. Valid Evacuation ($150,000): evacuated;
damaging wind avoided.

2. Savings (30): remained in place: damag-
ing wind did not occur.

3. False Alarm ($150,000): evacuated; dam-
aging wind did not occur.
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4. Loss ($1,000,000): remained in place;
damaging wind occurred.

The Evac Sim generates wind conditions at
the base for each typhoon through random
draws from a distribution of possible condi-
tions constructed to represent realistic clima-
tologic conditions.!" Simulated deterministic
(single-valued) ftorecasts result from adding
an unbiased random error onto the true wind
with average magnitude of 12 knots—a con-
servative estimate for two-day forecast error in
high-wind situations. The deterministic fore-
cast thus mimics real-world torecasts by alwavs
being in the neighborhood of the truth—
sometimes very close and sometimes highly
erred. The simulated stochastic forecasts are
produced through a statistical calculation that
considers where the threshold of 50 knots falls
within a distribution of potenual forecasts
(based on the error range of the deterministic
torecast). The simulation process mimics a
real-world, imperfect ensemble forecast by us-
ing an incorrect estimate of forecast error when
constructing the ensemble distribution. ™

Table 1 shows sample results of the Evac
Sim for decisions made and expenses incurred
by an operator supported by deterministic ver-
sus stochastic forecasts for the same tvphoon
approaches. The deterministic operator evacu-
ates when the forecast is for wind greater than
or equal 1o 50 knots. The stochastic operator
evacuates when the probability forecast for
wind greater than or equal to 50 knots is 15
percent or higher. This percentage represents
the optimal decision threshold defined by the
cost of protecting divided by the loss if the
damage occurs, known as the cost/loss ratio
in decision theory."

Examination of a single case in table 1,
such as tvphoon number two, shows that the
deterministic operator can occasionally make
the better decision. It is only in the long run
that the benetit of applving decision theorv is
realized. By the end of two vears (or eight tv-
phoon approaches), the stochastic operator is
clearly doing better. As the Evac Sim contin-
ues, the savings of the stochastic operator (the
difference between the deterministic and sto-
chastic expenses) grow (fig. 1). However, the




Table 1. Sample results of Evac Sim*
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Deterministic Operator
Typhoon (Decision Threshold = 50 knots)
Approach Forecast | Observed Wind | ~__ | Cumulative Expense
- - Result
Wind (knots) (knots) ($1,000)
1 12 20 saags 0
2 36 44 savings 0
3 777 81 valid evacuation 150
4 43 62 logs 1,150
5 52 41 false alarm 1.300
6 28 29 savings 1.300
7 20 27 savings 1.300
8 32 23 savings 1,300
Stochastic Operator
(Decision Threshold = 15 percent)

Typhoon -

Approach e e Observed Wind Cumulative Expense
greater than or equal | Evacuate? (knots) Result ($1.000)
to 50 knots (percent) '

1 9 no 20 savings 0
2 17 yes 44 false alarm 150
&) 99 yes 81 valid evacuation 300
4 25 yes 62 valid evacuation 450
5 33 yes 41 falae alarm 600
6 24 yes 29 false alarm 750
7 1 no 27 savings 750
8 7 no 23 savings 750

*The table shows deterministic- versus stochastic-operator evacuation decisions and expenses incurred for eight consecu-
tive typhoon approaches over a two-vear period. The deterministic operator’s total expense amounted to $1.300,000—
mosty from a costly miss on the fourth tvphoon approach. The stochastic operator suffered from many false alarms
approaches two, five. and six1 but correctly evacuated to avoid both damaging wind events (approaches three and four),

thus expending $550.000 less.

stochastic operator makes plenty of wrong de-
cisions, even including a $1,000,000 loss on
tvphoon approach number 27. Given the un-
certainty in the forecast, the best possible per-
formance is obtained by following ORM sup-
ported by stochastic forecasts. Repeated runs
(multiple 10-vear periods [results not shown])
of the simulation revealed that the average
(or expected) l0-vear expense comes to
$5,400.000 for the deterministic operator and
$3,800,000 for the stochastic operator (a 30
percent savings).

This simple yet revealing example of defen-
sive ORM can be made more realistic by add-
ing complexity. but that would not change the
general result. For instance, resource-protection
scenarios often involve a range of possible ac-
tions to choose from and multiple levels of
potential loss. The simulation could be ex-
panded to include less expensive options to

protect the aircraft for wind conditions up to
60 knots, such as securing the aircraft in a
hangar. Also, the damage (loss) may greatly
increase if extremely high winds (more than 80
knots) occur. Representing such complexity
in a decision model would only further support
the case for using stochastic forecasts in an ORM
decision process to maximize efficiency."
The crux of applying decision theory en-
tails accepting the fact that when decision in-
puls contain uncertainty, it is not possible to
make the right decision consistently. Unfavor-
able outcomes (false alarms and/or losses)
are bound to occur. The strategy involves aim-
ing for perfection while simultancously find-
ing a balance of potential false alarms and
losses that minimizes expenses over time.
Such optimization becomes possible with ro-
bust, stochastic decision inputs, which an en-
semble forecast can provide for weather.
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Figure 1. Sample results of the extended Evac Sim. Cumulative expenses are shown for 40 typhoon
approaches over one 10-year period (including the first eight typhoons from table 1 for the deterministic
operator, stochastic operator, and a hypothetical perfect operator who evacuates only for cases when a
wind greater than or equal to 50 knots actually occurs). Typhoon approach number 27 is highlighted to
show a case in which both the deterministic and stochastic operators failed to take necessary protective

action. The stochastic operator saved about $2,000.000 in this sample 10-year period.

Example of Offensive
Operational Risk Management

Oftensive ORM has to do with making smart
decisions to optimize gain. For DOD opera-
tions, this means maximizing combat capability
(within resource limitations) to more effec-
tivelv perform the mission. The example for
this article involves destruction of enemy air
defenses (DEAD [pronounced "deed”])."” In
the following DEAD simulation (DEAD Sim),
a four-ship flight of F-16s is tasked w0 reduce
the enemy’s surface-to-air missile (SAM) capa-
bilitv bv executing a series of DEAD missions.

The objective calls for quickly and efficiently
reducing the enemy’s SAM capacity down to
10 percent, thus clearing the way for the start
of the main air offensive. Campaign planners
have allocated 630,000 pounds (lb.) of fuel
tor DEAD operations. A single mission uses
60,000 1b.. so the aircraft need to fulfill the ob-
jective with no more than 10 missions to avoid
tapping into fuel needed to support follow-on
operations.

Visual contact with the targets is essential
since the SAMs are mobile and not radar ac-
tive. Additionally, rules of engagement for this

campaign dictate strict attention to avoiding
collateral damage. With the mobile SAMs of-
ten operating within small villages, the pilots
can minimize damage to civilian interests only
with eyes on target. Due to rough and varving
terrain, sufficient visual contact and ground
clearance become possible only when the
cloud ceiling is 3,000 feet (tlight level 030) or
higher. Cloud ceiling (CIG) is defined as the
height of the base of the lowest cloud laver
that covers at least six-tenths of the sky.'

Similar to the Evac Sim. the DEAD Sim simu-
lates varving weather conditions with random
draws from a distribution of possible cloud
states constructed to represent climatological
conditions of CIG greater than or equal to 030
occurring approximately two-thirds of the
time.'” Deterministic forecasts are assumed to
have an average random error of 900 feet. Sto-
chastic forecasts from an ensemble are simu-
lated from a slightly erred distribution ot po-
tential forecasts.'

The DEAD Sim steps through sequential
cycles defined as the period of time (many
hours) to plan, equip, execute, and recover.
In deciding not to attack. the operator still
uses up a cvcle since the planning process. air-



crew preparation, and equipping must be re-
started. Each successful attack mission reduces
the SAMs by 20 percent of the enemy’s maxi-
mum capacity. The enemy rebuilds by 5 per-
cent during any cvcle when not successtully
attacked (but can never exceed 100 percent)
and has a large resupply capability. Any given
cvcle has four possible outcomes (associated
destruction [-] or rebuild [+] of enemy capacity
as well as fuel expense in parentheses):

1. Success (-20 percent | 60,000 1b.): mis-
sion flown; found favorable weather.

2. No Opportunity (+5 percent | 0 Ib.):
mission not tlown; unfavorable weather
occurred.

Table 2. Sample results of DEAD Sim*
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3. Missed Opportunity (+5 percent | 01b.):
mission not flown; favorable weather oc-
curred.

4. Wasted Effort (+5 percent | 60,000 1b.):
mission flown; found unfavorable weather.

The stochastic operator can use probability
torecasts to make a quicker kill (table 2). The
deterministic operator gets the job done but
suffers from more frequent poor decisions.
The stochastic operator. though vulnerable o
mistaken decisions, is much better at capital-
izing on opportunites. The advantage comes
from attacking when probability for CIG
greater than or equal to 030 exceeds the optimal
threshold. recalculated prior to each cycle. The

Deterministic Operator
Cvel (Decision Threshold = 030)
Bae CIG . CIG e Enemy SAM | Fuel Used
Forecast ACks Observed (percent) (x1,000 Ib.)
1 062 yes 068 success 80 60
2 045 yes 014 wasted effort 85 120
3 022 no 045 missed opportunity 90 120
4 048 yes 038 success 70 180
5 035 yes 035 success 50 240
6 017 no 042 missed opportunity 55) 240
7 038 yes 027 wasted effort 60 300
8 005 no 011 no opporiunity 65 300
9 016 no 008 no opportunity 70 300
10 066 yes 064 success 50 360
11 025 no 032 missed opportunity 55 360
12 033 yes 049 success 35 420
13 125 yes 115 success 15 480
14 085 yes 100 success 0 540
Stochastic Operator
(Decision Threshold = vanable percentage)
Cycle Forecast CIG Decision
greater than or equal | Threshold | Attack? ObCIG d Result Sl [ uel Used
to 030 (percent) (percent) serve (percent) (x1.000 Ib.)
1 100 45 yes 068 success 80 60
2 55 39 yes 014 wasted effort 85 120
3 42 47 no 045 missed opportunity 90 120
4 95 50 yes 038 success 70 180
5 88 43 yes 035 success 50 240
6 38 59 yes 042 success 30 300
7 64 20 yes 027 wasted effort 35 360
8 22 3 no 011 no opportunity 40 360
9 17 38 no 008 no opportunity 45 360
10 100 44 ves 064 success 25 420
1 31 25 yes 032 success 5 480

*Ne=t e Rt VK 8 e - ici i Y

Deterministic- versus stochastic-operator decisions and results for the same weather conditions are shown for one com-
plete campaign. The deterministic operator necded three additional cycles and 60.000 Ib. (or one mission) more fuel to
complete the DEAD objective.
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threshold is based on the changing situation
of the enemy’s remaining SAM capacity and
remaining fuel." Lower SAM capacity (weaker
enemy) and greater fuel supply (stronger
friendly footing) means the stochastic operator
can afford to be more aggressive and attack at
a lower probability of favorable weather.

Optimally meeting the DEAD objective re-
quires balancing between being aggressive Lo
rapidly defeat the SAMs and being cautious to
avoid wasting fuel on unsuccessful missions.
Simply attacking every cycle would ensure gar-
nering every possible opportunity, thus meet-
ing the DEAD objective the quickest. However,
many of the missions would encounter unfa-
vorable weather, thus maximizing fuel waste
and potentially degrading capability for the
remainder of the air campaign. The challenge
then becomes defeating the SAMs as effec-
tively (minimizing time taken) and efficiently
(minimizing fuel usage) as possible.

Figure 2, built from repeated runs of the
DEAD Sim, shows the advantage (particular to
this example) an operator could expect by us-
ing stochastic forecasts to optimize decisions.
The stochastic operator performed better
more frequently and often by a large margin.

more than
3 cycles

2-3 cycles
1 cycle

Deterministic
Operator
Wins

7

Stochastic cycle tie
Operator ;
F\)ISins more than less fuel

3 cycles used
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The deterministic operator could sometimes
beat or tie the stochastic operator since ran-
dom chance resulted in some very good deter-
ministic forecasts. The key downfall of the de-
terministic forecasts was that the good ones
were not reliable. In essence, the determinis-
tic operator became a victim of uncertainty
since the amount of error can never be known
ahead of time.

The overall average results had the stochas-
tic operator improving by 10 percent over the
deterministic operator (mission accomplished
in 10.1 cvcles versus 11.2 cvcles). Furthermore,
effectiveness improved without additional re-
sources. On average, the stochastic operator
actually used 3 percent less fuel. Although
that may not represent a significant savings,
remember that offensive ORM focuses on ef-
fectiveness and not efficiency, as with defen-
sive ORM. Combat capability is maximized by
applving knowledge of the full range of possi-
bilities to the decision process, thus reacting
to a comprehensive picture of potential effects
on the mission from the natural environment.
However, as also shown in the Evac Sim, the
stochastic operator is certainly not perfect. A
hypothetical perfect operator would meet the

tie by both
cycles and fuel

cycle tie,
less fuel
used

Deterministic Win by more than 3 cycles 23
Operator 213 Win by 2-3 cycles 39
Wins Win by 1 cycle 24
Cycle tie, less fuel used 127

Ties 327 327
Cycle tie, less fuel used 112

Stochastic 460 Win by 1 cycle 102
Operator Win by 2-3 cycles 97
Wins Win by more than 3 cycles 149

Figure 2. Results from 1,000 separate campaigns run in the DEAD Sim



DEAD objective with 20 percent fewer cycles
and 20 percent less fuel on average.™ At best,
a real-life operator can come closer to pertec-
tion by accounting for the inherent uncer-
taintv of the forecast.

Many possibilities exist for expanding the
scope and realism of the DEAD Sim. Instead
of just monitoring fuel usage, other critical
dependencies such as ordnance, pilot avail-
ability. and so forth, could also be tracked.
Missions that met unfavorable weather for the
DEAD operation could be directed to second-
ary argets. Instead of fixing SAM destruction
at 20 percent for a successful mission. destruc-
tion could vary, based on an operator's choice
to alter the number of sorties per mission or
on an enemy who effectively hides during fair
weather. Adding such enhancements would
be telling for war-gaming analysis, but the bot-
tom line would still be that using stochastic
forecasts in an oftensive ORM decision pro-
cess maximizes combat capability.

Human Factors

Optimal ORM decision making comes from
balancing mission risks and mission objec-
tives. In the decision-model examples above.
risks and objectives are well defined. and deci-
sions follow prescribed optimization rules.
These models have applicability when deci-
sion inputs and their risks are quantifiable
and decision rules can be clearly defined a
priori. This is the case with decision inputs
such as logistics, enemy strength, weather.
weapons’ impact, and so forth, and with clear
mission objectives such as minimizing ex-
penses or eliminating enemy capabilities.

The role of machines in decision making is
steadily increasing as the machine-to-machine
environment matures. Since machines oper-
ate only as programmed, they are ideal for
pcrtormmg a balanced risk analysis in a pre-
scriptive scenario. A machine rapidly pro-
cesses extensive. complex data from a myriad
of quantifiable inputs and strictly follows opti-
mization rules to arrive at an appropriate deci-
sion. The weakness of the machine decision is
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that it may make nonoptimal decisions in situa-
tions involving intangible decision inputs.

The latter inputs include issues such as unit
morale and political, strategic, moral, and re-
ligious considerations. At best, defining and
understanding these often powerful influ-
ences on mission accomplishment can nor-
mally be done subjectively. A human decision
maker must weigh the associated risks against
costs and mission objectives. In the DEAD sce-
nario, for example, assume that several days of
unfavorable weather have prevented any at-
tempt to attack. Morale is dropping rapidly as
personnel become anxious to perform their
duty. Given vet another forecast for potential
unfavorable weather (exceeding risk toler-
ance), the operator may decide to risk an at-
tack to bolster morale and greatly increase the
chances of overall success.

The human ability to process intangible de-
cision inputs can add tremendous value to the
decision process. Unfortunately, regardless of
whether a situation involves quantifiable, in-
tangible, or both types of decision inputs, hu-
mans can sometimes make nonoptimal deci-
sions through unbalanced risk analysis.”
Unlike machines, humans may occasionally
choose to ignore optimization rules. For ex-
ample. in lhc typhoon scenario, a decision
maker concerned that incurring a big loss may
ruin his or her career may choose to evacuate
even when the rule-based decision calls for re-
maining in place.

Humans also tend to have an overly narrow
tocus. Faced with a complex array of both quan-
tihable and intangible inputs, all with varving
degrees of uncertainty, an operator can quickly
become overwhelmed. The logical reaction in-
volves subjectively weighing the inputs and
making a decision considering only the most
important factors. Although a very experienced
operator may successfully arrive at a valid deci-
sion, more often than not, the narrow-focus
effect leads 1o nonoptimized decisions.

Misinterpretation of quantified stochastic
inputs also represents a potential problem.
Inability to think stochastically can sway a de-
cision maker away from following the optimi-
zation rules. Humans tend to think determin-
istically (ves/no) and translate any probability
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greater than 50 percent into “it’s going to hap-
pen” and vice versa. Additionally, different
methods of presenting risk information can
result in ditterent decisions since human infor-
mation processing involves both experienual
(i.e., emotional) and analytic aspects.”* Con-
sider how a decision maker may react to nu-
merically equivalent forecasts of “70 percent
chance of snow” versus “30 percent chance of
no snow” versus “odds of snow are seven in 10.”

In another common behavior—the “knee-
jerk” reaction—decisions are based upon a
recent untavorable outcome. When an opera-
tor gets hit with the bill from a loss or wasted
effort, the natural reaction is to toss aside
(mavbe only temporarily) the optimized deci-
sion rules and do whatever it takes to ensure
that bill doesn’t come again. Ironically, such
shortsightedness ends up costing more in the
long run. The real flaw lies in using a single
unfavorable (or favorable) outcome as a mea-
sure of ORM success.

The knee-jerk reaction was modeled in the
DEAD Sim to demonstrate its impact. After
wasting effort (flving a mission and finding
unfavorable weather), the stochastic operator
increased the decision threshold to 99 per-
cent chance of CIG greater than or equal to
030 for the next cyvcle to prevent another
wasted effort (the operator did not attack un-
less favorable weather became verv certain).
Conversely. upon missing an opportunity (not
flving a mission and favorable weather occur-
ring), the stochastic operator decreased the
decision threshold for the next cycle to 1 per-
cent to prevent another missed opportunity (the
operator attacked unless untavorable weather
was certain). This knee-jerk reaction produced
an increase in average number of cycles to
10.7 (from 10.2) and in average fuel use to
415,000 Ib. (from 398,000). This performance
was still better than the deterministic opera-
tor’s but a notable departure from optimal.

Summary/Recommendations

Two simple yet realistic decision scenarios
were modeled to demonstrate how stochastic
forecasts, which describe a range of likely out-
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comes, enable ORM. The Evac Sim showed
how use of stochastic forecasts can signifi-
cantly conserve resources (i.e., increased effi-
ciency through defensive ORM). The DEAD
Sim showed how use of stochastic forecasts
can maximize combat capability (i.e., in-
creased effectiveness through offensive ORM).
The added benefit from using stochastic ver-
sus deterministic (single-valued) forecasts can
vary greatly, depending upon a mission’s sen-
sitivity to weather, the skill of the deterministic
forecasting, and the detrimental weather's fre-
quency of occurrence. Additionally, human
factors can have both positive and negative ef-
fects on the decision process.

Realizing the benefits will require consider-
able resources, etfort, and patience in the de-
velopment arenas of ensemble-data production
and application. The effort would enhance
one of our country’s great strengths—advanced
technology. Skilled use of stochastic forecasts
from an ensemble system can provide a dis-
tinct advantage over an adversary in current
and future conflicts. Alternatively, continuing
with decision making based on deterministic
forecasts may leave the DOD at a disadvan-
tage, given increasing interest worldwide in
stochastic forecasts, as mentioned earlier.

The DOD can and should exploit stochastic
weather information available from external
sources (e.g., the National Weather Service),
but internal production of ensemble data is
necessary to tailor forecasts to war fighters’ re-
quirements. For example, generating a reli-
able probability forecast for a high-impact
event such as a dust storm at Balad Air Base,
Iraq. requires processing a fine-scale ensemble
torecast to model the event. Such production
is expensive but cost-effective. An ensemble
system designed for a typical theater of opera-
tion (e.g.. the Middle East) costs several mil-
lion dollars in today’s computer hardware.
The Evac Sim used rather conservative esti-
mates to show how millions of dollars can be
saved through optimal protection of a single
aircraft. By multiplying that across all aircraft
and DOD assets susceptible to adverse weather.
including life-threatening conditions, and
then adding in the increased combat capa-
bility for all missions with weather vulnera-



bilities, it quickly becomes obvious that re-
turns far outweigh costs. The DOD should
fullv back Air Force Weather's planned im-
plellnema[ion (beginning in 2009) of a robust
ensemble system designed to deliver high-
quality, operations-tailored stochastic fore-
casts for all theaters of operation.

Apart from the production of ensemble
data. exploitation of this technology requires
decision makers willing and able to apply it.
Across the Air Force, personnel. procedures,
and tools need to transform over the next few
years to use stochastic forecasts in objective
decision making. The first step in this trans-
formaton is education since appreciation of the
benefits and skillful application require under-
standing. The DOD should incorporate ORM
that uses stochastic forecasts into formal train-
ing for its decision makers at all levels. The
next step entails analvsis of weathersensitive
missions and processes to determine optimal
decision thresholds (e.g., choosing an alter-
nate air-refueling track if the chance of mod-
erate turbulence is greater than or equal to 35
percent in the primary track). The operations-
research community. which has an interest in
enhancing DOD decision making, can help
meet the scope and complexity of such an
undertaking.~
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Integrating
Weather in Net-
Centric Warfare

A Case for Refocusing
Human Resources in Air
Force Weather

CoL Scot T. Heckman, USAF

Editorial Abstract: Dwindling manpower
in Air Force Weather (AI'W) and an in-
creasingly net-centric Air Force are forcing
a change from the days of the face-to-face
weather briefing. Furthermore, the Air
Force needs a better degree of forecast con-
sistency. The author proposes that auto-
mated forecasts and forecast tailoring rep-
resent significant changes for AFW but
that their implementation will remove po-
tential human bottlenecks, enable greater
detail for decision makers, and increase
the speed of access for all users.

HE WEATHER BRIEFER is obsolete,

a victim of netcentricity. In a world

where evervone is connected, people

affected by weather will access related
information directly and integrate it into their
decision processes. No longer will “Stormy” the
weather briefer, acting as both an expert and
a bottleneck, serve as gatckeeper to weather
databases. To remain relevant o net-centric
operations, Air Force Weather (AFW) must
aggressively develop support for net-centric
access and redefine the role of the weather
briefer. Specifically, if it wishes 1o meet the de-
mands of increasingly net-centric decision
makers. despite a shrinking manpower pool,
AFW must automate the forecast-tailoring pro-
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cess, remove the weather briefer, and address
inconsistency in the weather database.

Background

Understanding the interaction between net-
centricity and AFW operations requires some
awareness of the fundamental concepts of
each. According to The Implementation of Network-
Centric Warfare, “NCW [network-centric war-
fare] is characterized by the ability of geo-
graphically dispersed forces to attain a high
level of shared battlespace awareness that is
exploited to achieve strategic, operational,
and tactical objectives in accordance with the
commander’s intent.”' Increased sharing of
information via the network at all levels of
command likely will result in massed effects
(increased combat power), decision superiority,
heightened speed of command, and self-
synchronization.” As described in the Net-
Centric Environment  Joint Functional Concept,
when connected, units can pursue a com-
mander’s intent without repeated contact with
superiors to synchronize operations, relying
on shared awareness based on consistent in-
formation to self-synchronize.’

The Transformation Planning Guidance of
2003 specifically states that “implementation
of the Department’s force transformation
strategy will shift us from an industrial age to
an information age military. Information age
military forces will be less platform-centric and
more network-centric.” NCW will increase
connectivity at lower echelons of command
and throughout functions other than com-
mand and control (C2). The Net-Centric Envi-
ronment  foint Functional Concepl notes that
“since C2 nodes are already fairly well con-
nected, the real power of the Net-Centric En-
vironment will be in connecting the other
tunctions and extremities of the force.™

The Oftice of Force Transformation moni-
tors the progress of the transformation effort.
Fhe Transformation Planning Guidance divects
each of the services to write a road map that
addresses, among other things, its conversion
to NCW. Service NCW programs include the
Joint Tactical Radio System, Air Force Link-16
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airborne data link, Department of Defense
(DOD)-wide Global Information Grid network-
infrastructure program, Navy Cooperative En-
gagement Capability data link, and Army
Force XXI Battle Command Brigade and Be-
low data-link system.®

In addition, looking to improve their
forces’ shared situational awareness and col-
laborative decision making, the services are
actively increasing the connectivity of their
forces and experimenting with new tactics,
techniques, and procedures to take advantage
of the new capability.” Despite the newness of
NCW technologies and procedures, success
stories have emerged from Operation Iraqi
Freedom. For example, data links and the
Blue Force Tracker system have reduced inci-
dents of fratricide, and procedures enabled by
new data links have allowed the development
and swriking of targets within 45 minutes.”

Before discussing weather operations, we
should define the term decision maker as used
in this discussion. Specifically, such an indi-
vidual receives weather information and takes
action based on that information—a pur-
posely broad denotation since the environ-
ment affects virtually every mission and func-
tion to some degree. Indeed. the substance of
this article could affect anvone who has access
to weather information.

For weather operations, Air Force Doctrine
Document (AFDD) 2-9.1 Weather Operations.
describes how “Air Force weather operations
execute five core processes—collection, analy-
sis, prediction, tailoring, and integration—to
characterize the environment and exploit en-
vironmental information.™ Such characteriza-
tion includes collection of environmental
measurements taken by the DOD, US govern-
ment, and foreign instrumentation; analysis
of the measurements; and prediction of the
future state of the environment. These actions
produce a ftour-dimensional representation
(latitude, longitude, altitude, and time) of the
environment, consisting of such environmental
parameters as wind speed direction, tempera-
ture, pressure, humidity. clouds, and precipi-
tation. In order tor military decision makers
to exploit this information, we must derive
such decision parameters as ceiling, visibility,




cloud-free line of sight. and thermal contrast

which (e.g.. wind speed) double as decision
parameters. We tailor forecasted decision pa-
rameters to a particular mission by retrieving
them for the ume(s) and location(s) needed.
packaging the information into usable form
. (maps. tables. graphs. etc.), and formauing
| the result for integration into the decision
maker’s decision process. If the decision
maker provides operational limitatons (i.e.,
thresholds), we may highlight these in the
final product. We then measure or generate
weather data and provide decision makers
weather information in the form of a prod-
uct—a collection of information in a particu-
lar package (text. map. or graph) and format
(file vpe). In the future, we anticipate that
net-centric data management and services will
make the processing and communication of a
tremendous amount of information feasible
and umely.

Weather information made available to de-
cision makers must be accurate, timely, rele-
vant, consistent, and accessible. Accurate in-
formation facilitates correct decisions more
often than incorrect ones. Timelv information
prevents delaved decisions. Relevant informa-
tion allows the decision maker to pinpoint
pertinent data. Consistent information guar-
antees that individuals involved in a collabora-
tive decision process do not receive conflicting
statements about the weather. And accessible
information permits decision makers to find
what they need in a usable form.

Trends

Increasing connectivity, net-centric deci-
sion making with its demand for consistency,
and decreasing AFW manpower will reduce
AFW’s ability to support net-centric decision
makers in the future unless it shifts resources
from human-based forecast wiloring to a
more automnated approach.

Increasing Connectivity

NCW’s newwork revolution will radically change
communication modes, categorized here by

from the environmental parameters, some of
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the degree of network-interface usage. In this
construct, machine communications require a
newwork interface, but human communicatons
do not. For example, machine-to-machine
(M2M) communication involves one computer
application automatically requesting informa-
ton from another and the other automatically
responding via the network. Human-to-human
(H2H) communication does not require a
network interface even though some voice
communications will eventually take place
over the network (e.g.., Voice-over-Internet
Protocol). Examples include a briefing 0 a
commander and his staff, a telephone conver-
sation between action officers, or ground
troops passing target coordinates to aircraft
over voice links. Machine-to-human (M2H)
communication requires a network interface,
as when a human uses a computer to access a
Web page or query a database.

As decision makers at all echelons gain net-
work access, the primary mode of communi-
cation for weather information will change
from H2H to M2M and M2H. No longer the
primary mode, voice communications will yield
to network communication, which permits
the transmission of detailed data. Freed from
communications within line of sight or on cer-
tain frequencies, decision makers will have ac-
cess to the entire network (via reachback).
Major C2 nodes have traditionally possessed
this kind of access, but the vision for NCW en-
tails extending this kind of connectivity to the
most tactical levels: the cockpit. tank. platoon
member, and so forth. Decision makers who
have experienced difficulty accessing weather
information in the past, due to limitations in
communications or AFW personnel resources,
will demand access—and the number of deci-
sion makers served will rise.

Increasing Demand for Consistency

Self-synchronization based on shared aware-
ness puts a premium on consistency of infor-
mation." Contradictory information frustrates
attempts to collaborate and self-synchronize
since collaborators must resolve contlicts be-
fore working on the tactical decision at hand.
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All decision makers in an operations area
must get their weather information from a
consistent and authoritative source to prevent
disruption of coordinated operations. To cite
a simple example, a fighter mission launches,
expecting marginal conditions in a refueling
track. but the tanker cancels since its informa-
tion shows conditions out of (the tanker's)
limits. Although this scenario is manageable,
imagine decision makers involved in a com-
plex joint and/or coalition operation attempt-
ing to plan their part of the overall operation
and trving to avoid or mitigate the eftects of
weather. One of the four principles of AFW
operations, consistency serves as the basis of
the call for "one theater, one torecast,” found
in Joint Publication 3-59, Joint Doctrine, Tactics,
lechnmiques, and Procedures for Meteorological and
Oceanographic Operations."'

Decreasing Air Force Weather Manpower

Recent budget uncertainty caused by the on-
going global war on terrvor, the Quadrennial
Defense Review Report of 2005, and former sec-
retary of defense Donald Rumsteld’s call for
transformation has resulted in a new plan for
the tuture of the Air Force. Faced with replac-
ing aging aircraft and no promise of addi-
tional funds, the service plans to cut approxi-
mately 40,000 troops (12 percent) by the end
of fiscal vear 2009."* [n addition, Secretary of
the Air Force Michael Wynne introduced Air
Force Smart Operations 21, a program designed
to improve processes and reduce inefficiency.
Secretary Wyvnne seeks to institutionalize con-
tinuous process improvement and “look
innovative ways to use our materiel and per-
sonnel more etficiently.”""

These reductions continue a long pattern
of drawing down the Air Force aftter the col-
lapse of the Soviet Union. Reductions in
AFW's enlisted personnel since 1985 have
proved slower than those in the overall Air
Force—not the case with officer reductions,
which dipped in 2001 to as low as 43 percemt
of the 1985 levels compared to the overall Air
Force low of 62 percent in 2001."

Faced with pressure to reduce manpower
and costs, AFW historically has automated

processes to reduce manpower, consolidated
work centers to reduce overhead, and lever-
aged weather data produced by others (e.g.,
the National Oceanographic and Atmospheric
Administration and US Navy capabilities).
AFW must cope with the challenge of simulta-
neously reacting to budget and manpower re-
ductions while funding and managing a trans-
tormation to meet the demands of NCW.

Continuing Human-Based Forecast Tailoring

Forecast tailoring entails translation of mea-
sured or predicted environmental parameters
(e.g., temperature, wind speed, relative hu-
midity, etc.) to decision parameters (e.g., heat-
stress index, crosswind, lock-on range, etc.)
valid at mission-specific locations and times.
For example, we utilize wind measurements at
the approach end of the runway to calculate
the crosswind component, which the supervi-
sor of flying uses to decide whether to con-
tinue flight operations or divert aircraft to an-
other field.

In 1997 AFW began an ambitious reengi-
neering effort that redefined much of the
weather function’s organization and rear-

ranged tasks among weather units. In the June
1998 edition of Flying Safety, Brig Gen Fred P.
Lewis, Air Force director of weather, an-
nounced his decision to continue face-to-face
weather briefings, provided by weather flights,
despite a decrease in manpower." Operational
weather squadrons would perform some tunc-
tions of the old weather flights at regional
centers, allowing smaller flights to concen-
trate on tailoring weather information for
their supported decision makers. Implemen-
tation of this concept emphasized having
weather technicians tailor information to every
mission and deliver the resulting product to
the decision maker.

Arguably the optimum support methodology,
dedicating a weather technician to every mis-
sion faces even more limitations today than in
1997. Obviously. the time required per prod-
uct and number of weather technicians on
duty at a given time constrain the rate of pro-
duction. In order to provide quality support,
these technicians must learn the missions and
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environmental impacts for all of their sup-
ported decision makers—something that of-
ten calls for extensive on-the-job training. To
make timely products. they must know the
mission schedule and profiles and adjust to
changes, such as delays in takeoff time or
changes in the route of flight. En route target
changes prove almost impossible to support
unless we can dedicate a technician to a par-
ticular mission. The limited manpower avail-
able to meet demands forces weather tlights
to compromise by developing a single product
to meet multiple missions (commonly referred
to as a weather “flimsy” for multiple training
missions), putting in longer hours, reducing
time spent on each product, or simply admit-
ting an inability to support some decision
makers. This situation results in delaved, less
accurate, and less detailed support, compared
to the product created by using M2M access to
weather databases. Over the next few years,
AFW must contend with the prospect of ask-
ing a decreasing number of its technicians to
support decision makers who prefer that their
detailed weather informaton come from M2M
or M2H interfaces.

Actions Required

To address this multifaceted and complex
challenge, AFW must automate the forecast-
tailoring process to meet the increasing de-
mand for M2M and M2H access, change from
a product-centric to an information-centric
process, and reduce inconsistencies in the
weather databases available to decision makers.

Automate Forecast Tailoring

The automation of forecast tailoring will per-
mit decision makers to access M2H Web sites
or program their decision-support-system ap-
plications to access M2M-enabled weather data-
bases directly. They will no longer need to re-
quest products from a weather technician.
Automation is preferable for several reasons:

* Forecast iloring involves gathering in-
formation from many sources, determin-
ing values for the mission’s locations and

times, and then putting the information
into the proper package and format—
tasks easily automated.

Humans limit the level of detail that can
be provided in a timely manner. Network
access, however, allows decision makers
to receive much more detailed informa-
tion—for example, by indicating condi-
tions (winds, temperature, turbulence,
icing, likelihood of thunderstorms, etc.)
along a route of flight at every mile or
minute instead of simply using maps that
require crew interpretation.

Unlike human processes, which intro-
duce a degree of inconsistency and error
because they are not perfectly repeat-
able, automated processes, when fully
mature, quantify the error because of
their repeatability. Using the earlier
highter/tanker example, we see that au-
tomated forecast tailoring would ensure
that the fighter and tanker receive the
same refueling-orbit forecast since iden-
tical algorithms would generate it from
the same information in the database.

Nearly instantaneous network access re-
quires neither human involvement nor
queuing for a human response (i.e.. no
“Please hold for the next available
brieter”).

The number of possible products increases
dramatically. Decision makers can use
software written for a particular mapping
or graphing technique to create all types
of products without incurring a large man-
power requirement or training burden.

Perhaps the most compelling argument
speaks to the expandable nature of net-
work access—its ability to handle a large
influx of decision makers without the
need for additional manpower. In large,
complex contingency situations, in which
deployment of weather personnel may lag
behind combat operations, such access
can handle the spike in requests for weather
information without adding manpower.
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e Finally, in the few cases that justity using
H2H, weather personnel can employ the
developed M2H methodologies to de-
velop their responses to H2H requests.

Of course, the quality of automation soft-
ware remains critical to the success of imple-
menting this approach. Patient development
and testing as well as gradual 1mplemenlat10n
will prove key to building trust in the new
technologyv. Several obstacles, however, block
the path of a fullv automated solution:

¢ Decision makers who prefer M2H and
M2M must accept the responsibility of
maintaining access to weather informa-
tion and understanding the strengths
and weaknesses of the content. This fun-
damental cultural change shifts the bur-
den of retrieving weather information
from the weather technician to the deci-
sion maker.

* Some decision makers will resist using
network-based access methods. The need
for HZH weather information, presented
by the person who made the forecast, re-
peats the argument used by AFW reengi-
neering to retain human-based forecast
tailoring. However, when pressed, many
decision makers admit they are trying to
assess the uncertainty in the forecast by
interacting with the presenter.'® The fact
that AFW has provided decision makers
very little in the way of uncertainty assess-
ments with weather prediclions consti-
tutes a serious shortcoming in its past
support of those individuals. Weather
predictions’ varying degrees of uncer-
tainty arise from the initial indeterminate
state of the environment. primarily due
to shortcomings of observation method-
ologies and coverage. Knowing this, de-
cision makers must “look Stormy in the
eve” to assess the uncertainty in the fore-
cast. AFW has recognized this shortcom-
ing and is developing objective methods
to quantify uncertainty and include it in
the weather database for retrieval by de-
cision makers—a new capability retlected
in AFW's Characterizing the Environment

Enabling Concept, released in April 2006."
Because we do not yet have a methodology
for humans to quantify uncertainty ob-
jectively, we must use subjective methods
that depend on the widely varying skills
of individual forecasters.

Automation may affect accuracy. Cur-
rently, when forecasters tailor products
tor decision makers, they make adjust-
ments to computer-based forecasts to ac-
count for model errors and biases, which
usually, but not always, improve the ac-
curacy of the information. If taking the
human out of forecast tailoring results in
a significant drop in accuracy, decision
makers will demand reintroduction of
the human. People should remain part
of the process until the decision maker can
pull from the database a product equal
to or greater in accuracy and detail than
the one previously available. We should
not compromise accuracy for better ac-
cess and more detail. If a human can im-
prove the accuracy of weather informa-
tion, his or her efforts must occur in the
“prediction” process, thus making the re-
sults available in the weather-information
database.

Automating weather-impact assessments
presents a challenge. AFW has gone to
great lengths to catalogue environmental
impacts on the various missions and op-
erations it supports, believing theyv serve
decision makers better by providing not
only weather information but also the
“so what” aspects. Even though decision
makers want impact assessments, weather
personnel may not possess adequate quali-
fications to make them. Decision makers
should assess environmental impacts to
their operations because of their famil-
iarity with them and the possible work-
arounds. To help its personnel in this
endeavor, AFW, in cooperation with the
Army Research Laboratory, has developed
rule sets to derive operational- impact as-
sessments from decision pammeteu *In
a net-centric environment, conversion of |
these aids to a Web-based service would

|



INTEGRATING WEATHER IN NET-CENTRIC WARIARE 89

give decision makers full conurol over the
rule sets so they can modifv them to suit
their situation.

» Some decision processes require an envi-
ronmental expert. In cases involving fluid,
interactive decision processes and opera-
tions sensitive to the environment. deci-
sion makers may designate an individual
to assess environmental impacts instead
of accessing the database themselves.
This designated environmental expert
(not necessarily a weather technician)
could use M2H interfaces and Web ser-
vices to develop the necessary mission-
tailored information.

Change from Product-Centric to Info-Centric

A decision to use network access in the future
would require making anv human adjustments
to the information in the netcentric data-
base—a shift that will force AFW to change its
operations from product-centric to information-
centric. AFW must concentrate its efforts (par-
ticularly its manpower) on optimizing the ac-
curacy of decision parameters and rely on
automation to generate the products. Several
disadvantages accompany the product-centric
approach:

* In most cases, manual production ties
AFW’s manpower to a schedule, eliminat-
ing the option to skip products or allow
issuance of automated ones. Limited man-
power constrains the number of different
products and the frequency of updates.

* Weather personnel must make the prod-
ucts, even during completely benign
weather, when an automated product
would suffice.

* If demand for a particular product in-
creases, manpower must shift to meet it.
An information-centric approach would
involve deriving products from the data-
base, freeing personnel to modify the
data as needed without concern about
actual production.

In this effort, AFW can follow the lead of
the National Weather Service, which is adopt-
ing an information-centric approach by imple-
menting the National Digital Forecast Database. "
The service’s forecasters adjust a database at
the ofhice and use product-generation software
to create everything from terminal-acrodrome
forecasts. to severe-weather warnings, to the
voice on the National Oceanographic and At-
mospheric Administration’s weather radio.

AFW is slowly working toward information-
centric operations. In January 2006, it com-
pleted the Exploit Environmental Information in
Net-Centric  Operations Enabling Concept—the
best statement of AFW’s intent to move to
information-centric processes.” Though plac-
ing human “adjustments” in the tailoring pro-
cess, the document calls for making the results
available in the weather database for access by
decision makers. AFW’s joint Environmental
Toolkit program. initiated in December 2005,
includes some requirements for establishing
information-centric forecast operations. The
program’s legacy requirements, which will be
of use during the transition, may take priority
if the program continues over schedule and
over budget.”!

The transition still needs momentum. Even
as of March 2007, Air Force Instruction (AFI)
15-128. Air and Space Weather Operations: Roles
and Responsibilities, required very specific prod-
ucts, tasking weather flights to “develop and
conduct a mission execution forecast process
to tailor weather products for operational us-
ers” and to “provide tailored weather effects
products from Tactical Decision Aids and the
Integrated Weather Effects Decision Aid to
predict go/no go weather thresholds as coor-
dinated with the host/parent unit.”*

Improving Consistency

As previously mentioned, NCW's shared aware-
ness and collaborative decision making re-
quire consistent information. Inconsistency
manifests itself in several forms, the simplest
being redundancy. If two collaborating deci-
sion makers get their weather information
from different sources, they will likely receive
varying forecasts because of the differences in
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forecast models, human forecasters, or even
tailoring software. Temporal inconsistency ap-
pears when one uses new information to up-
date a forecast for a particular time and place.
Since errors increase with time (e.g., the fore-
cast for Monday issued on Friday [three-day
forecast] is less accurate than the one issued
on Saturday [two-day]), forecasts are updated
until the last minute before an operation. Spa-
tial inconsistency usually appears on boundar-
ies between torecast models or agencies. In
most cases, due to the natural variability of
weather, spatial inconsistencies are not obvi-
ous. However, in some cases, usually in cate-
gorical torecasts (e.g., light, moderate, or se-
vere turbulence), an inconsistency occurs that
weather variability can’t explain. Unfortu-
nately, inserting humans into the prediction
may often improve accuracy yet reduce consis-
tency since two forecasters given the same in-
puts will produce difterent outputs.

To eradicate inconsistency completely, all
individuals involved in making collaborative
decisions must access the same, perfectly con-
sistent weather database. To optimize consis-
tency in the database, we would have to adju-
dicate orfuse (otherwise known as “ensemble”)
different forecast-model solutions and care-
fully monitor any human involvement to en-
sure consistency.”t We can meet the first re-
quirement in the net-centric world of the
future, but control over information access is
not absolute. The second requirement be-
comes possible only by centrally controlling
production processes and reducing human
involvement to a centrally manageable scale.
Finally, if humans do improve the accuracy of
the information they process, would reducing
human involvement sacrifice accuracy for the
sake of consistency?

AFW, the Navy, and the National Weather
Service generate and maintain overlapping
and redundant weather databases. Within AFW,
redundant databases exist among the Air
Force Weather Agency's production center
and regional operational weather squadrons.
Although Headquarters USAF/A30’s Manag-
ing Net-Centric Environmental Data and Services
Enabling Concept describes how AFW will try to
solve this problem, implementation proceeds
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slowly.™ We must still resolve interservice and
interagency issues regarding database authority.

The Way Ahead

Changing AFW without destroying its rela-
tionship with decision makers means that
AFW leadership must develop the required
technologies and carefully manage transi-
tions, including actively changing AFW’s and
decision makers’ cultures.

Technology

AFW’s future lies in the development of the
flexible, automated forecast-tailoring applica-
tions advocated here. If these applications
prove unreliable or difficult to employ, deci-
sion makers will not use them and will insist
on having a weather technician provide their
information at the same time the corporate
Air Force is cutting weather manpower. Weather
support will suffer, and we will lose opportunities
to anticipate and exploit weather information.

We must ensure the etfectiveness of appli-
cations that enable weather technicians to
generate or adjust information in the weather
databases instead of creating mission-tailored
products. Prior to entering into development,
AFW must make some effort to verify that hu-
man involvement improves the accuracy of
information. By assuming that humans always
improve accuracy, AFW could end up spend-
ing precious software-development funds (and
time) on applications that provide little or no
benefit to the decision maker.

AFW must implement standard M2H and
M2M interfaces as soon as possible and make |
them available to developers of decision sup-
port systems. If AFW delays, it will also lose op-
portunities to integrate weather information
into key decision cvcles. ‘

Transitions

We must carefully manage three transitions to
reach the proposed end state: changing deci-
sion makers' interfaces from H2H to M2H or
M2M by using automated forecast-tailoring
applications, changing weather technicians'
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practice of creating mission-tailored products
to adjusting weather information in the weather
dawabase. and changing the DOD meteorology
community from decentralized to centralized
control of distribution.

The transition from H2H to M2H/M2M in-
volves two parts. First, AFW must establish a
candidate M2H or M2M interface. Manage-
ability requires that decision makers have a
standard interface with enough flexibility to
fit many of their specific product needs. Tradi-
tionally AFW has allowed embedded weather
technicians to develop products with their
supported decision makers. Usage of a stan-
dard interface. however, demands gathering.
prioritizing, and translating those product re-
quirements into a set of production capabili-
ties. Second. we must convince decision mak-
ers of the advantages of transitioning to M2H
or M2M, taking the steps necessary to adapt
their processes to the new mode of communi-
caton. We should identifv prototvpe decision
makers for initial transition in order to estab-
lish models for similar decision makers. For
example. a candidate F-16 unit should make
the transition and set procedures for other
F-16 units to follow. AFW should centrally
monitor these efforts, not only to assist if prob-
lems occur but also to determine when it can
move weather technicians to other tasks and
locations, at which time AFW must replace
their expertise and availability to answer ques-
tions with online information, a centralized
call center, and/or traveling capability.

The move from productcentric to information-
icentric forecasting will require a major revi-
sion of AFW’s instructions and training syllabi
as they relate to forecast tailoring. This repre-
sents a significant change in AFW culwure, in
which forecast tailoring has served as the cen-
tral justification for military weather forces.
Today. regional operational weather squadrons
perform some functions in an information-
centric manner insofar as they issue regional
products related to all missions and provide
the basis for mission-tailored products. More
weather technicians must switch focus from
jmission to weather. For example, a technician
at a weather flight would no longer produce a
series of mission-tailored flight weather brief-

ings (DOD Form 175-1) for C-130 intratheater
supply missions in Iraq since automated fore-
cast-tailoring software would generate those
products, based on the crews’ request. Instead,
the weather technician, probably at an opera-
tional weather squadron working in a team
environment, would concentrate on accu-
rately forecasting the temperature, winds, pre-
cipitation, turbulence, and icing associated
with the cold front passing through Iraq that
consequently affects all missions in that region.
Technicians in weather flights would no lon-
ger generate products but would serve as “rec-
ognized experts, facilitating access to and un-
derstanding of environmental information.”

Finally, the DOD must come to grips with
multiple, conflicting sources of weather infor-
mation. The Navy and Air Force have signifi-
cant infrastructures dedicated to producing
this information. Although overlap has de-
creased somewhat in the last 15 years, one
agency must have authority to determine the
definitive characterization of the environment
valid at a given time and place. After that
agency begins to answer decision makers’ re-
quests with consistent information, it can take
a hard look at the relative contributions of
various overlapping inputs and cut those that
tail to produce information cost-eftectively, an
action that may result in the consolidation of
DOD centers.

Conclusion

The DOD’s implementation of NCW will
increase connectivity at lower echelons of
command and throughout non-C2 functions.
The services are actively increasing the con-
nectivity of their forces and experimenting
with new tactics, techniques, and procedures
to take advantage of the new capability, look-
ing to improve their forces’ shared situational
awareness and collaborative decision making.

As decision makers at all echelons become
connected, they will demand more access to
mission-tailored weather information via the
network, without the direct involvement of a
weather briefer. Given the increasing numbers
of decision makers and the decreasing num-
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bers of AFW personnel, AFW will not be able
to match demand (particularly in a large con-
tingency operation) unless it automates the
forecast-tailoring process. The need for con-
sistent information in collaborative decision
making provides further impetus for auto-
mated  product generation, requiring  that
steps be taken to increase consistency in the
weather database.

Though it represents a signiticant change
for AFW, automated forecast tailoring would
remove potential human bottlenecks, allow
greater detail, and increase the speed of ac-
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Introduction to an
Uncertain Future

Good morning, ladies and gentlemen—members of

the ACSC class of 2017. Today it is my distinct plea-
sure to mtroduce to you a distinguished guest of the
college. He has served in a vanety of leadershipy posi-
tions throughout his career, and he is uniquely qualr-
fred (o speak to us concerning the future of the United
States Air Force, in that he is curvently in charge of the
Awr Force’s new Offtce of Force Reconstitution. Ladies
and gentlemen, please welcome our next guest.

Thank you and good morning. Please take
your seats.

[ have to say that when | was a student here
in 2007, I didn’t dream that I would have the
job that I have now—or that such a job would
even be necessarv. Mine is a new office, and.
according to my title at least, I'm supposed to
figure out how to “reconstitute” our Air Force.

Frankly, nothing would make me happier
than not having a need for my job. Today, in
2017, recruiting has dropped to an all-time
low even though financial incentives for en-
listees remain at an all-time high. People tell
me that morale is low, that Air Force families
are disillusioned. and that some of our folks
are treated poorly by local civilian communi-
ties. Essentiallv our institution no longer en-
Jovs the prestige it once held. In a larger sense,
though, I wonder if these issues are mere
symptoms rather than “the problem.”

Back in 2007, our military establishment fo-
cused on “transformation”™ with an eye toward
winning the global war on terror.' It probably
seems like ancient history to vou, but when |
was a student here, the terrorist attacks of 11
September 2001 (9/11) were still fresh in every-
one’s mind, and we found ourselves in the
early days of fighting in Afghanistan and Iraq.
I remember that many of my instructors and
classmates were alreacly veterans of those con-
flicts and that my peers were studving “fourth-
generation warfare” as well as the challenges
mherent in a counterinsurgency environment.?

Because of our intense concentration on
those issues, not many people (including me)
noticed the emergence of two trend lines in
2007. First. despite heavy emphasis on lraqi op-
erations, the American military had begun 1o
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see the prospect of significant involvement
within the United States. In retrospect, [ believe
that our government began to turn to the armed
forces to meet domestic needs because we were
“handy, convenient, and superficially at least, ef-
fective.”* Second, in the meantime, we had un-
dertaken substantial efforts 1o employ contrac-
tors o do work that, historically, military
members had performed. Today, I believe that
these trend lines (domestic operations and our
reliance on contractors) have intersected—with
serious, unintended consequences.

Turning toward Home: Our
Growing Domestic Role

I don’t think many Americans noticed the
military’s expanding function within the coun-
trv. For much of our history, our military has
concerned itself with enemies located outside
the nation’s borders; however, with 9/11 came
the realization that external enemies can at
tack us from within.

Accordingly, the military’s domestic role
began quietly increasing, without much de-
bate. As one commentator observed, “[Despite
apparent legal restrictions,] the use of a mili-
tarv surveillance svstem to help local law en-
forcement catch the Washington area sniper
in the fall of 2002 drew little criticism.™ We
applied the same principle when we used “the
National Guard to patrol airports or protect
military installations, or supplement the Bor-
der Patrol.” On a basic level, emploving 5.300
military troops to help guard the Olympics in
Salt Lake City from terrorist attack seemed
eminently reasonable, and military actions of |
“reinforcing civilian agencies . . . with drug in-
terdiction, or [providing] security for
sporting events like the Super Bowl seemed.
on the surface, functional and helptul.™

Buta few people did express some concern;
for example, one commentator warned that
“regular armed forces need to face outward.
against American enemies, rather than inward
where a military force can become an institu-
tion acting on behalf of one part of the com-
munity against another. That corrodes the
morale of the forces, harms recruiting, reduces



readiness, undermines the support of the coun-
trv for the armed forces, and ultimately dn\es
a wedge between the military and society.™ In
2007, however, most of us just didn't appreci-
ate the risk of relyving upon the American mili-
tarv to ensure domestic tranquility.

This reliance was no secret. Indeed. the Na-
tional Strategy for Homeland Security overtly favored
a “thorough review of the laws permitting the
military to act within the United States in order
to determine whether domestic preparedness
and response efforts would benetit from greater
involvement of military personnel.™ As vou may
recall. the Federal Emergency Management
Agency came under intense criticism for its re-
sponse to Hurricane Katrina in 2005, and gov-
ernment leaders responded with plans for mili-
tarv solutions to domestic crises, including
natural disasters.” Thus. a few weeks after the
hurricane, Pres. George Bush watched Hurri-
cane Rita come ashore from Headquarters US
Northen Command and suggested that the
militarv should “determine and mobilize the na-
tional assets needed to respond to disaster.”"

Thereafter, officials began planning for a
more “rapid, robust role for active duty forces in
responding to catastrophic disasters or terrorist
attacks.”" In fact, one senior official observed
that "it is almost inevitable that the Department
of Defense [DOD] will play a very substantial
role in providing resources, equipment, com-
mand and control. and other capabilities in re-
sponse to a catastrophic event . . . [since] only
the Pentagon can marshal such resources and
deplov them quickly during a time in which
fthousands of American lives may be at nsk.™?
Interestingly. the American militarv's focus on
domestic operations proceeded despite objec-
tions from state officials: the Texas governor
‘oppose(d] the federalization of emergency
response efforts to natural disasters and other
catastrophic events,” and Arizona's governor
warmned that “moving disaster planning and re-
sponse to Washington would be a disaster.™"

That same year. world health officials pre-
licted a posmble influenza epndemw and the
Hesire for military involvement in domestic
pperations intensified."" Again, this trend met
vith little opposition. likely because of senti-
nents such as the public acknowledgment by
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the Centers for Disease Control that “the
United States was vulnerable to chemical and
bioterrorism acts.”'® The military's possible role
actually formalized in the National Strategy for
Pandemic Influenza in November 2005, when
the federal government pledged o “develop
mechanisms to activate” those “infrastructure-
sustainment activities that the U.S. military
and other government entities may be able to
support during [such] a pandemic.™"

It was straightforward logic: because of its
proven ability to plan and execute, the mili-
tary was well suited to confront domestic cri-
ses. As a student here at ACSC, I remember
learning a bit about domestic operations; we
spent time on graphs and organizational charts
but not so much on the cultural problems in-
herent in domestic operations. I'm sure that
has since changed.

At about that same time, our leaders began
to seriously study the implications of what is
popularly known as the Posse Comitatus Act."”
I've since learned that people frequently mis-
understand the term posse comitatus, which lit-
erally means “the power or force of the
county,” referring to the traditional power of a
county sheriff to summon a posse to assist in
keeping the peace, pur suing and arresting fel-
ons, and suppxessmg riots."® Historically, most

jurisdictions permit a police officer to seek as-

sistance in arresting or recapturing an escaped
prisoner."” The Posse Comitatus Act repre-
sents a notable exception insofar as it forbids
using federal troops for such a purpose, thus
reflecting American skepticism regarding a
standing army that keeps the civil peace.*
The principle underlying this act has an in-
teresting history in the United States, and we
would do well to remember it. Specifically, de-
spite threats to our national security from sev-
eral powerful European nations, our Found-
ing Fathers decided to limit the domestic
powers of the American military.?! Delegates
to the Constitutional Convention hotly de-
bated military issues, even arguing “whether
there should be a standing army at all, or if
defense of the nation should rely entirely on
the state militias.”™ Despite the fact that the
Constitution ultimately provided for Con-
gress's ability to raise a standing army, its
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only expressly stated domestic role involved
“suppress[ing] insurrections.”™

The danger of a standing military repre-
sented a point of serious contention. Conven-
tion delegate Luther Martin of Maryvland de-
clared to his state legislature that “when a
government wishes to deprive its citizens of free-
dom, and reduce them to slavery it generally
makes use of a standing army."™* Similarly, Alex-
ander Hamilton argued that standing armies
can “place the populduon under military subor-
dination” and that “by degrees the people are
brought to consider the soldiery not only as
their protectors, but as their superiors.” On an-
other occasion, James Madison observed that
“the liberties of Rome proved the final victim to
her militarv triumphs™ and that “[a] standing
force, therefore, is a dangerous, at the same time
that it may be a necessary, provision. On the
smallest scale it has its inconveniences. On an
extensive scale its consequences may be fatal.
On any scale it is an object of laudable circum-
spection and precaution.™ These types of con-
cerns have undergirded the Posse Comitatus
Act for most of its life, and. ultimately, after pas-
sage of the act, “it was understood that federal
troops were not available to supplement civilian
law enforcement ofhicials.™

Gradually, that attitude began to soften.
Was there some kind of sinister conspiracy to
have the American militarv assume more and
more domestic responsibilities? No, I think the
answer is far simpler. | believe that the phenom-
enon involved simple “mission creep” during a
time of intense anxiety over our societv's in-
ternal safety.” I'm reminded of the words of
Vice Adm Arthur Cebrowski, USN, retired,
the Pentagon’'s former transformation chief,
who observed that the “post-9/11 reality” indi-
cated “that we need[ed] a new way to rebal-
ance our overseas interests and our concern
tor homeland security.” In retrospect, his
words heralded a larger domestic role for
America’s military.

Ultiimately, my advice is simple. As future
leaders, make sure that you have a firm under-
standing of the proper functioning of a military
in a democratic society. Never forget that vou
are public servants, and never take your public
support for granted. That said, we should all
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realize that not everyone who performs public
functions is necessarily a public servant.

For Profit and Country: Qur
Reliance upon Contractors

In the early days of my career, [ witnessed a
remarkable increase in our reliance upon pri-
vate contractors. During 1991°s Operation Des-
ert Storm, 9,200 contractors deployed to sup-
port military operations.* By 1999 some
military observers were expressing sentiments
such as, "Never has there been such a reliance
on nonmilitary members to accomplish tasks
directly affecting the tactical successes of an en-
gagement.”* This trend continued; as our mili-
tary downsized, privatization increased, and
Iraqi Freedom certainly proved no exception.*
During that contlict, “estimates of the number
of government civilian employees and contrac-
tor personnel present in Iraq range[d] from
twenty to thirty thousand, making civilian work-
ers the second lar gest contingent in-country. "3

In Iraq, arguably it became difficult to tell
the difference between functions performed
by contractors and uniformed militarv mem-
bers. Civilians “maintain[ed] complex weapon
systems such as the F-117 Nighthawk fighter,
B-2 Spirit bomber, M1 Abrams tank, and TOW
missile system, and operat[ed] the Global Hawk
and Predator unmanned aerial vehicles”;
“conduct[ed] intelligence collection . . . and’
analysis™; and “interrogated prisoners of war
and other detainees.”™

True, the American military historically has
relied upon contractors’ services, but in Iraq
and Afghanistan, the reliance became unprece-
dented.” In Iraq we emploved contractors af-|
ter we fielded svstems so new that the services,
could not develop training courses for uni-.
tormed personnel.” For example. during the
first combat deplovment of the RQ-4A Global
Hawk unmanned aerial vehicle in support of
Operation Enduring Freedom, 56 contractors
deploved as part of an 8"-memher mlllmr\.
civil service, and contractor “team.”™ Subse-
quently, the use of contractors in this tvpe of
role grew further. to the point that contractors
began “conducting combat-type operations’




thatincluded “operat[ing] the [Global Hawk]”
and even “serv[ing] as Global Hawk pilots.”*

Despite recognition that this could create
numerous issues—not the least of which was
the fact that UAV contractor pilots could be
considered unlawful combatants under the
Law of Armed Conflict—the American mili-
tary continued to rely upon contractors.™ A
publication generated right here at Maxwell
AFB. Alabama, even addressed this issue in
2004, warning that “the citizen must be a citizen
not a soldier. . . . War law has a short shrift for
the noncombatant who violates its principles
by taking up arms.™"

Privatization continued as a result of deep
cuts in militarv personnel, claims that contrac-
tors could perform more etficiently, the in-
creasing complexity and sophistication of weapon
svstems, and, of course. desires to deploy con-
tractors in order to thwart troop ceilings man-
dated by legislation or a host country.’’ We
even specifically designed some weapon sys-
tems to relv upon contractor support instead

of uniformed personnel, again amid claims of

“cost-effectiveness.” One observer even re-
marked. “Simply stated it is impossible to de-
ploy without [contractors].”

Additionally, we started seeing more “pri-
vate security companies” in conflicts around
the world—including Iraq. Although official
reports declared that such companies in Iraq
“provide only defensive services.” the extent
of these contractors’ activities became quite
substantial and, in the opinion of some people.
practically “indistinguishable from military
operations.™ In April 2003, for instance, em-
ployees of Blackwater USA battled with insur-
gents attacking personnel assigned to the US-
led Coalition Provisional Authority in Najaf.
They fired thousands of rounds of ammuni-
tion and hundreds of grenades, and Blackwater
even used its own helicopters to supply them
during the fighting.*® Later. the company’s
leadership even offered its services as an army
for hire in the world’s “wrouble spots,” stating
that Blackwater “stands ready to help keep or
restore the peace anywhere it is needed.”

Furthermore, contractors' activities weren't
limited to entities affiliated with the DOD.
One particular example comes to mind: in
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February 2006, “private security workers un-
der contract with the State Department shot
and killed two Iraqi civilians.”” We would have
done well to carefully note the anger ex-
pressed by the brother of one of the casual-
ties: “I swear to God that | will take revenge tor
my brother. . .. They did not even stop 10 take
him to the hospital. . . . This is their new de-
mocracy, this is the freedom they brought.”*
On a more troubling note, the victims' angry
relatives "did not appear o distinguish be-
tween U.S. troops and the contractors, who
many Iraqis say resemble foreign soldiers.”
Additionally, in late 2007, Blackwater USA
came under intense public scrutiny following
allegations that innocent Iraqi civilians were
killed by the company’s employees.™

Whenever 1 tell stories like this, many people
ask themselves, “How did we get to this pointr
Isn’t the government supposed to do the fight-
ing?” Well, I've asked myself that same ques-
tion, and I've done a little research. It all
started innocently enough, back in the 1950s,
when the federal government “required its
agencies to procure all commercial goods and
services from the private sector, except when
‘not in the public interest.” " Years later, Con-
gress required federal agencies to outsource
government positions not “inherently govern-
mental.”™ Of course, the requirement applied
to positions held by military personnel, and the
DOD complied, mandating that “functions
and duties that are inherently governmental
are barred from private sector performance.”

Eventually, reliance upon contractors simply
became expedient. As defense budgets strug-
gled under increased missions and exhorta-
tions to trim manpower, we began to use con-
tractors in place of uniformed personnel.”
Civilian ranks weren't immune either. Be-
tween 2000 and 2006, the military permitted
the private sector to compete against federal
civilian workers, with contractors winning
about 60 percent of the time.”

As we contracted out more and more mili-
tary functions, many service members ap-
plauded the additional manpower they re-
ceived when contractors filled voids left by
cuts in military personnel.”® Morcover, mem-
bers of the public appreciated the budgetary
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savings promised by a smaller military, and as
we redirected federal dollars to contractors,
those companies enjoyed remarkable reve-
nues.”” Basically, most folks seemed happy.

Back then, as a junior tield-grade officer like
vou, I focused intenty—as did my peers—on
how to just get the job done for my boss. It |
needed a task accomplished but didn’t have a
military member available, 1 thought, “Why
don’t we find a contractor to do it?" I freely ad-
mit that | tailed to fullv grasp basic principles
that underpinned my military service; that is, 1
remembered my high school civics lessons, but
didn't really internalize them. My peers and 1
thought that phrases like “the common de-
fense,” the relationship between “military” and
“civil” power, and “government of the people, by
the people, for the people”™—as expressed in the
Constitution, Declaration of Independence,
and Gettysburg Address, respectively—were just
platitudes thrown around by academics and poli-
ticians. We were wrong. The ability to apply mili-
tary force is an obligation of profound signifi-
cance for the American people, and we didn’t
tully appreciate that idea in the context of con-
tractors. | think of a great quotation that I wish 1
had heard back when I sat where you do now:
“[D]emocratic government is responsible gov-
ermnment—which means accountable govern-
ment—and the essental problem in ‘contract-
ing out is that responsibility and accountability
are greatly diminished.”

As someone observed in 2005, “To put it
bluntly, the incentives of a private company
do not always align with its clients’ interests—
or the public good.™ After all, “even when
contractors do military jobs, they remain pri-
vate businesses.™ Therein resides even more
concern: the possible lack of control over con-
tractors’ actions and, potentially, their qualifi-
cations. For example, “U.S. Army investigators
of the Abu Ghraib prisoner-abuse scandal
found that . . . all of the translators and up to
half of the interrogators involved were private
contractors” while “approximately 35 percent
of the contract interrogators lacked formal
military training as interrogators.™' Addition-
ally, remember that private companies retain
full control over which contracts they will en-
ter into and can even refuse to perform a job
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that they've agreed to if it becomes too peril-
ous or unprofitable.”” Granted, if contractors
abandon their duties, they might incur some
financial penalties—but rarely anything more
serious. On the other hand, if you—as a mili-
tary member—walk off the job, you could be
court-martialed.*

Really, the contract itself provides the only
control or oversight of contractors and their
employees. With limited exceptions, com-
manders and their staffs cannot supervise con-
tractors." Instead, service members must work
through contracting officers if any changes to
a contract become necessary, and command-
ers have no disciplinary authority over a con-
tractor’s employees.®

Eventually, some analysts started asking
how to improve this arrangement, particularly
given the possibility that third parties could
equate contractors’ actions with those of the
American government. One possible answer
became reliance upon the Military Extraterri-
torial Jurisdiction Act (MEJA), which made
someone, such as a contractor, who is “em-
ployed by or accompanying the Armed Forces
outside the United States,” criminally liable if
he or she engages in an act outside the United
States that would have constituted a crime had
it occurred inside the United States.” That
said, any such prosecution would remain at
the discretion of a US attorney.*” This contrasts
starkly with provisions of the Uniform Code of
Military Justice (UCMJ), which has worldwide
applicability to American military personnel
and whose prosecutorial discretion resides
with commanders.* Sure, a change in the law
supposedly made contractors subject to the
UCM] in times of a “declared war or a contin-
gency operation.”™ Nevertheless, as a matter
of practicality, political realities rendered the
change exceedingly difficult to implement.

Military reliance on contractors continued,
with the term inherently governmental progres-
sively becoming less meaningful.™ Because of
advancements in technology, even the opera-
tion of major weapon systems—such as the F-
117A stealth fighter, M1-A tank. Patriot mis-
sile, and Global Hawk—became “contractor
dependent.” asituation that encountered only
tew objections.” As time passed, contractors



guarded our fence lines and handled muni-
tions. They shoveled snow, treated the sick
and wounded. repaired buildings, paid the
troops processed military awards and decora-
| tions. and even served as air traffic controllers.
The response to anyone who objected was, “If
the Air Force can hire a contractor to remotely
pilot a combat aircraft in lraq or if the federal
government can hire private employees to
battle insurgents, are any functions really "in-
herently governmental’ anymore?”
Furthermore, as contractors integrated them-
selves more completely into the Air Force’s op-
erations, thev actually began to compete with
the military for talent.”™ Positions offered by
certain private firms to military members al-
lowed them to earn “anywhere from two to ten
times what they made in the regular military™;
for example. in Iraq. former special forces per-
sonnel earned as much as $1,000 a day as con-
tractors.”' Most significantly. many contractors
actively recruited recent retirees or military
members trained for a specific job at govern-
ment expense.” We had started down a slip-
pery slope, and there was no end in sight.
Ultimately, the military and private indus-
try began to blend in ways we had never seen
before, producing a direct impact upon our
military culture. As a student here at ACSC,
for example. [ remember living in base hous-
ing in which onlv military members and
their families resided. I drove through that
area today and saw a lot of nonmilitary faces.
Many years ago, government officials decided
to privatize a substantial portion of military
family housing, thereby merging private cor-
porations—and their understandable desire
for financial profit—with our housing com-
munities.” <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>