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Hic Sunt Dracones
(Here Be Dragons)

Lt Col Michael S. Tate, USAF, Chief, Professional Journals

ating back to medieval times, the
expression Hic Sunt Dracones, or
one like it, adorned ancient maps
and charts that marked unexplored
territory. Fantastic, dreadful creatures such
as serpents with wings symbolized the mys-
terious vastness lying beyond familiar, com-
monly traveled areas. [Inadequate transpor-
tation, superstition, fear, or complacency
prevented ventures into those regions so
creatively adorned on maps of the day. As
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better vessels and circumstances expanded
their capabilities, however, explorers gained
the confidence necessary to step boldly
and courageously beyond the known, com-
fortable world and take on the dragons of
nameless lands. The United States Air Force
has followed a similar path, as has its pro-
fessional journal.

Sixty-four years ago, Maj Gen Muir S.
Fairchild, then the commanding general of
Air University, issued 2 memorandum es-




tablishing a professional publication de-
voted to the advancement of airpower. This
grand endeavor, appropriately titled the Auwr
University Quarterly Review, created a ve-
hicle that allowed professional Airmen to
make significant contributions to scholarly
thought concerning the exploitation of air-
power and the development of forces dedi-
cated to this pursuit. Since that time, the
Air Force's professional journal has ap-
peared under various other titles: Ar Uni-
versity Review, Airpower Journal, Aerospace
Power Journal, and, currently, Air and Space
Power Journal (ASP]). Today's Journal—pub-
lished in six languages—boasts a worldwide
reach, each edition tailored for regional au-
diences in over 150 countries and 40 territo-
ries. Simply stated, ASF] has consistently
pushed into the unknown, vanquishing
dragons and then redrawing the map that
represents the landscape of professional de-
bate among Airmen.

As our leadership has taught us and his-
tory has confirmed, change is inevitable. It
is time for the Air Force’s professional journal
to embrace the innovative spirit of those
early leaders and commit itself to advanc-
ing further into the technological realm.
Just as explorers contemplated sailing be-
yond the edge of the chart or as test pilots
and engineers prepared to push the limits
of flight, so has ASF] arrived at such a mo-
ment in its history. After 64 years of travel-
ing and exploring the known world of tradi-
tional publishing, the Journal now faces the
dragon of the cyber frontier. Though not
altogether strange, that realm represents a
substantial departure from the familiar do-
main that ASPJ has inhabited.

Although the Journal has maintained an
online presence for several years, in many
ways the print version defined the limits of
its electronic counterpart. Thus, transition-
ing to an online-only publication fundamen-
tally alters our presentation. No longer
shackled by the limitations of hard copy,
ASP] will soon be available on readers’ PCs,
tablets, Kindles, or smartphones. Financial
constraints that bound our award-winning
artists to black-and-white illustrations and

our printing specialists to finite page counts
no longer apply. In 2012, following this—
our last—printed issue, we will introduce an
innovative electronic format featuring sev-
eral timely, novel subject-matter categories
along with changes to our publication
schedule. We believe that our entry into this
brave new world is all to the good.

This final hard-copy edition includes se-
nior leaders’ views on measuring success
and inspiring innovation. Additionally, ar-
ticles that offer an intriguing look at the
autonomy of remotely piloted aircraft; vary-
ing approaches to intelligence, surveillance,
and reconnaissance; targeting in cyber-
space; and advanced academic degrees are
sure to spark discussion. This issue also re-
prints the first feature article to appear in
the inaugural number of Air University
Quarterly Review (Spring 1947), a piece which
presciently set the course that airpower has
followed ever since. We believe that it is fit-
ting to include Colonel Glantzberg's article
as we reach the end of this chapter in the
Journal's history.

Accompanying that ending, however, is a
beginning. General Fairchild's vision for this
publication’s mission, as articulated in the
editorial of that first issue of Air University
Quarterly Review, has not changed:

This journal of Air Power will not be just an-
other news-magazine. . . . Rather, it will be a
professional publication in the highest sense
of the word and will reflect not only the high
scholastic standards and educational accom-
plishments of the Air University, but also—and
more important, perhaps—the best profes-
sional thought concerning global concepts
and doctrines of air strategy and tactics.

We will continue to discharge this man-
date by publishing scholarly, thought-pro-
voking articles relevant to airpower. Only
the method of delivery will change. Ad-
vances in technology and the operational
environment now enable us, the ASPJ staff,
to cross the boundary into the uncharted
landscape of the future.

Hic Sunt Dracones. @
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We Measure
Success
through the
Eyes of the
War Fighter

Gen Duncan J. McNabb, USAF, Retired

nited States Transportation Com-
l ' mand (USTRANSCOM) provides

strategic mobility to our nation. No

other government, commercial, or private
2ncy can move as much to as many

places as quickly. The spirit and tlexibility
of the people who make up the Total Force
USTRANSCOM team put the command on
the world’s stage. The past two years have
been among the most challenging in US-
TRANSCOM'’s history. The simultaneous
drawdown of 80,000 troops in Iraq, the
surge of forces into Afghanistan, Haitian
earthquake-relief operations, and the Paki-
stani flood-relief effort confronted us in
2010." The year 2011 has proved no less dra-
matic. The “Arab Spring” began in Tunisia
and quickly spread to Egypt, Libya, Bahrain,
Syria, and Yemen. USTRANSCOM sup-
ported each situation, evacuating innocents,
moving security forces, and delivering
humanitarian-relief supplies. In Libya the
command moved forces and offered
around-the-clock air-refueling tanker capa-
bility for North Atlantic Treaty Organization
forces while also supporting the president's
travels in Brazil, Chile, and El Salvador.
Then, the fourth most powerful earthquake
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since 1900 struck off the east coast of Ja-
pan, lasting over six minutes, literally
knocking the earth off its axis, and shorten-
ing the length of a day.* Worse, the tsunami
that followed devastated Japanese coastal
areas, caused a nuclear meltdown, and
even damaged property in California. US-
TRANSCOM'’s emergency airlift and air-
refueling support not only evacuated over
7,500 people and 400 pets but also made
available crucial transport of nuclear exper-
tise and material to help control the reac-
tors at Fukushima. We did all of this in addi-
tion to supporting combat operations in
Afghanistan, Iraq, and the Horn of Africa.
In March 2011, for the first time in US-
TRANSCOM history, the command sup-
ported simultaneous priority-one move-
ments in all six geographic combatant
commands—truly March madness! In the
face of two unbelievably difficult years, I'm
proud to say that USTRANSCOM, together
with our components and commercial part-
ners, never failed to fulfill our promises to
the war fighter, the president, and our na-
tion. Yet, even as the wars in Afghanistan
and Iraq wind down, future challenges de-
mand continued advances.



Strategic Context Demands
More with Less

Against a backdrop of rising national debt
and an uncertain future security environ-
ment, USTRANSCOM can do its part to se-
cure our nation's interests by improving the
access and efficiency of our strategic mobility
svstem—a national asymmetric advantage.
The ongoing threats of global extremism, the
rise of China, a nuclear North Korea, the pos-
sibility of a nuclear-armed Iran, and the war
in cyberspace are but a few of the difficulties
we can see on the horizon. Even as we pre-
pare for these kinds of problems, we know we
will face disaster-related humanitarian crises
like those that have occurred in Indonesia,
Haiti, Japan, Pakistan, New Zealand, the
United States, and elsewhere. Covering this
crisis spectrum demands a wide range of ca-
pability, one in which our logistical forces
must be equally capable of meeting war-
fighter needs in uncontested, semicontested,
and contested domains; favorable and un-
favorable terrain; all types of weather; and
places with limited or no infrastructure. In
short our mobility enterprise must have as-
sured access to the entire globe, able to reach
even the remotest areas and project power
where our national interests dictate we
must—a tall, expensive order.

Our nation's debt of $14.5 trillion (and
growing) will shape future military capa-
bility more than any other factor. The enor-
mity of this indebtedness led Adm Mike
Mullen, former chairman of the Joint Chiefs
of Staff, to declare it “the most significant
threat to our national security”'—one that
we simply cannot address without consider-
ing defense. Our spending on national secu-
rity—$881 billion in fiscal year 2012—con-
sumes more than any other category of the
federal budget.* As the debate rages in
Washington over how to handle our debt
issues, it seems only prudent that the De-
partment of Defense (DOD) find ways of
operating in a shrinking budget environ-
ment. To do so, we must become more ef-

ficient at all levels—strategic, operational,
and tactical.

Balancing the opposing challenges ot in-
creasing access while using fewer resources
will likely produce an ever-growing demand
for mobility. The DOD probably will not be
able to recapitalize its aging inventory of
ships, planes, and vehicles on a one-for-one
basis. A RAND study of 2008 concluded that
the annual cost growth of all types of mili-
tary aircraft has far outpaced inflation be-
cause of many factors, the lion's share
coming trom technological complexity of
design—a trend not unique to aircraft.
Analyses of the US Navy'’s ship fleet and the
US Army's / Marine Corps's tactical vehicle
fleets show similar trends in cost growth.
Across the board, Services are forecasting
declining platform numbers because of
such growth and budgetary constraints.® All
the while, the world security environment
is becoming more complex and multipolar.
Quite simply, the American military will
have to do more with fewer things and in
more places than it ever has before. As the
more-with-less trend accelerates, strategic
mobility will increasingly assert itself as a
multiplying force for good—a prospect that
will necessitate a global network of inter-
connected ports in suitable positions to en-
able global reach.

Doing More by Expanding
Mobility Access

As | told the House Armed Services
Committee,

On August 9, 2010 USTRANSCOM submitted
its inaugural En Route Infrastructure Master
Plan (ERIMP) 2010 to the Chairman of the
Joint Chiefs of Staff. The purpose of the ERIMP
is to guide the en route infrastructure invest-
ment decisions necessary to ensure we can
support the regional Combatant Commander
Theater Campaign and Theater Posture Plans
The ERIMP frames the en route strategy hy
identifying our most important enterprise-
wide infrastructure requirements for improv-
ing our global access.
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The plan recommended enhancements at
Rota, Spain; Camp Lemonier, Djibouti;
Souda Bay, Crete; and Guam. A C-17 operat-
ing from Camp Lemonier can reach two-thirds
of the African continent, and its proximity
to a seaport makes the camp an ideal multi-
modal site. “Located on the island of Crete
in the central Mediterranean Sea, Souda
Bay is [a key access hub] due to its proximity
to the Black Sea, the Middle East, and Af-
rica.” However, its roads, aircraft parking,
air operations support, and the Marathi lo-
gistics facility need attention. As our key
multimodal location in the Pacific, Guam
requires an air-treight terminal complex
and an air-passenger terminal / joint per-
sonnel deployment center. USTRANSCOM's
new role in the Unified Command Plan as
the global distribution synchronizer (GDS)
will help realize these improvements.’

This GDS authority will allow USTRANS-
COM to coordinate with all combatant com-
mands to synchronize their distribution
plans, creating a more effective and effi-
cient global distribution system for all. Im-
proving en route ports as identified in the
ERIMP ofters a perfect example of what US-
TRANSCOM intends to accomplish in its new
role as the GDS. As stated in our air compo-
nent's recent “Global Mobility En Route
Strategy” white paper, “For [the] strategy to
succeed, it must be implemented at the op-
erational level, which implies occasional
subordination of operational efficiencies to
the greater strategic need and desired long-
term etfect.” This means that the future
strategic success of one combatant com-
mand will rest on decisions and invest-
ments made by another as coordinated by
USTRANSCOM. These improvements will
enable the command's airlift fleet to reach
new areas. Ninety percent of the time,
reaching a port is sufficient, but sometimes
we must go the last tactical mile—a neces-
sity that has made possible a new strategy.

Historically, we used airdrop resupply
when conventional forces were cut off in an
emergency. The precision and reliability of
today's airdrop systems have permitted con-
ventional ground forces to operate pur-
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posely in very remote, cutoff areas. For in-
stance, many of the forward operating bases
in Afghanistan rely almost exclusively on
vertical resupply for sustainment. In Paktika
Province near the Pakistan border, 12 of 18
Army forward operating locations receive
their supplies through parachute drops and
helicopter lift alone. “Without aerial resup-
ply, we would have no supply,” said Capt
Cole DeRosa, US Army, whose company
operated at one of the locations.’ Over the
last five years, demand for airdrop has in-
creased from two million pounds in 2005 to
over 100 million pounds in 2011. To put
these figures in perspective, the Air Force
dropped over 16 million pounds of supplies
in 78 days during the 1968 siege of Khe
Sahn for an average of 208,000 pounds per
day. The pace in Afghanistan has averaged
275,000 pounds per day—for more than 365
days and counting. US ground forces have
never before deliberately relied on airdrop
resupply on such a wide scale as they do in
today’s Afghanistan conflict."” Airdrop is in-
deed effective, and recent advances have
made it more efficient.

The newly fielded Low Cost Aerial Deliv-
ery System, which has taken the airdrop
world by storm, includes the low-cost con-
tainer as well as the low-cost, high-velocity
and the low-cost, low-velocity parachutes.
The high-velocity chute falls about three
times as fast as the low-velocity version, sac-
rificing load-impact survivability to gain drop
accuracy. As their names imply, these poly-
propylene chutes are cheaper to manufac-
ture and purchase than conventional types."
Moreover, since they are one-time-use-only,
we don't have to retrograde them after a re-
supply drop. Better still, they also come pre-
packed from the factory, saving countless
man-hours compared to rigging legacy reus-
able chutes such as the G-12. In fact, if not
for prepacking, we could not sustain our cur-
rent airdrop volume with legacy methods.
Given the cost, time, and retrograde benefits,
these parachutes have rapidly replaced their
legacy counterparts and are now used on 96
percent of all airdrop bundles in Afghani-
stan. In spite of its huge success, airdrop is



one-way-only, so we are now exploring ways
to conduct two-way mobility operations just
about anywhere in the world.

In the near future, hybrid airships may
allow us to deliver and retrieve personnel
and material directly to and from the point
of need in volumes never before possible.
These vehicles are a cross between tradi-
tional blimps, which rely purely on buoy-
ancy to fly, and airplanes, which use aero-
dynamic lift to overcome the force of
gravity. Aerodynamically shaped blimps,
hybrid airships generate both buoyant and
aerodynamic lift. The US military will soon
take delivery of operational airships for use
in a surveillance role. Several viable airlifter
designs could lift 20-70 tons; others may
even handle 500 tons and move at speeds in
excess of 100 knots over intercontinental
distances.'? Our analysis of a 70-ton payload
craft indicates that airships are less than
half as expensive as C-17s on a cost-per-
pound-delivered basis. Faster than ships
and cheaper than planes, these aircraft can
land almost anywhere—a fact that may fi-
nally enable strategic mobility to and from
the point of need.

If operationalized, hybrid airships will
revolutionize the global distribution system.
Like the 40-knot, 600-ton-capacity Joint
High Speed Vessel, the airship can operate
without fixed infrastructure, eliminating the
need to build, protect, operate, and main-
tain as many fixed logistical sites and thus
reducing cost. For the first time ever, we
could move large end items, such as tanks,
by air to and from nearly anywhere on the
planet. This ability could put into play the
US Army/ Marine Corps mounted vertical
maneuver concept, but its greatest eftect
would involve making almost any location a
multimodal port. Smartly redesigning the
global en route infrastructure, exploiting
airdrop, and developing new ways to de-
liver to the point of need will significantly
expand our strategic mobility access. How-
ever, our ability to access the globe is only
part of the solution; much of the rest de-
pends on countries alloutng us access.

Y Lo
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Diplomatic entrée to air and ground
space can make or break grand strategy.
Afghanistan presents a valuable case study
in and of itself. Had we not secured diplo-
matic access through Pakistan, Operation
Enduring Freedom would have assumed a
very different form. The addition of access
troubles in the central Asian states would
have left the United States only with clan-
destine military options, dramatically re-
ducing our ability to provide logistics supe-
riority and diminishing the possibility of
toppling the Taliban in Afghanistan.

The Pakistan ground line of communica-
tion (PAKGLOC) links the southern seaport
of Karachi with Afghanistan through border
gates called Chaman and Torkham (see fig-
ure on the next page). As recently as 2008,
80 percent of all US military cargo flowing
into Afghanistan moved through these two
gates. This reliance on one route made us
vulnerable. For instance, in October 2010
the Pakistan military shut the Torkham gate
in response to a Pakistani fratricide incident
with US helicopters.'? Besides being cut off,
the supplies already on the PAKGLOC he-
gan to pile up and overtlow storage yards in
Pakistan, spawning opportunistic pilferage.
Furthermore, in 2010 historic floods that
covered a fifth of the country disrupted the
PAKGLOC supply lines. Even though the
Defense Logistics Agency maintains a num-
ber of warehouses in-country to mitigate
such incidents, success in Afghanistan de-
manded an alternative supply route.

Foreseeing the strategic vulnerability of the
PAKGLOC, USTRANSCOM, together with the
Defense Logistics Agency and our commercial
partners— US Central Command (CENTCOM),
US European Command, US Pacific Com-
mand, the DOD, and the Department of
State—undertook what has hecome a major
success: the Northern Distribution Network
(NDN). Built in 2008, the network opened
multiple air and ground lines of communica-
tion from Eastern Europe through the Cen-
tral Asian states of Georgia, Azerbaijan, Uz-
bekistan, Tajikistan, Kyrgyzstan, Kazakhstan,
and Russia into Afghanistan. Much more dif-
ficult than telling carriers to take a ditferent
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Figure. Strategic lines of communication into Afghanistan

route, this approach involves negotiating not
only higher capacities and overflight counts
with each country in the NDN but also such
details as determining which classes of sup-
ply; originating from what countries; going
to what locations, for what purposes, by
which carriers; and deciding whether these
items can flow one way (to Afghanistan) or
both ways (to and from). These arrange-
ments entailed extensive negotiations at all
levels, down to individual air, truck, and rail
operators. Success hinged on “what was in it
for them,” namely a stable Afghanistan and
economic benefits produced by local sourc-
ing and transit contracts. Providing a neces-
sary strategic alternative, the NDN stands as
an example of what diplomatic access “buys”
and what the (potential) loss of it (Pakistan)
“costs.” Strategic access to airspace is similar.
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Since the terrorist attacks of 11 Septem-
ber 2001, USTRANSCOM has moved ap-
proximately 12 million passengers support-
ing the CENTCOM theater of operations,
about 90 percent of whom moved on con-
tracted commercial aircraft.'* Until June
2011, the best option for these movements
called for traveling either from the eastern
continental United States (CONUS) through
European airspace to the theater or west
across the Pacific and then through the Ara-
bian Peninsula or the Central Asian states.
In partnership with the Department of State
and with the help of the National Security
Council, USTRANSCOM succeeded in nego-
tiating military-contracted commercial and
military airlift routes from the CONUS; over
the Arctic, Russia, Kazakhstan, Uzbekistan,
Tajikistan, Kyrgyzstan; and into Atghani-
stan. These near-polar routes are signifi-



cantly more efficient, saving time, energy,
and wear and tear on airframes. They also
improve diplomatic relations as part of a
larger US effort in the region to promote
democracy. peace, and security. ACCess is
essential, as is being allowed access—yet,
what if we must operate in denied airspace?

Our airlift fleet can already operate
safely in lower-threat environments. De-
signed with redundant systems (multiple
engines and control systems) and protected
with self-sealing fuel tanks, armor, and de-
fensive systems, our airlift aircraft have
taken fire hundreds of times, and scores
have been hit in both Iraq and Atghanistan.
Fortunately, we have yet to lose a US air-
lifter to enemy surface-to-air fire, a fact that
attests to the robustness of our aircraft and
tactics, the training of our crews, and our
ability to stand off when necessary.

The addition of high-altitude, improved-
container delivery systems and joint preci-
sion airdrop system (JPADS) platforms
guided by the Global Positioning System
has equipped our airlift fleet with both ver-
tical and horizontal standoff capabilities.
Traditionally, we air-drop supplies from a
few hundred feet above the ground using
unguided parachutes. The JPADS allows
our aircraft to do so from more than 20,000
feet yet maintain accuracy because the
dropped platform glides itself to a pro-
grammed landing location. The JPADS 2K
airdrop system can carry a payload of be-
tween 700 and 2,200 pounds and can fly to
steer points along its glide route. Larger
systems boasting heavier payloads up to
30,000 pounds are undergoing tests.'” A
JPADS 2K dropped trom 30,000 feet above
ground level with a 3.25:1 glide ratio al-
lows the dropping aircraft to stand off from
the resupply location a distance of 16 nau-
tical miles, enough to outrange antiaircraft
artillery, man-portable air defense systems,
and many tactical radar-guided surface-to-
air threats. Mitigating longer-range threats
will require a different approach.

The High Speed Containerized Delivery
System (HSCDS) will facilitate airdrop at
higher speed and low altitude. The system

seeks to provide a tow-initiated, parachute-
extracted container delivery system for use
on C-130J and C-17 aircraft at up to 250
knots (maximum ramp open airspeed) from
altitudes as low as 250 feet. The HSCDS will
let war fighters conduct very low altitude,
fast, and accurate resupply of up to 16,000
pounds of supplies via eight containerized
delivery system bundles.'® This system will
greatly diminish aircraft exposure in higher
threat areas, compared to our current chute-
driven limits of 140 knots and 400-600 feet
above ground level. Moreover, airdrop done
this way will not compromise the ground
party’s position since the plane’s speed and
altitude do not give away the location of the
drop zone. And since the aircraft maintains
a higher airspeed, it has a greater stall mar-
gin, which improves flight safety. The
HSCDS will tfurther expand our access to
denied areas, enhance the safety of ground
parties, increase accuracy, and improve
flight safety. Better access will allow US-
TRANSCOM to move a budget-constrained
fighting force to more places—a multiplying
force for good.

Using Less through
Smart Efficiencies

Just as success in Afghanistan and in fu-
ture crises relies upon strategic mobility
access, so does our worsening national fi-
nancial situation demand that we find more
efficient ways to project and sustain mili-
tary power. This task will not be easy, hut
several USTRANSCOM initiatives already
under way have returned billions of dollars
to the DOD—and we have more on the way.
These initiatives fall into two broad classes:
operational efficiencies and organizational
ones. The former deliver financial and en-
ergy savings directly while the latter save
indirectly by eliminating expensive overlap
as well as redundancies and/or by making
more efficient use of existing resources.

With regard to operational efficiencies,
making the global mobility network more
efficient demands a comprehensive per-
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spective. Every year the strategic transpor-
tation system takes in about $14 billion via
the transportation working capital fund, pri-
marily to offset operational costs. Yet, cap-
turing the true cost of mobility effects re-
quires a much broader viewpoint. Global
movement depends upon a network of
people, infrastructure, information systems,
and platforms. The national cost of acquir-
ing, modifying, maintaining, and operating
this network then helps define the perspec-
tive we need as we consider how to im-
prove the performance of strategic mobility.
We seek to lower the fully burdened cost of
moving people and material after all of
these costs are factored in. USTRANSCOM's
global nature and viewpoint have enabled it
to attain high effectiveness and high opera-
tional efficiency simultaneously.

The increasing adoption of multimodal
operations and recent arctic overflights
demonstrate the possibility of improving
efficiency and effectiveness simultane-
ously. Such operations are the coordinated
use of multiple modes of transportation to
move forces or sustainment from its source
to its destination. With visibility and tasking
authority over its air, sea, and land trans-
portation components, USTRANSCOM is
uniquely positioned to drive multimodal
solutions—with impressive results.

To better understand the impact of multi-
modal operations, let's begin with the single-
mode movement of mine-resistant, ambush-
protected (MRAP) vehicles to Iraq. The
MRAP came trom an urgent need to protect
coalition soldiers from improvised explosive
devices (IED), which by 2007 had claimed
over 3,000 lives, accounting for 60 percent
of all casualties in Iraq."” In response, former
secretary of defense Robert Gates fast-tracked
the fielding of the MRAP, which has a V-shaped
hull to detlect explosions from below. US-
TRANSCOM flew 80 percent of the first
1,000 MRAPs directly to Iraq, primarily
aboard C-5s, C-17s, and contracted An-124s
before transitioning the bulk of the work to
sealift. Whether flown or shipped, MRAPs
then drove to their final destinations. The
fact that these vehicles have saved thou-
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sands of lives, proving 10 times safer than
their Humvee counterparts, demonstrates
the wisdom of fielding them.'® Shortly
thereafter we needed MRAPs in Afghani-
stan because the insurgents there began
copying their Iragi counterparts' IED tactics
with similarly deadly results. However, the
MRAPs that had worked so well in Iraq were
too large and ungainly for use in the moun-
tains and primitive roads of Afghanistan.

The MRAP all-terrain vehicle (MATV)
offered a solution to this problem, and US-
TRANSCOM transitioned it much sooner to
multimodal operations. This vehicle is a
smaller, much more maneuverable MRAP
designed for our Soldiers in Afghanistan.
Since the original award in June 2009, the
DOD has contracted for 8,731 MATVs.
USTRANSCOM began movement of 7,341 of
them to the theater in October 2009 via
CONUS air-direct. As demand for the new
vehicles in Afghanistan exploded, CENTCOM
raised its delivery requirement from 500 to
1,000 MATVs per month. In contrast to driv-
ing MRAPs from Kuwait into Iraq, driving
MATVs up the PAKGLOC from the seaport
of Karachi involves a hazardous 60-day trip,
so we changed MATYV deliveries from air-
direct to multimodal operations in May
2010. We shipped these vehicles to seaports
in-theater and then transloaded them to C-17s
for the final leg into landlocked Afghani-
stan. Shorter-cycle distances allowed each
C-17 to carry five MATVs instead of three
and to make several deliveries per day. Le-
veraging the cost-effectiveness and bulk ca-
pacity of ships with the ability of C-17s to
access Atghanistan safely, multimodal op-
erations produced $485 million in savings
during the movement of 4,210 MATVs from
May 2010 through August 2011."

In another real-world multimodal ex-
ample, CENTCOM tasked USTRANSCOM
to move a Stryker brigade, including 328
Strykers, 46 trailers, 509 containers, and 52
pieces of rolling stock from Fort Lewis,
Washington, to Kandahar, Afghanistan, in
May-June 2009. USTRANSCOM executed
this move by shipping the equipment from
the port of Tacoma, Washington, to Diego



Garcia aboard two commercial ships where
it was transloaded onto C-17s and An-124s
for the flight to Kandahar. Fifty C-17 and 90
An-124 sorties later, USTRANSCOM had
completed the move five days ahead of
schedule. Had we flown this brigade di-
rectly from the United States using avail-
able airlift (four C-17s and four An-124s), it
would have cost $170 million and taken 118
days to close. As it happened, multimodal
operations closed the move in 80 days at a
cost of $68 million—38 days faster and $102
million cheaper. Contrary to intuition, multi-
modal operations have proven that in terms
of effectiveness versus efficiency, you can
have your cake and eat it too.

Mentioned earlier, in June 2011 US-
TRANSCOM began contracted commercial
and military cargo flights directly from the
CONUS, over the arctic, through Russia and
Kazakhstan, into Afghanistan and Kyrgyzstan.
These flights save money and time. For ex-
ample, during a recent tanker unit rotation,
swapping aircraft and personnel between
Manas AB, Kyrgyzstan, and Fairchild AFB,
Washington, each KC-135 saved 8.5 airframe
hours and $77,000, thus completing the
round-trip move 50 hours sooner than the
previous routing. Commercial rotators can
now fly nonstop to Manas AB from the
CONUS, saving three airframe hours and
$146,221 each way. Given the number of
deployment and redeployment sorties
flown, these savings add up in a hurry.
Analysis shows that these routes will return
$9.8 million, save 425 airframe hours, and
spend 2,500 fewer hours in transit time per
year. Again, smart global thinking enables
effective, efficient operations.

Using these types of operational initiatives
and smartly combining surface and air
modes, USTRANSCOM is doing its part to
steward our nation's resources wisely. From
2003 until June 2011, efforts such as leverag-
ing multimodal operations and rerouting traf-
fic over previously inaccessible airspace have
allowed the command to return $4.9 billion in
overseas contingency operations funds and
have saved millions of gallons of fuel. These
operational efforts continue today with

proven success. USTRANSCOM is also hard at
work improving organizational efficiencies.

Maximizing the performance of the en-
tire distribution network calls for an orga-
nization with a holistic viewpoint and
commensurate authorities. This global en-
terprise consists of numerous organizations
like USTRANSCOM and its components, the
Defense Logistics Agency together with its
three regional commands and six field-level
activities, 34 commercial air and 48 com-
mercial sea partners, six geographic com-
batant commands and their components, as
well as scores of foreign nations. Each of
these parts shares a common goal of provid-
ing world-class service. However, as with
any large enterprise involving so many
parts, individual interests do not always
align, and subsystems do not necessarily
work well together. All too often we see or-
ganizational boasts of saved costs that are
actually just shifted to others and stove-
piped information systems that are incom-
patible across organizational houndaries. We
also see organizational interests impeding
strategic objectives. After 10 years of war,
we have learned a great deal about how to
best support the war fighter, and we seek to
institutionalize these lessons.

Responding to former secretary of defense
Gates's department-wide challenge to find
$100 billion in efficiencies, USTRANSCOM
proposed 15 new initiatives (12 of which were
accepted). Some of them include aligning
C-130 and KC-135 aircraft outside the CONUS
under USTRANSCOM and making the com-
mand the DOD's lead proponent for in-transit
visibility. We also proposed expanding US-
TRANSCOM's authorities over distribution
systems in the cyber domain, transitioning
theater patient movement requirements cen-
ters to detachments under the Global Patient
Movement Requirements Center. In addition,
we proposed strengthening the command's
role in decision making regarding Service de-
ployment and distribution.

These 12 proposals would create a more
effective enterprise by unifying command
and control, focusing disparate interests,
eliminating redundancies, and synchroniz-
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ing information systems to enable USTRANS-
COM to more rapidly pivot the enterprise
and optimize end-to-end support to the geo-
graphic combatant commanders. As of this
writing, 10 of the 12 proposals have been ac-
cepted in some form, and implementation
will soon follow. Although these proposals
cross several external organizational bound-
aries, USTRANSCOM has also been relent-
lessly improving itselt from within.
Specifically, in 2006 the command
launched Agile Transportation for the
Twenty-First Century (AT21), a multiyear
program designed to give decision makers
automated tools to optimize the end-to-end
distribution of forces and sustainment. For
years the Joint Deployment and Distribu-
tion Enterprise (JDDE) has relied on scores
of incompatible information systems that
“grew up” in separated stovepipes requiring
tireless manual oversight and brute force to
coordinate strategic distribution. This lack
of integration produced an inefficient, la-
bor-intensive patchwork that caused de-
graded delivery through poor utilization of
aircratt, trucks, trains, and ships. AT21 will
largely eliminate the manual, unsynchro-
nized nature of legacy systems and replace
them with new business processes, tech-
nology, and enhanced data integration that
will allow JDDE operators to optimize the
end-to-end distribution enterprise.
Leveraging cutting-edge gaming tech-
nology and optimization engines, a planner
in USTRANSCOM's operations center—the
fusion center—will soon be able to see
everything in the JDDE and conduct what-
if analysis in real time with the push of a
button. We will dramatically improve per-
formance through data integration across
numerous information systems, both mili-
tary and commercial, as well as new busi-
ness processes that tunctionally link the
entire enterprise across organizations—and
it's almost here. By the time you read this,
the first increment of AT21 should have
reached initial operating capability, on its
way to full capability in 2016. USTRANS-
COM is committed to delivering vastly im-
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proved time-definite and cost-specific mo-
bility performance.?

Conclusion

In the face of unfavorable strategic head-
winds caused by our national debt and un-
certain security environment, the team at
USTRANSCOM has set in place a strategy to
balance these challenges in an effective,
efficient manner. No one can be certain
where the next crisis in the world may oc-
cur, but assured global access will guarantee
our readiness. We will expand our strategic
access by leveraging our role as the GDS to
improve key infrastructure and use diplo-
macy to open new lines of communication,
as demonstrated by the NDN and arctic
overflight. We will also improve our ability
to deliver to the point of need by exploiting
new systems such as low-cost, high-speed
airdrop and transformational systems such
as hybrid airships. The historic and deliber-
ate placement of forward operating posts
beyond ground lines of communication in
Afghanistan, completely reliant on aerial
delivery, speaks volumes about the trust we
have earned from our Soldiers, who know
that USTRANSCOM and its air component
will always— ALWAYS—deliver.

Even as we enhance our access, our na-
tional financial situation demands that we
find ways to carry out our mission using
fewer dollars. As those fewer dollars shrink
our military force structure, USTRANSCOM
will create strategic efficiency by enabling a
smaller force to do more in more places than
ever before. As we do so, the professionals
in our command will relentlessly strive to
provide the lowest fully burdened cost pos-
sible through multimodal, infrastructure-
independent operations and future innova-
tive ideas that one can only imagine. Our
efforts through June 2011 not only have de-
livered over $5.6 billion in savings but also
have increased effectiveness. Nevertheless,
our efficiency proposals to the secretary of
defense and our AT21 program will improve
our organization even more by properly



aligning command relationships while elimi-
nating redundancies and optimizing our use
of technology. These initiatives will allow
USTRANSCOM to pivot the enterprise rap-
idly in support of national objectives and

ensure that strategic mobility remains one
of our country’s most asymmetric advan-
tages—guaranteeing that we measure suc-
cess through the eyes of the war fighter. ©
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Cursor on Target

Inspiring Innovation to Revolutionize Air Force Command
and Control

Dr. Raymond A. Shulstad, Brigadier General, USAF, Retired
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zation’s mission focuses on research and
development. | understood that fact first-
hand from my experience in the Air Force,
where | led engineering organizations and
commanded a major research laboratory.
From May 2001 to April 2006, I applied that
experience numerous times to the benetfit
of the service as the senior vice president
and general manager of the MITRE Corpo-
ration's Air Force Command and Control
Center.! At that time, my center was one of
three in MITRE's Department of Defense
(DOD) Command, Control, Communica-
tions, and Intelligence (C3I) Federally
Funded Research and Development Center,
charged with providing systems engineer-
ing to the government's programs to mod-
ernize its C3I capabilities.

This article offers one specific example of
how inspiring innovation revolutionized the
Air Force's command and control (C2) capa-
bilities. It reveals how General Jumper, as
chief of staff of the Air Force, inspired a revo-
lution with his vision of an automated and
integrated C2 system capable of significantly
reducing targeting-cycle timelines and
friendly-fire casualties. Furthermore, the ar-
ticle shows how [ responded to General
Jumper's challenge by driving MITRE's Air
Force Center, in collaboration with the ser-
vice's acquisition and operational communi-
ties, to bring such a system alive by using
rapid prototyping and information technology
to deliver machine-to-machine targeting.

Background

When [ took over the Air Force Center in
May 2001, ] found that [ had about 1,000
engineers deployed across hundreds of pro-
grams. My predecessor, Dr. Hal Sorenson, a
former chief scientist of the Air Force, rec-
ognized that the legacy C3I systems had
major interoperability problems and that
the information technology revolution of-
fered the promise of automating and inte-
grating the DOD's C3I systems in ways that
could solve these problems. To do so, Hal had
launched an architecture-hased technical
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strategy that would use standards like Inter-
net protocol (IP) communications and ex-
tensible markup language (XML) to tag and
share data. With the support and encourage-
ment of Lt Gen Leslie Kenne, then the com-
mander of the Electronic Systems Center
(ESC) and our largest Air Force customer, |
drove the Air Force Center to bring the
strategy to maturity and begin implement-
ing it across ESC's C31 programs. Although
we made progress, the initial pace was slow
and evolutionary.

Inspiration

That situation changed, and the evolu-
tion became a revolution when General
Jumper became chief of statf of the Air
Force in September 2001. He was already
well known for inspiring innovation in the
service. As commander of Air Combat Com-
mand in 2000, he had challenged Air Force
acquisition “to demonstrate a weaponized
[remotely piloted vehicle (RPV)] with the
ability to find a target [and] then eliminate
it,” which led to the fielding of a Predator
RPV armed with two air-to-ground Hellfire
missiles in less than a year.? In a well-
publicized story, the acquisition commu-
nity responded to General Jumper's chal-
lenge with a “business as usual” approach
requiring five years and $15 million. He
gave them $3 million and three months.
Sixty-one days and $2.9 million later, a
Predator fired Hellfire missiles in a flight
test on 21 February 2001, and in September
of that year, the Predator/Hellfire weapon
system deployed to support Operation En-
during Freedom in Afghanistan.

General Jumper understood the force-
multiplying advantages of information su-
periority and the fact that integrating and
automating the C2 system to take advantage -
of that superiority was the key to shrinking
the timeline for attacking time-critical tar-
gets. Therefore, he spoke widely and pas-
sionately of that vision, demanding that in-
dustry as well as government acquisition
organizations like ESC and MITRE change



the paradigm and start applying informa-
tion technologies to attain the necessary
automation and integration.

At the Command, Control, Intelligence,
Surveillance, and Reconnaissance (C2ISR)
Summit hosted by General Kenne and ESC
in April 2002, General Jumper and his 12
four-star commanders made an impas-
sioned plea to horizontally integrate CZISR
machines (i.e., sensors, air and space opera-
tions center [AOC] targeting systems, and
shooters) to allow them to talk to each other
and thus eliminate the time-consuming, er-
ror-prone manual translations by humans.
To make sure everyone understood the de-
gree of integration he sought, the general
gave a specific example based on his experi-
ence as an F-15 fighter pilot. He told the au-
dience of using his combat flying skills to
position his aircraft behind the enemy
fighter and then put his targeting cursor on
it. That done, the machines took over. The
aircraft avionics locked on the target, shared
target information with the air-to-air missile’s
avionics, and readied the missile for launch
automatically. When ready, the system gave
him visual and audio commands to fire, af-
ter which he was completely certain the
missile would fly to and destroy the target
without any further help from him. He
closed that presentation and many others
with a reminder that for warriors, “the sum
of all wisdom is a cursor over the target.”

Listen and Respond

Shortly after the summit, I held a man-
agement off-site with the leadership of the
Air Force Center. 1 told my executive direc-
tors that after listening to General Jumper
and the other Air Force four-stars, we had an
important responsibility to respond to their
challenges and demands. | made sure they
understood that business as usual was not a
suftficient response. Over a two-day period,
we embraced the integrated C2 system as
our vision and put several teams together to
spearhead progress. One team would finalize
the technical strategy and obtain support

from the ESC program offices to fully deploy
it across all new C2ISR programs as well as
to upgrades of legacy systems. A second
team would define a system-of-systems or
enterprise engineering process. A third
team would reinvigorate MITRE's rapid-
prototyping capabilities and define specific
opportunities to use that capability and in-
formation technology to demonstrate and
quickly transition automated, integrated C2
capabilities to war fighters.

Moreover in May 2002, shortly after the
summit, Lt Gen Bill Looney assumed com-
mand of ESC, and Lieutenant General
Kenne went to the Pentagon to stand up
the Deputy Chief of Staft for Warfighter In-
tegration, a new staff organization charged
with attaining the integrated C2 system.
After my off-site, I briefed both General
Kenne and General Looney on MITRE's
strategy for realizing General Jumper’s vi-
sion via an architecture-based technical
strategy, enterprise engineering, and rapid
prototyping. Both gave me their enthusias-
tic pledges of support.

I put Jason Providakes and Rich Byrne,
two of my brightest and most creative ex-
ecutive directors, in charge of the rapid-
prototyping team.* Though small, Rich's
team included several of the best engi-
neers in the center, including Mike Butler
and Doug Robbins. After two days of brain-
storming, they told me at the off-site out-
brief that they would initially concentrate
on automating the targeting cycle via
machine-to-machine interaction, an eftort
that Mike would lead. Since that proposal
clearly addressed one of General Jumper's
top priorities, I gave Mike a budget (less
than $100,000) to get started. The team
gave me a progress report about every two
weeks and briefed me in early June on a
specific concept and the prototype demon-
stration plan.

Innovation

Their idea involved automating a very
real-world-like concept of operations for en-
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gaging time-critical targets. As depicted in
figure 1, a Battlefield Airman would use a
laser range finder, the Global Positioning
System (GPS), and a compass to obtain the
target coordinates and send them over the
PRC-117 radio to the Joint Special Opera-
tions Task Force (JSOTF), which would

(Special
Ops) PRC-117

manually send the target and its coordi-
nates over the Secret Internet Protocol
Router Network (SIPRNET) into the AOC.
There, the intel cell would prosecute it, us-
ing tools such as Raindrop, as would the
planning cells, using tools like the Auto-
mated Deep Operations Coordination Sys-

JSOTF
(Special

Ops)

ADSI
(Air Force)

TCTF
(Air Force)

CoT

CoT CoT
Raindrop ._
(Intel) =

AOC

ADOCS = Automated Deep Operations Coordination System

ADSI = Air Defense Systems Integrator

AQC = Air and Space Operations Center

AWACS = Airborne Warning and Control System
BAO = Battlefield Air Operations

JSOTF = Joint Special Operations Task Force

JTIDS = Joint Tactical Information Distribution System
SIPRNET = Secret Internet Protocol Router Network
SOLE = Special Operations Liaison Element

TCTF = Time-Critical Targeting Functionality

Figure 1. Machine-to-machine targeting using the cursor-on-target XML schema (special tactics to
F-15E). (From Rich Byrne, briefing to the MITRE Board of Trustees, subject: Making a Difference to the War

Fighters, 1 October 2003, chart no. 20.)
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tem (ADOCS) and the Special Operations
Liaison Element (SOLE). After approval,
the AOC would manually transmit the tar-
get coordinates using Link 16 to the Air-
borne Warning and Control System (AWACS)
and F-15, which would then attack the tar-
get. The process at that time involved many
lengthy voice or typing transactions that,
despite verification and reverification, still
remained prone to errors. For example, in
one tragic friendly-fire accident, the coordi-
nates of the Bartlefield Airman rather than
those of the target were sent to the F-15.

Mike's team proposed automating this
entire process by putting the target’s “what
(tvpe), where (coordinates), and when
(time)” into an XML data schema and trans-
mitting the data directly, machine to ma-
chine, without human involvement other
than decision making. This concept offers a
good example of an enterprise data strategy
whereby various users (e.g., the intelligence
cell, planning cell, and attack fighter) sub-
scribe to data published in XML. Each small
diamond in figure 1 labeled CoT (cursor on
target) represents a few hundred lines of
software at machine input and output ports
that can publish or subscribe to the target-
ing data. The final step called for automat-
ing transmission of the target data with a
CoT publisher over the air defense system
integrator (ADSI)—the AOC's interface with
Link 16 to the F-15.

After hearing the concept and plan, |
gave the team members approval to pro-
ceed. In early July, they asked me to come
to a MITRE laboratory for a prototype dem-
onstration that included using a laser range
finder, the GPS, a compass, and a laptop
computer to obtain the target coordinates.
Using CoT, the laptop published the coordi-
nates directly onto a Raindrop display map
where, after the Raindrop operator clicked
on the target on the map, the coordinates
were sent directly over a laboratory Link
16, showing up automatically on an F-15's
head-up display in the laboratory. It truly
was one of the most amazing things I had
ever seen in the more than 35 years of my
professional career.

Operationalizing and Deploying

Innovation by definition will not be
accepted at first. It takes repeated
attempts, endless demonstrations, and
monotonous rehearsals before innova-
tion can be accepted and internalized
by an organization. This requires
“courageous patience.”

—Warren Bennis

During July 2002, we showed the labora-
tory demonstration to most of the senior
leadership at ESC, including its new com-
mander—General Looney—and John Gilligan,
the Air Force's chief information officer,
both of whom were very impressed and ex-
cited about what the capability could do to
automate and integrate Air Force C2. Gen-
eral Looney again pledged his enthusiastic
support for rapid prototyping in general and
to CoT specifically. When he returned to
the Pentagon, John sent a note about the
accomplishment and its potential to Gen-
eral Jumper. In late August, we performed
the laboratory demonstration for Secretary
of the Air Force James Roche, who urged
quick fielding of the capability.

In November 1982, a variant of the proto-
type underwent testing with F-15Es at Nellis
AFB, Nevada, in a live-fly exercise. In
March 2003, with strong support from the
secretary and Air Force Special Operations
Command, ESC stood up a program office
and formalized a machine-to-machine tar-
geting program. During that same month,
an enhanced variant of the prototype went
through accelerated operational test and
evaluation at Hurlburt Field, Florida. The
results were spectacular—a threefold reduc-
tion in targeting timelines with a significant
increase in accuracy! In July 2003, ESC and
MITRE mobilized the prototype and, with
General Kenne's sponsorship, took it to the
Pentagon to present to General Jumper.
Needless to say, he was impressed and ec-
static. A freeze on AOC software at the be-
ginning of Operation Iragi Freedom delayed
deployment until September 2003. Never-
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theless, moving from a laboratory prototype
to fielding an operational capability in only
14 months equates to speed of light for the
acquisition process!

This accomplishment involved overcom-
ing a number of barriers, none of them
technical in nature. Organizations that had
not responded aggressively to General
Jumper's challenge were somewhat embar-
rassed and exhibited the “not invented
here” syndrome by trying to slow down the
initiative with "better” ideas of their own,
including some that were proprietary and
not net-centric. Others expressed concern
over their false perception that machine-to-
machine targeting would eliminate humans
from the targeting cycle. As mentioned ear-
lier, although CoT eliminated manual trans-
actions, humans remained involved in each
step of the decision process to attack the
target. Others cited the lack of a validated
requirement and the fact that the Air Force
program objective memorandum had no
budget for CoT. In fact, formally documented
requirements to automate the AOC target-
ing cycle did exist, and CoT simply repre-
sented a solution to those requirements.
Moreover, war fighters were more than will-
ing to pay for the extremely small funding
associated with the capability. Others ob-
jected to fielding prototypes directly instead
of following the formal acquisition process,
which would have taken years. Still others
wanted the XML schema to cover all mili-
tarily usetul intformation rather than just
“what, when, and where,” which would have
added significant complexity and demanded
prohibitive bandwidth. Finally, some ob-
jected to combining developmental test and
evaluation and operational test and evalua-
tion, which also became a nonissue because
of the simplicity and low risk of the concept
and because war fighters supported this ap-
proach to accelerate fielding of the concept.

We overcame all of these obstacles due to
the support we had from the top leadership
of the Air Force, including not only General
Jumper, our champion, but also the senior
leadership of the acquisition and opera-
tional commands. At the working level, we
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worked collaboratively as a team with per-
sonnel from the ESC acquisition office, Air
Force Special Operations Command, the
operational test and evaluation agency, and
industry. That teamwork was also a critical
factor in keeping the initiative on track in
spite of the barriers.

Expansion to the C2ISR Enterprise

Word quickly spread around the Air
Force and DOD about the powerful CoT
data exchanges of “what, when, and where”
information. The DOD adopted the CoT
XML schema as a data standard for sharing
militarily significant “what, when, and
where” information.® Additionally, Mike's
team continued to expand and help others
extend the applications to such capabilities
as conducting blue force tracking; overlay-
ing blue force, RPVs, and enemy positions
on common operational picture displays
such as FalconView; synchronizing global
combat and refueling missions; and bring-
ing Link 16 displays on board C-130 gun-
ships that lacked Link 16 capability. Today,
over 100 C2ISR systems (i.e., sensors, AOC
targeting system tools, and shooters) have
incorporated CoT at an average cost of
about $100,000 per system. Figure 2 shows
a small subset of these systems that, by
means of CoT, are providing revolutionary,
net-centric capabilities to our war fighters.
The fielding of CoT dramatically illustrates
the power of a common, net-centric, infor-
mation-sharing strategy.

Benefits

Unlike Microsoft and Apple, MITRE
and our government sponsor—ESC—were
not driven by the promise of increased
revenue and profit. Nevertheless, we
reaped many benefits from the CoT rapid-
prototyping etfort. The MITRE team and
its ESC partners have won numerous
awards, including a highly coveted Armed
Forces Communications and Electronics
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Figure 2. Expansion of the CoT application. (From Rich Byrne, briefing to the MITRE Board of Trustees,
subject: Making a Difference to the War Fighters, 1 October 2003, chart no. 22.)

Association Golden Link Award in 2004 rec-
ognizing innovative applications of tech-
nology in government operations. Many
articles on the achievement have appeared
in technical journals." From a business
standpoint, MITRE and ESC's image with
war fighters and customer-satisfaction rat-

ings soared to new heights. Furthermore,
MITRE's stature within the technical com-
munity grew signiticantly. Finally and
most importantly, our initiative gave our
war fighters improved operational capa-
bhilities that reduced the targeting-cycle
timeline enabling attacks on time-critical
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targets and diminished the potential of
casualties from friendly fire.

Additional Spin-Off Benefits

At least as significant as these direct
benetits is the fact that the CoT initiative led
to reinvigorating MITRE's rapid-prototyping
capability and to ESC's embracing rapid
prototyping as a key part of its acquisition
strategies.” With Rich’s leadership and sup-
port, more than 50 other rapid prototypes
were developed and demonstrated in ESC
programs. For example, we showed how
easily we could use legacy radios to bring
IP communications and the Internet onto
platforms like the Joint Surveillance Target
Attack Radar System (Joint STARS). In an-
other case, we automated production of
the air tasking order briefing and reduced
the time required from more than 12 hours
to just a few hours. An additional rapid-
prototyping effort with industry demon-
strated a way of synchronizing force-level
and unit-level planning.

By means of rapid prototyping, we
showed the possibilities to war fighters and
a means of lessening the fielding risk. The
urgent needs of war fighters directly drove
the swift fielding of prototypes like CoT:
others transitioned into upgrade plans for
the systems of record and were fielded as
part of the upgrades. Some did not receive
war-fighter support and were not fielded,
but in these cases, we refocused our efforts
after a few months without expending
much money or time—something quite dif-
ferent on both accounts from the normal
acquisition process.

Keys to Success

As I look back on the CoT rapid-prototyping
initiative, [ see that a number of keys
proved important to its success—keys that
have wide-ranging applicability to other in-
novation initiatives. First, inspiring innova-
tion allows us to derive tremendous benefits
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at relatively little cost. Having a champion
like General Jumper who has an important,
urgent need and who demands innovation
probably represents the most critical ele-
ment for this inspiration. My role as leader
of an engineering organization was also sig-
nificant, starting with my insistence that
the organization not simply listen to the
passionate demands of champions like the
general but respond to those demands with
innovative solutions.

I also take credit for putting a small but
world-class team on the project and giving
it very talented and creative leaders like
Jason Providakes, Rich Byrne, and Mike
Butler. Additionally, empowering the team
and providing it with resources to be suc-
cessful proved important. Initial laboratory
demonstrations of the prototype, from
working levels to senior levels of the gov-
ernment acquisition and operational user
communities, played an essential role in
obtaining their support and shaping the
prototype prior to operational testing. Be-
cause engineers tend to want to tinker with
prototypes in the laboratory and not show
them to anyone until they are perfect, such
early demonstrations are something of an
unnatural act for them; however, user expo-
sure and feedback at the beginning is in-
valuable to prototyping initiatives. As |
mentioned earlier, collaborative teamwork
with the acquisition, operational and test
communities, and industry proved instru-
mental in overcoming a number of barriers.

Golden Nuggets

The keys to the success of the CoT initia-
tive in generic form have broad applicability
to inspiring innovation in general. Other
leaders can use the following “golden nug-
gets” or takeaways to inspire innovation in
their organizations:

1. Find a champion with a pressing, im-
portant need.

2. Demand that the organization respond
to the champion with innovation.



3. Establish, empower, and support a tal-
ented, creative team to develop the
innovation.

4. Demonstrate the innovation to cap-
ture advocacy.

5. Anticipate and eliminate obstacles.

6. Operationalize the innovation in a col-
laborative team effort with acquirers,
users, testers, and industry.

7. Transition the innovation into prod-
ucts, services, or capabilities

8. Seek opportunities to expand and ap-
ply the innovation to other needs.

Summary

This article has examined how a senior
leader's vision and demand for innovation
can inspire his organization and others to
respond to that vision with innovative solu-
tions. It used a specitic example involving
the use of rapid prototyping and informa-
tion technology to automate and integrate
the Air Force's C2 system. However, the ap-
proach and strategy as embodied in the
“golden nugget” takeaways have broad ap-
plicability to inspire innovation of other
types and in other organizations. Therefore,
I hope that future leaders will find this ar-
ticle usetul in meeting one of their basic
responsibilities—inspiring innovation! &
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Air Force Policy for

Advanced Education
Production of Human Capital or Cheap Signals?

Maj Tobias Switzer, USAF*

n the first decade of the twenty-first

century, the US Air Force experienced a

significant policy debate regarding offi-
cer education. The question at hand con-
cerned why officers attain graduate-level
education or advanced academic degrees
(AAD) and how those achievements should
affect promotions. On the one hand, some
officers, such as those serving as research-
ers, political affairs officers, or academic
instructors, need education above and be-

ond their undergraduate training because

the level at which the ork is more spe-
cific than On the other hand, it is
not completel ar why the vast majority

f Air Force offi  as tho rving
on aircrews, in personnel and finance units
and so forth, need more education than
necessary to conduct their work.

This ond group of officers, the gener-
alists, represents the source of contention
and debate. Moreover, this controversy led
to conflicting policies from the most senior
leadership, leaving the issue muddled and
confused for today's junior and field-grade

points of each policy and interprets them
through the lens of modern economic the-
ory. Using the well-developed ideas of hu-
man capital and signaling, along with em-
pirical evidence, it argues that advanced
education has become not a means of in-
creasing knowledge and ability so much as
a proxy for officers’ commitment to their
careers. The article extends this line of in-
quiry to nonresident professional military
education (PME) programs, in which it finds
much similarity. Finally, it offers a ditferent
vision, modeled on a sister service’s program,
that would make the education experience
more valuable for both our officer corps and
the Air Force by expanding opportunities at
civilian universities in exchange for long
posteducational commitments.

Conflicting Visions

In 2005 Gen John P. Jumper, chief of
staff of the Air Force, wrote a letter to all
members of the service describing a signifi-
cant change in promotion procedures and

officers. This article discusses the main the Air Force's treatment of education in
at the 19th Special Operations Squadron, Hurlburt Field, Florida. He holds a
the Ur y of Chicago and an MS in economics from the Pontifical
9)} -holar, a regional area strategist for Latin America, and a senior pilot
H Le opter.
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general.! Specifically, he directed the Air
Force Personnel Center (AFPC) to mask of-
ficer education data on promotion boards
through the rank of colonel, making it avail-
able only for brigadier general and above.
By doing so, General Jumper intended to
stop officers from pursuing AADs for the
sole purpose of increasing their chances for
promotion, also known as “square-filling” or
“checking the box."” Although he acknowl-
edged the value and importance of educa-
tion to the Air Force and its oftficer corps,
the general believed that the pursuit of
AADs should be deliberate and focused.

An earlier letter of General Jumper’s,
written in 2002 regarding force develop-
ment, foreshadowed his education policy.
In that letter, he echoed the criticism of the
status quo regarding education opportuni-
ties: “I know that a lot of you feel there are
many reasons to be discouraged or dissatis-
fied with our current system—limited PME
in-residence slots, limited advanced degree
opportunities, or worse, square-filling mas-
ter's degree programs that do little to make
you better at your job or get you closer to
your goals. I have experienced some of
these issues myself and | hear the same
feedback from you. So let’s fix it.”

In 2006 the next chief of staff, Gen T.
Michael Moseley, and the secretary of the

Air Force, Michael W. Wynne, issued a letter

to Airmen that reversed General Jumper'’s
decision. General Moseley also lauded the
importance of education in his letter, stat-
ing that the value tor the Air Force lay in
having “intellectual throw weight.” He an-
nounced that AFPC would unmask officer
education data, starting with the promotion
boards in 2008.' Thus, hecause of a sweep-
ing policy change followed by a rapid rever-
sal, the Air Force held promotion hoards
between 2005 and 2007 that excluded any and
all information about an officer's education.
In determining the correct position, we
should consider what Air Force instructions
(AFI) say regarding official policies on ad-
vanced education for officers. Unfortunately,
at least two AFIs directly address this topic,
each of which takes a slightly different tack
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concerning the purpose and aim of graduate
education for officers. Though not entirely
inconsistent, each instruction’s objectives
are vague enough to encompass almost any
viewpoint: General Jumper's, General
Moseley's, or something in between.

AFI 36-2611, Officer Professional Develop-
ment, notes that “AADs are important to of-
ficer professional development to the extent
they enhance the officer's professional quali-
fications. A degree which is directly related
to the primary utilization area is appropri-
ate at any level since this degree adds to
depth of experience. An advanced degree
in management or more general studies
tends to enhance job performance for offi-
cers reaching the field grade ranks where
breadth development begins to take place.”
AFI1 36-2302, Professional Development, ob-
serves that “Graduate Education programs
are designed to manage limited resources
and support National, Military, and Air
Force strategic objectives in an increasingly
complex international environment with
rapidly changing science and technology.
Graduate education requirements are iden-
tified as specific positions for which an Ad-
vanced Academic Degree (AAD) is neces-
sary to accomplish the job and meet the
overall Air Force mission."®

AFI 36-2611 presents a wide and liberal
view towards graduate education for officers,
informing us that it improves job performance
and is important to the development of all
officers. Accordingly, education that en-
hances the depth or breadth of knowledge
remains vital to winning the current wars.
This slant on graduate education aligns with
General Moseley’s position: “As we continue
to fight this Global War on Terror, we will be
conducting operations in both familiar and
unfamiliar places, with both old and new
friends. To succeed, our expeditionary Air
Force will need all the cultural, political and
technical skills available.”” Although General
Moseley does not explicitly cite AF1 36-2611,
his argument for unmasking education data
on promotion bhoards and his encourage-
ment of AADs are in complete agreement
with this instruction.



Yet, a close reading of AFI 36-2302 re-
veals that only some positions need ad-
vanced education in order to carry out our
mission. Graduate education, according to
this instruction, should provide a very spe-
cific skill set required for designated billets.
However, it does not address what the vast
majority of officers should seek education-
ally. By emphasizing the scarcity of re-
sources for graduate education, the AFI im-
plies that possession of an AAD by all Air
Force officers is not “mission essential.”
This educational philosophy seems to sup-
port General Jumper's position of offering
graduate education as a deliberate develop-
ment step: “We must make sure Airmen get
the training and education required for
their specialty or area of expertise. If you
need additional education or training—you
will get it. . . . Education must be tailored to
benefit Airmen in doing their jobs."®

Given the differences in these instructions,
we can see how the two chiefs of staff could
have claimed to grasp the importance of
postgraduate education as essential to mis-
sion accomplishment yet employed policies
that mostly opposed each other. Each of
their positions is perfectly justifiable in
light of the AFIs on officer development.

The central question then becomes
whether or not most officers engaged in vol-
untary off-duty education programs do so to
augment their promotion opportunities or
to improve their ability to serve the Air
Force—or both. To help dissect and answer
this question about the role of AADs in our
promotion systems, the article draws upon
current economic theory of labor and edu-
cation—particularly the theories of human
capital and of signaling, two distinct ideas
postulated by economists Gary Becker and
Michael Spence.

The Theory of Human Capital

The modern economic theory of human
capital looks at workers in the labor force as
a sum of acquired skills and knowledge.*
Some of our personal human capital is use-

ful in any setting, such as the ability to read,
write, and do simple math. These abilities
are designated general human capital because
they can transfer to any work environment.
Other dimensions of human capital are use-
ful only in very narrow settings, such as the
ability to operate a fighter aircraft in com-
bat. We refer to these skills as specific hu-
man capital. We acquire specific and general
human capital through both formal educa-
tion and experience.

Applied to the Air Force, we could say,
roughly speaking, that one acquires specific
human capital through formal training
courses and general human capital through
education programs. For example, a Senior
Airman crew chief who attends a technical
training course on working on C-130s does
not learn finance or even how to work on
and launch F-16s. The human capital he has
is very narrow and specific—fixing C-130s.
However, many of the skills acquired in Air-
man Leadership School increase his general
human capital. Advanced abilities in team
leadership, written communication, and
critical thinking would serve this Senior
Airman in any Air Force specialty or in the
civilian sector.

Higher levels of human capital typically
show themselves in wage differentials. In a
normal labor market, the more skilled and
productive individuals receive more com-
pensation than their peers. If human capital
increases with training and education, then
we expect income to do likewise. However,
in the military our base pay depends upon
rank and years of service, regardless of ca-
reer field or skill level. Thus, we would ex-
pect to see differences in human capital
among Airmen not in wages bhut in promo-
tions. Those with the human capital deemed
most valuable to the Air Force should be
promoted ahove those with less.

The remainder of this article simplifies
matters, discussing human capital as the
composite of these two distinctions—gen-
eral and specific. In reality most producers
of human capital (training courses, educa-
tion programs, on-the-jobh-training, etc.) re-
flect a mix of general and specific and do
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not divide neatly into one or the other.
However it is helpful to keep both concepts
in mind when evaluating education pro-
grams available to military members. We
want to ask ourselves if a particular educa-
tion program boosts a student’s general or
specific human capital—or both.

Signaling

Let’s assume that master's degrees as we
currently obtain them do not increase hu-
man capital relevant to the Air Force's
needs. Under certain conditions, using
AADs as a mechanism for sorting and strati-
fying othcers for promotion purposes could
have considerable merit. An AAD may con-
vey information about the level of human
capital possessed by the otficer who com-
pleted it. Even if no production of human
capital took place, the process or act of
completing an advanced degree may pro-
vide useful information and justify our
practices—a concept known as signaling.'

In short, a signal offers an indirect means
of communication when people wish to
convey information about themselves but
cannot do so directly. The Air Force promo-
tion board wants to know candidates’ intel-
ligence, their amount of human capital, and
their capability to perform the duties of the
next rank. However, members of the board
do not have information such as IQ, Air Force
Oftficer Qualifying Test, Graduate Record
Exam, or Scholastic Aptitude Test scores to
help them understand the cognitive abilities
and human capital of the officers in the
pool." In theory, completion of an expen-
sive and selective master’s program would
send information about a candidate's level
of human capital compared to that of his or
her peers without a master's degree.

For example, a Harvard graduate’s di-
ploma serves as a very powerful labor mar-
ket signal when he or she applies for a job.
The hiring company knows well that Harvard
screens prospective students heavily, re-
quires astronomical College Board scores,
rejects a high percentage of applicants, and
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charges steep tuition.'* With regard to signal
efficacy, an undergraduate degree from
Harvard is extremely effective because it
conveys much information, costs a great
deal of money, and is quite difficult to earn.

In the case of Air Force AADs, a separat-
ing equilibrium occurs only if high-ability
officers obtain the signal (e.g., a master’s
degree), despite the cost or difficulty of the
program, to give the promotion board a
means of distinguishing them from their
lower-ability peers. The latter officers will
choose not to obtain the signal because they
find the time-money investment prohibitive
or the dithculty of the education program
insurmountable."

Conversely, a pooling equilibrium occurs
when the signal is inordinately expensive
and nobody obtains it—or if it is very cheap
and everyone obtains it. In the former case,
one could imagine earning a doctorate de-
gree in five years as a signal of higher hu-
man capital, a costly signal that would deter
nearly all officers. In the latter case, a mas-
ter's degree acquired simply by paying a
small fee offers a cheap signal of higher
levels of human capital easily obtained by
all officers." In either case, a promotion
board could not discriminate between high-
and low-ability officers, based on education,
because everyone would do the same thing.
The signal becomes useless because it con-
veys no information.

Again, even if no production of human
capital occurred as Air Force officers toiled
away to earn graduate-level diplomas in
their off-duty time, demanding AADs would
still have some usefulness. If one had to be
highly intelligent, insighttul, and more ca-
pable than one's peers to complete a mas-
ter's degree at an on-hase program or
through distance learning, then the diploma
would send a powerful signal of an officer's
level of human capital and abilities. Such a
situation creates a separating equilibrium
that would help promotion boards identity
officers with higher levels of human capital.



Critique of the Status Quo:
Cheap Signals of Human Capital

Given the paradigms previously laid out,
we should ask ourselves whether our AADs
from off-base and distance-learning pro-
grams increase human capital relevant to
the Air Force and whether they serve as ef-
fective signals of high levels of human capi-
tal for promotion boards. A careful examina-
tion of the writings of Generals Jumper and
Moseley, a review of a recent government
report on tuition assistance (TA) programs,
and a close analysis of recent promotion
statistics indicate that, for the most part,
they do neither.

When General Moseley emphasized the
importance of education and justified his
decision to reverse the directive of his pre-
decessor, he was highlighting the value of
human capital acquired through the pursuit
of advanced education. According to the
general’s letter, the Air Force should have
access to an officer's education records dur-
ing promotion boards because an individual
who has completed advanced education has
the knowledge needed for present and fu-
ture wars. As officers move up in rank,
their responsibilities demand even greater
abilities in communication, leadership,
critical thinking, and knowledge of Air
Force organization and doctrine. From Gen-
eral Moseley's perspective, masking educa-
tion data (both undergraduate and gradu-
ate) removed the promotion board's ability
to identify officers with high levels of hu-
man capital and decreased their incentive
to attain those levels.

What did General Jumper see in an of-
ficer’s education that led him to order the
masking of data on promotion boards? In
his letter of 2005 he wrote, “"For years, Mas-
ter's degrees had a significant impact on
promotion potential. This must change—
our focus should be on deliberate develop-
ment and not 'square filling' """ In effect,
General Jumper implied that too many Air
Force officers were pursuing advanced
education to enhance their chances for

promotion, regardless of the value of the
education program. He readily admits to
doing so himselt:

Just like many of you, | spent many hours in
night school to earn a master’s degree. Why?
So I could get promoted. It's not that the time
was wasted, but the course of study was not
designed to maximize my own development,
or to deliver the best return on that invest-
ment to the Air Force. And, it took me two
years of time shared with my Air Force duties
and away from my tamily. To top it all off, the
Air Force viewed my MBA in the same light
tor promotion as if | had attained a Master's
in Quantum Physics from MIT."

General Moseley essentially conceded
this point in his letter: “Over time, earning
a post-graduate degree deteriorated into a
method to increase the likelihood of promo-
tion. People used their education benefits
and precious free time to pursue degrees
that may or may not have been relevant to
their Air Force duties.”"” To be clear, al-
though Generals Jumper and Moseley dif-
fered in their response to AADs obtained
through off-duty and TA programs, neither
one questioned the value and importance of
degrees obtained at the Air Force Institute
of Technology or by means of full-time
studies at traditional universities.

A recent investigation into TA programs
by the Government Accountabilitv Office
(GAQO) criticized the Department of De-
fense's (DOD) lack of oversight of the
quality of education received by scrvic
members through on-base education pro-
grams.?” The study, which extensively ex-
amined base education centers, incorpo-
rated data from all tour services.

DOD verifies whether a school is accredited;
however, it does not gather some key infor-
mation from accreditors when conducting its
oversight activities, such as whether schools
are in jeopardy of losing their accreditation.
Accreditors can place schools on warning or
prohation status for issues such as providing
inaccurate information to the public and poor
institutional governance. Schools can experi-
ence various problems within the 3- to 10-year
accreditation renewal period, and these prob-
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lems can negatively affect students, including
service members. Additionally, DOD does not
require schools to have new programs and
other changes approved by accrediting agen-
cies in order to receive TA tunds. Currently,
students enrolled in unapproved programs or
locations are ineligible to receive federal stu-
dent aid from [the Department of Education|,
but can receive TA funds.-!

In short, the DOD allows military mem-
bers to use TA funds at institutions that have
met the bare minimum of education stan-
dards and that may be experiencing other
problems. The GAO report states that it did
not even begin to address distance-learning
programs that made up 71 percent of courses
taken in 2009.*- The information contained
in the report is not prima facie evidence that
all on-base and distance-learning graduate
programs offered to military members are
devoid of any production of human capital,
but it should at least give us pause regarding
the quality of AAD programs available to of-
ficers. The value of an oft-duty graduate pro-
gram should not be ambiguous.

Turning to actual promotion statistics, we
would expect certain results if AADs signifi-
cantly enhanced an officer's human capital.
We anticipate that, as a group, officers with
AADs would be more productive than their
non-AAD peers and therefore promoted at
higher rates. This expectation should be a
robust finding, regardless of the promotion
board’s ability to see education data, be-
cause the fruits of increased human capital
should show up in performance reports and
promotion recommendation forms. As a co-
hort, officers with graduate degrees should
work more efficiently, solve tougher prob-
lems, and better organize the people and
resources under their spans of control.
Therefore, it AADs do in fact significantly
increase human capital relevant to the Air
Force, promotion results should be essen-
tially the same, despite the availability of
education data to a promotion board.

We can test this hypothesis by looking at
promotion results from years when AFPC
masked education data, 2005-7, and com-
paring them to results from previous and
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subsequent years. The most compelling evi-
dence that this hypothesis is false comes
from statistics published for O-5 (lieutenant
colonel) promotion boards (table 1). One
can see that in 2005-7, in-the-promotion-
zone (1PZ) promotion rates for officers with-
out an AAD shot up dramatically. For ex-
ample, promotion rates to O-5 without a
master's degree went from an average of
15.7 percent in the 10 O-5 promotion boards
prior to 2005 to an average of 48.6 percent
in the years 2005-7. Although more majors
approached their promotion boards without
having completed an AAD (from a 7.6 per-
cent average in 1996-2004 to an average of
16.2 percent in 2005-7), this fact cannot ex-
plain the more than tripling of promotion
percentages for non-AAD officers.

One could challenge this assertion by
claiming that the Air Force must have been
promoting more officers to lieutenant colo-
nel, but such was not the case. From 2002
through 2009, promotion rates to lieutenant
colonel remained steady at 73-74 percent.
[f an AAD bolstered human capital, then
promotion rates should not have changed
because personnel with graduate degrees,
armed with more skills and more produc-
tive capability, should have outperformed
individuals without AADs at a similar rate
as before—but they did not. Many officers
holding AADs became indistinguishable
from those without such degrees.

Looking at promotions to O-6 (colonel)
(table 2), we see more evidence, albeit less
powerful statistically. In the years 2000-2004,
no officers without an AAD were selected
for promotion to the rank of colonel. To be
fair, very few officers who reached the pro-
motion board for colonel had not obtained
their AADs. However from 2005 through
2007, a few without AADs slipped past, se-
lected by the board for promotion. After the
enactment of General Moseley's policy, of-
ficer promotions regressed to the trend, and
since 2007 no officer without an AAD has
become a colonel. But those officers pro-
moted to colonel without an AAD must
have had excellent pertormance records
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Table 1. Results of USAF lieutenant colonel promotion board, calendar years 1989-2009

Overall By Advanced Degree
Yes No
Board Considered  Selected Percent Considered Selected Percent Considered Selected Percent
1989 2,495 1,586 63.57 2,130 1,453 68.22 365 133 36.44
1990 2,495 1,601 64.17 2,125 1,476 69.46 370 125 33.78
1991A 1.765 1,161 65.78 1,513 1,056 69.80 252 105 41.67
19918 1.988 1,332 67.00 1,725 1,220 70.73 263 112 42.59
1992 1,887 1,196 63.38 1,634 1,098 67.20 253 98 38.74
1993 2,246 1,413 6291 1,930 1,308 67.77 316 105 33.23
1994 2,930 1,843 62.90 2,599 1,738 66.87 33 105 31.72
1996 2,200 1.386 63.00 2,066 1,353 65.49 134 33 2463
1997 1,845 1,163 63.04 1,717 1.139 66.34 128 24 18.75
1998 1774 1,110 62.57 1,650 1,086 65.82 124 24 19.36
1999A 1.817 1,179 64.89 1,711 1,167 68.21 106 12 11.32
19998 1,690 1,112 65.80 1.594 1,095 68.70 96 17 17.71
2000 1.718 118 65.08 1,616 1,102 68.19 102 16 15.69
2001 1,989 1,304 65.56 1,859 1,292 69.50 130 12 9.23
2002 1,765 1,265 71.67 1,622 1,253 77.25 143 12 839
2003 1,502 1,085 72.24 1,333 1,057 79.30 169 28 16.57
2004 1.676 1,223 7297 1,456 1,189 81.66 220 34 15.46
2005 1,454 1,073 73.80 1,180 947 80.25 274 126 45.99
2006A 1,426 1,063 74.54 1,196 950 79.43 230 113 49.13
20068 1,470 1,099 74.76 1,230 984 80.00 240 115 4792
2007 1,198 895 74.71 1,032 810 78.49 166 85 S1.21
2008 1,388 1,026 7392 1,260 1,004 79.68 128 22 17.19
2009 1,412 1.045 74.01 1,267 1.014 80.03 145 31 21.38

Source: “Active Duty Officer Promotions Line of the Air Force (LAF) Historical,” Air Force Personnel Statistics, Air Force Personnel Center, http://w11.afpc
randolph.af.mil/demographics/ReportSearch.asp.

Table 2. Results of USAF colonel promotion board, calendar years 1989-2009

Overall By Advanced Degree
Yes No
Board Considered Selected Percent Considered Selected Percent Considered Selected Percent
1989 1,204 531 44.10 1,081 496 45.88 123 35 28.46
1990 1,228 540 43.97 1.139 518 45.48 89 22 24.72
1991 1,134 510 44.97 1,053 483 45.87 81 27 3333
1992 1.279 535 41.83 1,203 513 42.64 76 22 28.95
1993 1.102 458 41.56 1,050 444 42.29 52 14 2692
1994 1,308 548 41.90 1,227 530 43.20 81 18 2222
1995 | 1,198 502 4190 1,139 491 43.11 59 11 18.64
1996 ‘ 834 349 41.85 787 345 43.84 47 4 851
1997 921 384 41.69 885 380 4294 36 4 1mn
1998 798 330 41.35 761 327 4297 37 3 8.11
1999 927 384 41.42 890 382 4292 37 2 5.41
2000 1,188 530 44.61 1,145 530 46.29 43 0 0.00
2001 | 927 432 46.60 908 432 47.58 19 0 0.00
2002 791 363 45.89 780 363 46.54 1 0 0.00
2003 795 355 44.65 783 355 45.34 12 0 0.00
2004 808 372 46.04 798 372 46.62 10 0 0.00
2005 736 331 44.97 730 330 45.21 6 1 16.67
2006 806 365 45.29 788 363 46,07 18 2 11.11
2007 1,010 459 45.45 981 457 46.59 29 2 6.90
2008 958 434 45.30 946 434 45.88 12 0 0.00
2009A 846 372 43.97 833 372 44,66 13 0 0.00
20098 982 447 45.52 970 447 46.08 12 0 0.00

Source: "Active Duty Officer Promotions Line of the Air Force (LAF) Historical.” Air Force Personnel Statistics, Air Force Personnel Center, htep://w11.afpc
.randolph.afmil/demographics/ReportSearch.asp.
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since historically only about 43.85 percent
of IPZ lieutenant colonels advance in rank.

Because of the change in promotion re-
sults from the years when AFPC masked
education data until its unmasking, we
know that boards used AADs as a discrimi-
nator for selection. In contrast we expect
that information such as eye color would
have no effect on outcomes, whether avail-
able to the board or not. Assuming that
each of the officer cohorts considered tor
promotion resembled those preceding and
following, we can infer that during the
masking of education data, the selection
boards promoted some people that would
not have been selected in previous years
because they lacked an AAD. In 2005-7,
those promoted to major, lieutenant colonel,
and colonel must have had better pertor-
mance records than those not selected be-
cause the boards had no other information
available. Before and after this period, we

annot say that every officer selected for
promotion had a better record of perfor-
mance than those not selected. If that state-
ment were false, then promotion rates be-
tween AAD and non-AAD officers should
have remained unchanged, regardless of
the availability of education data.

Even before one read the GAO report or
analyzed promotion data, a perusal of the
list of off-duty education programs mar-
keted to military personnel, such as those
offered by American Military University,
Embry-Riddle Aeronautical University, Uni-
versity of Phoenix, or Troy University, would
have revealed that the opportunities avail-
able to most Air Force officers are not of
high quality. [t one were to cross-reference
on-hase or distance-learning programs with
US News and World Report's rankings of
graduate schools or any other reputable
ranking system, one would find no mention
of the above-mentioned institutions. The
fact that these systems of rankings do not
even attempt to evaluate most of the gradu-
ate programs in which military members
enroll speaks volumes about their reputa-
tion and quality. This article maintains that
the path to a master's degree from institu-
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tions such as these is not a trial of intellect
but of time management.

In sum, the statements of both General
Jumper and General Moseley, the GAO re-
port, an analysis of promotion data, and the
author’s personal experience indicate that
we should be highly skeptical of the propo-
sition that AADs from oft-duty and distance-
learning programs significantly advance the
levels of human capital in the Air Force. In
the aggregate, no evidence suggests that
this is true. Still, if AADs served as a strong
signal of already existing human capital and
created a separating equilibrium, then the
Air Force would have an excellent system
for identifying officers with higher levels of
human capital. However, no such evidence
presents itself.

Between 2002 and 2009, the Air Force
conducted 10 separate O-4 promotion
boards (table 3), producing a mean promo-
tion rate for IPZ captains of 92.7 percent
with little variation. During the seven pro-
motion boards that had access to education
data, almost exactly 50 percent of [PZ cap-
tains had an AAD, with a difference of
roughly 5.9 percent hetween the average
promotion rates of AAD and non-AAD cap-
tains (95.4 percent and 89.5 percent, respec-
tively). On the one hand, it seems plausible
that a separating equilibrium existed since
only half of the captains obtained an AAD.
On the other hand, it is difficult to confirm
this when nearly everyone advanced to ma-
jor and very little difference in promotion
rates existed between the two groups. An
AAD may have acted as an excellent signal
for higher levels of human capital, but be-
cause the Air Force promotes nearly every
captain to major, it is not a useful signal at
this stage of career progression.

Returning to the O-5 promotion boards,
we observe a large change in IPZ promotion
rates between AAD and non-AAD officers
(see table 1). During the five promotion
hoards held between 2002 and 2009 when
education data was available, 79.6 percent
of AAD ofticers were promoted compared to
only 15.8 percent of non-AAD officers. The
disparity between promotion rates suggests



Table 3. Results of USAF major promotion board, calendar years 1989-2009

Overall
Board Considered Selected Percent Considered
1989 4,584 3,846 83.90 2,945
1991 4,137 3,083 74.52 2,892
1992 2915 2,191 75.16 1,964
1993 2,741 2,003 73.08 1,838
1994 2,891 2,098 7257 1973
1995 2,564 1.874 73.09 1,824
1996 2,859 2,088 73.03 1,950
1997 2,862 2,323 81.17 1,947
1998 2,497 2,062 82.58 1,518
1999 1,953 1,689 86.48 1,214
2000A 2195 1,943 88.52 1,316
20008 1,841 1.620 88.00 1,027
2001 1,909 1,685 88.27 1,150
2002A 2,048 1,814 88.57 1,247
20028 1,681 1,557 92.62 894
2003A 1.973 1,824 92.45 981
20038 2,287 2,132 93.22 1.027
2004 2,360 2,197 93.09 929
2005 2,057 1,901 92.42 828
2006 2,363 2,204 93.27 821
2007 2,348 2,211 94.17 887
2008 2,520 2,366 93.93 1,235
2009 3,147 2,950 93.74 1,674

By Advanced Degree
Yes No
Selected Percent Considered Selected Percent
2,644 89.78 1,639 1,202 73.34
2,382 82.37 1,245 701 56.31
1.562 79.53 951 629 66.14
1.458 79.33 903 545 60.35
1,535 77.80 918 563 61.33
1,434 78.62 740 440 59.46
1,502 77.03 909 586 64.47
1,667 85.62 915 656 71.69
1,327 87.42 979 735 75.08
1,106 91.10 739 583 78.89
1,223 9293 879 720 81.91
949 92.41 814 671 82.43
1,053 91.57 759 632 83.27
1,132 90.78 801 682 85.14
858 95.97 787 699 88.82
940 95.82 992 884 89.11
983 95.72 1,260 1,149 91.19
883 95.05 1,431 1,314 91.82
783 94.57 1,229 1,118 90.97
777 94.64 1,542 1,427 92.54
852 96.05 1,461 1.359 93.02
1,191 96.44 1,285 1,175 91.51
1.640 972.97 1,473 1,310 88.93

Source: "Active Duty Officer Promotions Line of the Air Force (LAF) Historical.” Air Force Personnel Statistics, Atr Force Personnel Center, http://w1 l.afpc

randolph.afmil/demographics/ReportSearch.asp.

that an AAD did indeed serve as a useful
signal of relatively higher human capital
levels. However, one wonders why AAD
officers constituted 89.6 percent of the IPZ
majors under consideration for promotion
during these five promotion boards. Given
the supposed difficulty of obtaining a good
signal, how could nearly nine out of 10 ma-
jors have done so? Unfortunately, an exami-
nation of the O-6 data will not help because
nearly 99 percent of IPZ lieutenant colonels
competing for promotion hold an AAD (see
table 2).

At least two explanations account for
these findings. First, perhaps the Air Force
has many officers with high levels of hu-
man capital and few with low levels, thus
heavily skewing the distribution of talent
and human capital. Additionally, promotion
boards would evidently have little ability to
distinguish between high- and low-ability
officers during their review of performance
reports and other information. If this were
all true, then an officer would do well to

earn a ditficult, time-consuming AAD if he
or she had high levels of human capital.
The graduate degree may represent the
only way such officers can separate them-
selves from the few low-ability officers un-
able to obtain an AAD.

Tuition Assistance AADs and
Nonresident PME:
Signals of Commitment

A second explanation, more believable
and consistent with the evidence, maintains
that the AAD does not signal high human
capital but something else—commitment.
Completion of an on-bhase or distance-
learning AAD program conveys nothing
other than an officer's willingness to sacri-
fice a considerable amount of personal time
towards that end. Typically, monetary cost
is not a factor because the officer shifts that
expense to the Air Force, which heavily
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subsidizes AADs through the TA program.
However, one cannot shift the substantial
time expended and labor invested to any-
one else. Thus, commitment to the institu-
tion rather than human capital creates a
separating equilibrium.

For example, we know that scalpers can
charge multiple times the tace value of a
ticket to important concerts. One might ask
why bands and venues do not simply set
their prices higher or hold an auction to in-
crease profits. If one believes that bands are
interested not only in their profits but also
in the experience of performing in front of
highly dedicated fans, then not selling tick-
ets to the highest bidders makes sense. By
forcing fans to wait in long queues or make

ter's degree from Trident University does
exactly that, and it becomes an effective
signal in that regard. Instead of the AAD's
signaling higher levels of human capital, it
signals loyalty to the Air Force.

In trying to decide who should receive a
valuable “definitely promote” (DP) on a Pro-
motion Recommendation Form, a special
assignment, or selection to a school, the se-
nior officer or selection board would like to
know something about candidates’ dedica-
tion to the service, whether they plan to
serve at least 20 years, and whether they
wish to become senior leaders. Given the
limited supply of DPs, developmental edu-
cation slots, or positions for promotion, se-
lection boards and leadership may reason-

A unit commander does not need to ask
subordinates about their career intentions because
he or she knows that officers who want to be
promoted will complete their off-duty AADs and that
those less committed to promotion will not.

repeated calls to an authorized vendor, they
can ensure that the highly committed, not
simply the wealthiest, ones attend. In this
case, an overnight campout at the local
venue to buy a ticket for a concert is a sig-
nal of commitment.

With that thought in mind, this article
argues that a promotion board does not
need education data to determine promo-
tions because nearly all of the information
regarding a person’s performance, intellec-
tual strength, and prospects for success at
higher levels of responsibility resides in
training reports, evaluations, decorations,
and personnel records. However, that data
does not help the board determine levels of
commitment to the Air Force. But a mas-
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ably want to adopt commitment into their
decision calculus.

Simply asking subordinates about their
commitment to their careers and to the Air
Force would be useless. Replying truthfully
about one's career plan is not always the
best strategy since any answer other than a
desire to be the chief of staff might hurt the
subordinate’s stratification or leadership
support for special programs and jobs—
hence the efficiency of nontraditional AADs
as signals. A unit commander does not need
to ask subordinates about their career inten-
tions because he or she knows that otficers
who want to be promoted will complete
their off-duty AADs and that those less
committed to promotion will not.



Similarly. our Air Force leadership now
uses nonresident PME courses as signal
mechanisms for commitment. Like most
off-duty AADs, our nonresident PME courses
are not difficult to complete, but they do
require a commitment of time. Thus, they
are cheap signals for knowledge and human
capital; that is, they convey no information
about an officer’s intellect relative to that of
his or her peers. However, they are excel-
lent signals for commitment because they
demand many hours of reading, writing, and
taking exams. An ambivalent or uncommitted
officer would have little reason to finish a
nonresident PME course.

Originally, such programs targeted otfi-
cers unable to attend in residence to obtain
knowledge necessary for the next level of
leadership and remain competitive with
their peers for promotion.-* Never intended
as a prerequisite for attendance in a full-
time PME program, nonresident PME has
become exactly that. How many times a
day do our captains think to themselves,
“Why do I have to do Squadron Othcer School
by correspondence just so I can go and do it
again in-residence?” Similarly, our majors
ask themselves or their commanders, “"Why
do I have to do Air Command and Staff Col-
lege by correspondence just so [ can do a
resident intermediate developmental educa-
tion program?” The author has never heard
a justification for this practice other than
the idea that it helps with promotion boards
and selection for resident PME programs

To check this hypothesis, one need only
determine how many otficers reach their
promotion boards having first completed a
nonresident and then a resident develop-
mental education program. If the former
were not a prerequisite of the latter, then
we would expect that nearly all officers who
complete their appropriate level of PME
would do so by one method or the other—
but not both. We can look at the records of
officers and see how many complete non-
resident Squadron Officer School before go-
ing to Maxwell AFB for the resident course,
just as we could check the same informa-
tion with Air Command and Staff College

and Air War College. If this hypothesis is
correct, then we will find that most officers
who complete resident PME programs did
so after finishing the nonresident version.
In the broadest possible terms, our off-
duty AAD programs neither increase hu-
man capital in a way relevant to the Air
Force nor offer efficient signals of high hu-
man capital. Instead they represent ex-
tremely efficient signals of officer commit-
ment and institutional loyalty. On the face of
things, this system is not necessarily so ter-
rible. Highly committed officers have a way
to signal their desires to senior officers and
promotion boards by completing an off-duty
AAD and nonresident PME courses. Through
the TA program, the Air Force finances a
generous amount of the cost of AADs, so the
monetary burden does not tall on the officer.
However the question is not “Is our system
good or bad?” but “What is the opportunity
cost?" If another education policy allows us
to increase human capital as well as signal
both high levels of human capital and com-
mitment, then we should explore it.

A Better Way to Educate
Our Ofhcers

There exists an alternative vision to a
world where Air Force officers spend too
much of their time earning advanced degrees
of dubious value or haltheartedly studying
nonresident PME material for courses that
many of them will repeat as tull-time students.
This vision restores education to its rightful
position—a human-capital-producing ven-
ture that creates a good signal of ability and
commitment. To pursue this concept, we
should study its implementation by one of
our sister services—the Army.

Because of historically low retention
rates among junior otficers, the Army not
only failed to fill positions that require se-
nior captains and junior majors but also lost
the ability to keep its most talented otfi-
cers.” In 2005 Army ROTC and West Point
began the Otficer Career Satisfaction Pro-
gram (OCSP), designed to retain officers.? It
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ottered cadets a fully funded graduate school
option that vested after completion of their
initial active duty service commitment
(ADSC)—as well as an extra three years of
service as the price for the option—demon-
stration ot good service, and attainment of
the rank of captain. When the graduate
school option vests at seven or eight years
of service, the officer can leave the Army,
remain but decline the opportunity to go to
graduate school, or attend a civilian gradu-
ate school program of his or her choice tor
two years to obtain a master's degree at the
Army's expense (including salary, benefits,
and tuition). In return for the last option,
the officer would “pay back” with an ADSC
of six years, typically taking him or her to
15 or 16 vears of active duty service. At that
point, with so little time left to vest a valu-
able retirement annuity, the Army expects
that otficers who exercise their graduate
school option will most likely put in at least
20 years ot service.

This system otters a number of advan-
tages. First it very clearly identifies the
commitment levels of young and midlevel
otficers. Those willing to contract for the
graduate school option are obhviously seri-
ous about their career in the Army and are
worth the investment of additional re-
sources because they have no intention of
leaving anytime soon. Second, junior and
midlevel officers do not have to allocate an
inordinate amount of time away from their
work and personal lives. They can focus on
the mission, their Soldiers, and their tami-
lies. Contracted officers know that at a cer-
tain time, the Army will free them from
their day-to-day duties, guaranteeing them
the funding and time to study for a degree.
Finally, the knowledge and abilities ac-
quired during the two years of study will
allow the Army to reap the increased hu-
man capital for its own benefit as well as
the officer's. Because that individual must
serve six years atter finishing graduate
school, the Army guarantees itself more hu-
man capital in positions of higher authority.
Furthermore, officers exercising the gradu-
ate school option are not limited to on-base
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or distance-learning programs; instead, they
can apply tor and complete degrees at
world-class universities like Stanford, Johns
Hopkins, or the University of Michigan.

Full-time graduate students also enjoy
the benefit of peer effect. That is, officers
enrolled in civilian programs are exposed to
ideas and people tar removed from their
normal sphere. Officers in an off-duty edu-
cation program study either by correspon-
dence, without any peer interaction at all,
or at a facility on or near the base with
other military members and DOD civilians.
This situation does not, ipso facto, mean
that the class will lack diverse thought and
opinion; however, if nearly all of the stu-
dents bring a relatively similar background
and set of experiences to the classroom, the
probability of cross-pollinating ideas is low.

In contrast, at a civilian institution, student-
officers most likely will fiind themselves in
the minority, affording them an opportu-
nity not only to learn from civilian peers
who have experience in industry, business,
government, and academia, but also to share
their military experiences with people who
may not know anyone who has worn the
uniform. One cannot understate the impor-
tance of exposing future civilian leaders to
the culture of our defense institutions for
which they will develop and implement
policy. Officers participating in full-time
graduate study are not simply students but
ambassadors for a culture that has become
increasingly alien to the rest of America,
particularly the well-educated elite.”

Upon implementation of OCSP, the Army
discovered among its cadets and officers a
nearly insatiable demand for incentives
such as the graduate school option. Cadets
willingly committed to a tour above and be-
yond their initial ADSC in exchange tor the
service's commitment to them. Obviously
the Air Force is not the Army, and our
unique circumstances would make impru-
dent the notion ot simply mimicking what
the Army has done. Our leadership might
look skeptically at OCSP, declaring the im-
possibility of allowing Air Force otficers a
two-year sabbatical for graduate studies. Al-



though this type of program would require
much personnel tlexibility and career jug-
gling, the Air Force should not dismiss the
idea outright unless it is only paying lip ser-
vice to the importance of education. When
we consider that US Army Soldiers have as-
sumed the lion’s share of sacrifice and pain
during our wars in Iraq and Afghanistan as
well as the global war on terrorism, this ar-
gument does not hold water.” In the midst
of massive shortages of junior officers and
multiple wars, if the Army can commit to
its officers' education and extract a similar
commitment from them, then so can the
Air Force.

Conclusion

For unknown reasons, the Air Force lost
its way regarding the value and importance
of graduate-level education for its officers.
Instead of AADs representing something of
value that increased skills and knowledge
and signaled higher levels of human capital,
they and the process of earning them de-
volved into a test of loyalty or a sign of
commitment to an Air Force career; the
same is true of nonresident PME courses.

The Air Force, of course, has every right to
know the commitment levels of its officers
before determining promotions, assigning
in-residence PME slots, and filling impor-
tant developmental positions. However, in
allowing our advanced education and non-
resident PME process to become a race to
the bottom, the ability to discern commit-
ment levels has come with a huge opportu-
nity cost to the Air Force and a time cost to
its officers. General Jumper may have en-
acted an extreme policy by masking all edu-
cation data on promotion boards, but his
instincts were correct. Thankfully, we do
not need to return to measures like these to
break the cycle. Adopting programs like the
Army's OCSP would allow the Air Force to
invest seriously in human capital and enjoy
a much larger return on its education dol-
lars. Concurrently, Air Force officers could
send a strong signal of commitment and
ability to promotion boards, thereby ending
the practice of cheap signaling and “box
checking.” We could then truly call our of-
ficer corps well educated and have at our
disposal real intellectual throw weight to
fight the wars to come. @

Hurlburt Field, Flonda
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THE NEw AIR FORCE AND SCIENCE™
Colonel Frederic E. Glantzberg

ESTRUCTION from the air is the most efficient method of defeating an enemy. It

is possible to make this statement without the necessity of outlining the accom-
plishments of the strategic Air Forces in Europe. where they broke the back of German
production, or in the Pacific, where they forced the capitulation of Japan without the
necessity of ground invasion.

We have had it drilled into us that future air warfare will be a push-button affair.
Most of us probably imagine that at some indefinite time in the future, aerial warfare
will be fought from a master control center hundreds of feet under the ground, pro-
tected by many layers of concrete and steel. In such a control center, we might imagine
a super radar-scope on which we study the world tactical situation and then, by push-
buttons, send guided missiles off to remote corners of the world to implement our
world-wide strategic plan.

As fantastic as such a war appears, there nevertheless seems to be general agree-
ment that there probably will be a push-button war at some time in the future. How-
ever. when it comes to predicting the year in which we will be equipped to fight such a
war, there is wide divergence of opinion. There is not even general agreement on the
specific items of equipment that will be used. let alone their details of design. If we
cannot agree as to what kind of equipment we will have in the future. how can we be
so sure as to what kind of war we will have? a

Are we not really trying to say that we are certain only that future wars will be
fundamentally different from anything we have known in the past? Why do we think
this? Has some new factor appeared which completely alters the picture of aerial
warfare? When we entered the last war. we entered it with conventional weapons.
Now. however, we talk in terms of unconventional weapons, for which the principles
of operation have yet to be devised. We speak confidently of future 1,500-mile radar
ranges. Yet. to date, radar is limited to line-of-sight projection. We speak of offensive
missiles with ranges of 5.000 to 10.000 miles as if they were a reality, when in fact
there are many complex problems of propulsion, control, and guidance that are far
trom being solved.

We speak confidently of setting up elaborate nationwide air-defense systems for
the purpose of intercepting long-range. high-altitude guided missiles of the V-2 type.
but we have yet to devise an effective means of intercepting such missiles. We even talk
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glibly of satellite observation platforms, although, except for brief periods. we have not
yet overcome the earth’s gravitational pull at the higher altitudes.

A few years ago such thinking would have been passed off as crack-pot or vi-
sionary. and certainly would never have been considered seriously. What has hap-
pened? The answer is that a new element has been added to air warfare which has
revolutionized our thinking. This new element is the decisive contribution of organized
science to effective modern warfare. Never before have so many scientific workers
been united in the application of science to military purposes.

DURING THE war both sides developed weapons with astonishing effects, weap-
ons which before the war would have been considered impossible. These appeared in
such profusion that we became conditioned to accepting the most fantastic ideas.
Outstanding examples of the many results of wartime scientific research were radar
and the atomic bomb on our side. On the German side. a wide variety of jet-propeiled
missiles appeared.

These new developments were the direct results of scientific or applied research.
For this reason there is a tendency, until they appear in final form ready for operational
use, to leave such projects entirely to the scientists. New developments, however. place
serious added responsibilities upon military planners. These are the writing of suitable
military characteristics, the development of new tactics. and the establishment of ade-
quate training programs.

Sound military characteristics must be written to guide development toward
end products that will be of maximum military utility. New tactics must be devised
to employ these weapons to best advantage. In order for new weapons to be utilized
as soon as they become available, adequate training programs must be established
well in advance of the completion of these weapons. For example, we received blind-
bombing equipment in the 15th Air Force without either trained operators or mainte-
nance personnel. Precious time was wasted training these people in the field. Then.
when we did have them trained. a new model came out and we had to repeat the
process. Planners can no longer wait for science to present them with new weapons.
Rather. by acquiring a knowledge of the capabilities of science today, they must an-
ticipate tomorrow's weapons.

NOW LET us consider the new aspects of aerial warfare which will confront us as
new scientific developments are realized.

With the advent of jet propulsion, reference to supersonic aircraft has become
rather common. Yet, since the speed of sound is about 764 miles per hour at sea level
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and about 664 miles per hour at 40,000 feet. it may be seen that we have not developed
a supersonic aircraft. Within a year. however, we should have experimental service-
type aircraft approaching the speed of sound. and special research aircraft beginning to
go beyond the speed of sound. Some of the optimistic hopes are for speeds as high as
1.500 miles per hour.

In the conception and design of new weapons we must keep in mind that there is
overwhelming advantage in the development of air weapons which travel at supersonic
speeds so that they do not require “air superiority” before they can be used. For ex-
ample, the German V-2 was highly eftective even though we had almost complete
mastery of the air as far as conventional aircraft were concerned. Although consider-
able effort is being expended on counter-measures, no eftective means have been de-
veloped to date for stopping V-2 type attacks other than by destruction of launching
facilities. This is the kind of weapon we should strive to develop. a type with tremen-
dous destructive power which does not require air superiority to be effective. Only by
the possession of such weapons can we immediately accomplish the destruction of
vital enemy objectives in the first round of a new and sudden war.

In addition to the V-2, the Germans also investigated the effectiveness of guided i
missiles as defense against bombers. Although they were well ahead of us in this field
of development. we were fortunate that they were unsuccessful in completing them in
time to get them into service before the end of the war. The necessity for weapons ot
this type. however. is now thoroughly appreciated in this country. and we have a variety
of projects under way for developing all types of guided missiles.

AFTER a discussion of supersonic velocities and guided missiles, the mere mention
of atomic bombs and other deadly agents should suggest the possibility of weapons for
offensive warfare that stagger the imagination.

Four years of vicious air war made it evident that the development of electronic
equipment is closely associated with the problem of control of Air Force operations.
Within five years we should see the development of communication equipment linking
all Air Force units on a world-wide basis; navigation equipment for piloted aircraft
which will provide safe and accurate navigation on missions up to 6,000 miles under
all conditions of weather and visibility; control equipment for accurate guidance of
missiles at ranges up to 5.000 miles at transonic and supersonic velocities; automatic
radar-bombing and fire-control equipment to permit precision bombing and firing un-
der all operating conditions; and high-powered fixed and mobile early-warning sys-
tems to alert this country for any offensive thrust. ;
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Science will also contribute to the perfection of airborne armies. In spite of
their great complexity, airborne operations in the recent war were not very impres-
sive. But the probable capabilities of future airborne operations cannot be compared
with. or judged by. present standards. Many new developments are in sight which
will increase the range. versatility, and effectiveness of future airborne operations.
Furthermore, with the development of an all-weather Air Force, we can expect that
the present limitations imposed on airborne operations by weather and darkness will
gradually be minimized.

ALL THESE developments may have a profound effect on future aerial warfare.
Some of them have already progressed well beyond the standard equipment of World
War II. However, the path of research and development is long, arduous, uncertain, and
often bitterly disappointing. For this reason it is especially undesirable at this time to
adopt definite assumptions regarding the exact nature of future aerial warfare. It is
rapidly becoming apparent. however, that for future planning certain new possibilities
of aerial warfare must be considered as being within our grasp. These are: (1) that I
aircraft—manned and pilotless—will move with speeds far beyond the velocity of |
sound: (2) that, as the result of improvements in aerodynamics, propulsion. and elec-
tronic control, unmanned devices will transport means of destruction to targets at dis-
tances up to several thousand miles; (3) that defense against present-day aircraft will
be perfected by target-seeking missiles; (4) that only aircraft or missiles moving at ,
extreme speeds will be able to penetrate enemy territory protected by such defenses: j
(5) that small amounts of materials will cause death or destruction, or both, over areas
of several square miles: (6) that perfected communications systems will permit direc-
tion and control of national air defense from a single master control center; (7) that
location and observation of targets. of take-off, navigation and landing of aircraft, and
of communications will be independent of visibility and weather; and (8) that fully
equipped airborne task forces will be enabled to strike at far distant points. will be sup-
plied by air, and will be recovered by air as soon as their mission is completed.

The nature and composition of the Air Force needed to perform the mission of
Air Power in the future will depend upon the ability of the Air Force and science to
get together. We must realize that the task ahead involves much more than merely
inventing gadgets and trying to make them work. Rather. there must be a systematic
analysis of the various tasks which conventional airplanes equipped with bombs,
guns. and rockets have performed in the past, tasks which now may be performed by
pilotless aircraft. In other words, two developments must occur for successful solu-
tion of the problems: the tacrical viewpoinr must lead to the choice of types of weap- .
ons, and physical science must make possible more and more extended ranges and
improved accuracy.
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THE MOST tamiliar method in which science assists the Air Force is by contributing
to the development of new and improved weapons, i.e.. specific items of military
equipment. Such weapons have long and complicated ancestries. Many persons take
part in their development. which springs from many apparently unconnected scientific
discoveries in the past. To ask who fathered any single invention has as much meaning
and no more as to ask who your ancestors were. Each generation multiplies the num-
ber. Although inventive ingenuity is still of great importance, the individual inventor
today plays an insignificant part in most developments. The mobilization of a large
number of people. with a variety of skills directing their efforts toward a common task,
accounted for the striking advances of the last war. Such groups as the Germans had at
Peenemunde developed the V-2: our own Radiation Laboratory designed most of our
important radar equipment.

Many steps are involved in the development of a specific weapon. although some
of them may be omitted in special cases. The steps may be designated as tollows: pure
science, applied science, development. laboratory tests, service tests. production. train-
ing, tactical evaluation, and service use. As the steps are interrelated. they cannot easily
be separated. The well organized attack has the virtue of maintaining continuous con-
tact between groups responsible for the various steps.

Strong interactions between pure and applied science occur as the latter develops
better implements to probe the unknown. Furthermore, applied science uses all the
methods of pure science to make advances in the major fields of knowledge.

THE UNITED STATES has taken the leadership in applied science. but it has contrib-
uted less than its due proportion to pure science, largely because our national charac-
teristics are such as to emphasize immediate and practical goals. and to be less inter-
ested in projects which promise material benefits only at some future date. Today’s
applied science rests on the pure science of the preceding generation. Just as replacing
our forests or replenishing the fertility of the soil has less attraction to the American
mind than the rapid exploitation of presently available resources, so the support of pure
science is less popular than the application and exploitation of scientific knowledge.

The present military system of establishing requirements based on service needs
is effective. provided the requirements are consistent with the state of development of
pure science. To make significant progress, pure science must be supported in its ef-
forts to advance fundamental knowledge. Many authorities have called attention to the
fact that applied science has virtually caught up with knowledge of pure science. This
is why the armed services are sponsoring basic research.
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The recent war not only demonstrated the great power of science, particularly
when specialists were organized into groups for developing new and effective weap-
ons. but it also saw the birth of a much broader application of science to military prob-
lems. This resulted from a consideration of military problems and objectives in the
most general manner, expressed in terms of over-all tasks to be accomplished rather
than in terms of the component steps calling for specific weapons. In this application,
science was not restricted to physics and chemistry applied to produce gadgets, but the
scientific method of procedure was applied to tactical and strategic problems. This
work was pioneered by the operational analysis groups attached to the staff of most of
the field commanders.

Scientific procedures involve such features as objective and quantitative analy-
sis, objective observation of data, use of experimental method where possible, control
and study of effects of variables one at a time where possible, and willingness to use
all available techniques and sources of expert knowledge. These procedures can be ap-
plied to practically any type of problem with profitable results, and this fact was recog-
nized by military leaders towards the end of the war.

In terms of such broad problems, the mission of the Air Force has been analyzed
from the technical point of view by Dr. Theodore von Karman, Chairman of the Air
Force Scientific Advisory Board, as follows: (1) to move swiftly and transport loads
through the air; (2) to locate and recognize targets: (3) to hit targets accurately; (4) to !
cause destruction; (5) to function independently of weather and darkness; (6) to defeat :
enemy interference: (7) to perfect communications: and (8) to defend home territory.

AIR POWER is directly proportional to the effectiveness with which these tasks can :
be accomplished by the equipment and personnel at hand or available in a short time.
It is the broader role of science to inquire as to the most effective accomplishment of
these tasks. to suggest lines of development of the most suitable types of equipment. to
aid in such development, to devise testing methods. and to evaluate performance in
terms of the over-all mission.

Every citizen and group of citizens. including those from science and industry.
has an inescapable responsibility for national defense and the security of the nation.
The Air Force, however, is entrusted with final responsibility for insuring that the na-
tion is prepared to wage victorious air warfare offensively and defensively. if attacked.
We are thus led to consider the responsibility of the Air Force in promoting science, a
responsibility which cannot be delegated to any other agency. Yet the Air Force would
be unwise to rely solely upon its own resources in fulfilling its responsibility.
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The Air Force must take the initiative in securing the cooperation of science and
industry. All three groups must arrive at an understanding in order to fultill separate
responsibilities for national security. The problem of securing this cooperation during
peace-time is ditficult, and positive steps must be taken to insure such cooperation.

Although it is readily apparent that science must be made a member of the Air
Force team. the challenge of the day is the job of building an effective partnership be-
tween the Air Force and the nation’s scientific and technological potential to maintain
for the United States the technical superiority in the air which will insure victory in any
future war.

There are two outstanding reasons why the Air Force must view this job as one
of its gravest and most urgent responsibilities. In the first place, the outlook for a pos-
sible war is not promising for America’s side insofar as superiority in natural resources
and manpower, the principal hope of victory, rests in superior quality of weapons. The
second reason springs from the catastrophic destructiveness of atomic wartare. The
best informed men say that national survival will be at stake during the initial phases

of an atomic war.

M ANY FACTORS have had an adverse effect on research and development in the Air
Force. One of the most important was the apathy of the American people to their Air
Force in the face of our nation’s struggle for existence; others were the lack of funds
for the Air Force. the natural lack of interest on the part of civilian scientists in military
scientific problems, the fight for Air Power. the tremendous expansion which the Air
Force underwent on the heels of a battle for existence—all these factors and many oth-
ers have a profound influence on research and development. Certain aspects of the
military and civil service systems have also had their effect. for example, the over-
abundance of security regulations and lack of incentive inherent in seniority promotion
methods, the limited career opportunities for Regular Army personnel who tried to
emphasize their technical education at the expense of tactical experience, the tendency
to use technically trained Regular Army personnel as administrators rather than as
technicians during the early portion of their careers when they should be still learning,
and the limited career opportunities open to civilians and non-rated Reserve Officers.

The need for changing regulations which limit the responsibilities and career
opportunities of non-rated technical officers was first stated by General Arnold in
January 1945 and reiterated by General Spaatz in 1946. Thus the problem has been
recognized. and initial steps have been taken on the road toward a stronger union be-
tween science and the Air Force. However. much work remains to be done.
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The welding of a solid and permanent bond between science and the Air Force
requires action in many fields and on many levels. One of the salient problems is the
education of the American people and the education of Congress by means of more
effective public relations action, so that both the people and Congress appreciate the
needs and understand the problems of the Air Force. This will insure that science in
this country is not hampered by unrealistic security policies. and that cooperation with
other branches of the service in scientific and related matters will be established.

LET US examine briefly what the Air Force is doing to foster cooperation with sci-
ence and industry in order to utilize both most effectively in the interest of national
security. As already indicated. the background of basic scientific knowledge accumu-
lated over a number of years prior to the war has been virtually exhausted by maximum
exploitation during the war in the development of new weapons. While the war was
being fought, little basic research was done because almost all of our scientists were
engaged in developing projects essential for victory.

The result is that we now find ourselves practically bankrupt in fundamental
scientific knowledge necessary to carry on applied research. This basic knowledge
must be augmented and the frontiers of science pushed back if we are to make appre-
ciable progress in the development of new weapons. For example, it is wasteful to
make a contract for developing a radar set with a range of 1.500 miles until the basic
research has been done to find a way of bending radar signals over the optical horizon.
Similarly. there is not much point in constructing a guided missile with a 5.000-mile
range when there is no known means of controlling it. We must first accomplish the
basic research necessary to find means of control effective at such ranges.

Consequently. the Air Force, like the other services, is granting direct research
contracts to industry and universitics in an cffort to further basic scientific knowledge.
This year the Navy is spending $70 million on basic research: the Ground Forces, $100
million; and the Air Force. $127 million—considerably more than the other two. None
of this includes the $375 million for the Manhattan Project. It is appropriate that the
armed services should foster basic research, but they certainly should not have to bear
the full cost. It must be remembered that basic research may have commercial as well
as military value. Therefore it is hardly reasonable to charge the whole cost to the
military establishment.

Much of this necessary research requires large and expensive facilities which
neither industry nor universities are able to afford. Consequently. some means must be
found to aid them even if at government expense.
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\d FROM THE ARCHIVES

MODERN scientific developments have shown the necessity for much closer integra-
tion of the contributions of the specialist laboratories. Even in aircraft design it is now
recognized that armament and electronic equipment cannot be regarded as accessories
to be installed on almost any aircraft after completion. Just as the engine and airframe
have always had to be designed together as a unit, so now the complete military weapon
must be designed and developed as a whole. It is no longer possible to develop sepa-
rately engine. airframe. electronic equipment. and armament. and to assemble them
into a satisfactory weapon. The whole purpose of the weapon must be studied and the
conflicts in design requirements of the components resolved in such a way as to ac-
complish the purpose most efficiently.

German experience indicates the effectiveness of development centers like the
one at Peenemunde. which are needed to carry on such integrated development pro-
grams in three fields, i.e., supersonic and pilotless aircraft. nuclear aircraft, and aircraft
operations. The first is self-explanatory; the second deals with the application of nu-
clear energy to aircraft propulsion (see [Gabriel M. Giannini, “Nuclear Energy for
Aircraft Propulsion,” Air University Quarterly Review 1, no. 1 (Spring 1947): 43-51]);
the third provides for the study of traffic control at military air fields. fighter control.
and radar and television applications to navigation and other operations.

Development centers of this type are likely to require test installations of large
size and cost, consuming vast amounts of power. Such large facilities present many
special problems. Because of their size, cost, and power requirements, more than one
such facility cannot be supported by any nation. Many groups require the use of these
facilities, including military and civilian governmental agencies, manufacturers hold-
ing government contracts. and other civilian groups. For this reason, the Air Force is
proposing the Air Engineering Development Center.

THE TOOLS for the development and evaluation of new weapons and new tactics are
laboratories. test stations, and proving grounds. The Air Force has extensive facilities
of this type at Wright Field, Eglin Field, and Watson Laboratories, but these are inade-
quate in the light of the more recent scientific developments.

The effectiveness of these facilities depends entirely upon the caliber of the
men using them. It is a common mistake to judge the scientific competence of a
laboratory by the number, variety, and appearance of special pieces of apparatus. The
most impressive laboratories can conceivably turn out inferior scientific work, and many
major contributions to science have come from inadequately equipped and poorly
supported laboratories. The point is that the effective use of scientific and technical
facilities requires the best available personnel, and that good facilities are not a sub-
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stitute for able scientists. We are thus led to consider the scientific and technical
training of Air Force personnel.

Recruiting and training scientific personnel to staff the service laboratories, test ‘
stations, and proving grounds is but one aspect of the broad problem of the scientific
and technical training of Air Force personnel. Well qualified scientists are needed not
only in research and development activities but also as members of staffs and of operat-
ing units. Moreover, all personnel in positions of responsibility should be able to evaluate
scientific facts with sound judgment and with some vision of future developments.

WE CANNOT expect that every member of the Air Force will be trained as a
specialist in all fields of science and engineering, but specialists in all fields are
needed. Each member must attain a broad knowledge of scientific and technical
matters, and some must be leaders in highly specialized fields. Without such leaders
the Air Force is doomed to mediocrity in scientific and technical matters. with
personnel who are jacks-of-all-trades and masters of none. Our program of scien-
tific education must provide both types of training. The needs for highly specific
and specialized training of technical leaders are as great as those for similar spe-
cialized training of tactical leaders.

The problem of recruiting and training technical leaders is now under study by
the Air Staff. The major source of such personnel at present is the large number of
people with scientific backgrounds who are already in the Air Force but whose scien-
tific skills are not being utilized. Another source will undoubtedly be the ROTC groups
of the graduating classes at various colleges.

The Air Force has an educational program to supplement these sources. The Air
Force Institute of Technology at Wright Field is graduating 190 officer-engineers this
year. This number will probably be increased to 250 next year. In addition. increasing
numbers of officers are being sent to schools such as the Massachusetts Institute of
Technology for graduate courses in aerodynamics, propulsion. electronics, and nuclear
physics. In time this program should furnish the Air Force with an adequate number of
technical personnel. Means must be found. however. to make the service attractive to
these officers so that they will not be lured into civilian occupations after acquiring this
education. This problem, too, is under study, and undoubtedly changes will be made in
personnel policies. These will make it possible for personnel to follow an engineering
specialty without requiring an undue amount of time away from it because of require-
ments for foreign service or duty with troops.
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The problem of creating conditions within the Air Force that are attractive to
technical personnel is extremely complex and difticult, but it is one which we must
solve if America is to remain a first-class power.

5116 War Department believes that the Air Force has proved it occupies a dominant position in :
war. We believe the Air Force represents the only immediate weapon available for retaliaiory ac-
tion if we are attacked.
—General Dwight D. Eisenhower,
in a speech to the National
Press Club (March 1947)
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Col. Frederic E. Glantzberg. chief of the New Developments Division of the Air
Command & Staff School, Air University, is a Massachusetts Institute of Tech-
nology graduate who flew 50 missions in Italy and was subsequently deputy di-
rector of the Scientific Advisory Group at Hg. AAF: his article in the current issue
is based partly upon the work of Hugh L. Dryden of the U.S. Bureau of Standards.
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A Holistic Approach to
Intelligence, Surveillance, and
Reconnaissance

Col Dagvin R. M. Anderson, USAF

convoy. Moving through crowded, winding passages, | thought it would not be

possible to meet our rendezvous time. The guide, however, seemed quite
relaxed as he linked to the communications satellite and Global Positioning
System (GPS) constellation with his handheld device. On the moving map,
he identified our location, showing where we had
made the wrong turn, and found our objective
in moments. Texting the other half of our
party at the rendezvous location, he im-

:[uas in a strange city, much of it foreign to me and my guide, who was leading our




mediately established a new meeting time.
Then, pulling in the latest video teeds on
the same device, my guide confirmed that
the planned route was clear. Another vehicle
joined our convoy en route, and we rendez-
voused silently as the GPS device updated
both of our locations in real time on the
moving map. As we neared our destination,
he used the same handheld device to check
the latest intelligence postings for the area,
notng that his buddy had been here a couple
of days ago. His friend had left a posting,
warning him to avoid the place on the cor-
ner across from our destination, and had
marked several other postings showing not
only shops with helptul owners but also
places to avoid. I was amazed at the amount
of data available at his fingertips, easily ac-
cessible in near real time.

Of course, all of this transpired on his smart-
phone, and we were merely trving to maneu-
ver three cars across Boston to meet some
friends at a local restaurant. Nevertheless, 1
was struck by the seamless integration of mul-
tiple forms of what I termed intelligence (but
what my civilian friends called common infor-
mation). Starting with several independent ap-
plications, they easily integrated full-motion
video (FMV), human intelligence (HUMINT),
signals intelligence (SIGINT), and communica-
tions into a single, intuitive device with a com-
mon display—a feat that many people in the
military would envy.' That amount of informa-
tion, shared so easily and constructively, made
me wonder what it would take to provide the
same kind of integration for our forward-
deployed forces. What prevents us from devel-
oping an intuitive program that would allow
the user, a Soldier on the hattlefield, to acquire
needed information?

To do so, we must treat intelligence, sur-
veillance, and reconnaissance (ISR) holisti-
cally. The Department of Defense (DOD)
should empower a single agency to address
the development and deployment of new
technology, consider the overall architecture
and standards, examine service culture as it
relates to ISR, and work with partner nations
to advance their ISR capabilities in a manner
that augments the overall intelligence pic-

ture. These actions can improve our [SR pos-
ture and position us to better incorporate
developing technology as new sensors, pro-
cessing equipment, storage devices, and
means of dissemination become available.

Background

One of the most common questions heard
at senior levels in the military is, Why is ISR
still a high-demand, low-density capability
after several years of needing it? We have
done much to boost the number and quality
of assets in combat, such as flying more sor-
ties on the battlefield and standing up the ISR
Task Force within the DOD to expedite the
fielding of ISR platforms and sensors. Since
2009 the number of ISR sorties in Atghanistan
alone has quadrupled, and in just the last
year the Air Force has fielded wide-area sur-
veillance systems such as Gorgon Stare that
represent a leap forward in technology, taking
ISR trom the proverbial “looking through the
soda straw” to maintaining surveillance across
an entire city.” The Air Force has even devel-
oped an independent training pipeline for
operators of remotely piloted aircraft to help
address the demand for their surveillance
platforms. Despite this effort, the Air Force
still cannot meet the demand.’

The service is addressing the imminently
correctable shortage ot physical assets even if
the results are not as forthcoming as many
would like. Issues include the development of
better sensors, tusion of multiple torms of in-
telligence into an integrated picture, automa-
tion ot analysis, expansion of bandwidth, and
storage of data. Granted, these efforts entail
technological ditficulty, but much of the work
is already under way and retlects significant
progress.' The ISR Task Force has cut through
much of the bureaucratic red tape, rapidly
fielding programs such as the MC-12 Liberty
aircraft for manned ISR and helping to expe-
dite the introduction of Gorgon Stare wide-
area video surveillance to the battlefield.®

Remotely piloted ISR assets will continue
as one of the primary tools employed by the
international community, as seen in the re-
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cent unrest in Libya during which Predator
aircraft have conducted both ISR and air
strikes.” The North Atlantic Treaty Organiza-
tion considers remotely piloted ISR a critical
component of its etforts in the ungoverned
regions of Pakistan, having conducted 117 at-
tacks in 2010—more than in any other year.”

Even beyond the current usage of ISR, we
will experience greater demand to help
track tleeting targets. Already in the counter-
terrorism manhunt, we've had difficulty
tracking targets as they hide within the noise
of society. Identifying terrorists or collabora-
tors and then tracking them to fix their loca-
tion will continue to represent the most dit-
ficult challenge to any nation that attempts
to counter terrorism—and ISR is crucial to
this effort." Finding and tracking other types
of tleeting targets such as mobile missile
launchers or submarines will also amplify
the demand for information generated by
ISR assets.” The real effort here will not in-
volve gathering the data so much as coordi-
nating across multiple sources and domains
to display information on a usable, real-time
interface that allows us to observe a target
continuously from one asset to another with-
out blinking. In short, not creating hut bring-
ing many eyes together to form a coherent
picture is our challenge.

Current demand has already tlooded the
skies with aircraft and, more critically, the
communications links and intelligence ana-
lysts with data."” Indeed, we now have a sec-
ondary problem—too much data. Inundated
with information, our forces either cannot sift
through it all to discern key elements or find
themselves overwhelmed with irrelevant data
that does not directly support the needs of
war fighters on the ground." Having more
information than we can distribute and use
ettectively is quickly becoming more prob-
lematic than creating more and better ISR
platforms and sensors since we cannot pro-
ductively utilize the data they collect from
signals, FMV, and bandwidth-consuming ra-
dar images. Several projects in development,
however, seek to process data on board the
ISR platform itself, which would limit the
amount of bandwidth required for transmis-
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sion and reduce the quantity of raw informa-
tion delivered to analysts for conversion into
intelligence. In short, significant improve-
ments now in progress or on the horizon are
addressing the problem of technology as a
limiting factor in the exploitation of ISR data.'?

The fact is, the creation of DOD policy and
enforcement of standards do not match the
pace at which technology is advancing. This
lag in policy prevents us from fully exploiting
current and developing technology, creating a
situation in which technology drives policy
instead of vice versa. Although the DOD is in
a hurry to move new technology to the fight,
it has not fully addressed the formation of bet-
ter policy and reorganization to accommodate
the growth ot ISR."* By taking certain steps,
the department can keep policy ahead of
technology and shape the development of ISR
assets instead of simply reacting to the emer-
gence of new technology.

Common Architecture

Among other critical elements, the com-
mon architecture that underlies the system
allowed my young guide in Boston to bring
several pieces of information together on his
smartphone. He was able to choose from sev-
eral specific applications to create a system of
information management that gathered the
information he needed and presented it in an
easily digestible form. In the smartphone
market, Apple and Android represent the
only two major systems. The fact that anyone
who wants to devise an application does not
have to create a separate set of standards or
communication protocols allows for rapid,
cheap development and focuses competition.
Smaller applications that solve discrete prob-
lems can then be aggregated as needed to en-
able greater information sharing and exploita-
tion. We need something similar for the ISR
community. Currently the ability to commu-
nicate and pass information between assets
exists, but a common architecture that allows
plug-and-play integration does not. An over-
arching architecture outlining common stan-
dards, metadata tagging (simply detined as



~data describing data,” simplified information
that documents what the stored data contains,
enabling easier search and retrieval), connec-
tivity, and processing elements would allow
the introduction of new sensors without re-
quiring new operating systems, user inter-
faces, or protocols to permit communication
with other assets currently in use. The lack of
common standards and protocols produces
inefficiencies within the ISR community; con-
sequently, the inadequate sharing of data re-
sults in a lack of intormation to the war
fighter, which in turn creates a false demand
signal for more ISR assets.”* The Government
Accountability Office has often cited the need
to develop common sensors and platforms
that accommodate a plug-and-play concept
which facilitates the interchanging of sensors,
regardless of manufacturer or plattform; this
would also provide a framework for the devel-
opment of new sensors that would not de-
mand proprietary equipment.'* Additionally,
the Air Force has a goal of creating modular
plug-and-play pavloads with standard inter-
faces across plattorms.'® Arguably the most
important element of our current ISR short-
comings is developing the architecture.'
Furthermore, we must ensure that the in-
formation from multiple types of sensors—in-
cluding FMYV, radar returns, and signals intel-
ligence—is integrated as well as tagged with
the minimum metadata, such as time and lo-
cation.'” Today not all data is tagged even with
basic metadata, thus leaving it useless for
anything other than immediate tactical appli-
cations.'” Simply tagging the information
would form the basis of a recallable library.
Despite considerable work toward integrating
FMV data and ensuring compatibility, we
have done little to incorporate either SIGINT
or radar data—critical pieces to developing a
complete ISR picture.™ As other forms of in-
formation are integrated into a common pic-
ture, adding a baseline of certainty to the
metadata will improve its utility to both ana-
lysts and users in the field. For example,
SIGINT or radar information may only reveal
the presence of the target in a building, on
the roof, or merely at a location nearby. How-
ever, by incorporating the level of certainty of
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target location into the metadata, the end
users will have a better understanding of the
ambiguity of the information and can use it
appropriately when correlating multiple
sources of target intormation.* This baseline
tagging of information would provide the
foundation for pulling these currently dispa-
rate data streams together and overlaying
them onto a common picture. Bringing video,
radar, and SIGINT together into an easily di-
gestible display would allow greater situa-
tional awareness to command and control
elements as well as enable us to rapidly track
and fix tleeting targets. Moreover, it would
permit virtual time travel; that is, video sur-
veillance of a meeting between two vehicles
might not trigger any action or even be no-
ticed, but the video would be coded with
time and location. Later, after other sources,
possibly HUMINT or SIGINT, correlate one
vehicle as a known target, the video could he
rewound to the original meeting. With wide-
area surveillance, both targets would be re-
corded, and the analysts could then track
both vehicles as they fast-forward the data to
real time, thereby locating them. From there,
we could continue tracking or strike, as re-
quired. Fully compatible forms of intelligence
that come in with common metadata dra-
matically reduce the time spent correlating
and displaying the data to build a common
picture. Such correlation is possible now,
but it demands a significant effort in man-
power and assets and is theretore reserved
only for high-level targets such as Abu
Musab al-Zargawi in Iraq.

Beyond the common architecture, we
must solve several technical issues, such as
the overwhelming requirement for data stor-
age and the increasing demand for band-
width. However, we have no reason to be-
lieve that technology will not continue to
progress and eventually solve these prob-
lems. In the meantime, we should establish
an overarching architecture to guide this
development and assure the integration and
easy presentation of data; otherwise, it will
have only limited usetulness, even if the
other issues are resolved. In addition to in-
teroperability and ease of sharing, a com-
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mon architecture will reduce costs by com-
bining redundant programs, decrease the
amount of money and etfort put toward the
production of proprietary systems, and facili-
tate the development of software to share
data more etticiently and ettectively. By cre-
ating a common architecture to enable a
smartphone-type interface, the military will
revolutionize mobile communications, mov-
ing from voice to data and transtorming
World War lI-era radio/telephone operators
into battlefield information managers.

Establishment of the Architecture

ISR has become not only a critical ele-
ment to the conduct of operations but also a
minimum force requirement.*” Given the
intelligence-intensive nature of both counter-
insurgency and counterterrorism, the pro-
literation of FMV has greatly enabled the
effectiveness of US forces. This has led to
enormous demand for ISR assets, eventually
resulting in former secretary of defense
Robert Gates's establishment of the ISR Task
Force to speed the development and deploy-
ment of ISR platforms for contingency opera-
tions. The main priorities of the task force
include rapidly fielding and sustaining ISR
initiatives; ensuring that adequate processing,
exploitation, and dissemination exist; and en-
suring that joint and coalition forces can
share ISR data.”* The task force, which has
proved quite successful in operating outside
the standard Pentagon procurement channels
will become a permanent part of the DOD’s
Office of the Undersecretary ot Defense for
Intelligence. In order to proceed in an orderly
manner, reduce redundancy, and establish an
overall framework for data sharing, the DOD
needs to expand the task force's charter and
empower it to bring together current guid-
ance and standards, define a single vision for
ISR that will articulate its operational use, and
form the strategic architecture to provide for
future growth.

Establishing the ISR Task Force as a perma-
nent organization is a step in the right direc-
tion toward empowering it to act beyond its

]
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initial charter and set the vision for ISR devel-
opment across services, creating guidelines
that will hecome an overall architecture for
ISR data sharing. Rather than merely rushing
more assets to the theater, having the task
force define what ISR should do and how it
should fit into the overall future of operations
from the DOD level could produce synergistic
effects. This will help industry and research
institutes focus their efforts and improve pro-
ductivity. The task torce can also help enforce
a common set of existing standards and re-
quire the compatibility of information for
sharing. This function of the task force would
prove especially valuable in terms of taking
advantage of numerous platforms already in
existence by efficiently fusing various types
ot data collected from radar returns, SIGINT,
and FMV to offer a common picture.* By hav-
ing a common database and architecture, we
can write the software and applications that
meet the ultimate goal of allowing Soldiers in
the field to pull or request information in us-
able form and tailor it to their requirements.”
Giving the ISR Task Force the authority and
budget to generate the overall architecture
that will push information to the operational
level constitutes a crucial next step.

Because ISR is incorporated into joint con-
cepts such as AirSea Battle that will further
drive demand for integrated ISR, the task
torce would be the natural choice for supply-
ing the overarching guidance. AirSea Battle
will rely on integrating Air Force and Navy
assets, of which ISR is a key component.®
This particular joint concept also highlights
the need to look beyond the traditional do-
mains of air and space for ISR. Remotely
operated ISR platforms for underwater sur-
veillance, now in development, will track
submarines, give us time-critical oftshore
strike capability, and place stay-hehind de-
vices that can monitor traffic through strate-
gic choke points.”” These assets allow access
to denied areas or those that pose unaccept-
able risks to manned ships (such as shallow
or mined waters). Again, to build a common
picture with a trulv unblinking eye, we must
bring such plattorms—as well as land-based
stay-behind devices tor monitoring roads,



compounds, or other high-interest areas—
into the same architecture and planning sys-
tem. At present there is little integration of
remotely piloted aircraft, underwater vehicles,
and other stay-behind devices because of
the lack of overlap and the overwhelming
amount of data.”® However, as the ISR field
develops and more information from various
domains becomes available, we will rely on
the integration of information driven by
common standards and an overarching ar-
chitecture to compile a usable database that
brings together and displays both real-time
and historical information.

Cultural Change

Culture is one of the obstacles to fully ex-
ploiting the data gathered by ISR assets.
Many individuals and organizations have not
fully kept up with the rapid shift in data
sharing, distribution, and ways of thinking
about and treating information. As we saw in
the scenario that opened this article, a
20-year-old has a vastly different relationship
with, and expectation of, technology than
people just a generation older. Rapid changes
in information technology have altered the
paradigm of experience. No longer does ex-
perience necessarily equate to knowledge
when it comes to employing information
technology. The military needs to embrace
emerging technology culturally, engage with
the younger generation, and change how it
looks at intelligence and ISR by fully incor-
porating intelligence into operations.®

The most urgently needed cultural shift is
the fusion of operations and intelligence, two
functions that we can no longer consider sepa-
rate entities that work independently. The spe-
cial operations community has fused these
two functions to great effect in the counter-
terrorism effort, with ISR a critical component
of operationalizing intelligence.® The cultural
shift is beginning to take place within the ser-
vices as well, as evident in the Navy's merging
of the intelligence and command and control
career fields.* The Air Force has also ad-
dressed the rising importance of ISR by creat-
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ing the Ofhice of the Deputy Chief of Staft for
Intelligence, Surveillance, and Reconnaissance
in 2006 to manage the service's ISR eftort. This
position has helped expedite the fielding of
new technology and has pushed a cultural
shift within the Air Force to integrate opera-
tions and intelligence as well as operationalize
the employment of ISR.* A significant cultural
shift is already occurring, especially within the
intelligence community, but it needs to be in-
stitutionalized and expanded within the Air
Force.* Intelligence is no longer solely a sup-
port function. Often, the purpose of a mission
is to gather information, develop patterns of
life, and locate targets. We can take additional
steps to further the integration of operations
and intelligence and thereby fully exploit the
data collected by ISR platforms by giving intel-
ligence the operational assets to develop real-
time intelligence. For instance, the Air Force
can put ISR on par with its strike and mobility
assets by forming a major command respon-
sible for ISR and making intelligence and data
sharing an operational function. Such an
agency already exists and has much of the
structure needed for success. The Air Force
ISR Agency is a two-star command within Air
Combat Command (ACC), but as a subordinate
unit, it is often overlooked when ACC faces
more pressing issues such as bringing on two
new platforms—the F-22 and F-35. The fact
that much of the infrastructure for a major
command exists within the agency would limit
the costs and personnel necessary to establish
a smaller two-star headquarters similar to Air
Force Special Operations Command.

A separate ISR command would highlight
the Air Force's commitment to ISR and lead
its development, integration, and operations
within the DOD. We could then present ISR
as a cross-domain capability including hoth
operational assets and multi-intelligence ca-
pabilities. Intelligence would take on an op-
erational focus so that the command would
have the purpose of managing operational
intelligence gathering. This command would
be able to prioritize ISR and the develop-
ment of the technology as well as the organi-
zation, dissemination, and fusion of intel-
ligence with operations. Intelligence would
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support other ongoing operations and target-
ing efforts, and the gathering of intelligence
would be an operational goal in and of itself.
Having its own command would allow the
development of an ISR culture outside
ACC—one that would fully exploit ISR capa-
bilities and operationalize intelligence for
use across the services.* Also, an ISR com-
mand would serve as the single voice for ISR
issues and present a unified vision for the
future of Air Force ISR—something currently
missing. * Furthermore, this command could
become the basis for future development of
a larger command that encompasses intel-
ligence and both airborne and space-based
ISR plattorms, thus creating a cross-domain
organization that leverages the synergy
among operations, intelligence, and eventu-
ally communications; it would also speak to
the combatant commands as a single voice
tor Air Force ISR.

Additionally, we should view ISR as a shar-
able asset that is prioritized and allocated. Be-
cause we often cannot task assets outside the
owning agency, they are not fully utilized.*
Empowering the ISR Task Force enables it to
oversee the full employment of ISR assets,
maximizing the number of sensors and plat-
forms in use. By centralizing the allocation of
limited ISR assets, we can utilize the optimal
number of them, resulting in increased utiliza-
tion rates and intelligence value of collected
data. Doing so would mean that some units
and organizations that can currently access ISR
assets would have to change their culture and
thus help blend operations and intelligence.”

Building a Partner Nation Network

The United States should use its position
of information preeminence to help build
relationships with our partner nations and
develop their ISR capabilities. The Quadren-
nial Defense Review Report notes that both
ISR and capable partner nations are critical
to the new security environment.* Although
the report mentions that investments in air-
borne ISR will contribute to US capacity for
security force assistance missions, it does
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not emphasize the key role that ISR can play
in building partner nation capacity and im-
proving relations with those countries.*

As a relatively reliable and affordable
means of enhancing existing ground and air
forces, ISR presents partnership opportunities
to nations that wish to improve their capabili-
ties in this area. The 6th Special Operations
Squadron, whose primary mission is to train
foreign air forces, is rapidly building an ISR
training capability; furthermore, Air Force
Special Operations Command is looking at
ways to build a modular ISR training program
around relatively cheap, light fixed-wing air-
craft that we can easily export to partner na-
tions. These aircraft are fairly reliable, readily
available, and easily maintained and flown. A
relatively small investment in equipment and
training can produce a robust, sustainable
means of augmenting a partner’s capability,
not only that of its air force but also that of its
ground forces and intelligence apparatus. (Im-
proving intelligence is especially attractive to
nations involved in countering terrorists or
conducting counterinsurgencies.)

In order to meet the demand for ISR, the
Air Force should look at both exporting
older equipment and developing a program
that will meet partner nations’ needs, hased
on an analysis of their intelligence require-
ments and capabilities.* Such a tailored ISR
program for addressing these countries’
shortfalls can include manned and re-
motely piloted systems as well as old and
new equipment, including SIGINT and
other technical intelligence.* A key compo-
nent would involve the ability to tie their
intelligence into the US system to take ad-
vantage of the data gathered and the part-
ner nation's analysis of that data, which, of
course, would have the advantage of famil-
iarity with the local culture and current se-
curity situation. Despite the many issues
that accompany the sharing of intelligence
and technology, we still have an opportu-
nity to take advantage of partner nations’
expertise and gain intelligence from areas
that would otherwise go unexplored while
at the same time reduce the US tootprint
involved in collecting this information.



Building our partners’ ISR capabilities
gives us a chance to establish continuous en-
gagement with their forces in an operational
environment by employing ISR platforms and
interacting with intelligence officers. By de-
veloping an intelligence-sharing relationship,
we can cultivate a more enduring engage-
ment than the current episodic one.** Doing
so requires development of force structure to
engage in US Security Force Assistance to
train, advise, and equip partner nations to
conduct airborne ISR and SIGINT as well as
integrate the data to create usable intelli-
gence.* These interactions will create ex-
change opportunities for both operations and
intelligence officers to immerse themselves
in a foreign culture and move from merely
gathering data to acquiring knowledge, build-
ing trust, and, eventually, understanding the
culture, ideas, and sociology that affect de-
cision making in relevant populations. Ulti-
mately the relationships and understanding
that come from working with such countries
are the key to producing usable intelligence
and increasing the effectiveness of our
counterterrorism and counterinsurgency op-
erations, with the goal of developing an intel-
ligence strategy that intertwines with and
supports the operational strategy.*

Conclusion

We can make changes now that will maxi-
mize the available ISR infrastructure within
current technological and budgetary con-
straints.“ Indeed, we can still make significant
progress as we wait for additional technology
to develop and create a better environment for
the addition of new platforms and sensors. The
largely unaddressed issues that will allow fur-
ther exploitation of ISR hoth now and in the
future include the following:

®* Empowering the ISR Task Force to set
the vision for ISR and defining the ca-
pabilities that the DOD wants from ISR

* Establishing an overarching architecture
that addresses ISR across all domains

A Holistic Approach to ISR

e Enforcing established standards to attach
basic metadata to all ISR products, in-
cluding FMYV, SIGINT, and radar images

e Addressing the cultural change re-
quired to integrate operations and in-
telligence and keep ahead of the rapid
pace of technology and information

e Establishing an ISR major command
within the Air Force to address ISR as a
separate function

e Developing an ISR network with part-
ner nations

Empowering an organization to set the vi-
sion for ISR across all domains will reduce
redundancy, improve interoperability, keep
the services moving forward in concert, and
ease the shift in culture to fully exploit in-
formation technology.

We still need more sensors and plattorms
to meet the demand for information, but
without a means to incorporate the data that
they produce into a common database easily
shared with user-friendly, customizable dis-
plays, we will reach a point of diminishing
returns and values. It is critical that we de-
velop a flexible architecture with standards,
structure, and commonality to exploit the
data currently available and that we have the
ability to incorporate new technology seam-
lessly. Even if they are not perfect, a vision
and an organization to keep the DOD mov-
ing toward that goal will go a long way to im-
proving the access to and processing of ISR
data. Instead of reacting to new technology
and letting it drive policy, the DOD needs to
have a coordinated etfort for guiding the de-
velopment of technology and exploiting ISR’s
capabilities to better meet future require-
ments. ISR has become too critical to the
way we fight for us to do otherwise.

By treating ISR holistically, we can address
the development of new technology as well
as the overall architecture and standards, look
at service culture as it relates to ISR, and
work with partner nations to advance their
ISR capabilities in a manner that augments
the overall intelligence picture. Empowering
a single agency to set a common vision and
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take charge of ISR will substantially improve
both the effectiveness and efficiency of that
capability. Furthermore, by taking such actions
as making the Air Force ISR Agency a major
command, we can create organizations within
the services to tully address ISR issues and
integrate operations and intelligence. As tech-
nology continues to advance rapidly, ISR will

fuse operations and intelligence in a way few
other mediums can, thereby paving the way
for the development, processing, and execu-
tion of actionable intelligence by the same
asset. Again, rather than simply react to fu-
ture developments, it is imperative that the
DOD be ready to guide the many aspects of
ISR in concert. ©
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Joint Targeting
in Cyberspace

Maj Steven J. Smart, USAF

America relies on our digital infrastructure
daily, and protecting this strategic asset

lo is a national security priority.

4y
S DJd 0/ —President Barack Obama, 2010
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od,/9 ecurity in cyberspace is a clear na-
tional priority, but the role of the US
military in this new domain is not so
clear. With the activation ot US Cyber Com-
mand in 2010, debate concerning the milita-
rization of cyberspace and the conduct of
cyber “warfare” has taken center stage among
US government policy makers.' Complicat-
ing matters is the uncertain practice of gov-
erning behavior in cyberspace by applying
domestic legal and policy guidelines as well
s international treaties based on kinetic
rfare.- Despite this uncertainty, Depart-
ment of Detense (DOD) policy requires that
DOD components “comply with the law of
war during all armed conflicts, however
uch contlicts are charactetrized, and in all
ther militarv operations.”' Although it re-
mains to be seen what roles and responsi-
hilities policy makers in Washington, DC,
/ill carve out tor the military, the DOD
hould prepare to conduct military opera-
tions in the cyber domain. To do so ettec-
tively, the department should apply, with
slight modifcation, time-tested joint target-
ing principles to military operations in
yberspace.® This article explores the eth-
acy of Joint Publication (.JP) 3-60, Joint Tar-
eting, as applied to military operations in
cyberspace and proposes recommendations
for joint targeting doctrine for cyherspace.
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Foundational Principles
of Joint Targeting

Before we can address the adequacy of
applying JP 3-60 to cyber targeting, we
must understand the foundations of its
principles, the reason for its application,
and the relationship between doctrine and
law. “Joint doctrine presents fundamental
principles that guide the employment of
US military forces,” and “{commanders] at
all levels [must] ensure their forces operate
in accordance with the ‘law of war’” which
is “binding on the United States."® Joint
doctrine incorporates what the United
States has agreed to follow in international
law as well as operational best practices.
The “law of war” consists of conventional
international law (treaties and agreements
between nation-states) and customary
international law (based on state practice).’”
The latter develops from state practice—
namely, official governmental conduct re-
flected in a variety of acts, including pub-
lished doctrine. Thus, joint doctrine not
only reinforces binding legal obligations
but also advances the development of cus-
tomary international law.

For simplicity, the primary canons that
set the foundation for the modern law of
war are divided between rules tor the con-
duct of war and the treatment of parties to
the conflict and its bystanders: the Hague
and the Geneva conventions, respectively .
Additionally, the Charter of the United Na-
tions outlines obligations of the organiza-
tion’s member states with regard to the “use
of force” against other states.” Domestic law
(federal statutes and judicial decisions), US
government policy, joint and service doc-
trine, as well as rules of engagement (ROE)
specify how US military forces will comply
with these international obligations. We
must understand that neither military doc-
trine nor ROEs, whether standing or mis-
sion specific, replace or supersede the laws
of war. Rather, they represent US imple-
mentation of agreed-upon international
principles to a specific situation.
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We can distill this vast body of rules, regu-
lations, and doctrine to five simple principles
that apply to any specific operation. First,
the use of force presupposes the existence
of military necessity (a valid military reason
to use force necessary to carry out the mis-
sion)."” Second, the proposed employment
of force must not cause the civilian popula-
tion or the targeted enemy force unneces-
sary suffering.! Commanders must apply
this principle—the basis for later conven-
tions that outlaw certain types of weapons
and munitions (e.g., chemical weapons)—
not only to potential “collateral damage”
(incidental loss of civilian life or damage to
civilian property) but also to the intended
object of attack. Third, the employment of
force must discriminate or distinguish be-
tween combatants and noncombatants as
well as forgo intentional attacks against ci-
vilian populations not directly participating
in hostilities.'? In short, the operator must
use a weapon capable of being aimed and
must distinguish between civilians and ad-
versaries—the underlying principle that
guides joint targeting analysis, explored in
greater detail below. Fourth, the proposed
military operation must be proportional—
that is, it must avoid excessive collateral
damage in light of the expected military ad-
vantage.'? Finally, the parties in the armed
contlict must maintain chivalry or a “certain
amount of fairness . . . and a degree of mu-
tual respect and trust."'* Applying these
principles guides the employment of force
in general and individual targeting deci-
sions in particular.

In military circles, the term targeting of-
ten describes an action of a military force
engaging, or preparing to engage, an ad-
versary. Officially, joint doctrine defines
targeting as “the process of selecting and
prioritizing targets and matching the appro-
priate response to them, considering opera-
tional requirements and capabilities.”"”
This definition—specifically, the process of
selecting the target and matching the ap-
propriate response to it—most directly en-
tails obligations under the law of war. Tar-
get selection is the primary premise upon



which the principle of discrimination rests.
Military objects are lawful targets, but
forces should not attack civilians intention-
ally and should spare them from collateral
effects as much as possible.'* Therefore, the
law of war holds the military commander
and operator responsible for identifying,
functionally characterizing, and attribut-
ing to a combatant—as accurately as practi-
cable—the intended object of a proposed
militarv operation.

Military doctrine sets forth principles to
guide forces in carrying out their obligation
of discrimination. JP 3-60 includes the over-
arching targeting principles for conducting
combined or joint operations. Military ser-
vice doctrine, such as Air Force Doctrine
Document (AFDD) 2-1.9, Targeting, comple-
ments joint doctrine with principles specifi-
cally designed for the individual service's
primary responsibility.!” These principles
derive from best practices, drawing on the
collective experience of the US military and
its allies during previous military cam-
paigns and operations. Because no military
service has primary responsibility for the
cyberspace domain and because little, if
any, collective best practice for military op-
erations in cyberspace exists, current doc-
trine for other war-fighting domains shapes
cyber operation planning and informs cyber
targeting decisions.'® Therefore, JP 3-60 is
by default the current foundational publica-
tion on joint targeting in cyberspace.

Application to Cyberspace

Applying existing military doctrine (spe-
cifically, targeting and law-of-war principles)
to operations in cyberspace is easy in theory
but may prove extremely dithcult in prac-
tice. Cyber warfare differs fundamentally
from traditional armed conflict. Unlike the
conduct of past warfare, opponents (includ-
ing state actors, criminals, terrorists, and
hackers) can wage cyber warfare from far
reaches of the globe rapidly, cheaply, anony-
mously, and devastatingly. Current military
doctrine looks to the experiences and theo-

Joint Targeting in Cyberspace

ries of kinetic wartare between nation-states
in battlespaces that exist almost exclusively
in a physically recognizable and under-
standable area (air, land, sea, and space).
Cyber warfare, by contrast, occurs in “a
realm located simultaneously at logical and
physical layers that intersects activities in,
through, and concerning the electromagnetic
spectrum which seamlessly crosses other
domains as well as geographic and recog-
nized political boundaries.”"”

The extent to which cyber warfare differs
from kinetic warfare and represents a para-
digm shift in modern military affairs is a
contentious subject best suited to academic
historians. However, differences exist be-
tween the actors and the means/methods of
armed conflict in the physical world and
their counterparts associated with contlicts
in cyberspace. These variations illustrate
the complex challenges of applying current
law, policy, and military doctrine to key-
strokes and mouse clicks.

First, participation in cyber warfare is
not limited to agents of the nation-state. Un-
like conventional military attack, conduct-
ing a strike in cyberspace does not require
government sponsorship.?’ Second, the at-
tacker does not need expensive, traditional
weapon systems—only a computer, an In-
ternet connection, and basic cyber exper-
tise.”’ Third, unlike attributing an attack in
the kinetic world, identifying the source of
a cyber strike is extremely difficult. For ex-
ample, finding the aggressor nation respon-
sible for a missile attack is relatively easy
because key “fingerprints” such as the mis-
sile's size, speed, range, and type of war-
head point to a relatively small list of coun-
tries that have the technology, will, and
expertise to conduct such an attack. A cyber
attack, however, can originate from any-
where and with anyone, including state-
sponsored “hacktivists,” nonstate actors, or
“free lancers packing a politically motivated
laptop punch.”#

The key differences between cyber war-
fare and its kinetic cousin raise pertinent
guestions. First, is it realistic to expect
even state-sponsored cyber operators to
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comply with legal principles and military
doctrine based on traditional notions ot
kinetic war in this new domain? Second,
do we need a new joint publication specifi-
cally dedicated to cyberspace targeting to
account for these ditterences?

Despite disparities in the operational do-
mains, cyber warriors are fundamentally
the same as their counterparts on land, at
sea, and in the air. Both rely upon their
knowledge of the domain, operational envi-
ronment, and weapon system capabilities.
The complexity of war fighting resists any
attempt to reduce it to a formulaic checklist
for commanders. Astute leaders may dis-
cern and apply enduring truths of war, in-
cluding the framework for its legal use,
within the context of a particular opera-
tional or strategic environment. With a few
modifications, cyber operators can apply
legal principles and military doctrine based
on traditional kinetic warfare to cyber op-
erations and still produce the intended ef-
fects. Similarly, with only slight adjust-
ments for cyber nuances, JP 3-60 can
continue to serve as the US military’s foun-
dational publication for both kinetic and
nonkinetic targeting.

Military Doctrine in Cyberspace

In the recent past, only one joint publica-
tion concerned itself exclusively with con-
ducting military operations in the cyber do-
main.* JP 3-13, Information Operations,
identified information operations (10) as
“the integrated employment of electronic
warfare (EW), computer network operations
(CNO), psychological operations (PSYOP),
military deception (MILDEC), and opera-
tions security (OPSEC), in concert with
specified supporting and related capabili-
ties, to influence, disrupt, corrupt or usurp
adversarial human and automated decision
making while protecting our own.”** Doc-
trinally, CNO, including computer network
attack (CNA) and defense (CND), repre-
sented just a subset of a larger category of
arguably dissimilar activities. Doctrine as-
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serted the centrality of these capabilities to
10 as a whole, noting that they would help
the joint force commander influence an ad-
versary. But grouping them together sug-
gested that 10 itself is a war-fighting spe-
cialty capable of rapid integration into a
joint task force. Unfortunately, this is not
the way the services train their personnel.
Rather, they currently train an individual in
one or two competencies, such as EW or
PSYOP. Within CNO, only rarely does a per-
son have both CNA and CND proficiency.
Theretfore, an [O cell at the joint task force
level may be composed of “cylinders of ex-
cellence” (i.e., individuals well versed in
their narrow field of training but possessing
little understanding of the other capabili-
ties). This is particularly true with regard to
the concept of targeting: JP 3-13 does not
contain guidance on the topic.

Assuming the “core” nature of these ca-
pahilities, why does JP 3-13 include no in-
struction on targeting? Three reasons come
to mind. First, targeting is so essential to
war fighting that nearly every military
member has a general understanding of the
concept. However, targeting that success-
fully attains both military and political ob-
jectives is an extremely complex process
that relatively few individuals have mastered.
Simply put, most military professionals
know what targeting means, but few of
them know how to do it. Second, JP 3-13
does not address the specifics of core capa-
bilities. Rather, it refers the 10 planner to
other publications for guidance, suggesting
that these capabilities are not as closely
linked as JP 3-13 asserts. Instead, in the
minds of conventional military planners,
they are merely several unique, unconven-
tional military activities ditficult to inte-
grate into an operations plan. Finally, many
planners believe that “targeting is target-
ing,” no matter the platform or domain.

Most cyber operational planners would
declare that they understand the general
concept of targeting as contemplated in the
official doctrinal definition and as outlined
in JP 3-60. However, their application ot the
concept and definition to their core 10 ca-



pability may mean something very difter-
ent. For example, a proposed PSYOP activity
might “target” a foreign audience whose be-
havior and actions targeteers want to influ-
ence, but an EW operation might target sig-
nals from a radio tower. JP 3-13 suggests
that the five types of 1O functions listed
above are operationally interrelated yet of-
fers no guidance on how to target the adver-
sarv using these functions specifically .~
The IO planner or operator must then refer
to another subject-matter-specific publica-
tion for guidance.” The fact that JP 3-13
represents the only joint guidance on net-
work operations complicates matters for the
CNO planner.=” Thus, CNO planners at the
joint level must often look backward to ser-
vice doctrine for such guidance.

The Air Force recently released AFDD
3-12, Cyberspace Operations, which differen-
tiates between cyber and information op-
erations.” This document represents the
service's best effort to understand, organize,
train, and guide Airmen in cyberspace op-
erations. Basic enough for the cyber novice
yet comprehensive enough for the expert,
AFDD 3-12 provides technically sound and
operationally relevant guidance to Airmen
in the absence of guidance at the joint
level —a particularly remarkable feat. Even
more impressive, the document relates
principles of joint operations to cyberspace
operations, offering input across the range
of military operations and outlining funda-
mental principles for the Air Force cyber
warrior.”” Arguably, AFDD 3-12 is the most
comprehensive document on cyber opera-
tions in the DOD; indeed, the joint force
would be well served by a joint publication
having its breadth and depth. Admittedly, even
though AFDD 3-12 discusses many issues
useful in cyber targeting, such as technical
relationships in cyberspace infrastructure,
information assurance, compressed deci-
sion cycles, and the anonymity and attribu-
tion challenge, it does not specifically ad-
dress cyber targeting per se.® In fact, the
document refers readers to JP 3-60, suggest-
ing that the joint publication’s principles,
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guidance, and theory properly apply to Air
Force operations in cyberspace.

On the one hand, the subject of targeting
seldom appears in current DOD, joint, or
service doctrine on cyberspace, perhaps be-
cause the military has only now hegun for-
mally organizing its cyber forces or because
the services do not have a large, collective
cyber-targeting experience from which to
draw.’®’ On the other hand, DOD leaders
may simply believe that JP 3-60's principles
of targeting are so sound that they translate
easily to military operations in the cyber
domain. Whatever the rationale, JP 3-60 re-
mains the seminal joint publication on tar-
geting in cyberspace despite the fact that it
makes no reference to the domain itself.

Review of Joint Publication 3-60

Organized in three main sections—funda-
mentals of targeting, the joint targeting pro-
cess, and duties and responsibilities—JP
3-60 proceeds logically from defining the
term target; through target development,
target engagement, and damage assess-
ment; to command responsibilities and
oversight. A targeting novice can quickly
grasp the tundamentals of this concise,
well-written document. For example, one
simple chart (fig. II-1, the Joint Targeting
Cycle) conveys the essence of combat tar-
geting.* To understand the cycle is to
understand targeting.

The joint targeting cycle quickly out-
lines the who, what, where, when, why,
and how of adversary engagement.* After
the joint force commander announces an
end state and objective, planners develop and
prioritize targets toward that end. Target se-
lection drives weapon/capability paring,
which ensures successtul engagement
while minimizing collateral damage. The
particular weapon selected determines
force assignment, which informs mission
planming and drives execution, atter which
an assessment tells the commander
whether the mission has fulfilled the ob-
jectives or whether additional targeting is
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necessary, as determined through evalua-
tion of predetermined measures of eftec-
tiveness and measures of performance.
Skipping steps in the cycle jeopardizes
mission eftectiveness; adding steps outside
the cycle is supertluous. From a legal per-
spective, adherence to the joint targeting
cycle process and to other tundamental
principles in the publication, coupled with
sound command judgment, virtually as-
sures compliance with the laws of war.
Thus, JP 3-60 appears to be a “plug and
play” guidebook for targeting in any domain.
Untortunately, analysis which assumes that
the cyber domain shares essentially the
same characteristics with air, land, sea, and
space fails to account for its uniqueness.
Like the other domains, cyberspace occu-
pies an area, is subject to exploitation by
governments and entrepreneurs, and serves
as a medium for the exchange of commerce
among corporations, nations, and individuals.
Yet this unique medium "has to be appreci-
ated on its own merits; it is a man-made
construct.”* Computers enable actions in
near real time and may provide near ano-
nymity for the user. The fact that criminals,
terrorists, and state actors use the same cy-
ber infrastructure employed by commercial
enterprises and individuals to conduct their
operations adds a “social context” to mili-
tary operations in this domain.* In the air,
space, and sea domains, relatively few ad-
versaries are competent enough to effec-
tively threaten or challenge the United
States and its military. By contrast, the cy-
ber domain is crowded with actors capable
of pressuring, confronting, or intimidating
the United States, its allies, and each other.
This congested battlespace complicates us-
ing JP 3-60 as a guide to cyber targeting in
five key areas: (1) positive identitication of
targets, (2) location of targets, (3) attribution
of attack, (4) capability/target pairing, and
(5) assessment of potential collateral damage.
First, positive identification of a potential
cyber target is complicated by the intricacy
of the dual-use global cyberspace infrastruc-
ture. The two sections of JP 3-60 that ad-
dress target identification—chapter 2, “The
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Joint Targeting Process,"” and appendix E,
“Legal Considerations in Targeting” —make
clear that a valid and lawful military target
requires a degree of distinctive identifica-
tion and characterization conducted during
either a normal or time-sensitive targeting
cycle. Neither section addresses the fleeting
nature or uniqueness of cyber targets or
notes that the latter exist almost exclusively
in a dual-use medium.

To illustrate, suppose that planners nomi-
nate three targets to a joint targeting coordi-
nation board, a group that “facilitates and
coordinates joint force targeting activities . . .
to ensure that the [joint force commander's]
priorities are met."** The first nominated
target is a tank, the second a website, and
the third an online “persona.” Initially, the
board might validate the tank as a military
target but hold that neither the website nor
the persona qualifies as a valid military tar-
get as contemplated by JP 3-60 or the laws
of war because it is not a physical object but
a formulaic composition of ones and zeros—
an incorrect assessment. In fact, JP 3-60
does not limit a target to the physical world,
instead defining it as “an entity or object
considered for possible engagement or ac-
tion. It may be an area, complex, installa-
tion, force, equipment, capability, function,
individual, group, system, entity, or behavior
identified for possible action” (emphasis
added).*” This broad definition encompasses
both the website and persona.

The lawfulness of engaging an adver-
sary's tank is clear because of that weapon'’s
exclusive purpose of destroying and killing
within the confines of armed conflict, but a
law-of-war analysis of the website and per-
sona must go one step further. Both the
website and persona would have to meet a
“use” rather than a “purpose” test—that is,
at the time of the proposed attack, is the
adversary using them to further his war-
fighting or war-sustaining capabilities? If so,
then they may be the lawful objects of mili-
tary attack. The exact timing of when these
dual-use objects, entities, or behaviors in
and through cyberspace actually contribute
to the adversary's cause makes engagement



difficult. Unlike the validation of targets
during kinetic wartare, the process with cy-
ber targets demands both consistent updat-
ing of the validating intelligence and posi-
tive identification in near real time.

Second, the location of a cyber target
presents unique challenges. JP 3-60 and the
laws of war address target location in the
context of physical encroachment on a sov-
ereign nation. Neither the doctrine nor the
law contemplates one target existing in sev-
eral different places around the globe at the
same time or causing effects in multiple
theaters of contlict, as can happen in cyber-
space. For instance, an adversary can con-
duct command and control through web-
sites hosted simultaneously on servers in
different countries and can thwart attack by
moving those websites frequently. Problem-
atically, the particular ROEs applicable to
the military planner and operator may pre-
clude actions in certain places outside the
joint operations area even though the ad-
versary uses an ever-changing global net-
work to deliver effects there. This dilemma
leads to a significant and an important de-
bate. What is the target? Is it the adversary
physically located in the joint operations
area, or is it his globally distributed com-
mand and control network? If location pre-
cludes engagement, then the military plan-
ner naturally reassesses the exact target. Is
it the fielded forces or their networks?

Third, attribution of cyber capabilities,
equipment, and usage to a particular, de-
clared hostile entity is demanding in cyber-
space. Even though attribution may fall un-
der positive identification, this article treats
it as a separate issue to illuminate difter-
ences between offensive and defensive cy-
ber targeting.* The anonymity afforded by
cyberspace allows an enemy to mask his
actions and falsely attribute them to a non-
combatant or any other entity. An adver-
sary could hijack the computers of innocent
civilians, groups, or governments and use
them as a “bot net" to launch a cyber attack.
Once the victim of the attack conducts rudi-
mentary forensics, attribution of the attack
would point to the innocent noncombatants
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rather than the true perpetrator. Strictly
speaking (depending upon the amount of
damage), the law of war could view such an
attack as the war crime of perfidy. Practi-
cally speaking, it the attack were continual
(e.g., a distributed denial of service), must
the victim obtain positive identification of
each target, in essence attributing it to a de-
clared hostile entity, prior to launching de-
fensive measures at the “attacking” comput-
ers? Fortunately, as mentioned above, the
law of war recognizes the inherent right of
self-defense (focusing on location of the
threat) and does not require positive identi-
fication of the attacker. But in cyberspace,
even a purely defensive response to an at-
tacking computer could have severe cascad-
ing, unintended consequences for the global
cyber infrastructure —not to mention the
political nightmare ot counterattacking
against the wrong party.

Fourth, the pairing of capability and tar-
get in cyberspace entails unique issues.
Oftensive action may call for precision ca-
pabilities to avoid significant collateral
damage. A defensive posture (or crisis re-
sponse) may necessitate the use of power-
ful counterattack and deterrent capabhilities
against a broad range of attackers—creat-
ing more of a broad firewall rather than a
pinpoint strike.

Fifth, the arduous process of assessing
potential collateral damage in cyberspace
demands significant intelligence, and the
interconnectivity of networks and the re-
dundancies in systems require meticu-
lous planning. At present we have no for-
mal methodology of collateral damage
estimation for cyber targeting.*® Applying
kinetic formulas would he problematic be-
cause cyberspace exits at both physical and
logical levels.

Despite these unique challenges to tar-
geting in cyberspace, JP 3-60 provides a suf-
ficient doctrinal framework for the military
cyber operations planner.*® There is, how-
ever, room for improvement and clarifica-
tion with regard to cyber operations, par-
ticularly in the areas of collateral damage
estimation and battle damage assessment.*!
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Recommendations

Improvements to existing cyber-targeting
doctrine should start with a declaration in
the next edition ot JP 3-60 that the tunda-
mentals described in the publication apply to
targeting in the newly recognized cyber do-
main. Such a statement would have the two-
told purpose of recognizing the importance
and uniqueness of military operations in
cyberspace and atfirming the universality of
the publication’s combat-targeting principles.

As mentioned above, JP 3-60 should pro-
vide an overview of how to conduct collat-
eral damage estimation and battle damage
assessment in cyberspace, perhaps includ-
ing tactics, techniques, and procedures tor
identifying other hostile and civilian web-
sites located on a server or tracing potential
second- and third-order etfects and their
likely geographic location. In reality, be-
cause most ottensive cvber operations
would not cause physical damage, JP 3-60
should describe methodology tor determin-
ing collateral effects in cyberspace by distin-
guishing between etfects and damage in
cyberspace. This distinction should use “ki-
netic damage” (physical destruction or deg-
radation caused by a cyber operation) as
the determining criterion. Any cyber opera-
tion that does not cause physical destruc-
tion would yield only “effects.” Planners
would collect battle damage assessment
only for actions that cause physical damage
to intended targets and nontargeted sys-
tems and would measure collateral eftects
much as they do for other cyber operations.

An updated JP 3-60 should contain a
brief section about the complexity of the
cvber domain, utilizing the “Understanding
Cyberspace” and “Operational Environ-
ment” sections of AFDD 3-12 as an excel-
lent template.*” Such a discussion would al-
low the joint planner to recognize the
unique, additional considerations of delib-
erate and time-sensitive targeting in and
through cyberspace.

Furthermore, the next version of JP 3-6()
should pay careful attention to the differ-
ences between oftensive and defensive
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cyber targeting—specifically, the level of
attribution necessary for positive identifica-
tion of a cyber target. For offensive cyber
operations (e.g., CNA), attribution of a
computer network, website, persona, or
intrastructure should approach complete
certainty (a true representation of positive
identification) so as to comply with the law
of war's principle of discrimination. Appli-
cation of the principle of self-defense to
cyberspace allows greater flexibility for the
joint planner, having the goal of repelling
an attack or imminent strike against
triendly computer systems. The recom-
mended course of action for cyber defense
would involve implementing a sliding scale
of adversary attribution whereby the confi-
dence level is commensurate with the level
of anticipated damage or eftects produced
by the response. At one end of the scale, a
response whose scope, duration, and inten-
sity will likely cause significant kinetic
damage would demand almost complete
certainty of attribution. At the other end, a
purely technical —perhaps even auto-
mated —administrative self-defense action
not really amounting to a use of force
would require no attribution. Such cyber
“countermeasures” include detecting, quar-
antining, and removing a virus or simply
blocking malicious traffic and disrupting
network connections between the attacking
and targeted computers.

Finally, an updated JP 3-60 should intro-
duce the concepts of an adversary's cyber
center of gravity and a cyberspace joint opera-
tions area. An adversary's cyber presence
consists of computers, information systems,
hardware, online personas, and so forth,
which may be geographically separated
trom his physical center of gravity. Once
planners identity the cyber center of gravity
(a critical point—a source of power for the
adversary's cyber operations), they can tar-
get it. The joint task torce commander
would establish both the physical and logical
boundaries ot a cyber joint operations area
and specify targeting ROEs for that area.
Partitioning cyberspace in this manner



minimizes the potential for cascading col-
lateral damage and ettects.

In conclusion, JP 3-60 offers the joint
cvber war fighter adequate targeting guid-
ance applicable to the cyber domain. With
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slight modification and incorporation of
domain-specihc guidance, however, that
publication will become even more useful
to cyber warriors. @
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Embracing
Autonomy

The Key to Developing a New
Generation of Remotely Piloted
Aircraft for Operations in
Contested Air Environments

Caitlin H. Lee

n 22 March 2011, two US Air Force
O pilots ejected from an F-15E Strike

Eagle that crashed in Libya, begin-
ning a complex rescue mission with life-or-
death consequences. The US Marine Corps
launched a search-and-rescue package of two
V-22 Ospreys, two CH-53E Super Stallion
helicopters, and two AV/8B Harrier jets. An
Osprey rescued one of the pilots after the
Harriers dropped two bombs to keep locals
away. Rebel forces took in the other pilot,
eventually turning him over to US forces.'

A few months later, on 21 June 2011, a

heavy antiaircraft weapon shot down a US
Navy remotely piloted helicopter over
Libya, its remains scattered around a
stronghold loyal to Mu‘ammar Gadhafi—the
object of its surveillance.? This time, rather
than launching a complex search-and-rescue
mission, Navy officials simply expressed
disappointment in losing the Fire Scout'’s full
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motion video feeds. “The loss of aircrews
would have been much worse if that had
happened, but operationally it did impact
us,” said Capt Patrick Smith, Navy and US
Marine Corps program manager for Multi-
mission Tactical Unmanned Air Systems.
“We always want our air vehicles to come
back to us. The downside of it is the loss of
capability. . . . It does impact what the war
fighters have available in their magazine to
continue operations."

The contrast between these two inci-
dents highlights the political and military
advantage of remotely piloted aircraft (RPA)
and the critical need for their evolution if
they are to continue to provide an opera-
tional edge in an increasingly complex air
environment. The Pentagon must fully em-
brace the concept of autonomy, thus allow-
ing RPAs to perform the more complicated
tasks expected of aircraft in the coming de-



cades. Failing to do so would represent a
missed opportunity to pursue a new genera-
tion of RPAs that could save American lives;
potentially outperform their manned counter-
parts in contested airspace; and multiply
political options, giving US leaders the flex-
ibility to choose between a manned or re-
motely piloted system for surveillance and
strike missions, depending on the political
and security circumstances.

Today we risk losing the advantages ottered
by autonomous RPAs. The United States Air
Force Unmanned Aircraft Systems Flight Plan,
2009-20+47 predicts that autonomy will com-
press decision cycles in combat to “micro or
nano seconds” by perceiving a situation and
acting independently with limited or little
human input.* Quick decision making could
allow autonomous RPAs a decisive opera-
tional advantage in fast-moving, information-
saturated (i.e., complex) air environments.
For these RPAs to advance to this point, how-
ever, the flight plan suggests that they must
attain “a level of trust approaching that of
humans charged with executing missions”—
trust built incrementally over time.®

Today, RPAs are far from inspiring such
confidence. Gen Norton Schwartz, Air Force
chief of staff, has plainly stated that autono-
mous systems are not ready to support devel-
opment of a next-generation remotely piloted
bomber.” Lt Gen David Deptula, USAF, re-
tired, who released the flight plan in 2009,
questioned whether RPAs would ever garner
sufficient confidence from US leadership to
perform the most high-threat, politically
sensitive missions: “Technologically, we can
take [RPA autonomy| pretty far, but it won't be
technology that is the limiting factor; it will be
policy. . . . For example, will US leadership
accede to sending off an aircraft with 12 to 20
2,000-pound bombs and have it independently
target and deliver them? How about with
nuclear weapons? | don't think so.” The
international community and the American
public have also indicated a distrust of RPA
autonomy. The National Air and Space Mu-
seum in Washington, DC, was closed on 8 Oc-
tober of this year when protesters tried to en-
ter the building to object to an RPA exhibit.? A

United Nations report of May 2010 concluded
that RPAs promote a “Playstation” mentality
toward killing.® Questions about trusting re-
motely piloted technology also raise a hroader
issue about the direction in which RPAs may
take the Air Force. Embracing a new genera-
tion of highly autonomous, remotely piloted
systems may eventually require a sweeping
reinterpretation of what it means to be a pilot
or even an Air Force officer—a topic worthy
of further exploration.

Though difficult, building stakeholders’
confidence in autonomy is essential since, if
RPAs are to remain a highly effective option,
they will need to act more independently.
This article calls on the Pentagon to take the
lead in building trust in autonomy through
sustained and systematic investment in the
development and testing of new, autonomous
systems for RPAs. It begins by describing why
these aircraft will need more autonomy to
operate in the emerging security context. The
article then devotes considerable attention to
more fully defining the concept of autonomy,
arguing that a fuller understanding of the lat-
ter as a matter of degree—rather than an all-
or-nothing proposition —can mitigate some
doubts about independent RPA operations. It
also contends that because today’'s RPAs have
not been sufficiently tested in dynamic air
environments to determine their true limits,
the Pentagon should aggressively fund the
development of new verification and valida-
tion procedures to build the trust and conh-
dence required to ensure continuation of the
momentum for development of autonomous
technology. In particular, the article notes
that the Air Force's plan to build a new long-
range bomber offers a unique opportunity to
develop and test autonomous decision aids
that can “dial in" various levels of autonomy,
depending on the mission.

Threat Assessment:
A More Complex Air Environment

The General Atomics Aeronautical Sys-
tems, Incorporated (GA-ASl) MQ-1 Predator
became the world's first weaponized RPA af-
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ter live-fire tests in 2001. Since then, both the
Predator and the larger, more heavily armed
GA-ASI MQ-9 Reaper drones have conducted
strike missions. The Central Intelligence
Agency (CIA) also uses the Predator to carry
out covert or “black” operations against sus-
pected al-Qaeda targets. RPAs conducted 117
strikes on targets in Pakistan in 2010, up from
just 53 in 2009."” Though capable of carrying
arms, these drones spend most of their time
conducting intelligence, surveillance, and re-
connaissance missions; detecting targets and
alerting other strike aircraft to their presence;
or identifying threats such as improvised ex-
plosive devices to ground forces. These so-
called hunter-killer RPAs, with their long-
loiter capability, have proven well suited to
conducting low-level policing actions in Af-
ghanistan and Iraq."

However, today's RPAs would struggle in
enemy-controlled airspace due to a lack of
survivability and insufficient capacity to
respond to contingencies such as incoming
threats and changes in the weather. Opera-
tional experience suggests as much: US and
North Atlantic Treaty Organization (NATO)
allies lost at least 15 RPAs in Kosovo to heat-
seeking missiles and fire from door gunners
in helicopters flying alongside them.!? Some
of the aircraft lost in the conflict were early
models of the Predator.'* Kosovo represents
the last time that allied RPAs faced a highly
contested air environment, and the nature
of armed RPA missions in Iraq and Afghani-
stan has not presented a pressing need to
adapt to new threats.

To remain integral to US air operations in
the future, RPAs must evolve to operate in
more dangerous air environments. Indeed,
the battlespace will not get any easier for the
current generation of RPAs. Without ventur-
ing into the perilous business of predicting
the nature of future conflicts, one may still
make some inferences about the changing
character of the global air environment (in-
ferences essential to force planning). The
United Kingdom's (UK) Ministry of Defence
paints a daunting picture of “congested, clut-
tered, contested, connected and constrained”
airspace.'* A brief assessment of this envi-
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ronment highlights why the current genera-
tion of RPAs needs to evolve.

Most significantly, RPAs will have to oper-
ate in more contested airspace. As the cur-
rent conflicts wind down, the US military is
shifting its planning focus from operations in
benign airspace to those in contested air en-
vironments on a global scale—a change em-
bodied in the Air Force's agreement with the
Navy to develop an operational plan known
as AirSea Battle. This plan stems from grow-
ing US concern that rising powers with ac-
cess to emerging weapon systems—such as
China, Iran, and North Korea—may seek to
deny US access to air, sea, and space.'® Al-
ready widely available and posing a serious
threat to American aircraft, “double digit”
surface-to-air missiles (SAM) such as Russia’s
SA-10 and SA-20 boast greater engagement
range and speeds as well as higher probability
of kill than older SAM systems.'* NATO was
so concerned about these systems that it de-
cided against sending Airborne Warning and
Control System aircraft into Georgia during
the conflict with Russia in 2008 due to the
latter's deployment of the SA-20."” China pos-
sesses both SA-10 and SA-20 missiles.'® Other
SA-20 customers may include Iran, Syria,
Libya, and Algeria, among others." It also
seems plausible that the recent Fire Scout
shoot-down involved a SAM, based on the
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