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Cyber and Epistemological Warfare—Winning the
Knowledge War by Rethinking Command and Control

Mark Ashley*

outmaneuvers German field marshal Erwin Rommel, proclaiming,

“Rommel, you magnificent bastard; I read your book!” That book,
Infanterie Greift An (Infantry Attacks) (1937), gave Patton insight into how
Rommel would behave in battle, and he used that knowledge to his ad-

In the movie Patton, George C. Scott, who plays Gen George S. Patton,

*I would like to thank Robert Bivins and Richard Szafranski for their contributions to this article.
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versary’s disadvantage. This article takes that thinking a little further,
asserting not only that we must understand our adversaries but also
that we should become more agile than they by rethinking our whole
approach to command and control (C2). To be more agile, we need to
build synchronized and centralized situational awareness as well as de-
centralized C2 (DC2) and execution systems and concepts of operations.

Specifically, this article aims to give greater meaning to and provoke
additional thought about a more recent war-fighting concept—knowledge-
centric warfare (KCW), also known as “KWar”—which can produce
strategic effects.! Ultimately, it seeks to convince the reader that in to-
day’s network-centric battlespace, the victor must not simply attack
and exploit the enemy’s cyber and communication systems at the tac-
tical level but completely understand the information environment.
The winner will use the knowledge gained from understanding that
environment in a highly adaptive and responsive manner to attain a
strategic advantage, doing so by means of synchronized and shared
situational awareness together with a DC2 structure. These conditions
occur when decision makers and war fighters fully understand and co-
ordinate the commander’s intent over a greater volume of space and
time within an operating environment. After realizing this shared situa-
tional awareness, we can enable and accelerate DC2 and execution to
stay inside the adversary’s decision-and-action loop.

With Knowledge Comes Awareness

Today’s military leaders continue to look for and advance new ways
of making warfare highly adaptive to the forces of knowledge —of train-
ing soldiers to use their minds (brain force) to fight innovatively with
novel (although still brute-force) weapons without a centralized, rigid
C2 structure to get in the way. As the revolutionary driving force of
the Third Wave “knowledge age,” technology (more specifically, infor-
mation technology) is changing the face of combat in the twenty-first
century. This endless quest for information and knowledge stands to
fundamentally change how we wage warfare. In conflict, victory will
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belong to the side that acquires knowledge faster, understands its true
value, and applies it more adaptively.

To make sense of the drastic technological progression occurring in
today’s “information age,” we must have an appreciation for informa-
tion and know its origins and value. For our purposes, we define infor-
mation as a collection of facts or data that, when placed in context,
provides meaning derived from the full range of sensory perceptions.
In many cases, we use information as an asset that can improve the
quality of life by connecting us to other people and events. We should
also recognize, however, that people can use information today, even
more so than in the past, to gain a strategic advantage: “‘In war infor-
mation . . . is the single most significant military factor . . . for control-
ling the battlespace. . . . Information is the organizing principle of war
and postmodernity.” Additionally, we must note that “even if one has
perfect information it is of no value if it is not coupled to a penetrating
understanding of its meaning. . . . Judgment is key. . . . It is not neces-
sarily the one with more information who will come out victorious, it
is the one with better judgment, the one who is better at discerning
patterns.”® Only when we can discern these informational patterns and
associate them with other patterns can we create knowledge. When
centralized, easily accessible, and consumable, this knowledge can
generate shared situational awareness.

All of these dimensions of knowledge are changing simultaneously,
at speeds never before encountered and thus “demand much faster,
smarter decision-making under more and more complex, if not chaotic,
conditions” (fig. 1).* Given the importance of information and its use
in creating knowledge, we should more closely look at the origins of
knowledge itself—the epistemological elements based on our observa-
tions and beliefs that allow us to interpret information, rightly or
wrongly. Epistemology is just this, the study of the nature and origin
of knowledge and its validity. According to Richard Szafranski, episte-
mology is, quite simply, “everything a human organism—an individual
or a group—holds to be true or real, no matter whether . . . [it] was ac-
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quired as knowledge or as a belief.” Based on whether we find some-
thing true or real, our knowledge foreshadows our behavior, and in or-
der to understand human behavior, we must take into account what
the environment does and how organisms react. To understand an ad-
versary’s systems and environment, we can take epistemology—the
origins and evolution of our knowledge that include proven theories
and observations—and then apply it to cybernetics, which focuses on
how systems function, regardless of whether that system is living,
mechanical, or social.®

Internet protocol (IF) tratficwill increase 4.3 fold from 2009 to2014.
2014 global IPtrafficwill feach threefourths of azettabyte’
34% Compound Annual Growth Rate 2009-2014

63.9
EB/mo

Exabytes (EB)/month

14.7
EB/mo

2009 2010 2011 2012 2013 2014

Figure 1. Global growth of Internet protocol traffic. (Adapted from Stacey
Higginbotham, “The Zettabyte Era Is Getting Closer,” GigaOM, 2 June 2010, http://
gigaom.com/video/the-zettabyte-era-is-getting-closer. “A bit is a single binary digit,
zero or one. A byte is eight bits. ... An exabyte is 1024 petabytes which is about
1.15 * 10M8 [10'®] bytes. A zettabyte is 1024 exabytes which is about 1.18 * 10/21
bytes.” Answerbag, 10 January 2005, http://www.answerbag.com/q_view/13291.)
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The Concept of Knowledge-Centric Warfare

The final development of Third Wave war may well be the conscious design
of something the world has not yet seen: competitive knowledge strategies.

—Alvin and Heidi Toffler

As it concerns the military’s operating in today’s information do-
main, “at the strategic level, the aim of a ‘perfect’ information warfare
campaign is to influence adversary choices, and hence adversary be-
havior, without the adversary’s awareness that choices and behavior
are being influenced.”” Thus, in any discussion of plans that empha-
size manipulating adversary choices and behavior, we have the benefit
of briefly revisiting John Boyd's observe, orient, decide, act (OODA)
loop (fig. 2) and his supporting strategy, which “ties cognition to action
designed to infiltrate the opponent’s decision cycle.”® Boyd posits that
human behavior can be understood in terms of the mental processing
of information, but he rejects the notion that we can see the brain as
an information-processing device, “for the human mind thinks with
ideas, not with information.”® A closer examination of the cycle reveals
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Figure 2. John Boyd’s OODA loop. (Adapted from Frans P. B. Osinga, Science, Strategy
and War: The Strategic Theory of John Boyd [London: Routledge, 2007], 231.)
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that Boyd'’s strategic theory points to observation as the method used
to reveal events and identify change, or the lack thereof, within other
people’s environments and the world around them. Orientation repre-
sents our perceptions of reality and observations—“the images, views
and impressions of the world shaped by genetic heritage, cultural tradi-
tions, previous experiences, and unfolding circumstances” (emphasis in
original)—which shape the way we interact with the environment.'
Orientation, in other words, frames the way we observe, the way we
decide, and the way we act." Based on observations, we must then
make appropriate decisions that correspond with our objective, ideally
improving the capacity for action.

Ultimately, the strategic goal calls for constantly changing the enemy’s
perception of reality so much that he becomes mired in uncertainty
and disorder due to the overwhelming contradictions of inconsistent
ideas and interactions, thus causing him to make erroneous decisions.
The aim of penetrating the enemy’s OODA loop closely reflects mili-
tary deception operations conducted at the strategic, operational, and
tactical levels, defined in Joint Publication 3-14, Space Operations, as
“those measures designed to mislead the enemy by manipulation, dis-
tortion, or falsification of evidence to induce the enemy to react in a
manner prejudicial to the enemy’s interests.”'* In essence we attack
the adversary’s ability to create knowledge from information, other-
wise known as KCW.

Why is this critical, and what does all this have to do with cyber war-
fare? Focused primarily at the tactical level, cyber operations try to in-
filtrate and disrupt an adversary’s computers and networks. However,
although we continue to make great strides in improving both offen-
sive and defensive cyber capabilities, we must now lift our sights from
the tactical to the strategic level. We can do this by recognizing the full
potential and strategic implications of utilizing our knowledge to sup-
press and reduce the enemy’s knowledge and channels for information
by penetrating his decision cycle and influencing his observations and
perceptions. To do so, KCW needs to target and successfully distort
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what Alvin and Heidi Toffler call “truth filters,” used to validate one’s
observations and beliefs.'

A shift from information-centric warfare to KCW is now well under
way, due in large part to the amazing new technologies appearing on
and above the battlefield—a fact that we need to realize and embrace.
Such technologies, though, have accelerated the decision cycle because,
as massive amounts of data come in faster, we must make decisions
more quickly. This dynamic change is not limited to the battlefield but
transcends the chain of command to the highest levels, underlining
the growing requirements for increased synchronization. Obtaining
this shared and synchronized situational awareness requires greater
trust from leadership and more empowerment of subordinate leaders
as well as introductions of new, emerging technologies (fig. 3)."

COGNITIVE DOMAIN
Conveyed Cognitive Advantage
Commander’s

Intent

Plan, Organize, Deploy,
and Sustain Cycle

Shared
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Compressed
Operations

Network-
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Warfare

INFORMATION DOMAIN
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PHYSICAL DOMAIN
Force Advantage
Position Advantage

Precision
Force

Speed and Access

Figure 3. Information age warfare: Domains of conflict. (From Dr. Paul W. Phister
Jr.and Mr. Igor G. Plonisch, Information and Knowledge Centric Warfare: The Next
Steps in the Evolution of Warfare [Rome, NY: Air Force Research Laboratory, Infor-
mation Directorate, n.d.], 7, http://www.dodccrp.org/events/2004_CCRTS/CD
/papers/188.pdf.)
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Because decisions increasingly depend upon the constant barrage
of data and information, we must know what is real and what is not.
Consequently, the Tofflers contend that individuals in certain cul-
tures and societies use any of six accepted criteria, or filters, to vali-
date their beliefs:

1. Consensus: something deemed true through conventional wisdom.

2. Consistency: something that assures truth if the supporting facts
harmonize with other facts.

3. Authority: something authenticated by a leadership figure.
4. Revelation: something assumed true and not subject to debate.

5. Durability: something that confirms inherited facts which have
stood the test of time.

6. Science: something that ascertains truth through rigid tests and
experiments.'®

The utility of certain truth filters lends to the unique orientation of
different cultures. We should note here that increases in the distance be-
tween two distinct cultures make the orientation of those cultures more
difficult to understand. For instance, American citizens of European de-
scent would find it easier to grasp how the British orient themselves, as
opposed to the Arabs, Tranians, or Chinese.'® In fact, with regard to cyber-
space, the Chinese provide a clear example of how our orientations dif-
fer in that they approach “information security” as a broad concept that
involves regulating content, whereas we narrowly concentrate on “cyber
security” to protect our communications and critical networks.!” Thus,
to fully prepare ourselves against present and future threats projected
from an ever-growing array of asymmetric capabilities, we must truly
understand not only which criteria our adversaries use but also (and
more importantly) how the selection of such truth filters validates cer-
tain beliefs on which their cultures are built and oriented.

If senior officers wish to have a better understanding of the enemy’s
orientation, they must improve their grasp of local conditions on the
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ground. As P. W. Singer explains, “new technologies may give them an
unprecedented view of the battlefield and the ability to reach into it as
never before, but this view remains limited,” creating danger because
“you get too focused on what you can see, and neglect what you can'’t
see. . . . And a lot of the time, what'’s happening elsewhere is more im-
portant.”'® Additionally, given the higher operational tempo demanded
on today’s battlefield, the enemy no longer affords the general several
hours to watch video and analyze information prior to making a deci-
sion.'” Commanders now need to make decisions in real time, as fast
as the situation arises.

Acquiring a better understanding of our adversaries’ orientation,
which shapes the local context on the periphery of the battlefield, de-
mands that we give stronger consideration to creating a more agile
DC2 structure, allowing generals to give field officers greater initiative
to supply a more comprehensive picture of the battlespace. This im-
age, in turn, enables the desired synchronized and shared situational
awareness that generals must have to make more effective strategic
decisions. The current austere environment of US defense investment,
caused by budget constraints, means that we must do more with less.
For that reason, we have to think beyond cyber-based maneuvers at
the tactical level and focus on adapting and perfecting our KCW capa-
bilities at the strategic level in order to compete effectively. In KCW,
the victor will strategically target and successfully affect the oppo-
nent’s truth filters, which the latter uses to validate beliefs and knowl-
edge that guide his decisions. We can produce this effect only by
means of synchronized and shared situational awareness as well as
DC2 and execution.

Social media can greatly aid in the development of in-depth under-
standing of adversarial truth filters. Social media tools for using “science”
to affect the other truth filters—consensus, consistency, authority,
revelation, and durability—abound, and few are “military.” One social
media information organization lists more than two dozen such tools,
which include (1) online profiles and online connections; (2) people,
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online groups, and new media; (3) e-mail; (4) websites; (5) e-commerce;
(6) web conferencing; (7) online video; (8) instant messaging; (9) on-
line communities; (10) podcasts; (11) mobile phones; (12) wikis; and
(13) blogs.

Yet each of these tools, to one degree or another, can have a “mili-
tary” instantiation to create arsenals of superior knowledge and affect
an adversary’s truth filters. To what degree was nascent KWar evident
during the Arab Spring? According to Kate Taylor,

After analyzing more than three million tweets, gigabytes of YouTube con-
tent and thousands of blog posts, a new study has concluded that the Arab
Spring truly was fueled by social media. “Our evidence suggests that social
media carried a cascade of messages about freedom and democracy across
North Africa and the Middle East, and helped raise expectations for the
success of political uprising,” says Philip Howard, an associate professor
in communication at the University of Washington.

Knowledge-Centric Warfare Applied

Successful application of KCW depends upon its organization. Adm
Arthur Cebrowski and John Gartska, who introduced the notion of
network-centric warfare (NCW) in 1998, observe that synchronization
is the “operating of entities in the absence of traditional hierarchical
mechanisms for command and control,” serving as the “link between
shared situational awareness and mission effectiveness.” Synchroniza-
tion “is the ability of a well-informed force to organize and synchro-
nize complex warfare activities from the bottom up.”*" Their creation
of NCW has certainly had strong theoretical merit over the years;
nevertheless, we continue to have difficulty operationalizing the con-
cept of synchronization, perhaps because the traditional hierarchical,
top-down structure among the strategic, operational, and tactical levels
still remains.

Rather than the NCW bottom-up approach, KCW seeks to obtain and
expand synchronized situational awareness across a wider landscape
of the battlefield, offering a more detailed picture of the operating en-
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vironment. The use of new operating concepts and technology facili-
tates a shared understanding of that environment across a DC2 struc-
ture that enables delivery of more relevant and timely information to
the participants anywhere and at any time, yielding the desired effect
of synchronized situational awareness (fig. 4). In decentralized sys-
tems, “there is no one central executive or leader directing every as-
pect of the battlefield, but rather responsibilities are distributed, culmi-
nating in an emergent coordination structure based on input from
many different perspectives of global terrain. This functionality com-
prises a general organizational strategy applicable over a wide range of
complex tasks.”*” The concept of DC2 envisions a learning organiza-
tion, shifting from the traditional top-down hierarchy towards a more
cylindrical framework that permits greater agility in the face of con-
stantly changing circumstances. In this new arrangement, generals
trust their subordinates to adapt to new concepts and technologies,
thereby establishing a fully synchronized situational awareness.

KCW DC2

NCW C2 Enabling

: STRATEGIC <
Technologies l§c o %

STRATEGIC & O¢

COMMANDER é{" Synchronized 2
. Situational Z,
OPERATIONAL Q‘.’ Awareness
COMMANDER .
q I J’ \ TACTICAL OPERATIONAL
ACTICAL - COMMANDER COMMANDER

COMMANDER

\_/

Figure 4. Decentralized command and control

Building on the thesis of Phillip Kao’s article “Operationalizing Knowl-
edge,” we see that the utility of DC2 resides in the concept of a closer,
more coordinated fusion of the strategic and operational levels that
support the tactical level in an effort to execute strategic, high-level
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functions in a flexible and adaptive manner.*® The success of military
operations depends on assured, reliable, and effective synchronized
situational awareness facilitated through DC2 at every military echelon,
from the continental United States to the forward-deployed war fighter.

War today goes well beyond the kinetic campaign maneuvers of the
battlefield and has a much broader scope that includes postconflict objec-
tives, joint training exercises, economic development, and nation building,
all of which require military commanders to serve as both advisers and con-
sultants with supporting subject-matter experts and ad hoc entities. In
terms of shaping KCW and related efforts to create DC2 that fosters im-
proved intelligence analysis and effective situational awareness, numerous
consulting engagements that run advanced analytics across the commercial
and public sectors have enjoyed great success. Given that intelligence
analysis concerns itself with knowledge competition, efforts such as these
have directly contributed to creating the shared and synchronized situa-
tional awareness of the environment. They do so by utilizing methodolo-
gies that not only focus on identifying the adversary’s unknown biases and
values but also aim to answer the key intelligence question in an effort to
provide critical insights in a compressed time frame.

With regard to cyber warfare, the fact that commercial and military
systems are not impervious to viruses and data corruption by way of
sabotage makes the thrust towards developing KCW capabilities all the
more pertinent. Some of the key technology areas of KCW include ad-
vances in (1) cognitive reasoning, which deals with understanding
human-technology interactions and strives to grasp the cognitive skills
underlying behavior, such as problem solving, decision making, and
assessment; (2) behavioral modeling, which involves the study of how
the human brain functions, reasons, and assesses data, information,
and knowledge—a process that machines can mimic, offering more
human-like alternatives for a decision maker to consider; and (3) self-
learning knowledge extraction, which attempts to develop an auto-
mated capability to reason, infer, and discover knowledge implicit in
extracted information.*
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As these capabilities become more integrated, we might foresee
something similar to IBM’s Watson computer put to use in military cy-
ber, network, and knowledge domain operations. Watson could search
and process a tremendous amount of data in less than six seconds per
question, outthinking even the smartest contestants on the trivia game
show Jeopardy! Imagine how this computer’s advances in deep analyt-
ics and its ability to process unstructured data as well as interpret nat-
ural language could be tailored to fit the requirements of new solutions
in obtaining knowledge dominance in the cyber battlespace.*

Here, we envision a scenario in which a remotely piloted vehicle
photographs insurgent activity and then forwards the image to Watson
for what one might call an “libersource” assessment—a fusion of all-
source intelligence (e.g., human, signals, electronic, geospatial, etc.)
augmented by predictive analysis on related environmental, political,
economic, and cultural conditions—thus providing the precise, shared
situational awareness needed for commanders to make more efficient
and better-informed decisions. Lt Gen Michael Flynn, nominated by
President Obama to become director of the Defense Intelligence
Agency, advocates looking beyond the collection of battlefield intelli-
gence and insurgent activity. Specifically, he urges that we investigate
the possibility of successfully attaining the desired full-spectrum intel-
ligence and situational awareness that accounts for all relative envi-
ronmental conditions in a decentralized command structure.?

How Do We Implement Knowledge-Centric Warfare?

Herein lies a working theory and construct that offers an approach
to a new strategic command framework that will better accommodate
and accelerate the acquisition and distribution of information and
knowledge across the battle sphere. The fact that conflicts are becom-
ing more globally interconnected demands new conceptual thinking
from military leadership and subject-matter experts, presenting a
unique opportunity to embrace a new C2 structure for greater success
across future complex conflicts.
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The Department of Defense’s fiscal circumstances have changed our
strategic priorities and made our joint force smaller and leaner. To
maintain our military superiority in a world where complex conflicts
occur across a greater expanse of the globe, we will need new operat-
ing concepts, one of which calls for a more dispersed and decentral-
ized command structure across all domains. This creates the agility
necessary to respond to a myriad of contingencies at any given time. A
flatter command framework that demonstrates agility with an empha-
sis on human behavior will gain the competitive advantage in knowl-
edge in a rapidly changing, complex environment.

This emphasis on human behavior remains central to KCW, attained by
creating knowledge derived from a comprehension of what people value
and why they value it within their environment. By completely under-
standing the adversary’s truth filters—what shapes their perceptions, ob-
servations, biases, and beliefs—and by using this knowledge adaptively,
we gain the desired situational awareness demanded at all levels of com-
mand. We will dominate the knowledge sphere once we have a genuine
understanding of what our adversaries value and how those values drive
their intentions and motivations within their environment.

In the networked-connected wars of the twenty-first century, new
operating concepts and advanced war-fighting technologies are shap-
ing “an environment ‘where the strategic, operational, and tactical
levels of war can at times be so compressed as to appear virtually as
a single function!”” Winning in this environment necessitates the
speed of execution based on a shared knowledge that enables the
commander to contest the enemy in each of these levels in near-
simultaneous fashion.

The very essence of this article concerns the need to know what and
why. A new, decentralized command structure that delivers accurate
and timely intelligence will give modern commanders a fuller aware-
ness of their environment. When we attain such awareness and always
know the answers to what and why, we will have achieved the knowl-
edge dominance that we seek. &
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