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erators is at a critical juncture. Over the past decade, not only

have adversary counterspace capability and strategy surged
markedly but also the number of objects occupying space have risen
exponentially.! A significant proportion of US Air Force space systems
were conceived and brought online during a much different opera-

The ability of space assets to deliver combat effects to theater op-

tional landscape, and we have continued to operate a number of them
well past their design life. Space is not the invulnerable high ground it
once was. National security space leadership has recognized these
challenges and describes our present environment as contested, de-
graded, and operationally limited (CDO).? Gen William L. Shelton, who
recently retired after serving as commander, Air Force Space Com-
mand (AFSPC), has challenged the space operations and acquisitions
community to reevaluate mission resiliency in light of these new cir-
cumstances. This appeal has manifested in the institution of new strategy
and policy focused on bolstering space situational awareness (SSA),
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the disaggregation of system capability across new architectures, and
the cultivation of international partnerships.?

While these initiatives may eventually result in the desired resil-
iency, they face implementation challenges in the form of tightened
budgets and constrained manning. History has shown that the strategic
advantages provided by technological capability are contingent upon
their application by a well-trained, competent fighting force. These
rules of warfare are no less applicable to space: the most effective de-
fensive space control system will be the tactical crews and support
personnel on whose shoulders mission assurance firmly sits. We assert
that in a CDO environment, space operations squadrons are not pre-
pared to provide global combat effects in support of joint force com-
mander (JFC) objectives.

AFSPC's ability to deliver effects to JFCs while facing CDO threats
requires timely and accurate characterization of the battlespace, rapid
assessment and attribution of incidents, and precise prescription and
employment of tactics.* In essence, this means achieving a fast and ef-
tfective observe, orient, decide, act (OODA) loop. However, John Boyd'’s
work indicates that as individuals make decisions, they often mis-
understand their “relationship to the rapidly changing environment.””
In light of this contextual misperception, we examine three common
characteristics of tactical space operations that inhibit realizing the de-
sired OODA loop:

1. Critical dependence upon on-call subject-matter experts (SME).

2. Inability to distinguish and attribute the source of mission degra-
dation.

3. Limited awareness of the impacts of CDO events on supported
operations.

These problems exist because current AFSPC training and opera-
tions frameworks are founded in past, pre-CDO space assumptions not
sufficient for today’s space domain. Since the operational environment
has changed, AFSPC must reevaluate the assumptions it operates under
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and find a CDO-centered path to organize, train, and equip its forces.
We propose that the following no- or low-cost solutions be promptly
instituted throughout the administrative and operational chains of
command:

1. Inaugurate a tiered certification paradigm that develops true expertise.

2. Establish and focus intelligence support for tactical mission plan-
ning and execution.

3. Integrate CDO space operations into Air Force and joint exercises.

These solutions will begin to lift the self<imposed fog and friction of
war resulting from AFSPC’s legacy training and operations methods. If
AFSPC does not take action to resolve these issues, space operations
will be inadequately equipped to respond to the crises inherent in the
CDO environment. As a result, JFCs will not be guaranteed the asym-
metric advantage that has been fundamental to US force projection for
over two decades.

Train for the Fight

Know and use all the capabilities in your airplane. If you don’t, sooner or
later, some guy who does use them will kick your ass.

—Lt Dave “Preacher” Pace
US Navy Fighter Weapons School Instructor

Winning the CDO fight will come down to “whoever can handle the
quickest rate of change.”® In their current state, space crews fall short of
this axiom. Their ability to provide timely characterization, assessment,
and mitigation of anomalous events is restricted to the content outlined
in system checklists. Consequently, this limits operator reaction to
known problems with strict, demand-response solutions. Even still,
many of those actions lead to contacting or recalling on-call specialists
for assistance, despite prior occurrence. Put plainly, the support ele-
ments (e.g., engineering, intelligence, tactics, and user support) re-
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quired to “fight through” CDO events are not truly organic to 24/7 opera-
tions environments. In a 168-hour calendar week, experts are readily
available for only 45 hours—meaning that less than 30 percent of opera-
tions are performed with full capability to sustain the mission. In terms
of John Boyd’s loop, more than 70 percent of the time the phenomena
that shape accurate observation and orientation are greatly impeded
(see fig. 1).” In a growing CDO environment, crews are more likely to
face the type of complex historical, or even zero-day, anomalies that
currently require SME resolution.? When JFC operations are under way,
the response time associated with alerting experts can severely degrade

the mission.’®
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Note how orientation shapes observation, shapes decision, shapes action, and in turn is shaped by the feedback and
other phenomena coming into our sensing or observing window.

Also note how the entire “loop” (not just orientation) is an ongoing many-sided implicit cross-referencing process of
projection, empathy, correlation, and rejection.

John R.Boyd, 1992

Figure 1. Boyd’s OODA loop. (Reproduced from Robert Coram, Boyd: The Fighter
Pilot Who Changed the Art of War [New York: Back Bay Books/Little, Brown and

Company, 2002], 344.)

A heavy reliance on SMEs is predominantly a proficiency rather than
a process problem. Space crews must turn to these experts because the
skill sets are not inherent to operations certification programs.’” AFSPC
can reduce this dependency by codifying a new certification paradigm
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that does more than prepare operators to “fly” their systems through fair
weather. Instead, the focus should shift toward developing experts who
can operate in adverse conditions while facing enemy activity. This will
require restructuring initial, mission, and continuation training around
the on-call subject areas within a broader, CDO-focused curriculum. We
propose a commandwide standard that completely integrates system
capabilities, nominal and CDO space operations, and combat effects
content within a single complementary and graduated syllabus empha-
sizing the relationships between the same core areas of study (see table 1).

Table 1. Proposed CDO-focused space operations certification program

- Mission Operations Combat Effects / User

Emphasis

Initial
Qualification

Emphasis

Mission
Qualification

Emphasis

Continuation

40%

Basic system and

subsystem capabilities,
limitations, integration,

and employment
considerations

30%

Advanced subsystem
functionality and
integration

20%

Advanced subsystem
case studies
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40%

Introduction to
mission area

Basic position-
specific tasks

25%

Advanced
position-specific
tasks

Graduated crew
integration tasks

10%

System upgrade
specifics

10%

Threats, impacts,
and tactics
fundamentals

Basic degraded
and operationally
limited threats,
impacts, and tactics

25%

Advanced
degraded and
operationally

limited threats,
impacts, and tactics

Graduated
integration of
controlled threats,
impacts, and tactics

Graduated mission
planning

40%

Advanced threat
integration,
impacts, and tactics
within enemy
COAs

10%

Singular missions or weapon
systems

20%

Integration of multiple
missions or weapon systems

30%

Integration of multiple
missions or weapon systems
within JFC missions and
objectives
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In the proposed construct, the goal of initial qualification training
(IQT) is the development of system expertise. It begins with an in-
depth understanding of system and subsystem capabilities, limitations,
and employment considerations through academic study and practical
application. As is common today, this branch of study will focus on de-
veloping proficiency in nominal operations. However, this is not
enough for fighting through CDO; thus, an introduction to CDO con-
cepts and combat effects fundamentals is necessary to begin connect-
ing nominal operations to the reality of today’s challenging space do-
main and the potential impacts to supported operations.

With this foundation, operators will be prepared for a mission quali-
fication training (MQT) curriculum that caps system expertise with
study of subsystem relationships and in-depth case studies of real-
world anomaly resolution actions. In parallel, nominal operations
training will expand beyond position-specific tasks to focus on crew-
wide integration. Additionally, combat effects and CDO modules will
emphasize friendly system integration and multiple simultaneous-
threat scenarios, respectively, with a gradual increase in CDO concept
difficulty. This will begin to provide operators with an understanding
of how joint war fighting relies upon space capabilities." A graduate of
MQT, as a certified mission-ready operator, will be able to respond to
known adversary threats and system malfunctions while minimizing
impacts to supported missions. They will lack the ability to completely
mitigate zero-day events but will possess the necessary expertise to iden-
tify, assess, and troubleshoot a problem while awaiting on-call SMEs.?

The knowledge and experience gained in IQT and MQT must be re-
inforced by robust continuation training (CT) that simultaneously pre-
pares operators for the challenges of CDO space and acts as the basis
of a space cadre “upgrade” program. The CT curriculum would focus
on three critical areas: (1) in-depth analyses of recent real-world
anomalies and their resolution for maintaining troubleshooting cur-
rency, (2) comprehensive training on the broad impacts of CDO events
to current and future JFC missions, and (3) mastery of significant system
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upgrades and/or changes. The rigorous nature of the proposed con-
struct will require a tailored approach to training individuals at varying
levels of expertise.

As suggested by Lt Col Phil Bauer, Lt Col Bill Woolf, and Maj Jon
Slaughter in their briefing “USAF Warfare Center: ‘How Can We Help?)”
this is an opportunity to institute an advanced space training construct
similar to the “ready aircrew program.” Unlike today’s upgrade pro-
grams, a clearly documented, skills-based, and objective method of
training and evaluation must be formalized to ensure only the most ca-
pable operators are in a position to develop, certify, and lead the next
generation of crew members.'* Colonel Bauer and company propose
adapting the air operations “squadron letter of Xs” concept to track
such progression. Their first draft drove our satellite operations—specific
expansion (see table 2) that should be used by the command as a de-
parture point to generate such a program.'*

Combating CDO events requires frontline crews to conduct real-time
analysis, synthesis, and problem solving of unfolding events. This
starts with operators who possess the depth of system, operations, and
combat effects proficiency currently expected of on-call SMEs. Current
certification programs are not sufficient to this end since they develop
only surface-level competence. To solve this problem, AFSPC must foster
support personnel levels of expertise across all operator training curricula.
The result would be a vast improvement in CDO-readiness capabilities
over today’s 30 percent availability rate. While enhanced mission-area
expertise is certainly necessary for fighting through a CDO environ-
ment, it is not enough for a tactically advantageous OODA loop. En-
hancing the fidelity of observation and orientation phenomena to drive
more accurate and effective operator decisions and actions also re-
quires a level of situational awareness (SA) that is largely absent from
current space operations.
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Table 2. Proposed satellite operations “letter of Xs”
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You Can'’t Fight What You Can'’t See

The essence of information is the negation of uncertainties, or negative en-
tropy. Entropy is disorder, thus negative entropy means order. This means
that areas with the greatest uncertainties will have the greatest demands
for information. Whoever can turn uncertainties into certainties will gain
the upper hand under such conditions.

—Timothy L. Thomas, paraphrasing Shu Enze

When responding to mission degradation, tactics implementation is
critically dependent upon an operator’s ability to distinguish between
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incidents caused by system malfunction or environmental factors and
those resulting from adversary activity. It is unlikely that present
space operations crews and support personnel would be able to ade-
quately make this distinction even if problems of proficiency were re-
solved. The source of this predicament is the lack of “capabilities that
enable rapid threat identification and attribution, [which] facilitate a
defensible architecture and provide a fundamental shift in space
awareness.”® Because operators are blind to their environment—physically,
spectrally, and environmentally—they are confined to initiating OODA
loops that lead to the execution of tactics focused solely on system
malfunction.'® The operational exigencies of CDO space make this an
unacceptable risk. The solution is to provide space operations units
with battlespace characterization for both ongoing operations and fore-
casted conditions, thereby leveraging and incorporating intelligence
preparation of the operational environment (IPOE) and real-time, full-
spectrum factor-threat identification in support of tactical-level mis-
sion planning and execution, respectively.!”

Since IPOE is not standard in tactical space operations—there was no
need for these functions below the operational level prior to the rise of
a CDO space environment—AFSPC must start by assigning dedicated
intelligence personnel to each space operations squadron. As unit rep-
resentatives for the Joint Space Operations Center’s operational intel-
ligence functions, they would provide mission-specific “multidimen-
sional understanding of the operational environment.”'® With this
integrated IPOE support, crews will be able to “anticipate future condi-
tions, assess changing conditions, establish priorities, and exploit
emerging opportunities.”'® Accounting for adversary and environmen-
tal disposition and their associated indications and warning (I&W) can
mean the difference between correctly attributing commanding anoma-
lies to environmental perturbations caused by heightened solar activity,
for example, as opposed to loosely speculating on ground system or
spacecraft malfunctions. More importantly, it can provide operators
the preliminary context for relating anomalies to enemy counter-
space operations. However, complete attribution—and subsequent
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implementation of tactics—will be limited if crews are unable to per-
ceive the threat environment in near real-time. As stated in Joint
Publication 2-0, Joint Intelligence, “precise threat location, tracking,
and target capabilities and status, in particular, are essential for suc-
cess during actual mission execution.”*

The uniqueness of the space domain requires SA tools that fuse all
aspects of potential adversary attack vectors and environmental sus-
ceptibilities—spatial/orbital, spectral, and environmental, to name a
few. While multiple tools currently available provide independent, un-
integrated SA on some of these aspects, they are limited in capability.
Their use for this function is not standard operational practice. Formal-
izing the use of Web-based Integrated SSA (WebISSA), Joint Spectrum
Interference Resolution Online (JSIRO), and the Air Force Weather
Agency’s space environment global situational awareness chart will
provide crews elementary physical, spectral, and environmental SSA,
respectively. WebISSA can alert spacecraft operators of encroaching
satellites.” JSTRO can be used, at best, for ad hoc spectral SSA to iden-
tify potentially related electromagnetic interference (EMI) incidents.*
The space environment global situational awareness chart’s stoplight
table can provide a rough estimate of the space environment’s contri-
butions to CDO events.*

While these tools can provide a basic level of battlespace characteriza-
tion, they are not sufficient for confident, near real-time attribution of
external causes, nefarious activity, or environmental conditions, for
example, over internal system malfunction. Instead, their shortcom-
ings can easily lead to misattribution. What the command needs is a
single tool that fuses physical, spectral, and environmental SSA into a
tailorable common operating picture. Such a tool should be able to de-
duce the difference between a benign close approach and an intended
attack vector simply based on relative orbital geometries and known
adversary system capabilities. Additionally, it should leverage global
electronic intelligence (ELINT) collection to report past and present
EM threats, just as ELINT provides aircrews the ability to “locate adver-
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sary radars and air defense systems.”* Finally, it must deliver orbit-,
location-, spectrum-, and mission-specific environmental conditions,
impacts, and probabilities just as air operations are supplied terrestrial
weather status and impacts based on altitude blocks above an area of
operations.

Just as “modern air, sea, and land commanders would never con-
sider placing their highest valued assets into an essentially blind oper-
ating environment,” space commanders must no longer accept the
current gap in tactical SSA as adequate for mission accomplishment in
CDO.*” Taking the actions outlined above will ensure that the same
fidelity of threat activity relished by air, sea, and land forces becomes
a standard of tactical space operations centers. Although such SA is es-
sential for crews to accurately attribute I&W and swiftly mitigate local
threats, it does not provide the complete context needed to ensure tac-
tical decisions and actions do not create undesired secondary and ter-
tiary effects across multiple theaters and levels of war simultaneously.
This necessitates that tactical integration of space operations with the
other domains surpasses levels seen today at the operational and
strategic levels of war.

Ramping Up Integration

The ordinary man is much more likely to do the right thing if he really under-
stands why he is doing it, and what will probably happen if he does some-
thing else; and the best basis for sound judgment is a knowledge of what
has been done in the past, and with what results.

—J. C. Slessor

As CDO matures and evolves, operational-level decision cycles will
likely be unable to cope with rapid changes occurring concurrently
across multiple systems and their distinct environments. Tactical
space operations units executing timely and effective tactics will be in-
creasingly fundamental to mission assurance. This presents a distinct

November-December 2014 Air & Space Power Journal | 140



\¢ SCHRIEVER ESSAY WINNER THIRD PLACE

challenge: the tactical OODA loops of space operations crews can have
instantaneous consequences—both intended and unintended—to sup-
ported missions across numerous areas of operation (AO) at multiple
levels of war. At present, space crews are largely oblivious to the mis-
sions and operations their systems are supporting at any given time.
The result is a precarious situation in which tactic selection and execu-
tion are grounded in incomplete or faulty precepts. An appropriate so-
lution requires that space crews are not only equipped with the requi-
site decision authority to execute potentially decisive tactics but also
that they are seamlessly integrated into the mission planning and
execution process of their supported AOs (which, in most cases,
crosses multiple combatant commands [CCMD]).*® AFSPC must begin
this process by expanding space participation in CAF exercises like
Red Flag and working with the CCMDs to integrate advanced CDO
scenarios into their recurring combined large-force exercises.

A measure of space participation has occurred in exercises like Red
Flag for a number of years. However, it is typically limited to space
force enhancement products used to facilitate air planning and/or the
simulated effects of deployable space forces. A more appropriate con-
struct for the CDO environment would be the creation of a “collateral
space package” (CSP) equivalent to the other Red Flag planning pack-
ages.?”” The CSP should be comprised of satellite operators whose non-
deployable systems and capabilities are being leveraged for the exer-
cise scenario.?® As such, the CSP would be the focal point for
synchronizing the tactical mission planning of geographically sepa-
rated space operations units and integrating those efforts (to include
collateral space asset disposition, threats, and contingencies) with the
overarching air scheme of maneuver. They would identify the appro-
priate contracts necessary for notifying air players of the impacts of
system degradation to successful accomplishment of the air mission
(e.g., the consequences of overhead persistent infrared degradation to
specific assets executing a “SCUD Hunt” or of the loss of protected
military satellite communications to a B-2 strike mission).
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The result of integrating planning and execution for the full spec-
trum of space capabilities used during Red Flag vulnerability windows
is the insertion of critical observation and orientation phenomena into
space crew OODA loops. Thus, space crews not only can execute tac-
tics that benefit their “survival” but also can consider those that mini-
mize impacts to terrestrial operating areas. The lessons learned devel-
oped from this integration will surely prove invaluable when crews are
faced with real-world CDO events. In the end, however, not every
OODA loop can be timely and/or effective. Red Flag is arguably the
ideal initial testing ground for this construct of integration. However,
the benefits described above come to fruition only when the space op-
erations role is considered in the joint environment—both from the
perspective of understanding the actual consequences of lost space ca-
pabilities to supported operations and to the development of courses of
action at the tactical and operational levels of space command and
control.

The benefits of the proposed degree of integration are not fully real-
ized except in the context of joint exercises and the application of re-
sulting lessons learned to actual operations. JFCs must integrate the
consequences of potential CDO incidents into their OODA loops, just
as space operations crews must incorporate one or more JFC'’s priori-
ties into their tactics execution. In their 2010 “AirSea Battle” study, the
Center for Strategic and Budgetary Assessments (CSBA) advocated that
“the Air Force and Navy should rigorously train for and recurrently
conduct exercises that simulate operations under conditions of lost or
degraded space capabilities and capacities.” Introducing tactical CDO
space operations into these heavily operational and strategic level-of-
war exercises will highlight the importance for space crews and sup-
ported JFCs to examine “the world from a number of perspectives so
that [they] can generate mental images or impressions that correspond
to that world,” thus preventing the mismatches between reality and
their perceptions that ultimately generate incorrect response.*
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Summary

There are no “battle management” magic bullets that will substitute for the
ability of on-scene commanders, soldiers, and airmen to make appropriate
decisions based on the ebb and flow of events.

—Richard P. Hallion

One of the widely known principles of the Chinese People’s Libera-
tion Army anti-access, area-denial (A2/AD) strategy is to impede US
freedom of action by targeting space capabilities. The CSBA provides
insight into how an A2/AD scenario might unfold:

In the opening minutes of conflict, [the enemy would] seek to render US
and allied forces “deaf, dumb and blind” by destroying or degrading US
and allied Low Earth Orbit (LEO) [intelligence, surveillance, and recon-
naissance], Space-Based Infrared System (SBIRS), third-generation Infrared
System (3GIRS) sensors and communication satellites. This would be
accomplished by employing directed-energy weapons, direct-ascent and
co-orbital anti-satellite weapons, or terrestrial jamming, in concert with
coordinated cyber and electronic warfare attacks.*

An instance such as this will reveal the true caliber of AFSPC’s mission
resilience. If the command continues to operate under legacy training
and operations methodologies, mission resilience will be found want-
ing. Seventy years of air operations experience has shown that the
ability to accomplish the mission and survive the return trip hinges
upon an aircrew’s weapon system and domain mastery. To answer the
demands of CDO, AFSPC must adapt this axiom to the present envi-
ronment and center its organize, train, and equip function on furnish-
ing operators with the expertise, tools, and operational experiences
necessary to do so. It must train operators who can characterize, as-
sess, and respond to mission-impacting events; equip them with the
tactical intelligence for comprehending the threat landscape; and
clearly connect tactical tasks with supported commander operational
objectives and priorities.
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To accomplish this, the command must first adopt a certification pro-
gram that creates and develops operators who are system, threat, tac-
tics, and combat effects (user) experts. Second, intelligence personnel
and functions should be integrated into all space crew operations
centers, where spatial, spectral, and environmental intelligence can be
fused to support active- and factor-threat identification. Finally, Air
Force and joint exercises should expand the incorporation of space
operations. This change would better characterize air component com-
mander and JFC reliance on space capabilities, impacts to strategy
when those capabilities are lost, and processes required to mitigate
these losses. By enacting these remedies, AFSPC can ensure that the
tactical initiative resulting from space crew OODA loops maintains
operational and strategic harmony with supported operations.** @
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