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One of the policy implications of the second space age is that the availability of advanced 
space capabilities on the commercial market can potentially bring the advantages of space 
within the reach of rogue nations and non-state actors.

—Todd Harrison, Zack Cooper, Kaitlyn Johnson, and Thomas Roberts
“Escalation and Deterrence in the Second Space Age”

Center for Strategic and International Studies

President Donald J. Trump’s 2017 National Security Strategy (NSS) posits the 
return of great-power competition, particularly calling out Russia and 
China as rivals, and highlights the need to reemphasize space both for de-

fense and commerce.1 Shortly after the publication of the NSS, the president called 
for the creation of a Space Force, at least partly to defend US security and eco-
nomic interests in space, and then directed the Pentagon to create a Space Force 
with his signing of Space Policy Directive-4 on 19 February 2019.2

China and Russia continue to develop a range of antispace capabilities, includ-
ing computer viruses, jamming, lasers, and antisatellite missiles. Yet losing space 
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superiority to other major powers is a far cry from being targeted in space. Despite 
the fact that great-power competition will include rivalry in space, space also in-
volves a great deal of cooperation, for example, between the US and Russia, and 
with the International Space Station.3 As a result, the most likely scenarios in-
volving attacks against US interests in space may not come from other states. In-
stead, they involve nonstate actors seeking to challenge the existing international 
order, overturn the status quo in their countries, or profit from the lack of atten-
tion paid to them by the community of nations.

There is danger in focusing too heavily on great-power competition and ex-
tending it into space. One potential consequence is the creation of a self-fulfilling 
prophecy through the security dilemma; by emphasizing the probability of con-
flict between great powers, and by enhancing military capabilities to address po-
tential threats, a state actually increases the likelihood of conflict.4 A second prob-
lem is that focusing too much on states ignores the potential threat of nonstate 
actors who may be harder to deter because they have less fear of reprisal, are less 
concerned about escalation to war, and have less to lose by targeting space assets. 
Adam Routh suggests that as the commercial space sector grows and provides 
more value to the global economy, “this growth will increase the cost to those who 
wish to attack space systems.” But that growth focuses on the second-order con-
sequences of states attacking in space and ignores those nonstate actors who do 
not care about the world’s economy or would relish the ability to weaken the 
global economic system.5

This article examines the nature of the threat from nonstate actors. Although 
the impetus for the article is the potential rise of a US Space Force, the ideas ex-
pressed here are applicable to all states with interests in space. It focuses on three 
types of nonstate actors: two with political motivations (guerrillas and terrorists) 
and one with mostly economic motivations (pirates). It derives its ideas from 
scholarly work and historical examples of how these actors traditionally behaved 
toward states, then extrapolates to potential activities against space assets.

The article is divided into three sections. First, it examines two different types 
of political actors: guerrillas and terrorists. It discusses the differences between the 
terms, examines how those differences are relevant to the space domain, and then 
uses their historical behavior to forecast how they might act against space assets 
in the future. The article then examines one type of commercial actor, pirates, 
specifically focusing on their motivations and potential types of activities. The 
article concludes with some recommendations for states to prepare for their even-
tual rise and the threat they pose and to deter these types of attacks.

One assumption this article makes is that there will be no direct great-power 
confrontations in space, at least in the near future. Despite the US’s renewed em-
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phasis on great-power competition, this article assumes they will deter each other 
from initiating conflict in space for fear of escalation. While a war could escalate 
into the space domain,6 it is flawed to assume that as more states are active in space, 
they are more likely to have conflict. More states have nuclear weapons today than 
they did in the 1950s, but a war between the nuclear powers is no more likely today 
than in the past. For now, the most likely threat of attacks against the space capa-
bilities of any country will come from nonstate actors engaging in new forms of 
asymmetric warfare. The exact nature and purpose of the attacks will depend on 
the actor and their goals, which is a heavy emphasis of the sections below.

A second assumption is that the primary threat involving space and nonstate 
actors will be attacks directed from Earth against the space capabilities of states, 
rather than attacks that emanate from space. It is still difficult and expensive to 
place an object in orbit—only a handful of states have that ability7—so it will be 
a while before nonstate actors with violent intentions could weaponize space. 
However, nonstate actors will develop space capabilities at some point in the near 
future, even if those capabilities involve simply degrading satellites or stealing 
communication signals. The ability of western companies (Rocket Lab, Virgin 
Galactic, and so forth) to develop space capabilities of some type shows that non-
state actors can access space with minimal assistance or funding from states. 
SpaceX alone plans to deploy thousands of broadband satellites (Starlink) and 
requested approval for one million earth-based ground transmitters.8 Not only 
does this illustrate the growing capabilities of nonstate actors, but it also high-
lights the number of potential vulnerable targets that are already accessible by 
nonstate actors.

As states become more reliant on space and as the cost of participating in space 
declines, it would be overly optimistic to believe that nonstate actors will not be-
come increasingly greater threats, not to mention that nonstate actors can already 
carry out attacks on the ground that would have negative consequences for a 
state’s interests in space, such as targeting launch facilities or personnel.9 To pre-
pare for some of these potential challenges, it is important to understand the na-
ture of the actors that may present a threat.

Political Actors

Two types of violent political actors who may have an interest in attacking a 
country’s space assets are guerrillas and terrorists. The differences between these two 
groups are often perceived to be academic and are biased by one’s perspective of a 
conflict. But understanding the difference is important for decision makers because 
they relate to the behavior of the group, the degree to which the group has popular 
support, and how a group will respond to different types of government actions.
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One of the most important distinctions between the two types of actors is that 
guerrillas generally attack military and government targets while terrorists gener-
ally attack civilian targets. Because of this distinction, guerrillas see the population 
as their support base that must be educated to the cause and won over while ter-
rorists see the population as a means to an end that the group must target to 
achieve its goals. Mao Tse-tung, and later revolutionaries who followed his model, 
saw guerrilla warfare as part of the second phase of a revolution, the first phase 
being organization and the third phase being a conventional war.10 Thomas Marks 
suggests that violence was a part of every phase of Mao’s revolution, and interpret-
ing violence (both terrorism and guerrilla warfare) as only part of the second 
phase is a misreading of Mao that is common among DOD counterinsurgency 
documents.11

For Mao, the type of violence a group uses is a function of the capabilities of 
the group relative to those of the state and the level of support the group receives 
from the local population. This means that whether a group targets civilians or 
military forces will depend on its capabilities, though Mao also saw the risk of 
targeting civilian populations and then having to rely on that base for support.

According to David Galula, there are two approaches to an insurgency, each 
involving five phases, though only the first two phases differ, while the last three 
phases are the same in each approach. In one approach, which he typically ascribes 
to revolutionary movements, the first two phases are about building the organiza-
tion, educating the masses, and establishing a base of support from the popula-
tion. The third phase then adopts violence in the form of guerrilla warfare. In an 
alternative process, which Galula relates primarily to nationalist movements, the 
first two phases use violence to educate, mobilize and build the organization. The 
first phase uses random acts of terrorism to garner attention to the cause. The 
second phase involves more selective terrorism to weaken the regime and 
strengthen the group before the group advances into the third phase of guerrilla 
warfare.12

In addition to the distinction between targeting civilians and combatants, guer-
rilla forces are generally larger organizations while a terrorist group may include 
just a handful of individuals. This distinction affects their behavior in several im-
portant ways. Guerrillas generally want to hold and keep territory to gain auton-
omy or independence from their existing government or to take over the govern-
ment at some point in the revolution. Terrorists usually prefer to avoid holding 
territory or are not large and powerful enough to do so. Also, guerrillas are more 
likely to use conventional military tactics and are organized in a hierarchical way, 
much like a conventional military organization. Terrorists are more likely to use 
unconventional types of attacks and are more often organized as cells or in ac-
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cordance with the concept of leaderless resistance, in which small cells operate 
autonomously with few connections across cells or between a cell and the larger 
organization’s leaders.13

These structural differences further influence the behavior of groups and their 
vulnerability to government activities.14 Hierarchical organizations are much more 
likely to follow the vision of the leader and engage in activities that more obvi-
ously reflect the strategic goals of the group. For this reason, guerrilla and terrorist 
leaders who want personal power, especially those who want to remain in power 
after achieving success, are more likely to create groups with this type of organiza-
tion. There are two negatives to this structure: it is easier for strangers to join as 
new members, and it is easier for one member to gain a great deal of information 
about the workings of the organization. As a result, it is easier for government 
agents to infiltrate the organization and thus potentially to defeat it.

Groups with leaderless or cellular structures are more difficult to infiltrate and 
defeat because new recruits are usually someone known to existing members of 
the cell. Also, since there are no links between cells, members are unable to iden-
tify those in other cells or even the leadership. It is also more difficult to predict 
the behavior of leaderless groups because they do not answer to a single leader or 
follow one person’s strategic vision. Cells within the organization may even engage 
in behavior that is rational for themselves but contrary to the interests of the 
movement as a whole, making it more difficult for a leader to control the organiza-
tion. As a result, deterrence is more challenging against leaderless organizations.15

Despite these differences, the organizations themselves often muddle the dis-
tinction between guerrilla warfare and terrorism by engaging in both types of 
activities. In contrast to the concept of discreet phases, groups that are generally 
guerrillas sometimes attack civilians, and terrorist groups sometimes attack mili-
tary targets. The distinctions will likely become even blurrier in space with many 
satellites having dual-uses, involving both military and civilian capabilities. At-
tacks against the Global Positioning System (GPS) constellation, for instance, 
could be targeting the US military or US society, or even nonstate actors depen-
dent on the GPS system. Only the intent of the attack would help determine 
whether it would be considered guerrilla warfare (attacking military targets) or 
terrorism (attacking noncombatants), though that would only happen after the 
identification of the perpetrator, at which point that would be a mostly academic 
distinction. The result would be the same for the US government and the millions 
of people and businesses that rely on GPS.

Even if the differences between the groups were clear, should we consider per-
sonnel in space to be civilians or military? US astronauts who come from the 
military typically remain on active duty while seconded to the National Aeronau-
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tics and Space Administration (NASA). Others who serve as scientists, engineers, 
and medical professionals, for example, are civilian federal employees. Also, not 
even the military officers would qualify as combatants while engaged in a space 
flight since they are not armed, nor are they in a combat zone.16 Unless engaged 
in offensive space operations, most astronauts are noncombatants. As a result, at-
tacks against them would be terrorism rather than guerrilla warfare (or war crimes 
if perpetrated by a state).

Having discussed some of the similarities and differences between the two 
types of actors, let us now turn to their likely activities. The distinction between 
guerrilla and terrorist will not fully determine their behavior as much as their 
purpose will, but the purpose often indicates which types of attacks a group will 
use and so contributes to whether a group is labeled guerrilla or terrorist. Impor-
tant distinctions within each category may also influence a group’s behavior.

Guerrillas are often domestic groups targeting their own government with the 
goal of establishing an independent state, or they are engaged in a struggle against 
a foreign power that they view as an occupying force.17 Historically, many of these 
types of groups were motivated by a revolutionary cause (the Marxist-Leninist 
ideology of the Revolutionary Armed Forces of Colombia, as an example, or the 
Maoist ideology of Peru’s Shining Path), where they sought a dramatic change in 
society and the government. Others are motivated by a desire for independence 
(like the Liberation Tigers of Tamil Eelam (LTTE) in Sri Lanka).18 They may 
receive aid or support from outside parties, which can include financial, ideologi-
cal, and military support and even personnel, but they typically have local rather 
than global goals. As a result, attacks in space by guerrillas would likely target 
their own government’s capabilities or states that appear to be meddling in their 
national affairs. One example was the insurgency’s use of jamming during Opera-
tion Iraqi Freedom. According to the “Space Threat Assessment 2018,” insurgents 
deliberately jammed commercial satellite communications links used by the US 
military.19 As long as those actors stuck to purely military targets, they would re-
main—at least in an academic sense—guerrillas.

Because most guerrillas would like the international community to view them 
as having legitimacy, and they would like to govern themselves at some point, ei-
ther as a separate state or in a newly reconstituted state, they often refrain from 
attacks that are potentially costly to the civilian population, though there are ex-
ceptions where guerrilla groups engaged in terrorist activities. Also, guerrillas of-
ten value the sympathy or support of other states and of the international com-
munity. As a result, it is unlikely that groups that fall closer to the guerrilla side of 
the spectrum will engage in attacks against space interests that have long-term 
and broader consequences. For instance, these groups are unlikely to use kinetic 
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weapons to attack space assets. Such attacks would create a debris field that could 
subsequently damage other states’ assets and potentially hurt or inconvenience 
civilian populations. Such consequences would weaken international support and 
so guerrilla groups will likely refrain from such activities. That does not mean ki-
netic attacks will not happen, just that they are more likely to be the work of ter-
rorists who are less concerned with international perceptions. Instead, attacks by 
guerrillas are more likely to focus on effects like degrading an orbit, disabling a 
capability (like a state’s communications satellites), or blinding a surveillance sat-
ellite to reduce a state’s military advantage when engaging with the guerrilla forces.

Because of the similarities between space and cyberspace, we should also expect 
groups to engage in multidomain attacks using any available new technologies. As 
early as 1999, hackers seized control of a British military communications satellite 
with a home computer.20 Guerrilla groups historically engage in a variety of cyber 
attacks, mostly to harass governments or to deny service to government agencies. 
For example, the LTTE, the now-inactive Tamil insurgent group in Sri Lanka 
referenced earlier, often engaged the Sri Lankan military in guerrilla warfare but 
also carried out terrorist attacks. It had a cyber unit as early as 1997 that frequently 
targeted the government. Beyond using its own website for propaganda and fi-
nancing, the LTTE hacked government networks, engaged in denial of service 
attacks, and engaged in propaganda and counterpropaganda by hacking websites. 
In 2007, they even pirated a US satellite to send broadcasts to other countries.21 
Similar types of attacks are likely to occur against space assets as more groups gain 
the capability to do so.

Terrorist attacks against space capabilities could come in a variety of forms 
based on numerous motivations. Terrorist motivations could be driven by nation-
alism or a revolutionary ideology, similar to what motivates guerrillas but target-
ing civilians to achieve the group’s goals. Groups also use terrorism for a variety of 
other reasons that may be local, regional, or global. Examples include religious 
differences, for antitechnological purposes, or simply as part of a neoanarchist 
movement hoping to prevent governments from becoming even more powerful 
through the exploitation of space.

Terrorists engage in several different types of tactics, against a variety of targets, 
though the target is often linked to the broader goals of the group. For instance, 
Marxist groups are more likely than others to target private businesses, religious 
groups are more likely than other types of groups to target other religions, and 
white supremacist groups often attack minorities or minority businesses. Given 
that terrorists—and guerrillas, for that matter—generally attack targets that are 
consistent with their strategic goals, what would motivate groups to target a coun-
try’s space assets? It could simply be a group that wants to reduce the power of the 
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state or a group that opposes the state’s ideology. Also possible are attacks by 
groups that oppose the weaponization of space or that oppose technology more 
broadly, focusing on a state’s policies in space rather than the nature of the state 
itself, much as single-issue terrorists focus on a state’s treatment of animals or its 
abortion laws. Many Americans oppose spending money on space when there are 
economic or social problems at home, so it is not too much of a stretch to expect 
violence in opposition to using resources on space.22

Terrorists are generally less concerned with political backlash than are guerril-
las. They are less likely than guerrillas to worry about the ramifications of creating 
debris in space or of inconveniencing civilian populations. That means terrorists 
are more likely to employ some type of kinetic capability, such as antisatellite 
rockets. This is consistent with the record of terrorist activity on the ground, which 
overwhelmingly involves the use of bombs or explosives. According to the Global 
Terrorism Database, bombings account for 49 percent of all terrorist activity be-
tween 1970–2017. For comparison, the next most common tactics are armed as-
saults and assassinations, accounting for 25 percent and 11 percent, respectively, 
though there is some temporal and regional variation.23

Also, while terrorists often attack targets related to their goals, they sometimes 
attack symbolic targets or targets intended to elicit a reaction (usually an over-
reaction from a government).24 The al-Qaeda attack on 9/11 was as much for 
symbolic value and to get a US response as it was to achieve a group objective. As 
a result, we cannot rule out the possibility of a terrorist group attacking a state’s 
space interests to generate publicity or to show it has the ability to attack a target 
even in space.

Having said that, such a capability will be difficult for independent groups to 
achieve in the near-term. Because terrorists are generally less capable than guer-
rillas, those who are capable of attacking space interests will most likely be either 
larger organizations with the ability to develop applicable resources, and/or groups 
that have a state or corporate sponsor that provides those capabilities. While the 
most likely source may be a state sponsor, states are also more likely to reign in 
their proxy groups to avoid retaliation from the target. As long as only a small 
number of states could carry out an attack in space, states will be reluctant to 
furnish terrorist groups with those capabilities, out of fear of easy attribution and 
retaliation.

On the other hand, as the number of actors with such capabilities grows, at-
tribution will become more difficult, and states may accept the risk of allowing a 
proxy to carry out an attack if it weakens an adversary’s ability to wage war or 
defend its interests. And as the cost of entry comes down, more groups will have 
the ability to carry out attacks. Even smaller independent groups now have the 
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ability to carry out conventional attacks against launch facilities on the ground 
and personnel affiliated with space. According to a 2008 briefing by Randy Jones, 
director of the Defense Intelligence Agency’s Missile and Space Intelligence 
Center, terrorists already had the ability to engage in cyberattacks and the jam-
ming of satellites and could disable satellites with lasers by 2020.25

There are several other ways groups could target a state’s space assets. Once a 
group has the ability to put something in orbit, it could self-detonate and the 
debris field itself would threaten any assets in that orbit. Authorities are particu-
larly concerned about nonstate actors being able to use our own technology against 
us. One fear is of satellite systems being used for microwave-like attacks. Another 
is the targeting of the atomic clocks on GPS satellites, which could effectively 
“warp time.”26 Given there are already private companies capable of launching 
objects into orbit, we should not assume these are simply theoretical scenarios.

Although it may seem unlikely terrorist groups would target space capabilities, 
it is not without historical precedent. As far back as 1972, groups were thinking 
about using attacks against space assets to enhance their cause or gain more pub-
licity. The Black September Palestinian group threatened an attack against the 
Apollo 17 mission, specifically to murder or kidnap the crew or their families. 
That same group killed Israeli athletes at the Munich Olympic Games earlier that 
year, so NASA took the threats seriously.27 Joshua Gelernter claims the attacks 
were thwarted, while Eugene Cernan’s autobiography suggests security patrols 
were added to the families’ homes and schools, but no attack took place.28 More 
recently, in 2003, NASA increased security for the Columbia shuttle launch, out 
of concern that al-Qaeda would attack the launch pad because of the Israeli astro-
naut on the flight.29 In 2013, a letter threatening terror attacks was found at an 
Indian Space Research Organization (ISRO) facility in Bangalore, India.30

It is one thing to threaten an attack, or for an agency to be concerned about 
attacks, but there have been real attacks against ground installations and satellites. 
On 3 August 1984, just two days before the launch of an Ariane satellite, the 
French left-wing group Action Directe bombed the European Space Agency’s 
(ESA) Paris headquarters, injuring six people.31 The ESA was also hacked in 2015 
by the group Anonymous, resulting in the leak of thousands of credentials.32 Also, 
an ISRO computer was infected with malware, which could have given hackers 
control of rocket launches and satellite separation.33 While violent extremist or-
ganizations are not responsible for these last two attacks against ESA and ISRO, 
the incidents illustrate the existing capabilities of nonstate actors.

Also, if states continue to use their space capabilities to target nonstate actors, 
then we should expect space assets to become a bigger target for these groups. As 
an example, the Indian government used its satellites to help strike terrorist camps 
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in Kashmir.34 Such uses of technology are valuable but also invite retaliation 
against the technology itself, or its operators.

One tactic used by modern terrorists is suicide bombings.35 While this type of 
attack is often associated with Islamic extremist groups, not all Islamic groups 
engage in the tactic and other types of groups use suicide bombings. The most 
prominent non-religious group to use suicide bombing is the now-inactive LTTE, 
discussed above. There is significantly less history of suicide bombings being car-
ried out by either right-wing or left-wing groups, or by single-issue groups (groups 
engaged in violence over a specific interest like animal rights, environmental rights, 
antiabortion, and so forth). Because of the difficulty of putting people in space for 
the near term, terrorists are unlikely to use this tactic against assets in space, though 
it may still be used by certain types of terrorist groups—presumably those already 
inclined to the use the tactic—against ground facilities and personnel.

While the distinction between terrorists and guerrillas often seems academic, 
the difference is real and important because it is based on the activities of the 
group, and that affects the degree to which any particular group poses a threat to 
a state’s interests in space. While the distinction is important, just as important is 
the group’s motivation for carrying out violent attacks in the first place, regardless 
of whether they are directed at civilians or military, on the ground or in space. The 
conclusion discusses some of the ways these groups respond differently to state 
actions and proposes measures to both deter and defend against actors motivated 
by political goals, particularly when compared to those motivated by commercial 
interests.

Commercial Actors
Although we cannot rule out the possibility of companies engaging in a variety 

of activities against competitors, including corporate espionage, theft of intellec-
tual property, and sabotage, the most likely near-term scenarios involve what is 
more accurately thought of as piracy. In these scenarios, nonstate actors, operating 
either on their own or under the direction of a company or state, will engage in 
violent activities against a state’s interests in space. These attacks are less likely to 
be about causing mayhem or achieving some political goal and are more likely to 
involve the types of activities that can generate a profit for the group or garner 
market advantages for its sponsor. From October 2010–September 2011, NASA 
computers experienced more than 5,400 incidents of malicious software or unau-
thorized access, in some cases described as having “full control over those net-
works.” Some of these, according to investigations, may have come from individual 
hackers and some from foreign intelligence services, but others were carried out 
by criminal groups attempting to profit off the information they obtained.36
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Unlike guerrilla warfare and terrorism, where there is neither a consensus aca-
demic definition nor an accepted definition in international law, there is a United 
Nations definition of piracy. Article 101 of the United Nations Convention on the 
Law of the Sea (UNCLOS), adopted in 1982 and currently ratified by 167 states, 
defines piracy as:

(a) any illegal acts of violence or detention, or any act of depredation, com-
mitted for private ends by the crew or the passengers of a private ship or a 
private aircraft, and directed:

(1)  on the high seas, against another ship or aircraft, or against per-
sons or property on board such ship or aircraft;
(2)  against a ship, aircraft, persons or property in a place outside the 
jurisdiction of any State37

This definition is an appropriate starting point for attacks by nonstate actors in 
space, given the lack of state jurisdiction, and because it includes attacks against 
property and not just people.38 There are two interesting elements of the UN-
CLOS definition when applied to space piracy. One is that it obviously focuses on 
maritime piracy but ignores broader acts of theft that one could also describe as 
piracy. These acts can involve the theft of intellectual property, theft of communi-
cation signals and the information they contain, or even the theft of property it-
self.39 The second interesting element of the UNCLOS definition is the phrase 
“for private ends,” which is somewhat broad, but which I interpret to mean for 
profit or for commercial gain. This sets apart nonstate actors who engage in piracy 
from the guerrillas and terrorists who engage in violent activities for political gain.

If nonstate actors believe it is possible to profit from any of these activities, then 
we will see space pirates emerge. Three likely sources of revenue from this type of 
activity include groups: 1) operating on their own and selling what they steal 
(most likely information); 2) acting as a proxy for a company targeting its com-
petitors (most likely involving sabotage or corporate espionage); or 3) having a 
state sponsor that provides financial support in exchange for sowing disorder on 
an adversary. While this third source of funding blurs the line between commer-
cial and political activities, if the group does not itself have political goals in at-
tacking targets, then it is acting purely for private, mercenary ends and is a com-
mercial actor.40

Groups operating off the coasts of Somalia and western Africa are perhaps the 
best illustrations of modern-day maritime piracy. These groups may have some 
political goals in terms of controlling their local territory (that is gaining or pre-
serving power), but their activities against commercial shipping are primarily for 
profit and even their territorial goals are ultimately about financial security. In 
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most cases, these groups seize a ship and its cargo and eventually release crew-
members. Although pirates have killed some crewmembers, most would rather 
receive a ransom for the release of the crew. North Atlantic Treaty Organization 
and European Union operations against piracy have been relatively effective,41 
and this provides one possible model for dealing with space piracy. One state 
acting alone cannot resolve the problem, because threats to commerce affect the 
international community, and actors engaged in that behavior will need to be 
dealt with collectively. Nor do current counterpiracy operations adequately ad-
dress the root causes of piracy, which often involve a breakdown of local govern-
ment. Likewise, current international law is not set up adequately to address the 
problem of space piracy.42

On the other hand, recent cyberattacks suggest that states that are the target of 
attacks by a company or state using a nonstate proxy will be left to deal with the 
attack largely on their own.43 That does not mean international cooperation can-
not work under such circumstances, just that it is less likely when multiple inter-
ests are not being threatened. It does mean states need to be thinking about the 
ramifications of similar behavior in space, and whether current laws and treaties 
sufficiently address the problem. One reason the US has not ratified UNCLOS is 
concern over the potential precedent it might set for space.44 But that may be the 
best reason for the US to ratify UNCLOS now because it would provide states 
greater flexibility and leverage to go after nonstate actors responsible for carrying 
out attacks in space.

Conclusions and Recommendations

This article is a preliminary examination of the possible threats to states from 
nonstate actors. It cannot possibly cover all the scenarios that threaten space ca-
pabilities or utilize space to threaten states themselves. It is intended as a starting 
point to spur thinking about the reality that future conflicts will not involve just 
great powers, as much as the DOD might be more comfortable preparing for peer 
competition and distancing itself from the types of operations it employed in the 
last decade and a half. A 2016 Chatham House research paper suggested that, 
along with nation-states and individual hackers, “cyberthreats against space-based 
systems include... well-resourced organized criminal elements seeking financial 
gain; [and] terrorist groups wishing to promote their causes, even up to the cata-
strophic level of cascading satellite collisions.”45 States clearly pose the greatest 
threat to space assets if we only focus on capabilities. The more likely threat comes 
from nonstate actors. If we stop thinking about asymmetric warfare or the ability 
of nonstate actors to influence states, then states will be caught off-guard by at-
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tacks that should otherwise be anticipated. This is as true in the space domain as 
it is on the ground.

Unfortunately, current technology makes space an offense-dominant domain. 
Despite the cost and technological difficulty of reaching space, it is relatively easy 
to carry out attacks, at least compared to the cost of defending capabilities in 
space. As the cost of entry declines over time, if offense remains dominant, then 
the application of asymmetric space warfare by nonstate actors will become an 
even greater threat to all states with interests in space. A critical question moving 
forward is whether the space domain, by its nature, will perpetually favor the of-
fense or if defense will eventually become prominent. The history of warfare sug-
gests that when offense has the advantage, governments will pursue more effective 
defenses, to overcome an adversary’s offensive advantages. As a result, one thing 
states must do is pursue defensive capabilities in space, both to defend against 
attacks from nonstate actors and to reduce the likelihood of war.46 Violence be-
tween states become less likely when leaders believe it is easier to defend than to 
attack, so while it can be difficult to distinguish between offensive and defensive 
capabilities, enhancing the defensive capabilities of all space assets will reduce the 
threat of nonstate actors without decreasing stability in the international system.47

Where that distinction between terrorist and guerrilla might matter most is in 
how states deal with those who carry out such attacks, though states traditionally 
deal with domestic actors the same way regardless of their label and nationality.48 
The fact that space is not sovereign territory for any one country would further 
complicate things because it would necessarily involve international law. Although 
attacks may target people on the ground, most attacks in space would be directed 
against property, posing a challenge for states that want to identify such attacks as 
terrorism. The Federal Bureau of Investigation definition of terrorism includes 
attacks against property,49 and although the DOD definition leaves room for at-
tacks against property, it does not specifically reference such attacks as being acts 
of terrorism.50 As a result, attacks by nonstate actors against a civilian asset in 
space, might not be considered an act of terrorism by the DOD but would be 
terrorism by the FBI as long as it satisfied the other elements of the definition. 
These issues are beyond the scope of this article, but the broader point is that 
many states still struggle with how to deal with nonstate actors who engage in 
political violence on the ground. This will be further complicated when non-state 
actors begin to target state capabilities in space.

Beyond emphasizing defensive measures, to what extent can states deter any of 
these nonstate actors from engaging in attacks against space interests? All three 
types of actors discussed in this article—pirates, guerrillas, and terrorists—are 
generally rational, so by traditional deterrence logic they should be deterrable. 
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However, selfish actors are deterred more easily than those who are acting for 
selfless reasons,51 so pirates should be more easily deterred than either guerrillas 
or terrorists since pirates are pursuing a financial gain that directly benefits them, 
rather than a political goal that might only benefit future generations. That does 
not mean deterrence will not work against groups with political motivations, but 
the same challenges for deterring terrorist groups on the ground apply to deter-
ring their activities in space. According to the CSIS Space Threat Assessment 
2018, “Deterrence can be particularly challenging for non-kinetic, electronic, and 
cyber methods of attack because these can be more difficult to detect and attribute 
and can have reversible effects.”52 States will have to be clear what activities they 
wish to deter, increase their ability to assign attribution to specific actors, and then 
have the ability and will to respond if actors ignore their deterrent threats. At the 
same time, states have to be cautious of overreaction, because terrorists often at-
tack to elicit an extreme response from a government, which further increases 
awareness of the group’s cause or sympathy for the group itself.

In the case of state or corporate sponsors, states will also have to make deterrent 
threats against them and must again have the ability and will to punish those 
sponsors for the activities of their proxies. Also, maintaining the support of inter-
national partners and various populations will be critical and perhaps limit the 
ability of states to respond using military force, but the other instruments of na-
tional power (diplomatic, informational, and economic) may be more effective 
against these groups and their sponsors. This means understanding the reasons a 
group might engage in violence and addressing any legitimate complaints that 
lead people to join that group to reduce the number of sympathizers in the popu-
lation and shrink the possible base of support.

Beyond developing the defensive capabilities to reduce the effects of an attack, 
and enhancing attempts to deter nonstate actors, how will we treat captured pi-
rates, guerrillas, and terrorists? The answer is complicated by the nature and loca-
tion of the attack, the citizenship of the responsible actors, and who captures them 
and where. The jurisdiction would likely be that of the international community 
since national sovereignty does not extend into space. Yet even that is more com-
plicated because states own their space assets. As with cyberattacks that could 
emanate from anywhere, an attack against a US satellite would likely fall under 
US jurisdiction to prosecute, assuming the responsible parties could be arrested 
and extradited to US soil. In the end, states and the international community need 
to expand discussions dealing with nonstate threats to space because such re-
sponses will necessarily rely on a mix of individual state laws, international law, 
and international norms. Hopefully, this article pushes leaders toward thinking in 
those terms and avoiding a tunnel-vision focus on great-power competition. 
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