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Shifting Satellite Control Paradigms

Operational Cybersecurity in the Age of Megaconstellations

CARL PooLE

he introduction of automated satellite control systems into a space-mission

environment historically dominated by human-in-the-loop operations

will require a more focused understanding of cybersecurity measures to
ensure space system safety and security. On the ground-segment side of satellite
control, the debut of privately owned communication antennas for rent and a
move to cloud-based operations or mission centers will bring new requirements
for cyber protection for both Department of Defense (DOD) and commercial
satellite operations alike. It is no longer a matter of whether automation will be
introduced to satellite operations, but how quickly satellite operators can adapt to
the onset of control automation and promote cybersecurity in an increasingly
competitive, contested, and congested space domain.

Introduction

Control automation has spread from industrial manufacturing and self-driving
cars to home and household appliances. Control automation has also moved into
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the realm of satellite-control operations, with the focus of satellite-control auto-
mation being driven on two fronts. First, the ability to incorporate cost-eftective,
highly capable equipment in the satellite design allows for an increase in onboard
controls processing. Second, the proliferation of space operations in various or-
bital regimes—this article will focus on low-Earth orbit (LEO)—is pushing
complex tasks, such as satellite-link scheduling and conjunction-avoidance ma-
neuvers, beyond the control of human operators.

An additional operational distinction is made between satellite automation—
the self-contained system process of conducting repetitive tasks—and satellite
autonomy, which gives the satellite the ability to implement changes with limited
to no human-in-the-loop actions.! This distinction will add a level of complexity
to the cybersecurity of satellite control. Placing tasks previously controlled by
humans under the control of a computer-executed algorithm may be the only vi-
able way to manage the development of future megaconstellations and enable
effective space-traffic management.? But the prospect of improved space-traffic
safety and collision avoidance via control automation raises several concerns.

While increasing the levels at which LEO constellations can interact and coop-
erate, the needed hardware infrastructure and data-exchange alterations that will
allow for such interoperability will introduce new entry points that, in turn, will
likely increase cybersecurity risks. The introduction of software-defined equipment,
cloud-based mission-control centers, and Ground Stations as a Service (GSaaS)
are prime examples. Space and cybersecurity professionals will need increased in-
teractive cooperation and mission understanding to address new potential cyberse-
curity issues presented by emerging commercial space applications and automation.

Current Satellite Control Operations

'The control architecture for satellites has remained nearly constant since the
beginning of the Space Age in the mid-twentieth century. Starting with the launch
of the first artificial satellites, each on-orbit system has mostly featured a unique
design, function, and mode of operation. This uniqueness has led to self-contained
and independent operating procedures controlled by the satellite owner. In the
typical satellite-control structure, a satellite downlinks information such as payload
data and spacecraft state-of-health information when it is within view of a ground-
based receiver. From the receiver, the information is processed and passed to the
satellite operations center (SOC), which reviews it for faults and assesses the need
for required operating adjustments and/or new system instructions.

In the case of orbital maneuvers to correct for position or to change location
(such as slewing, station keeping, or collision avoidance with another object), one
member of the operations team scripts the commands for the prescribed maneu-
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ver. Several operations team members then review the script before passing it to
the human-in-the-loop satellite operator for processing. During the next sched-
uled uplink opportunity with the satellite, the commands are sent from the SOC
to the transceiver and then to the satellite for processing and command execution.
'This type of hands-on approach developed due to constraints in the onboard sys-
tems, specifically, limited computing power and proprietary operating structures.

'The emphasis on human control ostensibly meant reduced concerns for cyber-
security and an increased sense of command situational awareness due to the hu-
man use of protected ground communications systems and owner-controlled data
links. Despite its benefits, this process can be very time-consuming, and task
scheduling becomes increasingly complex with the addition of new satellites to the
satellite-control architecture. Consequently, this human-in-the-loop satellite-
control architecture will be unable, without a substantial increase in infrastructure,
manning, and funding, to effectively manage the size of megaconstellations of the
near future.

Anatomy of Megaconstellations

'The development of constellations consisting of thousands of individual satel-
lites controlled by one operator is no longer a wistful dream of science fiction or
avant-garde technologists. With the introduction of LEO constellations such as
“Starlink” or “OneWeb,” the concept of megaconstellations is becoming a reality,
precipitating the rise of megaconstellations as a potential means to provide re-
gional and global telecommunications services.?

In Asia, China Telecom reportedly plans to create a 10,000-satellite megacon-
stellation called “China StarNet” in the next 5-10 years.* In late 2020, the Euro-
pean Union revealed plans to initiate a program to develop a telecommunications
megaconstellation to establish “European digital sovereignty.” The proliferation
of LEO with tens of thousands of satellites will require increasing levels of auto-
mation to handle intraconstellation operations and to enable future constellation
growth and system safety in a given orbital altitude regime.

'The creation of megaconstellations is the result of two factors. First, the shift in
the commercial space industry to create standardized, rapidly produced, and high-
volume space-capable vehicles has caused both the size and cost of individual
satellites to decrease drastically.® The ability to buy commercial-off-the-shelf
components instead of making proprietary hardware lowers the cost of research
and development, thus accelerating system production.

'The second factor is a function of satellite size. As the satellite form factor de-
creases, more satellites can fit inside the payload fairing of a single launch vehicle,
which, in turn, drives down the cost per satellite to reach orbit. Overall, the costs
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of satellite design, production, and space launch are decreasing, thus allowing for
the nearly exponential proliferation of near-Earth orbital regimes. Consequently,
the increase in satellites will lead to an escalation of costs associated with opera-
tions if the current satellite control paradigm does not evolve to meet the chal-
lenges of proliferated orbits.

'The evolution of satellite control from human-in-the-loop commands to auto-
mation will require the megaconstellation, in concert with the ground communi-
cations networks, to deconflict satellite pass times over receiver antennas at speci-
fied ground stations.” By definition, a “pass time” is the time each satellite needs
to downlink, or transmit, data to the ground antenna, as well as to uplink, or re-
ceive, commands from the ground station. Depending on the mission and amount
of information transmitted, timing is critical.

In addition, the orbital altitude of a given satellite determines the access dura-
tions to each ground antenna: the lower the satellite altitude, the faster the satel-
lite passes over a given point on the ground. This planning will be increasingly
important as the communication bandwidths become more crowded due to more
satellites flying within the ground receiver’s view.

Since the early twenty-first century, an increase in CPU power has enabled the
addition of programmable capabilities to onboard satellite subsystems.® A grow-
ing number of satellites are now being equipped with onboard systems that re-
semble a standard personal computer.’ This design architecture, in turn, increases
reliability. A satellite’s onboard system can now identify and correct for faults and
adapt to changing parameters much faster than a human-in-the-loop system.!® A
human-in-the-loop system is comparatively slower due to data transmission and
analysis delays and the need for an extra layer of review to verify the correctness
and validity of planned operations before command uplink.

One of the most common satellite-control tasks is that of station keeping or
maintaining a satellite’s predetermined, mission-centric orbital attitude and posi-
tion. For megaconstellations, an attitude determination and control system may
control all station-keeping operations. Due to an increase in ground-station de-
mand resulting from a vastly greater number of contacts, each satellite will have to
determine correct orbital attitude and position deviations autonomously to ensure
continued constellation stability and mission functionality and to reduce the like-
lihood of satellite collisions.!!

Shifting such attitude and orbit maintenance tasks away from the ground seg-
ment, however, will require the introduction of a robust fault- and error-alert ar-
chitecture to identify and notify the human satellite operators of any anomalous
events. Ultimately, raising more house-keeping commands into the purview of
control automation will shift the satellite maintenance workload from continuous
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hands-on, day-to-day human operations to an on-call, human-response control
structure. Greater automation will also remove the likelihood of an incomplete
command sent by human operators or the need to check for unsafe commands
before data uplink.!?

Satellite Control Evolution

While automation will play a large role in handling satellite functions, the
main changes for cybersecurity will come from the evolutionary shifts made in
the ground-control segments and associated security implementation require-
ments. In the 2020 Space Capstone Publication Spacepower: Doctrine for Space
Forces, the foundation for cybersecurity is defined in the cyber operations space-
power discipline as the “knowledge to defend the global networks upon which
military space power is vitally dependent,” the “ability to employ cybersecurity
and cyber defense of critical space networks and systems,” and the “skill to em-
ploy future offensive capabilities.”’?

'The future of security implementation is already being felt on the manufactur-
ing side for DOD contracts. The recently introduced Cybersecurity Maturity
Model Certification (CMMC) program pushes the level of responsibility for cy-
bersecurity down, starting with the industries providing the components and
systems, then to the Department of Defense by requiring it to use the published
National Institute of Standards and Technology rating system.!* The CMMC is
also rooted in the Federal Acquisition Regulation, Federal Information Process-
ing Standards, and general industry collaboration.'

The CMMC does have several caveats such as not requiring compliance for
commercial-off-the-shelf systems.!® This shift will ensure the hardware and soft-
ware introduced for future satellite-control needs will be primed for cyberdefense.
Another aspect that will play a role in the coming changes focuses on the protec-
tion of potential dual-use technologies. “Entrepreneurs with innovative and po-
tentially dual-use technologies must improve the protection of their intellectual
property from unintended foreign assimilation, including protecting their net-
works from cyber exfiltration attempts, and avoiding exit strategies that transfer
intellectual property to foreign control hostile to U.S. interests.””

Some of these dual-use technologies can come in the form of software-defined
components that will allow for greater flexibilities in upgrading the on-orbit and
ground-control segments, especially in the area of communication systems.!®
'Though software-defined systems will add increased flexibility and allow for faster
fixes if damaged (for example, there is no need to replace expensive parts if the
component can be simply reprogrammed), it will also introduce a new level of
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security requirements and response capabilities due to the inherent vulnerabilities
in all software control systems.

Unlike traditional cybersecurity training provided to most Airmen, Guardians
may require enhanced cyber skills to manage risk in the space environment. The
Space Force chief technology and innovation officer describes USSF as a digital
service; accordingly, Guardians will likely need to understand how digital engi-
neering intersects with cybersecurity in order to model complex systems and
cyber threats.”” Guardians will need to be able to conceptualize how existing
hardware and evolving software components interact as well as how they may be
exploited by threat actors.

Furthermore, they will likely benefit from development, security, and operations
training that will help them craft new software components that not only meet
mission needs but are continuously hardened in response to evolving threats. Ad-
vanced digital twin modeling—a one-for-one virtual model tested in an operation-
ally accurate simulated environment—may provide a feedback loop to inform op-
erators of how well these new software components perform across a risk spectrum.

Another area of evolving satellite control relates to the use of flexible ground
control systems, more specifically, the ground antennas used to transmit com-
mands and receive data. Commercial entities such as Microsoft are introducing
GSaaS to increase capabilities and offset costs associated with satellite command
and control.?’ These systems will need to be diverse in operational software and
equipment to cover the wide range of satellite technologies currently used. Alter-
natively, future satellite designs that intend to use this emerging method of ground
control can establish a form of technological standardization. In either case, com-
mercializing the ground segment will help handle the increased volume and bol-
ster networked capabilities.

Despite these benefits, however, current satellite programs base network secu-
rity on the legacy assumption that ground stations and the associated ground
network are program- or owner-controlled, system-specific, and isolated from
other networks. A new control structure is only half of the required change—the
other half involves changing how and where some of the satellite-control opera-
tions and tasks are conducted.

This second change is coming in the form of cloud-based SOCs. As with the
software-defined component and commercialized ground stations, cloud-based
control will provide a more robust and flexible answer for growing constellations
without the need to build costly new mission-specific “brick and mortar” opera-
tions centers.?! This area already has several working examples, such as the “Major
Tom” system—produced by the commercial firm Kubos—that is implemented by
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the Planet company for use in its Dove constellation consisting of approximately
250 small satellites.??

Cloud-based systems will have the added benefit of being accessible from any
“secure” networked computer. In concert with the aforementioned commercial
ground stations, cloud-based systems could enable megaconstellation control
from any location on the globe featuring a proper access point.

In the emerging satellite-control dynamic, an example of potential operations
starts with a customer satellite sending spacecraft state-of-health or other data to
a configured service receiver. The receiver then uploads the data to a cloud-based
SOC that is accessible by satellite operators from any networked computer sys-
tem. Even with this control flexibility, the use of increasingly networked systems
owned by third parties, rather than the satellite or constellation operator, can in-
troduce new entry points and areas for cyber vulnerability.?® To ensure the cyber
protection of all US and Allied space-based assets, satellite programs and control
architectures directly in touch with these evolving systems will need to change
just as drastically as the systems themselves.?

Satellite Survivability Considerations

'The goal of any satellite system is to maintain mission functionality for the
planned mission lifetime; this requires satellite survivability. Satellite survivability
is a function of three time-separated phases: susceptibility, vulnerability, and re-
coverability. Survivability is promoted if a system’s susceptibility and vulnerability
to natural and/or manmade threats are minimized while the prospect of recover-
ability is maximized. From a manmade-threat perspective, susceptibility analysis
focuses on the threat system and its ability to successfully detect, be employed,
intercept, and finally function as intended vis-a-vis the target satellite system.

Similarly, a satellite’s vulnerability relates to its ability to survive the threat’s
intended weapon effects. Finally, recoverability is the ability of a satellite (and the
satellite operators), following damage from a threat system, to take emergency
action to prevent the loss of the satellite and/or to regain a level of satellite mis-
sion capability.? These components of survivability can be extrapolated to mega-
constellations as a system-of-systems due to their interconnected internal com-
munications and mission architecture.

'The Venn diagram (fig. 1) depicts survivability considerations for megaconstel-
lations, outlining the aspects of susceptibility, vulnerability, and recoverability.
Overall, the high number of satellites comprising megaconstellations and the use
of emerging autonomy and network technologies represent both primary strengths
and weaknesses for megaconstellations. While the risk of satellite collision and
debris impact constitute a constant environmental risk to operations, megacon-
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stellations are increasingly susceptible to cybersecurity threats due to the use of
commercial GSaaS and cloud-based satellite operations.
Commercial Ground Stations-as-Service

Cloud-Based Operations
Networked Satellite Control Architecture

Survivability
Susceptibility
Recoverability Vulnerability
Autonomous Satellite Operations Satellite Collision Risks
Rapid Constellation Replenishment Man-made Debris Hypervelocity Impacts
Capability for Degraded Performance Networked Satellite Control Architecture

Figure 1. Megaconstellation survivability

Cybersecurity threats are varied based on the source of origin and damage
mechanism. Satellite operators must maintain a proper understanding of the
cyber-threat landscape and the digital and networked functionality of the mega-
constellation in order to secure continued mission effectiveness and survivability.

The Networked Operations Center

With anticipated shifts in both methods and infrastructure for space-control
operations, there should be an equal shift in the cadre structure and training for
satellite-operation teams in the Department of Defense and commercial sectors.
On the satellite-operations floor, operators often reach out to fellow team members
when anomalous situations arise with satellite systems. But this consultation only
works well if the members on both ends of the conversation talk the same language.

As the transition to increasingly networked centers interfacing with highly au-
tomated systems progresses, space operations and cybersecurity professionals
should learn and understand more of the other members’ skill sets and technical
terminology. Ideally, the formal training for satellite-operations team members
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will evolve to include a space- and cyber-centric curriculum. This training could
be in the form of introductory classes into cyberdefense for space professionals,
and satellite mission design and communications for the cyber professionals.

'The USSF is in the crucial position to make this happen starting at the ground
level. As mentioned in the Space Capstone Publication, increased education
will add to the understanding of the “network dimension.”?® Optimally, this
education would result in embedding cyberoperations members at key SOCs, in
addition to having increased cybersecurity and monitoring training at all levels
of satellite operations. This approach will facilitate a highly digitally capable
satellite-operations cadre.?’

Building a cyber-minded and space-proficient space-control foundation will
ensure space and cyberspace professionals will have the tools needed to tackle any
future growth in satellite capabilities and space mission execution. It will also
empower members with the abilities and confidence to react rapidly and even
preemptively to future threats.

Conclusion

Satellite systems and controls architectures are in a rapid state of change. Satel-
lite automation could significantly alter the current hands-on satellite-operations
mission to one of key-event monitoring, with a consolidated human-in-the-loop
team present to react to and resolve issues that cannot be directly handled by the
satellite itself or by the megaconstellation. Additionally, the introduction of a
more capable and increasingly flexible mission-operations system, one using
emerging technologies such as cloud-based networks and services like privately
owned and networked ground stations, will make it possible for true 24/7 global
access to and control of satellite systems.

To ensure the continued safety and security of on-orbit satellite systems, both
the defense and commercial space sectors must adapt to the rapidly changing
digital landscape of future space operations. The introduction of the CMMC has
already demonstrated such an adaptation, along with the alignment of emergent
USSF doctrine and strategy with cyber-mindedness. The final step will be to shape
the future of the USSF and USAF space and cyberspace cadre to be better pre-
pared as a digital force synergistically working to remain at the forefront of protec-
tion in the increasingly competitive, contested, and congested domain of space.

As LEO becomes more congested and the mission sets for megaconstellations
expand beyond telecommunications, the operating altitudes for megaconstellations
will also expand. As a result, the space and cyberspace cadre—Airmen and Guard-
ians alike—must be poised to handle considerations of autonomy and cybersecu-
rity in LEQO, geosynchronous Earth orbit, and beyond into the cislunar realm. &
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