Cyber Attacks: Is Latin America Prepa-
red?*

KAITLIN LAVINDER

Abstract. Latin America is the new frontier for cyber attacks. This is due to a growing popula-
tion that is increasingly connected to the Internet and growing economies. The four largest
economies — Argentina, Brazil, Colombia, and Mexico — are most at risk, along with some smaller
economies that excel in technological innovation (Chile, Costa Rica, Peru, and Uruguay). While
the majority of these countries is moderately prepared to handle the cyber threat, Costa Rica and
Peru are not. Moreover, no country is fully prepared to adequately face the 21st century cyber
landscape, and other countries in Latin America lack an awareness of the threat. The Organiza-
tion of the American States (OAS) and the Inter-American Development Bank (IDB) are wor-
king with the region to develop comprehensive cyber strategies. However, there must also be
coordination between countries and within countries to make these strategies work. Currently, a
lack of trust permeates the environment and makes a common Latin American cyber space seem
unlikely for the foreseeable future.

Latin America is increasingly at risk of being targeted by cyber attackers. Both the number of
citizens and the number of those connected to the Internet are rising. “More than 50 percent of
the people are now online, which is quite large compared to other regions [...] Latin America
has one of the highest rates of growth in Internet users,” says Francesca Spidalieri, a cybersecurity
expert at the Potomac Institute for Policy Studies and Salve Regina University’s Pell Center.!
Frederic Lemieux, the co-founder of the George Washington University’s Cyber Academy and an
expert for national security news organization The Cipher Brief, points out that Latin America
represents around 10 percent of the world’s Internet users, and the number of users has increa-
sed by 17 percent since 2013. “In 2015 Brazil reached more than 160 million Internet users,
Chile has more than 15 million, and Mexico has reached more than 60 million users,” says Le-
mieux.?

*A version of this article originally appeared on thecipherbrief.com
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In addition, Latin America is home to a number of developing economies, including the four
biggest economies in the region: Brazil, Mexico, Argentina, and Colombia (in order, starting
with the largest in terms of GDP). These countries, as they grow, are becoming increasingly tech-
nologically savvy. In addition, some of Latin America’s smaller economies are highly innovative
and, thus, also becoming more technologically savvy. These include Chile, Costa Rica, Peru, and
Uruguay. The Organization of American States (OAS) and the Inter-American Development
Bank (IDB) are working hard with the countries of Latin America to ensure the region has pro-
per cyber protection (the OAS provides extensive research and analysis while the IDB provides
the resources to help countries develop cybersecurity apparatuses). Still, the cost of cybercrime
in Latin America and the Caribbean (LAC) remains high, at about $90 billion per year — that’s
around 15.65 percent of the cost of cybercrime worldwide.? A report published by Symantec, a
security products and solutions provider, states cybercrime costs have hit $8 billion in Brazil, $3
billion in Mexico, and $464 million in Colombia.*

Not surprisingly, Latin America’s four largest economies are also the most vulnerable to cyber
attacks. For example, Brazil, Colombia, and Argentina are the top three sources of phishing
attacks in LAC, accounting for 74 percent of all phishing attacks in Latin America and 3.2 per-
cent worldwide, according to the Symantec report.” Pablo Dubois, a security product manager
for Level 3 Communications (a global network services provider), says 12 percent of Distributed
Denial of Service (DDoS) attacks target Latin America, and that number is escalating. “Our re-
search shows, in order, Brazil, Argentina, Mexico, Venezuela, and Chile have the most victims,”
says Dubois. He explains, “These five countries represent 80 percent of total C2 victims in Latin
America. C2s, command-and-control servers, are the brains of the malicious operation. C2s issue
instructions to infected machines, the botnets, to perform an attack.”®

Chile is the sixth largest economy in Latin America, after Peru and before Venezuela, and,
thus, is also relatively high up on the cyber threat list. In addition, Chile — along with Costa Rica
— consistently tops innovation rankings in the region, including innovation in the tech sector.
Lourdes Casanova, who worked on the InnovaLatino project in 2011 to identify areas of innova-
tion in Latin America, explains this is because the per capita income in these countries is among
the highest in the region, opportunities for a good college education abound, government inves-
tment is high, and the private sector is doing relatively well with regards to innovation. Lourdes,
who is Director of the Emerging Markets Institute at Cornell University, also notes Argentina as
being “quite a hot place for technology.” Principal Technical Leader at the IDB’s Competitive-
ness and Innovation Division Juan Carlos Navarro echoes that, saying, “Argentina is a country
where issues of technology and innovation are at the forefront [...] The consistency and quality
of public policy and the dynamics of the private sector have complemented each other very
well.”®

Peru and Uruguay also have the potential to be leading global innovators, according to Direc-
tor of the Wilson Center’s Latin American Program Cynthia Arnson.?For example, Peru has seen
a boom in non-traditional agriculture — that is, using technology to develop crops that could
never before grow in Peru — notes Navarro. This was made possible by strong investment from
the private sector and support from the public sector, he says.!” Of course, with technological
innovation — like that in Chile, Costa Rica, Peru, and Uruguay — comes heightened risk of cyber
attacks and the need for robust cybersecurity infrastructures.

The question is, are these countries that are most at risk in Latin America prepared or prepa-
ring to offset the cybersecurity costs of growing populations, increased innovations, and stren-
gthening economies? Miguel Porria, a lead specialist for e-government at the IDB, calls the
preparedness level in Latin America “worrisome.”!! Porria recently worked on a 2016 cybersecu-
rity report, a collaborative effort between the IDB, OAS, and Global Cyber Security Capacity
Centre at the University of Oxford, called “Cybersecurity: Are We Ready in Latin America and
the Caribbean?” The report found that while a number of Latin American countries are wholly
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unaware or not ready to deal with the challenges of the 21st century cyber landscape, six coun-
tries have intermediate levels of preparedness: Argentina, Brazil, Chile, Colombia, Mexico, and
Uruguay.'? These countries have either adopted a national strategy on cybersecurity (Brazil and
Colombia) or are working on it. A group of scholars from Brazilian think tank/higher education
institution Fundacao Getilio Vargas notes, “Awareness of the importance of developing cyberse-
curity strategies is increasing among countries [in LAC].”"?

Indeed, although Argentina lacks an official national cybersecurity strategy, there is a draft
strategy awaiting adoption by the government. The National Program for Critical Information
Infrastructure and Cybersecurity (ICIC), founded in 2011, worked with government agencies,
the private sector, and academic institutions to come up with the strategy.'* Argentina has a rela-
tively long history with cybersecurity, compared to the rest of the region. Dubois, who is based in
Argentina, remarks, “In 1994, Argentina was one of the first nations to form a national Computer
Security Incident Response Team (CSIRT),” whereas many Latin American countries are just
now in the nascent stages of developed CSIRTs and Cyber Emergency Response Teams (CERTs). "
Most countries have yet to develop forward-looking defense mechanisms.'

However, Brazil and Colombia appear to be ahead of the curve. Brazil recently released its
national Information Communications Security and Cybersecurity Strategy of the Federal Public
Administration. Meanwhile, the Brazilian Armed Forces recently established a formal Cyber De-
fense Command and a National Cyber Defense School, according to the OAS-IDB-Oxford re-
port.!” This makes sense, being that Brazil is a prime target for cyber attacks, as the region’s lar-
gest economy and a country that has invested heavily in technology to promote economic growth.

Colombia, like Brazil, also has a national cybersecurity policy and a comprehensive cyber de-
fense strategy. Colombia’s former Minister of Information Technologies and Communications,
Diego Molano Vega, says the country is “number one” for cyber policy out of all of Latin America.
He explains that the administration, the army, the police forces, and the private sector came to-
gether to devise the national strategy.'® Moreover, The OAS-IDB-Oxford report finds, “Societal
consciousness of the importance of Internet security and privacy and trust in the country’s digital
systems have grown markedly, in part due to national campaigns [...] National cybersecurity
education development has seen marked growth.”"? Still, Molano says the cybersecurity industry
is lacking. There are simply not enough people who have the education about cybersecurity to
create a solid industry that can adequately protect the country from cyber attacks, he says.?’ The
government continues to work on this.

Chile, although it has not issued a national cybersecurity plan like Brazil and Colombia, con-
tains a comprehensive legal framework to deal with cybercrime, and, as the OAS-IDB-Oxford
study finds, “awareness among government institutions is widespread.” For example, the Armed
Forces of Chile share information and cyber defense responsibilities (although there is no cen-
tral command and control structure). OAS, IDB, and Oxford researchers suggest Chile’s major
challenge moving forward is to strengthen its incident response capabilities.?!

Mexico also needs to bolster its response efforts, according to the report, because even though
“law enforcement has extensive investigation capability, Mexico is still developing cybercrime
legislation, which makes prosecuting such acts difficult.” That being said, the country is currently
developing its National Strategy for Information Security and an information security policy that
places cyber defense under the responsibility of the Armed Forces.?

Uruguay — an up-and-coming innovation leader with a 61 percent Internet penetration rate,
even if it is only the 14th largest economy in Latin America —seems to be taking cybersecurity as
seriously as the most developed of the Latin American nations. “Uruguay is a regional leader in
security software development and a marketplace for new technologies and cybercrime insu-
rance,” note OAS, IDB, and Oxford researchers. In 2009, the Uruguay government passed legis-
lation requiring all government agencies to develop cybersecurity policies. Moreover, the nation’s
National Defense Policy incorporates cyber defense.?
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On the other hand, Costa Rica and Peru — two countries ranking high in terms of innovation
and technology and, thus, requiring strong cybersecurity systems — are less equipped. Nearly 50
percent of Costa Rica’s population is connected to the Internet. But “judicial authorities struggle
to effectively prosecute cybercrime cases, as a limited number of prosecutors and judges have the
capacity to build and handle cases involving electronic evidence [...] Costa Rica has no perma-
nent military, and the Public Force has limited structures and capacity for building cyber resi-
lience [...] Public awareness of cybersecurity is generally low,” states the OAS-IDB-Oxford re-
port.#*

Peru, a nation with 40 percent of its citizens connected to the Internet, is a similar story. The
country is a hub of digital activity and e-commerce. The OAS-IDB-Oxford report notes that in
2013, cyber incidents increased by 30 percent. However, the report concludes, “While stakehol-
der awareness has increased as a result of recent efforts, the absence of a strategy and a clear
chain of command continues to impede the strengthening of the country’s cybersecurity. The
armed forces also have a basic level of cyber-defense capacity, but have no cyber-defense policy
[...] While e-government and e-commerce services continue to expand in Peru, societal aware-
ness of cybersecurity is generally low.”%

Itis not a surprise that, overall, the countries with the most resources (which often double as
those most at risk from cybersecurity threats) are also the ones that are most prepared to deal
with the challenges of an increasingly digital world. Indeed, Spidalieri points out that all Latin
American countries have limited resources to deal with cybersecurity, which is why the region is
fortunate the OAS and IDB have been working so hard on these issues and providing a forum for
countries to come together to discuss challenges, opportunities, and solutions.*® However, there
is still a problem with a lack of trust, both between governments and the private sector and bet-
ween countries. Public-private partnerships (PPPs) are necessary to adequately build cybersecu-
rity regimes, yet they remain limited in many Latin American countries. Spidalieri, along with
leading cybersecurity experts Melissa Hathaway and Jennifer McArdle, explain, “Mistrust among
stakeholders has diminished collaboration, and the absence of recognized clearinghouses or
brokers of authoritative information still hampers the ability of most LAC countries to establish
formal information-sharing mechanisms.”?’

A 2015 OAS and Trend Micro report found that only 21 percent of critical infrastructure ope-
rators talk with governments about the cyber resilience of their systems.?® Editor of the report
Belisario Contreras, who is also Cyber Security Program Manager at the OAS (and worked on the
OAS-IDB-Oxford report) and an expert at The Cipher Brief, comments, “Often, businesses wo-
rry that disclosing cyber incidents to the government will result in penalties or a loss of confi-
dence by consumers.”*

The GWU Cyber Academy’s Lemieux explains that the geographical reality of a region com-
posed of three sub-regions (South America, Central America, and the Caribbean) translates into
a number of complex challenges. According to Lemiuex:

“The first one is the crushing imbalance in terms of the level of sophistication of information
technology. Many countries are barely experiencing the digital revolution due to internal diffi-
culties (conflicts, stagnating economies, widespread poverty, etc.). A second challenge is related
to the divergence of regulations and laws from one country to another, impacting how cyber
crime is defined (if defined at all) and how it should be enforced. A third challenge is the level
of corruption that plagues Latin American countries, resulting in a trust deficit when it comes to
inter-agency cooperation. Another important challenge is the culture of cyber security or ‘cyber
insecurity’ that prevails in Latin American countries. More precisely, too often small and me-
dium sized businesses, and government agencies tend to believe that nobody is really interested
in harming them and, therefore, they invest minimally on preventive programs and/or proactive
measures.”*
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The IDB’s Porria adds he does not see a common cyber space developing across Latin Ame-
rica anytime soon. It is difficult for countries just to coordinate within themselves, he says, so to
coordinate with one another is extremely challenging.31 Former Minister Molano provides two
reasons for this. The first is that in any field — not just cybersecurity — it is a daunting task for
Latin American governments to work across sectors. Whenever one government entity has to
work with another, or the public sector has to collaborate with the private sector, there are many
challenges, says Molano. The second explanation has to do with the leadership within countries.
The leaders care about politics and about staying in power, Molano notes, and, therefore, an is-
sue like cybersecurity may fall to the bottom of their to-do lists.32

By utilizing the guidance and aid from the OAS, the IDB, and public and private stakeholders,
Latin America has an opportunity right now to develop a strong and integrated cybersecurity
network before attackers heavily infiltrate the region. The largest economies — Argentina, Brazil,
Colombia, and Mexico —are already at risk and having to spend billions of dollars on combatting
cybercrime. The most innovative economies — Chile, Costa Rica, Peru, and Uruguay — are at an
increasing risk, but generally have less developed levels of preparedness than the four biggest
economies. It would be in the region’s overall best interest to mend any lack of trust and work
together to protect against one of the 21st century’s biggest and growing threats: cyber attacks. U
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