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During the spring of 2014, the U.S. media and Washington politics were briefly dominated by 
the crisis of thousands of children from Central America detained at the Mexican border as they 
attempted to enter the United States.2 While the phenomena of children, among such immi-
grants was not new, the attention given by the media to their plight illustrated how the desperate 
conditions created by the cycle of crime, violence, and lack of opportunity in the region impacts 
the U.S., connected with the region through ties of geography, family, and commerce.

In recent years, the challenges of gangs and transnational organized crime in the Americas 
have received increasing attention as threats to both the U.S. and the region.3 Many good analy-
ses have been done of the phenomenon of Central American street gangs such as Mara Salvatru-
cha and Barrio-18,4 transnational organized crime,5 and the security situation in individual cou-
ntries such as Mexico, El Salvador, Honduras, and Guatemala. References are often made in 
such analyses to U.S. narcotics demand,6 or poverty and inequality as causal factors.7 Yet insuffi-
cient attention is paid to the systemic interdependencies between narcotics, youth gangs, and 
other forms of organized crime, underlying socioeconomic conditions, governance issues, and 
complicating international dynamics.

This article advances the concept of “malgoverned spaces” to examine those interdependent 
and reinforcing dynamics as a system, using Mexico and the “northern triangle” countries of 
Central America as illustrative cases. The work is principally based on the author’s experience 
over five years in applying system analysis techniques in conducting exercises with security offi-
cials in Mexico and Central America, although in consideration of the partner institutions invol-
ved, that work and the methodologies employed are not discussed in this work, and the views 
expressed are strictly the author’s own.

Malgoverened Spaces

The key element of the destructive dynamics involving drugs, street gangs, transnational criminal 
groups, and many of the other non-state security challenges in the Western Hemisphere (and 
elsewhere) is “malgoverned spaces.”8 In each of the cases, malgoverned spaces are enablers of 
the criminal groups involved and in turn, are fed by their activities and the corruption, conflict, 
and malaise they generate.

Malgoverned spaces may occur in virtually any form, from urban slums to impoverished cou-
ntryside, from individual neighborhoods, to the disfunctionality of entire state or national gover-
nments. However, malgoverned spaces are not necessarily “failed states.”9 In malgoverned spa-
ces, significant commerce may occur, and the government may function reasonably well and 
provide public services in certain domains. In addition, a malgoverned space may encompass 
only part of a geographically defined political unit.

The defining characteristic of a malgoverned space is that the ability of the formal authority 
to enforce its laws and regulations, and the possibility of residents to rely on those authorities 
and the formal legal system to protect their property and physical well-being there is severely 
curtailed.
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A common characteristic of malgoverned spaces is that corruption of official institutions, in-
cluding the judiciary, police, and select public functions, has broken the bond between citizen 
and government, distorting the ability of those institutions to perform their roles, particularly 
with respect to public security and judicial functions. In varying degrees, citizens do not trust 
authorities to report crimes, or to cooperate with investigations or judicial processes. Such attitu-
des, in turn, reinforce impunity.

In malgoverned spaces, businessmen and other residents rely principally on private channels 
to address problems and protect themselves, sometimes including payments to guards and secu-
rity firms, criminals, or both. In such an environment, investment is often limited to assets that 
can be protected or rapidly withdrawn or liquidated, making good jobs are scarce, and increa-
sing the importance of personal connections and  informal activity to survive.10

In malgoverned spaces, criminal organizations, as providers of opportunity, and gangs, as 
providers of protection and family, find ample recruits, while facing minimal risk from extortion 
and other illegal activities that help them to earn money. At the same time, the continuing 
functionality of financial, logistical, and commercial infrastructures in such spaces, however dis-
torted and inefficient, plays an important enabling role in those revenue generating activities, 
including the smuggling of narcotics, people and contraband goods. Similarly, the useful combi-
nation between the functionality and corruptibility of financial institutions, in combination with 
a large informal sector and cash-based economy, facilitates laundering money and the legitimi-
zation of illicit income.11

The revenue from such activities, in turn, allows the illicit groups to corrupt more officials in 
support of their operations, acquire more lethal weapons, and attract or recruit more members, 
who in turn, conduct more violent and/or criminal acts, further expanding the culture of co-
rruption, criminality and violence at the heart of the malgovernance of the spaces in which they 
operate.12

The Relevance to the United States and Regional Security

From the perspective of the United States, malgoverned spaces, in all their forms, create a 
fertile environment in which threats to the security of the U.S. and the hemisphere can flourish.  
In addition to drugs, human smuggling, and the violence and corrupting influences brought to 
the U.S. by gangs and other transnational criminal groups operating in the region, malgoverned 
spaces facilitate the operation of terrorist entities in the region, and global terrorist finance from 
the region.

Important sources of finance for the international activities of the terrorist organization Hez-
bollah, for example include Chekry Harb, a narcotrafficker of Lebanese descent who operated 
in the region, reportedly contributing 12% of his proceeds to the the radical islamic group Hez-
bollah,13 as well as Ayman Joumaa, who reportedly laundered money for the Mexican cartel Los 
Zetas, similarly channeling part of the money to Hezbollah.14

Beyond generating revenues for terrorist activities elsewhere, examples of terrorist entities 
leveraging malgoverned spaces to operate in the region include the Guyanese Islamic radicals 
Abdul Kadir and Abdel Nurwere, and their Trinidadian counterpart Kareem Ibrahim. The three 
were arrested in 2007 for planning an attack against the John F. Kennedy international airport in 
New York City.15 Another example is Manssor Arbabsiar and Gholam Shakuri of the Iranian Qods 
force, who in October 2011, were implicated by the DEA for trying to contract the Mexican cartel 
Los Zetas to kill the Saudi Arabian ambassador in Washington DC.16 In October 2014, Peruvian 
authorities arrested Muamad Amadar, a Lebanese Hezbollah operative, in the Lima suburb of 
Surquillo, on evidence that he was stockpiling explosives to attack targets in the country.17

Criminal and terrorist networks operating in malgoverned spaces may also reinforce each 
other. In Central America, for example, leaders from the street gang Mara Salvatrucha (MS-13) 
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are believed to have negotiated with representatives from Al Queda to smuggle its operatives into 
the United States for pay.18

The Role of Drugs

In Mexico and Central America, and elsewhere in the region, the destructive dynamics of malgo-
verned spaces presented in the previous section were significantly strengthened by the flow of 
drugs through the region toward the United States.

Although most transnational organized criminal groups, gangs, and terrorist/insurgent 
groups today obtain only a portion of their earnings from drugs, in the cases examined in this 
paper their production of drugs in, and transport through, the region greatly expanded the re-
sources of those groups, expanding their ability to corrupt law enforcement and other institu-
tions and intimidate populations.

Further contributing to the destructive dynamic, with time, a “payment-in-kind” system evol-
ved to compensate those in the production and transport chain, creating local drug markets in 
the region, and with it, expanded violence through competition for sales territory, as well as 
further socioeconomic degeneration through expanded drug use.19

Mexico

The current configuration of transnational criminal cartels, gangs and “transport” groups in the 
Americas was strongly impacted by the unintended consequences of U.S. and partner nation 
efforts against drug trafficking in the 1990s. These include expanded efforts to interdict narco-
tics moving by air and maritime routes to the U.S. from Andean source zone countries, plus 
success during the 1990s in dismantling the Colombia-based Medellin and Cali cartels, which 
dominated those supply routes.20

As moving drugs from South American source zone countries to the U.S. by air and sea be-
came more difficult, narcotraffickers increasingly used of land and costal routes through Central 
America and Mexico.21 The destruction of the Medellin and Cali cartels allowed Mexican groups 
which had previously served as middlemen for the Colombians, to expand their own reach to 
dominate the new overland routes.

Although drug corruption had long been a problem in Mexico, the expanding wealth and 
power of Mexican cartels during this period deepened the corruption of authorities and intimi-
dated society, thus allowing them to operate with virtual impunity in certain areas of the coun-
try.22 Hence, by the time that Mexico’s incoming president Felipe Calderon declared war on the 
cartels and sent the Mexican military into Michoacán in 2006, the drug cartels had already trans-
formed parts of Mexico that corresponded to the transit corridors into malgoverned spaces, 
although other parts of Mexico, its economy and its government continued to work remarkably 
well.23

In this context, when Mexican authorities stepped up actions against the cartels and their 
leadership beginning in 2006, the indirect consequence was a significant expansion of violence 
as groups sought to take advantage of the government actions by moving into the territory of 
their now weakened rivals. Government actions against cartel leaders also generated succession 
struggles within their organizations, occasionally causing them to disintegrate into rival factions.  
By the end of 2012, such splintering had produced between 60-80 distinct organizations in the 
country,24 with at least 60,000 persons killed in cartel-related violence.25

Thus although the Mexican government’s actions against the cartel leaders were successful 
from an operational perspective, and may have temporarily disrupted the activities of their orga-
nizations, from a systemic perspective, the net result in the fight against organized crime was ar-
guably negative. Specifically, the government actions produced the byproduct of a significant 
increase in bloodshed across the country, which in turn, served to weaken the bond between 
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Mexican citizens and the state at two levels: (1) decreasing civic participation through fear and 
intimidation,26 and (2) creating the impression among Mexicans that their government could 
not protect them, reinforcing their already existing frustration with impunity and corruption in 
the country.

From a systemic perspective, the ability of the cartels to diversify functionally and geographi-
cally also produced undesirable side effects. The previously-mentioned fracturing of the cartels 
gave rise to new organizations with new business models, including the greater generation of 
income from extortion, human trafficking,27 illegal mining, contraband goods, and money laun-
dering. The approach of distinct organizations differed according to their origins and areas of 
comparative advantage. The group Los Zetas, which started as the paramilitary enforcement arm 
of the Gulf Cartel, for example, initially focused on controlling territory and charging a percen-
tage of all criminal activity under their control, and less on producing and moving illicit drugs 
per se.

Geographically, due to a combination of opportunity and pressure from Mexican authorities, 
some of the cartels, including Los Zetas expanded into “franchises” in Central America,28 pou-
ring new resources into the patchwork of gangs and transport groups in that sub region, expan-
ding violence there as well.29

With time, the Mexican cartels also developed ties to, and operations in, other regions as well, 
with the Sinaloa cartel establishing a presence throughout South America, in every major U.S. 
city, and across the globe from Egypt to Australia to Asia.30 Its operations also included a pre-
sence in the Philippines where it reportedly worked with Chinese triad organizations such as Sun 
Yee On and Sap Sze Wui31 to obtain precursor chemicals.

As is common in complex systems such as the malgoverned spaces described in this paper, 
Mexican government authorities and society also evolved and adapted to the challenge presen-
ted by the criminal organizations in their midst.

Within the Mexican Navy, the naval infantry, which has the constitutional authority to operate 
inland near the coast, greatly expanded its role during the Calderon sexenio to take on a key role 
the fight against the narcotraffickers, while also expanding its level of coordination with its insti-
tutional rival, the Mexican Army.32

On the civic side, residents began forming self-defense organizations, most notably in Michoa-
cán, obliging the government to accommodate and work with the new entities.33

When the new government of Enrique Peña Nieto took office in December 2012, it instituted 
a number of changes in the drug war that were part superficial, part substantive. From the begin-
ning, it sought to lower the profile of the campaign against the cartels in the media, and has 
declared a new strategy which focuses on reducing violence, rather than going after the organi-
zations per se.34 Yet government actions to date suggest more continuity than change. The arrest 
of Sinaloa Cartel boss “El Chapo” Guzman in February 201435 suggests that the government 
continues to target cartel leadership to some extent, while a campaign promise to create a new 
50,000 man militarized police force to assume the burden of the fight against the cartels from 
the military was ultimately scaled down to a force only one-tenth of the originally announced 
size, with the military continuing its role in the fight.36

Central America

As noted previously, expanded U.S. efforts in the 1990s against drug flows arriving from South 
America by air and maritime routes prompted narcotraffickers to move more illicit product 
through Central America and Mexico. Such activities in the northern triangle countries of Hondu-
ras, Guatemala and El Salvador expanded even more after 2006, when the Calderon administration’s 
efforts against the cartels in Mexico forced narcotraffickers to shift to routes with more interme-
diate stops in Central America.37
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Expanded narcotrafficking activities had a particularly corrosive effect in the northern trian-
gle, whose economies and social fabric were already decimated by long and bloody civil wars. In 
these countries, narcotraffickers found weak institutions susceptible to bribery and intimidation, 
marginalized populations willing to work for the organizations, and large informal economies 
that helped to facilitate and conceal the activities of criminal organizations in their midst.

In Honduras, the country’s June 2009 political crisis also contributed its expanded use as a 
base for drug transits. In response to the ouster of the country’s president, Manuel Zelaya, Hon-
duras was isolated from the international community, including a reduction in counternarcotics 
cooperation. Drug traffickers took advantage of this lapse to expand use of the sparsely popula-
ted eastern portion of the country for landing and refueling drug carrying aircraft. By 2011, an 
estimated 80% of U.S. bound narcotics flights made a stop in Honduras,38 although the resump-
tion of U.S. engagement helped to lower the use of the area for drug transits back down to pre-
crisis levels by 2015.

The movement of narcotics through Central America also made use of, and helped to trans-
form two key societal actors: smuggling groups, and street gangs.

Family-based groups had long played a role in both legal and illicit commerce in the region. 
The new role of these groups in moving drugs, in alliance with the Mexican cartels and other 
actors, transformed them into much more powerful and deadly actors. Key smuggling groups 
becoming involved in the drug trade include the Lorenzana, Leon, and Mendoza families in 
Guatemala, the Cachiros and Valles in Honduras, and the Perrones and Texis cartel in El Salvador.

Beyond the smuggling groups, drugs also played an important role in the rapid rise of two 
highly violent street gangs, Mara Salvatrucha (MS-13) and Barrio 18, displacing their rivals and 
becoming the number one public security issue in the Northern Triangle.39

In addition to extortion and petty theft, these groups earned money as enforcers, and moving 
drugs for narcotrafficking organizations. As noted previously, with time, the narcotraffickers be-
gan paying MS-13 and Barrio 18 in drugs, rather than cash, allowing them to run and expand the 
market for drugs in the neighborhoods that they controlled, expanding the violence and social 
problems already tearing apart those areas apart.40

The association of MS-13 and Barrio 18 with brutality, lethal firearms, and hard drugs such as 
cocaine was an attribute of the groups when they originally formed in the 1990s in marginal su-
burbs of Los Angeles, and was one of the factors which allowed them to quickly dominate El 
Salvador, Honduras and Guatemala when the U.S. inadvertently transported gang members en 
masse to those countries by significantly increasing deportations of migrants with criminal ante-
cedents beginning in 1997.41

The coincidence between the expansion of the gangs in Guatemala, Honduras and El Salva-
dor, and the increasing movement of drugs through the region created a deadly reinforcing 
cycle, with the drugs generating a flow of money to the cartels and contributing to their size and 
level of armament, while the rivalry for territory and spoils produced by their new role as drug 
dealers, as well as extortion and other illegal acts by their expanding membership, unleashed an 
explosion of violence and criminality that drove other youth in marginalized neighborhoods to 
join one or the other gangs for protection from the dangerous streets, as well as for a sense of 
belonging.42

At the same time, the growing violence and criminality, particularly extortion, also increased 
pressure to emigrate from the region, and for parents to send their children out of the country.43

At the same time, the violence and extortion also discouraged investment and propelled exis-
ting businesses to close, deepening the lack of economic opportunity, driving even more persons 
to leave in search of economic opportunity.44

Immigration, in turn, also fueled the gang problem. The children of those who departed were 
frequently left with grandparents or other relatives in conditions of inadequate supervision, in-
creasing their own risk of falling into the gangs.
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Moreover, the immigrants themselves, often carrying large quantities of cash for the journey, 
created additional opportunities for the gangs to rob and extort.45

As the gang presence expanded, attempts by the region’s governments to control it have pro-
ven ineffective, and even counterproductive. As the problem ballooned in the early 2000s, gover-
nments initially sought to address the problem through new laws and detentions of gang mem-
bers, including the “Mano Dura” program of then-Honduran president Ricardo Maduro, and 
the “Super Mano Dura” program of Salvadoran President Tony Saca.

Yet such early efforts arguably made the problem worse. Upon arresting more gang members, 
the justice systems lacked adequate personnel and technical capabilities to prosecute them, 
while victims in the neighborhoods that the gangs dominated were often too intimidated to help 
investigations or testify in court.

The incarceration of gang members which did occur rapidly overwhelmed the capacity of 
detention facilities. In El Salvador, for example, prisons are currently at more than three times 
capacity, while holding cells have, on average, six times more people than they were designed to 
hold.46 This, combined with corruption, intimidation, and inadequate controls in the prisons 
themselves quickly converted such facilities into centers of operation for gang leaders and re-
cruitment centers new members. In Guatemala, an estimated 75% of extortion threats come 
from inside of the nation’s prisons.47

With respect to recruitment, prisoners who were not affiliated with MS-13 or Barrio 18 upon 
entering, often joined in order to survive.48 In El Salvador, attempts to put members of different 
gangs in different prisons, only helped the groups to reinforce their control.49

Over time, the Central American gangs also have become more sophisticated. Many of the 
new generation of gang members eschew tattoos to conceal their gang membership from autho-
rities. Gang leaders now also send some members to school to become accountants, lawyers, or 
other professionals to serve the organization. Others have been directed to join the police and 
other organizations of government to infiltrate them in the service of the gangs.

Although MS-13 and Barrio 18 organizations are each relatively decentralized, they have be-
come increasingly international, with the U.S. Treasury Department designating MS-13 a trans-
national criminal organization in October 2013.50

As the Northern Triangle governments have been unable to bring more than a decade of es-
calating gang violence under control, two of them, Honduras and El Salvador, have turned to 
negotiating with thee gangs. In 2013, members of the government of El Salvador covertly facili-
tated a truce with imprisoned gang leaders to stop inter-gang killings in exchange for an impro-
vement in prison conditions for the leaders.51 The negotiations also contemplated special “peace 
zones” in which the gangs would cease their fighting, in exchange for economic opportunities 
for gang members.52

While the controversial measures temporarily reduced violence from 13 homicides per day in 
February 2012, to 5 per day within a span of several months,53 the truce was also believed to have 
helped the gangs consolidate their control over territory and expand their extortion and drug 
trafficking operations.54 One of the gangs, Barrio 18, itself split into two factions, the “revolucio-
narios” and the “Sureños,” in part over differences regarding the truce. The truce began to noti-
ceably break down in 2013, with a 56% increase in violence in the country that year, returning 
the country to pre-truce levels.55

In Honduras, on the other hand, attempts at a truce in 2013 never fully got off the ground.56 

In Guatemala, frustration over the web of drug and gang-related violence and criminality led 
to the election of the conservative former general Otto Perez Molina, who surprised the interna-
tional community in September 2012, when he suggested consideration of the legalization of 
drugs as one vehicle for bringing under control the criminality and violence ripping his and 
other countries in the region apart.57
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Policy Recommendations

This paper has argued that the core of the current security challenge in Mexico and Central 
America is the dynamic phenomenon of malgoverned spaces. As highlighted in the text, the flow 
of illegal narcotics through the region played a key role in the expansion of the problem to its 
current magnitude, yet an effective policy response requires a systemic approach that includes, 
but is not limited to attacking drugs and trafficking organizations.

Effectively addressing the challenges discussed in this paper requires internationally coordi-
nated, whole-of-government solutions, including improved efforts to both reduce the demand 
for narcotics, as well as to stop their production, movement, and distribution. It further requires 
efforts to intercept other illicit flows, including contraband merchandise, illegal mining, and 
human smuggling, as well as the shipment of weapons from the U.S. to the region. It must also 
include increased efforts and effectiveness against money laundering, and the identification and 
seizure of ill-gotten wealth of criminal organizations, as well as actions against those organiza-
tions their leadership, support base, and links to society. Effective action should include reform 
and expansion of the capacity of civilian law enforcement, judicial institutions and prison sys-
tems, redress of rampant corruption within those organizations, and creation of economic op-
portunities in the formal economy for those who would participate in those activities, as well as 
the restoration of citizen confidence in public institutions and a value-based, rule-of-law culture 
that does not tolerate criminality, rights violations, or undemocratic processes.

As suggested by this merely illustrative list, the resources are simply not available in the region, 
even with generous contributions from the U.S., to simultaneously address all aspects of the pro-
blem in their totality. Yet the systemic nature of the challenge means that excessive focus on just 
one aspect, such as interdiction or actions against the leadership of criminal groups, will only 
displace the problem, and may be counterproductive.

What is necessary is a systemic understanding of the problem coupled with a coordinated, 
adaptive approach that dedicates some resources to all dimensions of the problem, yet also con-
centrates resources on high-payoff areas shifting that focus over time as the problem evolves.

In designing such an adaptive, comprehensive strategy, a shared understanding of the system 
would be helpful, including high-level graphical representations of the interrelationships bet-
ween relevant phenomenon such as poverty, gang membership, transnational cartels, illicit in-
come, violence, corruption, immigration, values and the government-citizen bond, to name a 
few. While such a representation may not be complete or precise, the mere process of thinking 
through relevant relationships would advance the formation of effective, coordinated strategy.

Ideally, the discussions surrounding the representation of the problem should involve person-
nel from both the U.S. and partner nations in the region, since a shared understanding of the 
challenge is fundamental for collaborative solutions.

Based on such representations and shared understanding of the problem, analysts should 
identify the “centers of gravity.” These are not necessarily “things” that can be physically attacked, 
such as a cartel leadership, or flows that can be interdicted, such as drugs. Rather, they are dyna-
mics whose alteration has the greatest potential to affect the system in the direction desired. For 
example, some have suggested that going after “the money” of criminal organizations could have 
a disproportionate effect,58 undermining the ability of those groups to corrupt officials, acquire 
arms, and conduct resource generating activities.

An effective discussion of “centers of gravity” should facilitate an analysis of where to focus 
resources, as well as what types of activities to conduct in coordination, in order to create the 
maximum desired impact on the system. Increased detentions of gang members, for example, 
should be coordinated with expansion of judicial capability and prison controls, so that police 
efforts are not squandered through the rapid release of detainees, and so that poorly controlled, 
overcrowded prisons do not become incubators for gang membership.
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Systemic analysis should also address how successful application of the strategy will impact the 
system, going beyond recording actions taken, to measuring systemic effects. Doing so will also 
help decisionmakers adapt to both actions that are ineffective, and those whose very effective-
ness makes them moot.

If possible, as with mapping out the problem as a system, international and intergovernmental 
participation is similarly desirable at this “strategy formulation” stage is desirable.

The possible contribution of new technologies should also be evaluated from a system pers-
pective to identify those which, however simple, could potentially produce dramatic changes in 
the dynamic of the system. The key is the effect, not the sophistication of the technology. Imple-
menting lie detector tests across a police force, for example, might be elevated to the strategic 
level as transformational technology if it could dramatically lower police corruption, raise opera-
tional effectiveness against criminal organizations, and help to restore the bond of confidence 
between authorities and the population.

Conclusion
The complex interrelationships between gangs, transnational crime poverty, drugs, violence, 

and other factors as a problem of “malgoverned spaces” is intuitive. Ironically, though, analyzing 
those interrelationships in systemic terms to develop effective, coordinated whole-of-government 
solutions seems at once both reasonable and unrealistic. Yet the US connection to Latin America 
through bonds of geography, commerce, and family mean that our ability to work with or part-
ners to develop effective solutions to the scourge of malgoverned spaces will shape our collective 
security and prosperity in the coming years. Understanding that challenge in systemic terms, and 
using such a systemic framework to formulate appropriate solutions, is a step that the United 
States and the region cannot afford to postpone.
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