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Foreword

Brazil is among the largest countries in the world and the largest
country in Latin America, covering an expanse of over 8.5 million
square kilometers. It borders every country in South America except
Ecuador and Chile and contains within its borders the resource-rich
and increasingly ecologically significant Amazon River basin and rain-
forest. Brazil has an estimated population approaching 215 million peo-
ple, which makes it one of the most populous countries on the planet.
Indeed, it is estimated that approximately one third of the population of
Latin America resides in Brazil. In short, Brazil is one of the most im-
portant countries in the Western Hemisphere and, indeed, globally.

The Brazilian military—especially the Brazilian air force—contin-
ues to play a vital role, not only in protecting and promoting Brazil-
ian national interests, but also, more broadly, in hemispheric defense.
Indeed, the For¢a Aérea Brasileira (FAB), founded in 1941, is the
largest air force in the Southern Hemisphere and the second largest
in the Western Hemisphere. This volume, Aerospace Power: A Brazil-
ian Multidimensional Approach, represents a timely and poignant
analysis and assessment of Brazil's aerospace defense industries, its
aerospace resources, and its effectiveness in applying those resources
in response to contemporary challenges and opportunities. In doing
so, it builds upon its 2017 companion volume, Culture and Defence in
Brazil: An Inside Look at Brazil’s Aerospace Strategies, which high-
lighted Brazil’s security dilemmas and the ways in which the FAB’s
professional military educational system prepares airmen to respond
to these contemporary challenges and opportunities.

The publication of this important book through the USAF Air Uni-
versity Press is a symbol of Brazilian-American friendship in several
ways. It is emblematic of the deep collegial friendship between the US
Air Force and the FAB—a friendship that is a central component to
Inter-American cooperation and hemispheric defense. It also symbol-
izes the mutually valuable, synergistic relationship between the USAF
Air University and Universidade da For¢a Aérea (UNIFA, the Brazilian
air force university) and, more specifically, the present and future col-
laborative relationship between UNIFA and Air University Press. This
synergistic partnership serves to mutually strengthen both US and Bra-
zilian professional military educational institutions.

I am confident that this volume, combined with its earlier 2017 com-
panion volume, will serve to greatly enhance our knowledge and appre-
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FOREWORD

ciation of the vitally important role played by the FAB, which, in turn,
constitutes one of the US’s principal partners in defending and building
a better future throughout the Western Hemisphere and globally.

HOWARD M. HENSEL, PHD
Henry H. Arnold Professor of
International Relations and

Strategic Studies
USAF Air War College
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Introduction
Carlos Eduardo Valle Rosa

Welcome, readers! To provide context for those new to Brazilian
aerospace power, the first lesson is that, in Brazil, the following ele-
ments comprise such power:

a) the Brazilian air force, the element that fundamentally ag-
gregates military capability; b) civil aviation, whose strength
represents—besides the potential reserve of human resources
and materials in case of mobilization—the economic and geo-
political importance of reaching regions that are difficult to ac-
cess; ¢) aerospace infrastructure, an essential support factor to
aviation activities due to the size of Brazil; d) the defense and
aerospace industry, in accordance with the demand for prod-
ucts and services of international quality; e) aerospace techno-
logical and scientific complex, which ensures technological au-
tonomy and generates cutting-edge knowledge in the aviation
and space fields; and f) scientists and researchers, with exper-
tise in aerospace activity, a requirement for the development of
technological-scientific solutions for challenges of a field in
which training is prime.'

Background

The Brazilian government created the Air Force Ministry on 20 Jan-
uary 1941, gathering the army’s and navy’s aviation resources. The Civil
Aviation Department was subordinated to the Ministry of Roads and
Public Works. At that time, the National Air Mail (Correio Aéreo Na-
cional) was also created, unifying the extant naval and military airmail.
The Brazilian air force (Forga Aérea Brasileira, FAB) was created 22
May 1941. Brazilian aviation grew episodically and in circumstances
such as popular insurgencies and separatist movements in the country.

However, this scenario changed in World War II. The nascent FAB
fought the Italian-German submarine threat in the South Atlantic
and collaborated with Allied war efforts in Italy. Both experiences
granted Brazilian pilots a different perspective of airpower. Flying
cutting-edge airships, employing modern tactics with state-of-the-
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INTRODUCTION

art equipment, comprehending the relevance of the aviation industry
in supporting and developing the best means, and observing the de-
pendency on airport infrastructure awakened a new consciousness
regarding the meaning of airpower apart from the experience of de-
ploying airplanes in combat.

The FAB’s first basic doctrine, published in 1958, stated that air-
power goes beyond combat activities. This doctrine is an official doc-
ument of great internal importance, as it it leads the thinking on the
institution’s main focus. Therefore, airpower would have constituting
elements like the “Air Force, whose components are its air bases, re-
serves, installations and supporting military organizations; Civil Avi-
ation; the aviation infrastructure, which includes the airport network,
the flight protection and the air traffic control systems; the Aviation
Industry; and the aviation affairs research institutes.”>

This trend of incorporating various constituting elements in the
concept of airpower was not limited to basic doctrine; the Ministry of
Aviation also introduced several initiatives. One of these concepts
was cited by Nelson Freire Lavenére-Wanderley, who observed that
the creation of an “Aviation Technical Center ... for the formation of
engineers, and a research center” for the development of space and
aviation technology had been studied since 1946. The consolidation
of this center initiated the main aviation industry in Latin America:
Embraer (now a world leader in commercial aircraft).

The Brazilian Airspace Control System (Sistema de Controle do
Espago Aéreo Brasileiro) pioneered the idea of uniting civil air traffic
control and air defense, and the FAB is currently still responsible for
coordinating civil and military air traffic within the 22 million square
kilometers under Brazilian jurisdiction—including land and mari-
time areas defined in international agreements.

The air force was also in charge of building airports, especially in
the Amazon region, making it an organization with deep knowledge
of airport engineering, capable of handling the tropical rainforest
challenges. These airports soon became a network whose objective
was to integrate the isolated region into the rest of the country. This
geopolitical perspective, led by men such as Brigadier General Lysias
Rodrigues, led to the National Air Mail, responsible for bringing ba-
sic state services, such as essential health, education, citizenship, and
supplies, to populations isolated and reachable only by airplanes, es-
pecially in the Amazon rainforest.
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INTRODUCTION

In 1975, a new version of the FAB’s basic doctrine introduced the
concept of aerospace power, advancing views first noted in doctrine
published in 1958.* This 1975 doctrine expanded the atmospheric ge-
ography to outer space. The Cold War, the space race, and Brazil join-
ing select nations with space programs through its air force all influ-
enced the expansion of airpower views to aerospace power.

From the time of aerostats to airplanes and now to satellites, a nat-
ural progression from “air” to “space” and, consequently, “aerospace”
evolved. That also occurs from a geographic perspective when the
extension of one domain/environment/dimension toward the other
takes place. From a technological view, the integration of capabilities
is a trend observed in the applications of civil and military nature. In
the field of economy, the aerospace industry demonstrates the inter-
relation among industry activities. At the symbolic level, or what is
typically referred to as soft power, both aviation and astronautics
spark attention to matters related to prestige and power.

The idea of aerospace power, representing human and material,
technological, infrastructural, economic, civil, and military capabili-
ties—both in aviation and space arenas—is reality in Brazil. This is
true also in public policy; the 2020 National Defense Policy (Politica
Nacional de Defesa, PND) and the National Defense Strategy (Estraté-
gia Nacional de Defesa, END)® assign the Air Force the responsibility
for space sector activities, in addition to continuing its sovereignty in
airspace. To bolster this responsibility and attendant capability, bud-
geting among the Brazilian armed forces, which does not spawn chal-
lenges as intense as in other nations, enjoys relative stability.

Organization

Thus, an aerospace power volume that gathers contributions from
Brazilian scholars must be characterized by this comprehensive, mul-
tidimensional awareness stretching back to the creation of the Brazil-
ian air force. Texts from faculty and students of the Air Force Univer-
sity (Universidade da For¢a Aérea, UNIFA) Post-Graduation Program
in Aerospace Sciences (Programa de Po6s-Graduagdo em Ciéncias
Aeroespaciais, PPGCA) include coverage of the economy and tech-
nological development, logistics, humanitarian rights issues in peace
operations, interoperability aspects in joint operations, themes of the
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INTRODUCTION

aircraft’s military capabilities employment and in the cyber context,
air traffic control and geopolitics, and culture.

This book is divided in three main parts, which concentrate simi-
lar themes. This organization seeks to reinforce the understanding of
a comprehensive and multifaceted vision of aerospace power, as it is
understood in Brazil.

Part 1, Aerospace Power Applications, consists of chapters whose
themes are related to aircraft, resilience to cyberattacks, surveillance
capability, command and control (C2), and military and civilian air
traffic control. The chapters explore the multidimensional aerospace
power concept, in which technological evolution plays a fundamental
role and which guides the demands of sovereignty and national and
regional development. In “Small Remotely Piloted Aircraft Weapon-
ization: A Simulated Study Compared to Embraer A-29 Capabilities,”
Leland Delgado Assis and Afonso Farias de Sousa Junior use system
theory to conclude that small systems of remotely piloted aircraft
(RPA), in the context of fourth-generation wars with different actors
from state entities, may have their use strengthened by the social im-
pact of their deployment. That allows a better understanding of risk
analysis in military planning using RPAs in the analyzed scenarios.
Continuing in the context of military applications, Pedro Arthur Lin-
hares Lima, Gills Vilar Lopes, André Lucas Alcantara da Silva, and
Ines Correa Gomes Cardinot discuss cyberspace and the FAB’s re-
sponsibility in “Cyber Defense in the Brazilian Air Force: Overview
and Future Perspectives.” The authors analyze the Air Force Cyber-
netic Defense Center’s role as part of the FAB, revealing its structure
and importance as it faces cyber threats in the aerospace power con-
text, including in aerial platforms.

The FAB’s systems for air traffic control and monitoring in the
Amazon, the Amazon Protection System (Sistema Integrado de Pro-
tecdo da Amazonia, SIPAM) and the Amazon Surveillance System
(Sistema de Vigilancia da Amazdnia, SIVAM), come under scrutiny
by Luiz Fernando Pévoas da Silva and Flavio Neri Hadmann Jasper in
“SIPAM and SIVAM Projects: A Challenge in the Amazon.” These
systems protect Brazil's borders and by extension its ecosystems and
population in addition to providing the information necessary to
maintain national sovereignty in the Amazon and its strategic sur-
roundings. The main challenge is incorporating the idea of C2 in
multidomain scenarios and in a modern hybrid war environment.
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INTRODUCTION

SIPAM and SIVAM—in a setup uncommon to the rest of the
world’s air forces—also conduct all air traffic control for Brazil. The
air traffic management (ATM) service is intrinsically connected to
the FAB, which is responsible for both civil air traffic and aerospace
defense. Eduardo Sol Oliveira da Silva and Joaquim Lobo Junior re-
veal that this commitment goes beyond the national airspace in “Bra-
zilian Air Traffic Flow Management: An Integration Link in South
America” Through cooperation agreements, Brazil has been collabo-
rating with other South American countries over the years in order to
provide and support safer and more efficient air traffic control sys-
tems.

After reviewing these constituent elements of aerospace power, the
text then connects to the themes discussed in Part 2, Aerospace
Power and Contemporary Issues. The intersection of air and space
power with current issues seems to generate expectations both do-
mestically and internationally.

One of the issues is the role played by the United Nations (UN) in
peacekeeping operations. The vision of common commitments es-
tablished by international organizations reinforces expectations
about the operations of armed forces. Studying the aerospace per-
spective in UN peacekeeping operations from an aerospace perspec-
tive underscores the demand for strict adherence to the legal mecha-
nisms of international law. Aerospace power has been a tool of first
choice for governments and international entities in solving security
problems in places where the UN observes a lack of political and so-
cial stability. However, these expectations are not always met. Analyz-
ing the origins of unmet expectations may point to another current
issue: The performance of the armed forces, whether in peacekeeping
operations or in their main defense role, reveals the importance of
studies related to the preparation and use of aerospace power, espe-
cially in Brazil, where there are still difficulties in the interoperability
issue.

Allied to this view of common commitments established by inter-
national bodies in armed forces’ operations, Luciano Vaz Ferreira,
Carlos Alberto Leite da Silva, and Luis Eduardo Pombo Celles Cor-
deiro focus on international humanitarian law (IHL) for national
strategic issues, especially with regard to aerospace power, in “Brazil
and International Humanitarian Law: Application in Strategic Sec-
tors for National Defense.” Brazilian defense documents are in accor-
dance with the international legal precepts in force, providing legal
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INTRODUCTION

basis for military actions outside the national territory and strength-
ening the vision of cooperation defended by the country in multilat-
eral courts.

In accordance with the application of IHL and based on the United
Nations indicators, such as Peacekeeping Capability Readiness Sys-
tem (UNPCRS), Pedro Henrique Nascimento dos Santos and Clau-
dia Maria Sousa Antunes analyze FAB preparations to accomplish
peacekeeping operations in “The Brazilian Air Force in UN Peace
Operations: Ready to Support Global Stability.” They also discuss the
search for peace and the contribution to human rights and interna-
tional standards to which armed forces engaged in this type of con-
text must be submitted.

Themes such as interoperability are vital for integration in military
operations. “Interoperability among the Brazilian Armed Forces: The
Cultural Intelligence Perspective,” by Marta Maria Telles, Alessandra
Verissimo Lima Santos, and Rainer Ferraz Passos, delves into joint
operations from a cultural perspective. As Brazil continues imple-
menting jointness as a standard of conduct, studies like these provide
even broader approaches for understanding the multidimensionality
of aerospace power.

Guilherme Sandoval Gdées and Maria Célia Barbosa Reis da Silva
next establish a dialog among geopolitics, culture, and law, deducing
the effect on aerospace power. In “Geopolitics, Culture, and Law:
Epistemological Convergences that Impact Aerospace Power,” the au-
thors consider geopolitical tensions of the capitalist triad inspired by
John Locke and in the multipolar world reflected in Immanuel Kant.
They further examine issues connected to the use of outer space in
light of the great post-COVID-19 challenge of considering aerospace
power in a multipolar, metaconstitutional, and multicivilizational
world.

This approach fosters discussion on a wider range of aerospace
power concepts that are purely national and puts geopolitics and in-
ternational relations into perspective. In “Aerospace Geopolitics,”
Carlos Eduardo Valle Rosa shows that the aerospace environment is
defined as a geographical domain formed by the combination of air-
space and outer space in which geopolitical relations are established.
From there, the geopolitical relevance of this environment is ana-
lyzed through geographical evidence and political, economic, tech-
nological, and ideological variables. The author considers the aero-
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INTRODUCTION

space environment a new domain for geopolitical science and a stage
for national defense and development strategies.

In Part 3, Aerospace Logistics and Economics, the connection be-
tween the constituent elements of aerospace power and the aerospace
and defense industries, as well as with the aerospace scientific and
technological complex, becomes clear. Ongoing concern with logisti-
cal issues—often associated with developing capabilities in the na-
tional aerospace industry—is evident in a country with limited finan-
cial resources.

Therefore, Part 3 returns to the initial postulate of the comprehen-
siveness and multidimensionality of aerospace power in Brazil. It
highlights that logistics, aimed at sustaining the application of force,
and economics, aimed at generating force, are integrated with aero-
space power in Brazilian aerospace strategic thinking.

In the context of greater economy, logistics is important in mili-
tary applications of aerospace power. The lack of recent combat expe-
rience requires that theoretical concepts support both military em-
ployment and combat experience practices. Fabio Ayres Cardoso and
Luiz Tirre Freire seek to validate logistics principles in the FAB, in
“Logistics Principles and the Axioms of Combat: An Analysis,” based
on combat and semantics theory. Their analysis uses combat axioms
as a conceptual system to allow the construction of plausible solu-
tions related to a set of concepts accepted as valid.

In the field of aerospace economy, Alexander de Mello Lima and
Rodrigo Anténio Silveira dos Santos analyze the offset practices
made possible by FAB processes regarding international purchases.
Indeed, this practice has become a public policy, as demonstrated in
“Offset Practice as Public Policy: The Case of the Brazilian Air Force”
This chapter unveils offset as a national industry qualification mea-
sure, generating opportunities to better provide products and ser-
vices that have a high value, which is characteristic of the aerospace
sector. Therefore, the authors compare overall defense strategic goals
and their legal basis with the FAB’s offset practices, identifying op-
portunities for establishing offset agreements within a public policy
to provide new capabilities for Brazil's aerospace industry.

The book concludes with a chapter from Carlos Roberto Santos
and Patricia de Oliveira Matos, who study strategic partnerships in
the technological development of aerospace weapon systems. In
“Transfer of Technology in Military Projects: A Case Study of the A-
Darter Project,” the authors highlight how important multilateral
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INTRODUCTION

agreements are for the development of military capabilities, as was
the case involving Brazil and South Africa with the A-Darter air-to-
air missile, a highly complex technological system that, besides gen-
erating lessons for future projects, achieved the established technical
requirements and enabled a product with operating characteristics
among the best in the market.

Summary

Focusing on a variety of topics connected to current challenges in
the aerospace domain, especially those in which Brazil seeks to act
effectively at the international level, this compendium chronicles
Brazil’s evolution from airpower to aerospace power. Therefore, it is
imperative that discussions on themes related not only to aerospace
power but also to outer space and cybernetic space should take place.
All these geographic domains become more and more relevant for
humanity.

Also in accordance with the Brazilian view of aerospace power, the
tridimensional perception would not be solely geographic but also
theoretical, situational, and conceptual. Since the beginning of Bra-
zilian aerospace strategic thinking dating to the 1950s, the great stra-
tegic challenge has been to understand aerospace power from an all-
encompassing perspective, and this challenge is successfully answered
and contextualized in the chapters of this work. This book brings im-
portant contributions in areas including military capability, national
deployment concepts, national integration, support activities infra-
structure, aerospace economy and industry, science and technology,
and aviation culture.

Happy reading!

XX
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Aerospace Power Applications






Introduction to Part 1

Applications are the means by which aerospace power is employed
(in combat, for example, but also in peacetime situations); these appli-
cations or tools derive from systems or technologies. The chapters of
part 1 explore these current tools and related issues from a Brazilian
context, bringing national perspectives on remotely piloted aircraft
(RPA), cybersecurity, and air traffic control, whose dual characteristic
(civilian and military integration) is highlighted in chapters 3 and 4.

The applications of aerospace power reveal the daily practice of
specific functions. One of the essential functions of this power is its
armed use, aiming kinetic effects against the opponent. A blunt in-
strument of this application that has proven to be efficient (including
in international training such as the US Air Force Green Flag exer-
cise) is the Embraer 314 (A-29 Super Tucano). By proposing a com-
parison of this aircraft with another important battlefield tool, the
armed drone, the first chapter examines the realignment of these ap-
plications in view of the capabilities demonstrated by RPA. To this
end, a comparative study on the effectiveness of aircraft, such as the
A-29 in its employment vector role, with armed RPA is desirable. This
is a hypothesis that highlights the importance of drones, whose pres-
ence on the battlefield is proliferating. For this reason, studies such as
this are relevant to Brazilian aerospace power, whose final applica-
tions must follow contemporary technological trends.

This assertion is also true in the case of cybersecurity. The cyber
domain is already characterized as a field of military confrontation,
and states without cyber defense capabilities will be vulnerable to the
actions of their eventual opponents. Importantly for Brazilian aero-
space power, the cyber dimension is considered a new, fifth domain
for operational capabilities, with a double role: either as an interme-
diate activity—supporting networks and information systems—or as
a main activity, impacting doctrine. To this end, a proposed Brazilian
air force cyber defense center could plan, coordinate, and centralize
cybersecurity actions. Operationally, it would be responsible for
guiding and executing protective measures, exploitation, and mitiga-
tion of damage resulting from cyberattacks, operating as a prompt
response to network incidents, and supervising integrated actions.

This systemic vision of cyber protection already resides in Brazil-
ian air traffic management, even since its creation. Brazil integrates
aerospace defense with air traffic control in combined structures re-
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sponsible for providing sovereignty in airspace and ensuring safe air
movement over areas of national responsibility. For this reason, both
activities are considered relevant applications of Brazilian aerospace
power. In Northern Brazil—a region with monumental dimensions
and geographic characteristics encompassing dense forest cover, high
humidity, a vast hydrographic network, and more—the Amazon Sur-
veillance System and the Amazon Protection System reflect this hy-
bridism, as they are intended for aerospace defense and air traffic
control, respectively. Both are designed to address challenges in the
strategic Amazon environment, a multidomain environment. As rel-
evant applications, the systems use sensors and available means to
identify information in the infosphere, which, after analysis, can con-
tribute to operational intelligence. This intelligence then can be har-
nessed in the construction of scenarios used as simulations that help
decision-makers. This information is also used to support civil avia-
tion and manage air traffic control.

Unlike in other states, Brazil’s combined air defense and air move-
ment control generates responsibilities and opportunities for greater
integration with regional neighbors, especially in civil air traffic man-
agement. The development of aviation on a global scale has brought
common demands to states (regulation, for example). But it also
brings challenges, as in the case of sovereign transgressions. The In-
ternational Civil Aviation Organization (ICAO) recommends re-
gional partners work in an integrated and cooperative manner in
Brazil. In an extensive area such as the one under Brazilian responsi-
bility—covering 22 million square kilometers (8.5 million square
miles)—the development of common structures, systems, and rules
awakens a great national potential to influence the surrounding re-
gion. Therefore, Brazil, through support and integration programs in
several neighboring countries, considers the air traffic management
service a relevant application of aerospace power.

The concept of Brazilian aerospace power is multidimensional,
and the following chapters highlight some key ideas of this concept:
first, the representation of the technological evolution that underlies
the aerospace environment; next, the integration of capabilities that
provide adequate solutions to the demands of national and regional
sovereignty and development; finally, the certainty that the applica-
tions of aerospace power, discussed in this first part, precisely reflect
one segment of the Brazilian aerospace strategic thinking.



Chapter 1

Small Remotely Piloted Aircraft Weaponization
A Simulated Study Compared to Embraer A-29 Capabilities

Leland Delgado Assis
Afonso Farias de Sousa Junior

Introduction

This chapter originated as part of a master’s degree dissertation in
the postgraduate program in Air and Space Sciences at the Brazilian
air force university (Universidade da For¢a Aérea, UNIFA) and fo-
cuses on understanding the weaponized use of small remotely piloted
aircraft (SRPA), also called small drones. We proposed a simulation
and an analysis methodology comparing the employment of a vari-
able number of SRPA with the employment of a fixed-wing aircraft in
the Brazilian air force (For¢a Aérea Brasileira, FAB) inventory as a
control group. We used the Embraer EMB-314 Super Tucano A-29
air-to-ground attack profile for this scenario. Designed with the char-
acteristics of a light attack aircraft, it is ideal for operations in which
the aerial vector is used to support friendly troops, necessarily in
contact with the enemy, featuring so-called close-air support mis-
sions.! A brief examination of the evolution of armed conflicts will
demonstrate the applicability of this research, which discusses the
doctrinal aspects related to air and space control tasks linked to the
guarantee and denial of the military employment of both domains.

The end of the Thirty Years’ War, in addition to rewriting the map of
Western Europe, left an indelible mark on the collective consciousness
of those involved due to a previously unseen level of destruction. Thus,
the Treaty of Westphalia in 1648 “founded the modern state, by affirm-
ing the primacy of sovereigns in secular interests™ and consolidated
the nation-state as a political entity with the exclusive claim to the le-
gitimate use of violence, defining this period as First Generation War.*

Between 1648 and 1789, armies and navies professionalized and
improved. The period from 1789 to 1914 was characterized by the
influence of the Industrial Revolution.’ In addition, an intense pro-



6 | ASSIS & SOUSA

cess of industrialization provoked the exponential improvement of
the use of violence by states and sovereigns, with war being supported
by mobilizing all national resources. Clausewitz’s work discussed
those improvements, used by politicians and military chiefs to think
about war as a political and military phenomenon of politics by other
means.® The vertiginous progress achieved by military engineering
led to the development of equipment that further expanded war’s de-
structive potential: machine guns, assault rifles, battleships, heavy
weapons, submarines, and airplanes. For this reason, the First World
War, with its predominance of heavy artillery, was the apex of Second
Generation War.’

As societies progressed, the globalization of conflicts emerged; the
Second World War was emblematic of this development, character-
ized by great mobility that defined Third Generation War.?

Subsequently, a prolonged Cold War resulting from the geopoliti-
cal disputes between the United States of America and the Soviet
Union spun off several secondary conflicts, such as the Vietnam War
and the Soviet invasion of Afghanistan.’

The end of the Cold War “seemed to underline the West’s military,
economic, and ideological dominance”* However, as Miranda and
Nascimento stated, “the illusion created by the hope of a peaceful
post—Cold War world has not materialized, and the world is increas-
ingly armed, and conflicts multiplied. Along with the power to inflict
material damage and deaths, in a new scenario of borderless war, the
strategic consequence of the irregular warfare actions is destabilizing
the state and imposing one ideology by force and fear”!!

This context of irregular warfare without boundaries defines
Fourth Generation War, in which the state has lost its violence mo-
nopoly when fighting nonstate opponents. As an aggravating factor,
“practically everywhere the State is losing.”'?

Technological development is so significant that it characterizes
the milestones or changes between generations of wars. Although it
does not represent a guarantee of victory in the war, it has always in-
terfered in the conduct of conflicts.”® Furthermore, from the use of
compound bows by Genghis Khan to the launch of nuclear bombs in
World War II, technological surprises were disruptive as threats when
associated with successful strategies. Consequently, the use of un-
manned vehicles falls into the same category.'*

From a conceptual point of view, the technological development of
unmanned vehicles started “in 1898, [when] Nicola Tesla built a
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radio-controlled vessel, classified by him as a potential weapon.” Ex-
tensive experimentation continued during the twentieth century, cul-
minating with remotely piloted aircraft (RPA) capable of launching
smart weapons."

There are two explanations for the prevalence of military interest
in unmanned systems. The first and most apparent is that the increase
in their use worldwide occurred due to technological development,
costs, and the persistence of conflicts. The second explanation, al-
though subjective, refers to the fascination provoked by such systems
to serve different interests of companies and citizens with different
motivations. Engineers, philosophers, politicians, and especially mil-
itary commanders have identified various advantages according to
each application area.'

Parallel to the development of military RPA, there was also wide-
spread use of commercial-grade RPA in various civilian activities,
from border control to research, through surveillance and entertain-
ment; concurrently, this has led to threats such as violation of privacy,
interference with air traffic control, and security of installations,
among others. Requirements related to these threats have become
part of the risk analysis scenario due to the use of this equipment in
public environments."”

Within this context, the conflict in Ukraine from 2014 until 2016
marked a milestone from the military point of view, with the intro-
duction of many civilian RPAs adapted as weapons. The separatists
and the Ukrainian armed forces used commercial equipment with
different degrees of modification or adaptation, demonstrating the
ability to use these RPA in both offensive and defensive operations.'®
These adaptations characterize the weaponization process.

The fundamental problem with this weaponization is that “the
same weapons and ammunition purchased to be used against an ex-
ternal enemy can also be used against domestic opponents. However,
the point we want to highlight is that the agents in charge of the gov-
ernment of the State are necessarily obliged to contemplate both sce-
narios simultaneously.”*

Seeking to understand the effects obtained with the weaponiza-
tion of SRPA, this study discusses the application of general systems
theory (GST) to enhance or mitigate those effects in offensive or
defensive military operations.” In addition, we provide data for im-
proving the operational risk management process conducted in
military planning, with the insertion of weaponized remotely pi-
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loted aircraft systems (sistema de aeronave remotamente pilotada,
SARP) possible effects in the risk management process of Brazil’s
joint operations doctrine.” Thus, we present a theoretical approach
for analyzing the use of weaponized SARP.

Development

After the First World War, the “passionate desire to avoid war de-
termined the entire course and initial direction of the study” of inter-
national relations theory (IRT).** Analyzing the historical trajectory,
van Creveld states that “following four and a half centuries of devel-
opment that had started around 1300, the state found itself perhaps
the most powerful political construct ever. Relying on its regular
armed forces—first the military, then the police and the prison ap-
paratus—it imposed order on society to the point that the only orga-
nizations still capable of challenging it were others of the same kind”*

Extrapolating this concept to the anarchic international system,
Art and Waltz stated that the military powers would play a role as
creators of order in chaos. Eventually, this order is achieved by the
threat of force or its practical application, invariably with reflexes of
international power balance. The study of the use of force in this sce-
nario is linked to four central questions: “(1) What are the ways in
which a state can use its military force?, (2) what determines how
they use it?, (3) under what conditions are they likely to use it?, and
(4) how can they control the competition in armaments that fre-
quently arises among them?” When answering these questions, we
can obtain a description of the strategic objectives of a given state,
with a direct impact on military planning.**

Thus, with the respective evolution of IRTs, Waltz’s work represented
the theoretical framework of neorealism, seeking explanations for the
conflicts of the post—-Cold War scenario from a systemic view. “Any ap-
proach to international politics, so that it is properly called systemic,
must, at least, try to infer some expectations about the behavior of the
State and its interactions, from the knowledge of elements of systemic
level”* For this reason, it is not possible to understand international
politics just by looking at states, which risks limiting understanding of
the scenario to simple descriptions. It would be necessary to constantly
review the variables under study, given the complexity of the interac-
tions, in an endless logical spiral. Any omissions in the study of inter-
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national interactions would lead to a conceptual flaw that could com-
promise the result of the analysis.?

Waltz states that it is necessary to observe the interactions of the
various actors, which can differ from the state structure, modifying
the observed results. The number of variables and the number of pos-
sibilities of interactions exclude a Cartesian analysis based only on
the state apparatus. In this way, the systemic view will show the logic
and the global result of interactions and facts that could remain un-
explained if they were analyzed in isolation. It is possible to under-
stand why a conflict occurs, what to expect from it, how to resolve it,
and, therefore, how to change the individual results.?”

As Hartmann and Giles explained, the use of SRPA as a weapon-
ized platform within reach of the population allowed for the potential
of violence, given the characteristics of these assets.”® In addition, van
Creveld stated that “the rise of the state is inseparable from that of
modern technology”? Therefore, conversely, studying the technical
progress of military equipment will aid in understanding phenomena
that can cause social impacts.

Being at the disposal of various actors—such as the general popu-
lation, regular army, and irregular warfare forces—SRPA and their
use confirm the definitions of Fourth Generation War, with the “re-
turn to a world of cultures, not merely states, in conflict.*° The Fourth
Generation War scenario increases uncertainty since “international
politics can sometimes be considered a realm of accidents and con-
vulsions, with sudden and unpredictable changes” In this context,
the operational risk management process seeks solutions to over-
come such uncertainties, contributing to the success of military op-
erations, whether offensive or defensive.

Therefore, this work studies the modeling of the effects that can be
caused by weaponized SRPA and the proposition of including these
SPRA in the operational tasks and activities of air and space control,
as defined by the Brazilian air force basic doctrine.*

Theoretical Approach

We chose GST to study the effects obtained from the weaponized
use of SRPA. Bertalanffy describes “three main aspects [to GST],
which are not separable in content, but distinguishable in intention™:
systems science, systems technology, and systems philosophy.** The
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first refers to scientific research aimed at understanding scenarios
with several variables that would cause an interdisciplinary conflu-
ence for understanding the elements of the scenarios and their inter-
relationships. In addition, the isomorphism of systems, even of dif-
ferent natures, can facilitate understanding processes. Systems
technology refers to the development of mathematical or computa-
tional tools (or both) that would enable efficient solutions, according
to an epistemology of its own and distinct, for example, from positiv-
ism. Finally, systems philosophy seeks the reformulation of refer-
ences and perceptions, according to the concept of the “system” as a
new scientific paradigm.

Those three axes of the GST theoretical framework enable a scien-
tific approach regarding systems science due to the number of vari-
ables involved in understanding the use of weaponized SRPA in mili-
tary planning. This “requires complicated mathematical techniques
and computers to solve problems that far exceed the capacity of any
individual mathematician”** Kauffman’s NK Model**—initially cre-
ated to study genetic interactions—was used because, as stated by
Bertalanfty, “we often find formally identical or isomorphic laws in
different fields.”*

Finally, systems philosophy intends to improve airpower planners’
situational awareness of the kind of threat that SARP represents. The
point is to discuss the entire tactical balance framework, correctly
understand the risk level, and contemplate using SRPA in all military
planning scenarios. For example, in a system with a deployed air
force base, the risk of a fighter jet being destroyed on the ground by a
SARP must be considered in selecting the airdrome from the begin-
ning of planning.

Thus, we used GST as a theoretical project for the weaponized use of
SRPA, considering the difficulty of understanding, predicting, or con-
trolling its global behavior, even with a reasonable amount of available
data related to military planning enhancement. To reduce the com-
plexity for the purposes of this study, the weaponized use of SRPA can
be understood as a complex adaptive system of three variables: mass of
explosives, type of explosives, and damage/lethality radius.?”

Kauffman’s NK Model was first used from a mathematical algo-
rithm based on simulations and predictions of genetic interactions to
study complex systems. Because the method simulates probabilities
on complex data networks, it can be used in different systems of in-
terest. As Gavetti and Levinthal explain, “the variable N refers to the
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number of distinct attributes in an overall policy choice. For instance,
in a choice of a company business strategy, several decisions must be
made, including decisions about how the product or service is to be
marketed, such as issues of brand name and distribution channels,
and how it is to be produced, such as the degree to which activities
will be done within the firm or outsourced. The variable K refers to
the extent to which the payoft associated with one policy choice de-
pends on other policy choices™ Proving such flexibility, Frenken
used the NK Model to support the study of complexity in innovation
networks in the history of the aeronautical industry: “In the NK
Model, the quality or fitness of an actor in the network is simulated
using random values for the fitness of each actor, and the aggregated
fitness of the network is calculated as the average f of the fitness val-
ues of all actors. The f* complexity of a network is indicated by K,
which refers to the number of dependent relations within a network
and has a minimum possible value of K and a maximum possible
value of K = N-1%

Frenken also pointed out the possibility of using the NK Model
within a production engineering context to analyze the complexity
represented by the interrelationships between different tasks neces-
sary to produce a specific output.”’ In a correlated study, Assis pro-
posed using Kauffman’s NK Model to evaluate the result of interde-
pendencies of variables within a business scenario or project for the
management of multinational organizations, analyzing the interde-
pendence among the head office and its respective subsidiaries.*

To meet the objectives of this work, the NK Model was adapted to
the engagement scenario of weaponized SRPA. The interactions of a
defined quantity of SRPA units will be simulated using the appropriate
algorithm, with different employment profiles, from K=0 to K=N-1.
Next, we carried out comparative simulations related to the employ-
ment profile of one A-29 Super Tucano aircraft as a control group.

It should be noted that, in the case of the employment of a single
A-29, if “the value of K is low and there is little interaction among
policy choices, then the fitness landscape is smooth or highly corre-
lated. With a low value of K, a change in one policy has little impact
on the fitness contribution of other choices.”* For this reason, as Ga-
vetti and Levinthal point out, when there are no interrelationships to
be studied, “to ensure that the results reflect the underlying structure
of the model and not merely particular realizations of a highly sto-
chastic process, the results are based on the average behavior of orga-
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nizations over 100 independent runs of the simulation model. For
each of these runs, a distinct landscape is specified. Each of these
landscapes has the same structure in terms of K and N but is seeded
independently”*

The obtained data allowed us to carry out a comparative analysis
between the use of a variable number of SRPA versus a single A-29.
This comparison aims to verify the hypothesis “of equifinality, that is,
that the same final state can be achieved starting from different initial
conditions and in different ways”*

Standards

The present study adopted the standards described here to delimit
a certain physical characteristic of the analyzed platforms. To obtain
the SRPA parameters, we analyzed the following Brazilian govern-
ment agencies linked to the standardization of the use of RPA: The
FAB’s Department of Air Domain Control (Departamento de Con-
trole do Espaco Aéreo, DECEA) and the Brazilian National Civil
Aviation Agency (Agéncia Nacional de Aviagdo Civil, ANAC).

DECEA is the central structure of the Brazilian Airspace Control
System (Sistema de Controle do Espago Aéreo Brasileiro, SISCEAB),
which, in turn, is integrated with the Brazilian Air and Space Defense
System (Sistema de Defesa Aeroespacial Brasileiro, SISDABRA). This
peculiarity, therefore, optimizes the operational task of air and space
control assigned to the FAB.** The DECEA states that “according to
the International Civil Aviation Organization (ICAO), unmanned
aircraft (UA) . . . are subdivided into three categories: Remotely Pi-
loted Aircraft (RPA), Aero models and Autonomous. The first two
have similar characteristics; they are unmanned and piloted from a
remote pilot station. However, RPA, unlike aero model aircraft, will
be used for non-recreational purposes. ... Unmanned aircraft classi-
fied as autonomous have the characteristic of not allowing human
intervention once the flight has started.”*

Accordingly, “the RPA are classified according to RPAs maximum
takeoff weight (MTW) by ANAC as follows: (1) Class 1: RPA with
maximum takeoff weight greater than 150 kg (330 lbs); (2) Class 2:
RPA with maximum takeoff weight greater than 25 kg (55 lbs) and less
than or equal to 150 kg; and (3) Class 3: RPA with maximum takeoft
weight less than or equal to 25 kg Therefore, for the scope of this
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study, SRPA is defined as a class 3 RPA platforms with MTW less than
or equal to 25 kg.

For A-29 aircraft,”® we used the following data to define the en-
gagement profile: two-seat aircraft; three general purpose aerial
bombs—500 Ibs (MK-82 type); machine guns with 500 cartridges;
altitude pressure at the base track of 2,000 ft; takeoft temperature 21°
C (70° F) International Standard Atmosphere (ISA + 10° C); cruising
altitude of 15,000 ft; the outside temperature at the cruise level -5° C
(23° F); altitude pressure of 500 ft at the objective area; the tempera-
ture at target altitude 29° C (84° F) (ISA + 15° C); 5 minutes over the
target; paved runway with 3,000 m (10,000 ft) length; and absence of
obstacles for takeoff and landing. These conditions define, after
rounding, a range of action of 150 NM, 120 minutes of flight time,
and 500 kg (1,100 1bs) of fuel consumed.

The data produced could be incorporated into operational risk
management in military planning, with the following qualifications,
as stated in the Brazilian joint planning doctrine: “a) the identifica-
tion of threats; b) the assessment of risks arising from hazards; c) the
formulation of risk control measures; d) the assessment of residual
risk; e) the risk decision; f) the implementation of ‘risk control mea-
sures’; and g) supervision of the effectiveness of such measures.”*

From the definition of those initial parameters, we made a pre-
liminary analysis for the composition of this chapter.

Preliminary Analysis

According to Waltz’s neorealistic view,” global stability would in-
crease in bipolarity, tending toward a geopolitical balance. After the
end of the Cold War—which caused the disruption of geopolitical
bipolarity, as Lind discussed—states lost their monopoly of violence.”!
Thus, understanding the weaponization of SRPA as an enhancer of
violence in Fourth Generation Wars demanded a theoretical frame-
work capable of absorbing the large number of variables involved,
leading to the selection of GST.*

Hypothetically, when Actor A uses SRPA against Actor B with the
aim of causing an X effect, we can consider modeling such a scenario.
Initially, within the context presented, Actors A and B may or may
not represent state entities, demonstrating that a systemic analysis
will be required. Subsequently, the magnitude of effect X will imply a
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wide range of possibilities: damage, neutralization, destruction, stra-
tegic paralysis, psychological effects, and so forth. In addition, the
motivations inherent to the use of SRPA were not analyzed because
they exceeded the scope of the present study, although they provide
information on the expected level of performance: civilizational, ter-
ritorial, economic, political, psychosocial, and so on. Finally, the con-
clusions or predictions obtained for analogous situations will guide
the proposals of appropriate courses of action planned to enhance the
effects of SRPA employment, offensive or defensive, typically used in
military war games.”

Due to the existence of many variables, this hypothetical design led
to a chain of interactions that, from a theoretical point of view, is equiv-
alent to the use of a systemic analysis, such as GST,** which led to valu-
able data for risk management in military planning associated with us-
ing SRPA. In addition, we selected the NK Model. Its algorithms, used
in computer simulations, provided the necessary data to outline the
effects produced by the weaponized employment of SRPA.*

We corroborated the hypothesis of equifinality; that is, the same
result can be achieved by different means, as in employing a variable
number of SRPA or air-to-ground engagement of one A-29 aircraft.®
The results showed that platforms built from the weaponization of
SRPA should not be neglected in military planning scenarios, as they
represent a significant threat to risk management.

Within this context, the data may support future studies on the
imposition of order on chaos, answering the four questions raised by
Art and Waltz on means, modes, circumstances, and control of the
use of force (or the threat the use of force) resulting from the SRPA
weaponization process.”” These issues are invariably associated with
operational risk management for military planning.

Conclusion

In attempting to understand the maintenance of peace,”® several
IRTs were created to explain the world scientifically and logically.”
For proper contextualization, the present study demonstrated the na-
ture of the historical progression of wars, going through the four gen-
erations of wars. Considering the Westphalia Treaty as the initial
landmark of the states, the seventeenth and eighteenth centuries ex-
perienced the army’s professionalization, characterizing First Gener-
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ation War.®® Later, from 1789 on, the Industrial Revolution consoli-
dated the technological development observed in the First World
War, which marked the advent of the Second Generation War.®!

The increase of warfare mobility, first seen during World War II,
shaped Third Generation Wars.®> The Cold War ending, although
showing Western dominance,” did not bring theoretically pre-
dicted peace, due to the multiplication of conflicts.** The conse-
quent loss of the state’s monopoly of violence configured the Fourth
Generation War.

Considering that the development of the state cannot be dissoci-
ated from technological development,* the study of technical pro-
gressions, such as the weaponization of SRPA, is valued due to the
optimization of the military planning process. Thus, the analysis of
the weaponized use of SRPA presented several variables, which led to
the selection of GST for constructing the theoretical approach.

In addition, with the NK Model, we proposed computer simula-
tions for collecting data linked to the understanding and dimension-
ing of the effects obtained with the use of a variable number of SRPA,
based on the comparison with the effects data from the engagement
of one A-29 aircraft. The use of this aircraft, selected according to the
concept of close-air support missions, was considered as a control
group for the study.

So, the possibility of obtaining warfare effects within a Fourth
Generation War scenario with actors that may be different from state
entities can be enhanced by using weaponized SRPA.® This was
proven by the corroboration of the hypothesis of equifinality, within
which the same final state can be reached from different possibilities.
At the same time, understanding this fact will contribute to efficient
risk management analysis in military planning, starting from includ-
ing SRPA as a threat in the scenarios to be studied.
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Cyber Defense in the Brazilian Air Force

Overview and Future Perspectives
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Introduction

Cyberspace is a sensitive subject within the Brazilian Air Force (Forga
Aérea Brasileira, FAB),' a military organization in which technology
plays an important role and that uses aircraft, space platforms, and sys-
tems that incorporate cutting-edge technology.* With the creation of the
cyber strategic sector in 2008 by the National Defense Strategy (Estraté-
gia Nacional de Defesa, END), Brazil joined the list of nations that con-
sider cyberspace an environment to be protected, recognizing its mu-
table and volatile characteristics and the potential impact of this
environment on several other sectors of national development.

This first step triggered a sequence of initiatives aimed at creating
institutions, defining doctrines, and preparing and using cyber assets
to provide the necessary security in the cyber environment. The head
of the Institutional Security Office of Brazil (Gabinete de Seguranca
Institucional da Presidéncia da Republica) was responsible for the is-
sue at the political level, addressing concepts such as information se-
curity and cybersecurity. The strategic, operational, and tactical levels
fell under the direct responsibility of the ministry of defense and the
armed forces.’ In addition, END assigned the Brazilian army respon-
sibility for developing cyber defense,* which led to the creation of the

Cyber Defense Command (Comando de Defesa Cibernética, COM-
DCIBER), the central office of the Military Cyber Defense System
(Sistema Militar de Defesa Cibernética, SMDC).’

This study was financed in part by the Coordination for the Improvement of Higher
Education Personnel - Brazil (CAPES) - Finance Code 001.
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However, that does not mean that protecting computing assets and
securing communications is exclusively the Brazilian army’s respon-
sibility. On the contrary, both the Brazilian navy and the Brazilian air
force, which are part of SMDC, are directly involved through their
respective cyber defense offices.®

The strategic characteristics of cyberspace led the Brazilian air force
to establish specific guidelines regarding the development of cyber de-
fense capabilities and the use of cyberspace as an operational domain
for aerospace power. The solution was the establishment of a cyber de-
fense system (Sistema de Defesa Cibernética, SISDCAER) and the cre-
ation of its central office, the Brazilian Air Force Cyber Defense Center
(Centro de Defesa Cibernética da Aeronautica, CDCAER).

With this as background, the main objective of this chapter is to
present an overview of how the FAB’s cyber defense is structured,
especially from a strategic point of view. A survey reviews open
sources to illustrate the importance of the cyber environment for
FAB missions.

This chapter is divided into three parts. The first describes a nor-
mative view about cyber defense, paving the way for strategic and
prospective thinking in this environment. The second part deals spe-
cifically with CDCAER, and the last points to some future perspec-
tives and the intersection between cyber and space power in the con-
text of a multidomain environment.

Normative Aspects of Cyber Defense in Brazil

The END outlines the national defense dimensions of the cyber
sector, also including cyber as basic means in all armed forces and as
a basic element to enable national and military development in Bra-
zil.” Regarding the availability, integrity, confidentiality, and accessi-
bility of critical information infrastructures,® the normative aspects
of cyber defense go hand in hand with information security,” deter-
mining the guidelines used to protect against vulnerabilities as well as
the best practices to follow and their applicability regarding the sin-
gularity of each strategic sector—cyber, nuclear, and space.

Decree no. 5484/2005 approved the first version of the National
Defense Policy (Politica Nacional de Defesa, PND),"° which was fol-
lowed by the END, first published in 2008 and later updated in 2012.
Both documents constitute the first normative aspects of national de-
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fense that give greater coverage at the political and strategic level and
are aimed at the Brazilian armed forces.

According to the END, cyber capabilities were to be employed for
industrial, educational, and military uses. The communication tech-
nologies of all contingents of the armed forces were included as a
priority to ensure their capacity to act in networks and benefit com-
munication between the armed forces and space vehicles. In the cy-
ber sector, an organization was to be created to develop cyber capa-
bilities in the industrial and military fields.

In its 2018 version, END addresses the intersection of the armed
forces and cyber defense. This document also mentions the influence
of the cyber sector in new expressions of power, such as hybrid war,
and its central role as a dissuasive power."!

In accordance with the 2018 version of the PND," the cyber envi-
ronment requires special attention in relation to security and defense
in this virtual space, composed of computational devices connected
(or not) in networks in which digital information—essential to en-
suring the functioning of information management, communica-
tions, and command and control systems (C2)—is exchanged. A sig-
nificant portion of military activities, in particular air and space
forces, depends on these systems.

The Brazilian Air Force Cyber Defense Center

CDCAER comprises two main areas of focus. The first is related to
FAB’s central office of defense and cyber war activities. The second
deals with CDCAERS effective presence in SMDC. CDCAER is re-
sponsible for planning, coordinating, and centralizing protection,
exploitation, and cyberattack actions. In addition, it has the highest
level of cyber situational awareness within the FAB. From a strategic
point of view, CDCAER is responsible for planning and managing
cyber defense training and actions. Other strategic responsibilities of
CDCAER include coordinating FAB’s critical infrastructures and
digital systems security, the study of new cryptographic technologies,
and establishing lines of research for the cyberspace field.

From the operational perspective, CDCAER responsibilities cen-
ter on the orientation and execution of cyberspace protection, explo-
ration, and attack and on the preparation and use of aerospace mili-
tary power. In addition, the CDCAER operates the Network Incident
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Response Center (Centro de Tratamento de Incidentes de Rede,
CTIR-FAB) and supervises the Network Incident Response Teams
(Equipe de Tratamento e Resposta a Incidentes em Redes Computa-
cionais, ETIR), distributed in other air force branches. Finally, from
the administrative point of view, CDCAER is responsible for estab-
lishing and supervising SISDCAER governance, inspecting system
compliance, and coordinating other systems in the FAB."

Additionally, as a branch of SMDC, CDCAER represents the Bra-
zilian air force in issues related to cyber defense and acts at the stra-
tegic level. It collaborates with other SMDC activities through coor-
dination with the central office—in this case, COMDICIBER—and
with cyber intelligence activities for the benefit of SMDC and the
defense intelligence system.'

The next section points out some contexts and future threats that
may represent great challenges for CDCAER duties.

A Look to the Future: Multidomain Dimensions and
Intersection with Space

Battling different types of threats to Brazilian aerospace power, in-
cluding cyberattacks and cyber espionage, requires systematic invest-
ments in science and technology. In this context, the multidomain
dimension—which involves the integration of the aerial, space, and
informational domains'>—can be seen in some products and projects
the FAB recently developed or acquired.

For example, Embraer KC-390, the largest military aircraft built in
the Southern Hemisphere and intended for military transport and
in-flight refueling, has advanced avionics and electronic warfare sys-
tems, such as self-protection system, heads-up display, and direc-
tional infrared countermeasures.'® Therefore, this aircraft constitutes
a true air force vector that aggregates high technology and electronic
and cyber capabilities. In view of such versatility and technological
efficiency, it may become a target for not only industrial espionage
but also cyber espionage.

Six years ago, the FAB signed a contract with Saab, a Swedish com-
pany, to purchase 36 Gripen-NG fighters and the corresponding tech-
nology transfer to produce these new generation aircraft independently
and within Brazil. The so-called FX-2 Project is an ambitious program
to modernize Brazil’s fighter fleet. One of the attention-getting tech-
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nologies of these fighters is the advanced artificial intelligence (AI) that
works autonomously in several areas simultaneously and provides sug-
gestions to the pilot. The AT's suggestions can vary from weapon selec-
tion to maneuvers; further, the AI's “avionics intelligent architecture”
allows old algorithms to be replaced by new ones without reducing the
complete availability of the aircraft."” The fact that the Gripen collects,
stores, and transmits sensitive data—and therefore needs to have its
software updated—reminds us of the famous case of the Stuxnet worm
in Iran’s supervisory control and data acquisition nuclear systems. It
demonstrates how cyber intelligence and the development of cyber
weapons can compromise infrastructure and critical assets, even when
not connected to external networks.

Another example took place in 2017, when the first 100 percent
Brazilian-controlled geostationary satellite was launched to meet
telecommunication demands related to public policies, strategic se-
curity, and national defense needs. It is, therefore, an important spa-
tial asset to guarantee surveillance of Brazil’s vast national territory
and to promote strategic communications in places of difficult access,
such as the Amazon region, through the Ka band. The X band used in
the satellite is aimed at encrypted military and government commu-
nications in addition to transferring georeferenced images. As the
satellite is dual-use, civilian personnel from Telebras (Brazilian tele-
com) and Brazilian military personnel share the space operations
center headquarters in the federal capital.

Because these new space assets (satellites, space stations, constella-
tions, etc.) need cyberspace to communicate with each other and
with Earth, gaps open for cyber threats (such as worms, viruses,
man-in-the-middle, social engineering, etc.). To get an idea about
this cyber-and-space issue, the new US Space Force focuses on how
the satellites can be used against themselves (by software) and against
other nations’ satellites (by hardware).

The weaponization of outer space has been carried out especially by
the world powers. For example, in January 2019, the US Air Force
(USAF) National Air and Space Intelligence Center released an overview
with very realistic and pessimistic views on the strategic use of military
capabilities in space. Also in this report, the USAF emphasized cyber
threats arising from the development of offensive capabilities that can
enable the enemy to take military advantage from space. This would be
possible, for example, using cyberattacks—for instance, worms like Stux-
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net—and techniques—like social engineering—aimed at assets that
could be in any environment, such as space, earth, and air.'®

Managing cyber protection of space assets in Brazil—such as space
platforms, personnel, aircraft, weapons, installations, equipment, and
systems—requires not only investment in cutting-edge science and tech-
nology but also evaluation of public policies related to cyber defense.

Conclusion

To fulfill its constitutional mission, the FAB uses air vectors, equip-
ment, and cutting-edge technologies. Such sensitive technologies
represent a major concern, as they can compromise national defense
if they are not well managed and monitored.

Cyber means are more and more central to achieving state depart-
ment objectives. Thus the use of cyber means has become a new di-
mension to be considered in conflicts. Aware of this new reality, Bra-
zil started to organize and structure to face this new challenge with
the publication of END in 2008. Likewise, the Brazilian air force
started planning and developing cyber defense capabilities to protect
its critical assets and operate in this new domain. The creation of the
CDCAER was proposed to become SISDCAER’s central office and
take charge of planning, coordinating, and centralizing cyber activity.
From the operational point of view, CDCAER will be responsible for
guiding and executing cyber protection, exploitation, and attack; op-
erating the Network Incident Response Center; and supervising
ETIRs distributed across the military organizations.

Looking toward the future, CDCAER must be very well organized,
prepared, equipped, and able to use cyberspace and operate in the
multidomain dimension to protect new aerial and space platforms
against cyberattack, because otherwise, Brazilian aerospace sover-
eignty may be seriously compromised.
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Chapter 3

SIPAM and SIVAM Projects
A Challenge in the Amazon
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Introduction

This chapter analyzes the Amazon Protection System (Sistema In-
tegrado de Protecao da Amazonia, SIPAM) and the Amazon Surveil-
lance System (Sistema de Vigilancia da Amazonia, SIVAM). In the
nearly two decades since their conception and implementation, these
systems maintained Brazil’s sovereignty in its territory and airspace
and in its strategic surroundings, the Amazon Arc. These challenges
will be examined from two perspectives: territorial sovereignty and
airspace sovereignty.

The Amazon region is admittedly one of the richest areas in the
world. As a source of sufficient natural, mineral, and water resources,
the Amazon has the capacity to make Brazil a world economic power-
house; at the same time, it is the geopolitical base for the financial, in-
dustrial, agricultural, commercial, and technological contentiousness
generated by Brazil's emergence among developed countries. The riches
of the Amazon—the water, the mineral resources, the biodiversity, the
natural products, and the people—must stop being just listed as re-
sources to enter the productive chain of the region and the country.'

Freire highlights the problems Brazil faces due to the riches of
the Amazon region, emphasizing that as a country of continental
dimensions, Brazil also has proportional problems, mainly in the
Amazon, which has become the target of the greed of developed
nations due to the grandeur of its natural resources and minerals.?
The Amazon region, with its mineral and natural wealth, can con-
tribute a great deal to the Brazilian national development project.
However, Freire points out that it is important to present the differ-
ences between growth and development. “Growth has quantitative
connotations, while development has qualitative connotations,”
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which are represented by wealth, regional transformations, the evo-
lution of society, and environmental preservation.’?

The factors of growth versus development were the focus of the
conference held in Rio de Janeiro in 1992, which covered environ-
mental problems, illegal mining, and indigenous peoples. The confer-
ence resulted in a concept of sustainable development that made it
necessary to invest in the environmental management of countries
with actions aimed at protecting natural resources, establishing pro-
tection areas, and combating deforestation and desertification
through investment in technologies capable of reinforcing the envi-
ronmental management of countries.*

These were the factors that led the Brazilian government to imple-
ment SIPAM, highlighted in Ministerial Directive No. 003/2002, of
March 4, 2002, which aimed to integrate, evaluate, and disseminate
information for planning and coordination of global government ac-
tions operating in the Amazon, aiming to contribute to the sustain-
able development of the region.’

In Lia Machado’s view, the current world, despite being more dy-
namic, is still full of uncertainties, one of which is the issue of the ter-
ritorial state. This issue has three components, beginning with the in-
stitutional, that is, the form of control of limits and borders within the
scope of institutions. The second would be conjunctural, “the sliding of
frontiers into the national territory, characterized by the multiplica-
tion of special territories, a reference by the author to the demarcation
of indigenous territories; and the third would be the structural aspect,
that is, the use of a legality/illegality statute and the role of political
boundaries in a world economy.®

For Almeida, the issue of sovereignty over the Amazon is a highly
sensitive issue for Brazil. The reorientation of the central axis of de-
fense issues in Brazil in relation to the Amazon demonstrates its im-
portance for national policy, leaving aside old concerns with the
southern border to shift the focus to the security of the Brazilian
north.” Santos points out that SIPAM and SIVAM were born from the
need for the federal government to adopt strategic actions that would
allow the generation of up-to-date knowledge about the Brazilian
Amazon, in addition to systematizing control, inspection, monitor-
ing, surveillance, and protection of the region.®

Emerging from the technical-scientific-informational environ-
ment, SIVAM foresaw the implementation of a surveillance system
based on network technology, satellites, and radars. Santos points out
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that SIVAM was a project designed to strengthen the argument that
international demands for the preservation of the environment and
the demarcation of indigenous lands represented a threat to national
sovereignty, having as a fundamental reason the pressure from West-
ern powers and nongovernmental organizations regarding the pos-
sible devastation of the Amazon rainforest.’

SIVAM has a symbolic dimension besides its commercial value, em-
phasizing technological modernity and the need for a more complex
territorial control, without adopting the assumptions of the classic geo-
political models of territorial perimeter defense through occupation.
Lia Machado explains that STVAM was based on a conception different
from the previous proposal, the Calha Norte Project, almost a classic
militarization model, which had been suspended due to accusations,
external and internal, of militarization of the border.!°

To understand all these interrelationships and how they are con-
nected to SIPAM and SIVAM, the concept of both projects will be
discussed below.

The Conception of SIPAM and SIVAM Projects

The Integrated Amazon Protection System—SIPAM

SIPAM was born from the need to make the state’s presence effec-
tive in the Legal Amazon by a system that would contribute to the
control, inspection, and monitoring of this strategic region for Bra-
zil."' The system was the result of the Explanatory Statement by the
Ministry of Justice, along with the Ministry of Aeronautics (Ministé-
rio da Aerondutica, MAER) and the Secretariat of Strategic Affairs
(Secretaria de Assuntos Estratégicos, SAE), No. 194, of September 21,
1990.”? Fernando Henrique Cardoso, Brazil’s president, included,
among others, the following proposals:

a) To authorize the SSA to formulate and implement a national
coordination system, aiming at the integrated action of gov-
ernmental agencies in the repression of illicit acts and envi-
ronmental protection in the Amazon.

b) Authorize the Ministry of Aeronautics to implement the Am-
azon Surveillance System, integrated to the National Coordi-
nation System to be formulated by the SSA.
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c) From the Explanatory Memorandum, the initial name was
Amazon Surveillance System (SIVAM), an air force system,
but the document also highlights that this system would be
integrated to a national coordination system yet to be de-
signed by the SAE. This system would be SIPAM."

The Deliberative Council of the Amazon Protection System was
created in 1999 with a purpose of establishing guidelines for the co-
ordination and implementation of government actions, in accor-
dance with the integrated national policy for the Legal Amazon." In
2002, by means of Decree 4200, of April 17, the Executive-Secretary
of the Deliberative Council of the Amazon Protection System was
renamed Operational and Management Center of the Amazon Pro-
tection System (Centro Gestgor e Operacional do Sistema de Pro-
tecao da Amazonia, CENSIPAM), whose purpose was to promote the
protection and sustainable development of the Legal Amazon, based
on the integration of information and generation of knowledge about
the Amazon region."”

CENSIPAM, besides its technological infrastructure, consists of
three regional centers based in Manaus, Belem, and Porto Velho and
has established partnerships with the Brazilian Institute of Environ-
ment (Instituto Brasileiro do Meio Ambiente e dos Recursos Naturais
Renovaveis, IBAMA); federal police; Chico Mendes Institute for Bio-
diversity Conservation the Brazilian government environmental
agency, created by law 11.516, of August 28, 2007; National Indian
Foundation (Fundag¢do Nacional do Indio, FUNAI); civil defense;
armed forces; and state and municipal governments.'®

The participation of the armed forces was dictated by a normative
document, Directive of the Ministry of Defense No. 003/2002, of
March 4, 2002,"7 in which the armed forces mission was established:
“To participate in the process of SIPAM activation jointly with the
other instances of the public administration, in order to contribute to
the operationalization of this system, in accordance with the National
Integrated Policy for the Legal Amazon” One of the important as-
pects established in the directive was that the data entry of essential
information and the execution of training for activation of the system
was the responsibility of the Commission for the Coordination of the
Amazon Surveillance System Project (Comissao Coordenadora do
Projeto Sistema de Vigilancia da Amazdnia, CCSIVAM) of the Aero-
nautics Command.*®
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SIVAM preceded SIPAM, since it was already part of the Aeronau-
tics planning for monitoring the national territory. However, the im-
portance of the Amazon Region imposed itself as of 1990, causing the
Brazilian government to set in motion actions that would allow for
monitoring and control of this vast region.

The Amazon Surveillance System—SIVAM

In the 1990s, together with SAE and the Ministry of Justice, the
MAER presented Explanatory Memorandum no. 194 prioritizing the
problems in the Legal Amazon. The Explanatory Memorandum was
approved by President Fernando Henrique Cardoso on September
21, 1990, with the following determination: the Ministry of Aeronau-
tics is responsible for implementing SIVAM and integrating it into
the national coordination system."

Article 3 of the Decree of October 18, 1999, defines SIVAM as part
of SIPAM and highlights that this system “aims at the execution of
works and services, the acquisition of equipment and the allocation
of goods destined to the collection, processing, production and dis-
semination of data on the Amazon, within the scope of SIPAM.*
Therefore, the SIVAM project was born under MAER coordination
and had, among others, the following responsibilities: generate up-
dated knowledge on the Brazilian Amazon, create conditions for the
integration of the government sector bodies in search of solutions to
protect the Amazon, and systematize the control, inspection, moni-
toring, and surveillance of the region.*

To enable the implementation of SIVAM, MAER assigned the
Commission for Implementation of the Airspace Control System
(Comissao de Implantagdo do Sistema de Controle do Espago Aéreo,
CISCEA) the task of elaborating the basic and execution projects for
the implementation of SIVAM. This was because, in the governmen-
tal structure, CISCEA was the only agency with competency and ex-
perience for the installation, in many areas, of cutting-edge technolo-
gies with multidisciplinary nuances. To conduct the project,
CCSIVAM was created, coupled to CISCEA, and conducted by the
same group of people.

Thus, SIVAM was born to be responsible for the collection, pro-
cessing, and distribution of data to users who embraced SIPAM, pro-
viding conditions for a new style of integrated administration in the
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Amazon region, with the support of equipment, software, and per-
sonnel for the collection of data in that area.*

Santos points out that SIVAM is made up of a complex network of
instruments and technological resources, with information being its
basic element and also a data acquisition and information processing
system for government agencies in the Amazon region constituting a
sophisticated integrated telecommunications and control network
covering the entire air and land space of the Amazon.” The concept
of the SIVAM project can be seen in figure 3.1; its initial purpose was
to enable the technical implementation of SIPAM and only after its
conclusion would it become CINDACTA IV. The keyword of both
projects was integration, represented by radars, telecommunications
stations, aircraft, satellites, and meteorological stations, as depicted in
figure 3.1.

SIPAM and SIVAM Concept
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Fig. 3.1. SIPAM and SIVAM concept. (Source: the authors)

To finance this project, Brazil, with the participation of Banco do
Brazil, took out a loan of US $1,022,800 from EximBank. The total cost
of implementing SIVAM was US $1.395 billion, of which US $1.285
billion was allocated to equipment and services and US $110 million to

civil works. Of the total investments, Raytheon, winner of the contract
for the supply of equipment, received US $239.2 million.**
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The contract between CCSIVAM and Raytheon, ATECH Founda-
tion, and Embraer came into effect on July 25, 1997. The executive arm
of CISCEA for the implementation of SIVAM was the ATECH Founda-
tion agency in charge of the receipt of goods and services as well as the
integration of all equipment. Embraer was the national company cho-
sen to supply the aerial surveillance and remote sensing aircraft.

With the inclusion of the air surveillance and early warning aircraft
R 99 (AEWCQ), Brazil became part of the limited group of countries that
had a functioning command-and-control air defense system.

SISDACTA: The Origin of SIVAM

SIVAM was the continuation of the project conceived as part of
airspace control in the 1970s, the Integrated System of Air Defense
and Air Traffic Control (Sistema de Defesa Aérea e Controle de
Trafego Aéreo, SISDACTA), which was the result of a working group
established by the Aeronautics general staff through Ordinance No.
R004, February 6, 1969.* The working group created SISDACTA in
the 1970s in response to the need to integrate means and agencies
that belonged to the other armed forces, such as the navy and army,
as well as the need to manage and rule civil aviation traffic. Another
alternative presented was that SISDACTA would be more economi-
cally viable whether the air traffic management structures and air de-
fense were integrated (see fig. 3.3).”” Therefore, one of the main goals
presented by the working group was to integrate resources, that is, the
operational infrastructure of visualization (radars), communication,
software (air defense and air traffic control), besides the human re-
sources to support and operate the system that was to be managed by
a single agency, the Aeronautics Command.”

To meet the criterion of economic viability, one of the important
aspects of the project was the plan to implement the system by mod-
ules (in stages),” a criterion that established the balance between the
resources necessary for a project of this magnitude compatible with
the country’s financial capacity (see fig. 3.2).% Reflecting the concept
of the working group, Pereira points out that the effective and gradual
implementation of SISDACTA represented a great advance in na-
tional air defense, having enabled the Brazilian Air Force (Forca
Aérea Brasileira, FAB) to carry out two important functions for the
country: the control of Brazilian airspace and air defense in a radar,
telecommunication, and computer-only network that enabled the de-
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sired integration between equipment, functions and human re-
sources, in addition to a considerable cost reduction.?

The country was divided into four air defense and traffic control
regions as figure 3.2 shows. This division was also a result of the studies
of the working group that presented five solutions, but all of them pro-
posed to divide the country into air defense regions, coinciding with
the existing flying information regions in the country.

CINDACTA

Implementation — s ‘

stages

Structure - systemic |:>‘ SISDACTA |

Fig. 3.2. SISDACTA’s Concept. (Source: the authors)

The implementation of the project by stages started with CIN-
DACTA I and finished with CINDACTA IV. As executive bodies of this
system, their areas of responsibility are also shown in figure 3.2. Inte-
grating these systems was necessary not only by the infrastructure re-
quirements (radars, telecommunications, etc.), but also by the opera-
tional factor, that is, the integration between the military part of the
system (air defense) and the civilian part (air traffic management
[ATM]), making it possible to achieve excellence in flight safety.

This concept revolutionized the thinking of the time because all
over the world, air traffic control and aerospace defense systems were
separated. Today, this Brazilian concept is the global standard.

CINDACTA: First Step Toward Integrated Systems

For SISDACTA to be operational and function as designed, it was
necessary to assemble a physical structure to meet the defined crite-
ria, called the Integrated Center for Air Defense and Air Traffic Con-
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trol, (Centro Integrado de Defesa Aérea e Controle de trafego Aéreo,
CINDACTA), which was regulated by Decree No. 73.160, of Novem-
ber 14, 1973. Article 1 established that CINDACTA’s mission was to
monitor and control air circulation as well as to conduct aircraft
whose mission was to maintain the integrity and sovereignty of Bra-
zilian airspace in the area defined as its responsibility.** Thus, CIN-
DACTA had specified, in its regulation, nine competencies that, in
short, aimed at managing, controlling, and coordinating the respon-
sibilities involving air traffic and air defense.”

Later, SISDACTA evolved and was divided into two systems. The
Airspace Control System (Sistema de Controle do Espago Aéreo
Brasileiro, SISCEAB) falls under the Department of Aerospace
Control and is responsible for equipment maintenance and opera-
tion and for the ATM operational function. The Brazilian Aero-
space Defense System (Sistema de Defesa Aeroespacial Brasileiro,
SISDABRA), overseen by Aerospace Operations Command (Co-
mando de Operagdes Aerospaciais, COMAE), is responsible for
military and aerospace defense operations and the airspace policing
mission, with its specific software. The split of the systems is de-
picted in figure 3.3.

Air Defense System and Air Traffic Control

4 \

o

DECEA COMAE

Fig. 3.3. Evolution of SISDACTA. (Source: the authors)

Although the system has evolved and divided into two specific sys-
tems, SISDABRA with aerospace defense and SISCEAB with air
traffic management, both systems remain under the responsibility
of a single agency, since COMAE (aerospace defense) and DECEA
(air traffic control) are bodies belonging to the COMAER’s organi-
zational structure.™
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Challenges and Threats: Present Impositions

In 2021, the Brazilian Minister of Defense expressed his concerns
about the Amazon: “The current geopolitical scenario presents new
challenges, such as environmental issues, cyber threats, food security,
and pandemics.* The National Defense Policy (Politica Nacional de De-
fesa, PND) also highlights this concern by defining Brazil's priority in-
terests as being its strategic environment, which includes South Amer-
ica, the South Atlantic, the countries of the West African coast, and
Antarctica. From the point of view of defense, in addition to the regions
where political and economic powers are concentrated, priority must be
given to the border strip, the Amazon, and the South Atlantic.®

The National Defense Strategy (Estratégia Nacional de Defesa,
END) highlights that the Amazon is an area of geostrategic interest
for Brazil. The protection of biodiversity and mineral and water re-
sources, in addition to the energy potential in the Brazilian territory,
is a priority for the country. The exploitation and socioeconomic de-
velopment of the Amazon—in a sustainable way—will continue to be
vital for national integration, requiring the increase of capacities to
provide security and sovereignty, intensifying the military presence
and the effective action of the state, preventing exogenous entities
from influencing local communities. In this regard, the END clarifies
that dissuasion should be the first strategic posture to be considered
for the defense of national interests in that region.”

The concerns expressed in the PND and END are in line with the
criteria established in the 1990s for the creation of SIPAM and SI-
VAM: concern for the environment, security, and the country’s sov-
ereignty over its territory, especially the Amazon Region. The PND
emphasizes the importance of borders that require attention since
people and goods transit through them, integrating regions and
bringing the country closer to its neighbors. At the same time, illicit
activities (organized crime, large-scale transnational drug trafficking,
and violent civil war between criminals and the police) assume a
transnational nature, requiring constant surveillance, coordinated
action between defense and public security agencies, and close coop-
eration with neighboring countries.” The current conflicts have been
characterized by a significant dissonance between the expectations of
public opinion, the intention at the political level, and the perception
of military leaders.*
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The PND also stresses that, along with the continental and mari-
time dimensions, the aerospace environment is fundamentally im-
portant for national defense. The use of outer space, the control of
Brazilian airspace, and its permanent articulation with that of neigh-
boring countries as well as the continuous development of aerospace
activity are essential to safeguard sovereignty and national interests.*

In this context expressed by the Minister of Defense and in the
PND, Brazil needs to control its territory and borders, demonstrating
the importance of the country having a system that allows it to exer-
cise this control in terms of sovereignty over its territory, borders,
and airspace as well as aspects of environmental control that include
the problems of deforestation and illegal mining, among others—
fundamental criteria for the creation of SIPAM and SIVAM. Illegal
mining, for example, is not only a problem in Brazil but also affects a
European country, France, which is obliged to use its armed forces to
try to control illegal mining in its overseas possession, French Gui-
ana.”’ The French legislature even created a commission of inquiry to
address the matter, whose suggestions were presented through Re-
port No. 4404 published in 2021.*

Regarding surveillance of Brazilian borders in the Amazon, for ex-
ample, control over drug trafficking is currently carried out by CO-
MAE through CINDACTA IV (which, as previously explained, was
SIVAM). This control is carried out daily and in coordination with
federal police to not only prevent the flight of aircraft transporting
drugs but also to lead to the capture of traffickers. News published on
the COMAER portal highlights that, on February 19, 2022, an air-
craft had been detected in the central region of Amazonas without a
flight plan and was on a known route for drug trafficking, being then
subject to airspace policing measures of the Brazilian government.
The news also highlighted that the aircraft made a forced landing in a
sugarcane field near the city of Presidente Figueiredo; an H-60 Black
Hawk helicopter from the FAB landed at the site with a federal police
team that seized the illicit drug load. The report also points out that
the commander of COMAE commented on the success of the joint
operation, highlighting that the action proved not only the opera-
tional readiness of the FAB but also the capabilities of SISDABRA
that allow consistent surveillance 24 hours a day, seven days a week.

This action was part of Operation Ostium to curb illicit acts in
Brazilian airspace, in which the FAB and a public security agency, in
this case the federal police, worked together.* Operation Ostium car-
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ried out 652 interceptions of aircraft in the last three years. This sur-
veillance resulted, in 2021, in the seizure of 1,680 kg (3,700 lbs.) of
drugs, and, in 2022, the action led to the seizure of more than a ton.
Since 2017, the total amounts to 7.2 tons of seized drugs.

Likewise, the FAB acts, through Operation Yanomami, in the con-
trol of illegal mining in indigenous lands, the core of the SIPAM and
SIVAM systems when they were created.* Illegal mining, deforesta-
tion, and drug trafficking are instruments that can be used as weapons
to destabilize nations politically, economically, and militarily, particu-
larly in the strategic Amazonian environment, which—with its insta-
bilities, actors, and threats—is characterized as a multidomain scenario
subject to offensive actions of all types as existing in hybrid warfare.
Hybrid war can be conceptualized as asymmetric conflicts provoked
externally for purposes based on economic interests capable of inter-
rupting transnational projects through ethnic, religious, regional, po-
litical, geographic, and socioeconomic conflicts.*>

As noted previously, the PND and END define the national defense
strategy for the Amazon strategic environment as the strategy of dissua-
sion and for the employment of military power. According to Brazilian
aerospace power scholar Lieutenant Brigadier Murillo Santos, dissuasion
strategy requires attack capability, even if it is a ready-response strategy,
otherwise it becomes a resistance-defensive strategy.*

Dissuasion as a national defense strategy transits in this current
war environment, called multidomain due to the plurality of capa-
bilities that compose the present relations of force and, also, due to
the wide distribution of power in the social environment. The
modern-day battlefield will be multidimensional. It incorporates the
infosphere, enabling anyone—media, governments, individuals—to
harness telecommunications technologies and cyber resources to ex-
tend their reach.”

In South America, modern conflict also bears traces or character-
istics of the region’s underdevelopment, such as low levels of educa-
tional and economic attainment, in addition to assuming the pecu-
liarities of the continent as a producer of cocaine and marijuana. This
is pointed out by the PND when the document highlights that, from
a defense viewpoint, the possibility of armed conflicts in South
America cannot be disregarded, so that Brazil may be motivated to
contribute to the solution of eventual regional disputes or even to
defend its interests.*®
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The existing challenges and threats in the strategic Amazonian
surroundings are issues that should be faced by Brazilian society with
its civilian agencies and military bodies; civil-military cooperation,
through public policies; and interagency operations with the aim of
maintaining the integrity of the national territory against any kind of
transnational illicit activities. The challenges present are the almost
the same as those of the 1970s, when SISDACTA was conceived, and
later when SIPAM and SIVAM where conceived and implemented to
deal with the challenges of the Amazon Region. These systems have
made a great contribution allowing the country to apply its sover-
eignty over its entire territory and air space contributing to the Bra-
zilian strategy of dissuasion.

Conclusion

This research traced SIPAM and SIVAM systems and how they
counter the challenges in Brazil's strategic surroundings. It also dem-
onstrated the enormous current challenges and threats in the strate-
gic Amazonian surroundings, a large area in a multidomain environ-
ment that today could be considered a hybrid war scene.

First, the research highlighted why SIPAM and SIVAM were cre-
ated, having as basic principles surveillance and control over the ter-
ritory and over Brazilian airspace. Among the highlighted problems
that were established as criteria for surveillance and control were de-
forestation, illegal mining, mainly in indigenous lands, and drug traf-
ficking in the Amazon region.

The chapter also demonstrated that the concept of integrating ma-
terial and human resources present in the creation of SISDACTA was
also one of the basic criteria for the creation, in the 1990s, of the SI-
PAM and SIVAM projects. In these two projects, the concept of inte-
gration expands to include the integration of information and opera-
tions with other bodies such as the federal police, IBAMA, and
FUNALIL among other agencies.

Bringing the analysis to the present day, the chapter highlighted
that both the PND and the END also expressed concern with the Am-
azon Region, corroborating the need for the existence of the SIPAM
and SIVAM systems, today called CINDACTA IV, part of SISDABRA,
the system responsible for Brazil's aerospace defense.
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In this update, the survey also showed that interagency coopera-
tion remains, especially with the federal police in terms of airspace
surveillance for the control of aircraft transporting drugs in the Ama-
zon region, in addition to FAB cooperation in combating illegal min-
ing activities on indigenous lands through Operation Yanomami.

The research also sought to highlight the importance of creating
SIPAM and SIVAM to contribute to the dissuasion strategy advo-
cated by the PND and END within the principles of protecting na-
tional territory, mainly the Amazon, as well as integrating public
policies in the sense of enabling the sustainable development of this
important region of Brazil.

This research is expected to contribute to other academic works
that deal with these important and exciting themes that involve the
Amazon region.
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Chapter 4

Brazilian Air Traffic Flow Management

An Integration Link in South America

Eduardo Sol Oliveira da Silva
Joaquim Lobo Junior

Introduction

The air transport sector plays an important role in Brazil’s eco-
nomic activity and remains one of the fastest developing sectors in
the world economy. In all regions of the globe, states depend on the
aviation industry to stimulate economic growth and provide support
for essential services to communities, especially the ones in inhospi-
table and remote regions—as with the indigenous tribes of the Ama-
zon. In this context, civil aviation, by itself, can be seen as a signifi-
cant contributing factor to the economic vitality of nations as well as
to global economic vitality.'

One of the keys to protecting this economic vitality is the mainte-
nance of a safe, efficient, and environmentally sustainable air naviga-
tion system available worldwide, nationally, and regionally. That re-
quires implementing an air traffic management system that allows
the maximum use of enhanced technical features. Thus, it is neces-
sary that countries are developed in terms of aerospace structure, so
that the well-being of their national bases, which involves issues
ranging from the economy to air defense structure, is ensured.

In many places, demand often exceeds the system’s available ca-
pacity to accommodate air traffic, resulting in negative, impacting
consequences, not only for the aviation industry, but also for global
economic health, hence the need to establish a balance between the
demands and the capacity of airspace in these states. That is where air
traffic flow management (ATFM) comes in.

Air traffic management (ATM) has become crucial for the various
regions of the International Civil Aviation Organization (ICAO), in-
cluding the South American Region. However, the economic and po-
litical characteristics of each nation and the possibility of investments
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in ATM are of paramount importance. So is interstate cooperation.
How has Brazil helped, supported, or fostered the development and
integration of air navigation service providers (ANSP) in South
America through the ATFM system?

Background

In September 2003, at the ICAO’s eleventh air navigation conference,
member states supported and approved the new Caribbean/South
American Air Traffic Flow Management Concept of Operation. This
document encouraged the implementation of a service management
system that would allow the development of a continuous regional air-
space through the application of a series of ATM functions.’?

In accordance with ICAO’s guiding principles regarding the facili-
tation of interregional harmonization, regional plans for the imple-
mentation of communication, navigation, surveillance (CNS) and
ATM systems in the regions must be prepared according to the gen-
eral profiles defined in the 2016-2030 Global Air Navigation Plan.*
After careful analysis, the guiding principles of this global plan were
adopted by the CAR/SAM Regional Planning and Implementation
Group (Grupo Regional de Planificacion e Implementacion del Ca-
ribe y América del Sur, GREPECAS), which incorporated the charac-
teristics inherent to the Caribbean and South American regions
(hereafter CAR/SAM), using as a foundation the definitions of ho-
mogeneous areas and main traffic flows. Homogeneous areas are air
spaces with ATM requirements and similar degrees of complexity,
while the main air traffic flows are air spaces in which there is a sig-
nificant amount of air traffic demand.’

Considering the flow characteristic of the region in question,
GREPECAS considered that the early implementation of ATFM would
guarantee an optimum flow of air traffic in relation to or through some
areas during periods when demand exceeds or is about to exceed avail-
able capacity of the air traffic control (ATC) system. Therefore, an
ATFM system should reduce aircraft delays, both in flight and on the
ground, and avoid overloading the system. The ATFM system will as-
sist ATC in meeting its objectives and achieving more effective use of
airspace and airport capacity. ATFM must also ensure that the safety of
air operations is not compromised if critical levels of air traffic conges-
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tion occur and, at the same time, ensure that air traffic is effectively
managed without applying unnecessary flow restrictions.®

The documents dealing with the concept of CAR/SAM air traffic
flow management operations aim to describe a high level of service to
be provided in these regions within a specific time horizon. They de-
scribe the status of the flow and what will be the future situation pro-
gressively achieved through a series of specific changes.

The operational concept described here reflects the expected order
of events that may occur and should help and guide planners in the
gradual design and development of the ATFM system, to provide
safety and efficiency, in addition to ensuring an ideal air traffic flow to
certain areas during periods when demand exceeds or is expected to
exceed the available capacity of the ATC system.”

Brazilian Airspace and its Importance
in South America

Brazil has continental scope. When it comes to air space jurisdic-
tion, its dimension becomes even greater: there are 22 million square
kilometers (8.5 million square miles) of continental and oceanic area.
The extent of Brazilian airspace stands out compared to the areas of
other South American countries. Its area, both territorial and spatial,
is significant. Brazil also has the largest airport in South America,
which is in the largest metropolis of the region—Sao Paulo.® This
leads to the conclusion that Brazilian aviation affects the air move-
ments of the entire region and, therefore, that Brazil plays an impor-
tant role when it comes to aviation in the region. It is possible to infer
that the development of national aviation benefits Brazil and its
neighboring countries.

Because of this dimension and the growing demand, the Air Navi-
gation Management Center (Centro de Gerenciamento da Navega-
¢ao Aérea, CGNA), which was created in August 2005 by ordinance
1003/GC3, was activated in 2007 to manage national air flow de-
mands. As a military organization subordinated to the Brazilian Air-
space Control Department (Departamento de Controle do Espago
Aéreo, DECEA), CGNA aims to “allow, based on flight intentions, the
harmonization of air traffic flow management, air space, and other
activities related to air navigation, providing the operational manage-
ment of actions processes of air traffic management (ATM) and re-
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lated infrastructure processes, aiming at the sufficiency and quality of
services provided under the Brazilian Airspace Control System.™

Thus, the development of Brazilian ATFM structures and aeronau-
tical infrastructure represents a contribution to the development of
South American aviation itself. Academic and aeronautical commu-
nities recognize this dimension of aviation development, as the ex-
cerpt below expresses (specifically referring to radar coverage over
the entire Brazilian territory):

In South America, Brazil . . . has this network of complete cov-
erage of radar signals to support air navigation. Such techno-
logical advancement provides the Brazilian economy with an
agile and safe means of transport. However, to be this way, it
needs a considerable range of resources, both in its implemen-
tation and maintenance, as well as in its perennial need for up-
dating. And if the number of commercial flights is increasing at
high rates, as mentioned before, this entire infrastructure must
keep pace with this growth, in order to continue providing the
security and economy inherent in fast and reliable transport.'

According to the ATFM operational concept for the CAR/SAM
regions,'' Brazil accounted for 45 percent of the total movements at
airports in the entire SAM region between 2002 and 2005. Projec-
tions made in 2013 anticipated that, after implementing ATFM from
2019 to 2021, Brazil would emerge as the largest industrial and eco-
nomic power within the SAM region, with a probable increase in air
traffic by 2030. Despite modest forecasts in relation to the increase of
air traffic for the region, Brazil and Mexico still represent the most
important domestic markets. Increased personal incomes and low-
cost carriers (LCC) will drive future increases in traffic. The fore-
casted annual traffic growth is 5.9 percent by 2030 for the SAM re-
gion. For the entire CAR/SAM region, the forecasted growth is 74
percent in passenger transport.”> These expectations confirm the
propositions in previous chapters regarding Brazil's prominence in
the South American continent’s air traffic flow.

In summary, the increase in air traffic in Brazil impacts the flow in
the region, and the increase of flow in South America impacts the air
traffic flow in Brazil—especially when considering most flights des-
tined for neighboring countries (originating mainly from Europe and
Central Africa) pass through Brazilian airspace. The integration of
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ANS providers of each country in South America is understandably
mandatory for safe, orderly, and fast flow management.

The Caribbean and South American Monitoring Agency (CARS-
AMMA) is part of ICAO and monitors aircraft flight level mainte-
nance performance, as part of a program for implementing the re-
duced vertical separation minimum." To derive quantitative data on
the impact of Brazilian airspace on the SAM region, CARSAMMA
carried out a survey of overflight time data for the entire region. First,
it analyzed the recorded flyover time from two consecutive years,
2016 and 2017, in each country. Next, it compared the overflight time
of aircraft across the entire regional airspace, including Brazil. The
analysis showed the average time of flight in Brazilian airspace and in
the airspace of South America as a whole."

Of the total flight times in South America, most took place within
Brazilian territory. The total flight time in hours across the SAM re-
gion as a whole was 9 million hours. In South America, except Brazil,
the total was 4.6 million hours, and in Brazil itself, the total was 4.5
million hours. Therefore, the proportion of total Brazilian flights in
relation to all the flights in South America is 49 percent. In other
words, half of all time flown in the SAM region is within Brazilian
territory only. This study reveals the importance of Brazil in the SAM
region and its significant impact on regional aviation.'

This data survey carried out by CARSAMMA concluded that flight
time in Brazil is equivalent to 82 percent of the time when compared
with flight time in other countries added together.

Brazilian Support for South American ATFM

I