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Abstract 

 
The US can achieve increased situational awareness and sensor density, even in an anti-

area/access denial (A2/AD) environment, by pursuing international or commercial collaborative 

efforts for space-based surveillance.  The United States no longer enjoys dominance in space and 

adversaries are seeking ways to mitigate American force multiplication provided by space 

capabilities.  Collaboration with commercial efforts or international programs could approach 

ubiquitous or nearly ubiquitous satellite imagery and would provide greater peace through global 

transparency.   

Expansion of the spaced-based imagery market is increasing both the number and 

capabilities of commercial satellites.  The US government can no longer afford to build the 

number of satellites needed to achieve ubiquitous imagery and should pursue both commercial 

and international efforts.  Two commercial programs offer the foundations of ubiquitous satellite 

imagery, Skybox Imaging and the hosted payload opportunity on the Iridium NEXT 

constellation.  The advantages and gains from global transparency would offset potential 

disadvantages/losses for open societies, like the United States. 

 Such steps would also move towards survivability and deter aggression in space by 

potential adversaries.  Similar to the collective defense of NATO during the Cold War, an 

adversary would be less willing to attack satellites belonging to an international consortium than 

they would be to attack a satellite owned by the US government.
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Introduction 

 Anti-access and area denial environments present challenges to US space dependencies 

that can be greatly mitigated by expanding international and commercial cooperation but that 

approach requires changes to US laws and policies.  Such arrangements may make adversaries 

less willing to attack space assets belonging to multiple countries or international commercial 

entities. Therefore, creating a coalition to build, fly, and operate satellites would reduce 

collective vulnerability through shared deterrence. 

 Surveillance from space can deter hostile actions (state and non-state actors) by 

providing: indications and warnings, ability to influence public perception, coalition 

building/preservation, and undeniable “proof” of actions for retribution and/or punishment.  

However, it takes focused effort to provide situational awareness from space.  Orbital mechanics 

limits the time satellite based sensors can “see” a spot on the earth.  Thus, adversaries can 

forecast when US surveillance satellites are overhead and can take steps to hide or disrupt space-

based observations.  In fact, a $2 application on the iTunes store provides exact time of satellite 

visibility as well as predicted ground separation distance for any location.1  Launching more 

satellites can provide longer cumulative observations, but at increased costs.   

 Unfortunately, due to economic conditions, the United States cannot afford to go it alone 

in satellite imagery.2  Concerns over losing control of satellite imagery from commercial sources 

prompted the current US remote sensing policy, restricting both resolution and availability (aka 

“shutter control”).  However, as recent history has shown, the commercial satellite imagery 

market is growing, but is expanding faster outside US control.  No longer should the US fear 

commercial satellite imagery.  Near-ubiquitous satellite imagery3 from commercially derived 
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programs should be ardently pursued.  The US military has long been nervous about greater 

availability of commercial satellite imagery;4 however, increased satellite imagery would 

approach global transparency, albeit with benefits and drawbacks.  There are a few barriers to 

achieving global transparency (threats and policy) and two near-term commercial efforts may 

provide global satellite imagery coverage, but policy and legal changes must occur.  US 

leadership in space is no longer assured5 and the threat is only growing more acute. 

Threats 

 The United States no longer enjoys uncontested use of space and the threats to US space 

imaging are only going to grow.  The current environment sees increasing threats and declining 

budgets.6  Global proliferation of ASAT technology and diminishing opportunities for US 

industry leadership are accelerating the threat to US satellite imagery.7   

Anti-Satellite Threats 
 ASAT technology is proliferating.  Originally, ASATs were kinetic (hit-to-kill) or 

nuclear.  The US and Soviet Union pursued such ASAT programs as early as 1968, but halted 

overt development8 due to global backlash.9  The Chinese admitted to an ASAT test in January 

2007 and obliquely described two similar events as “missile defense tests” in January 2010 and 

May 2013.10  The Chinese ASAT efforts reignited the global ASAT debate.11  Hoping 

adversaries do not use ASATs to target US imaging satellites is not a strategy.12 

 ASATs are power projection capabilities13 and other countries, like India, are 

investigating various ASAT technologies.14  ASATs are not just kinetic.  Lasers can blind 

(temporarily or permanently) imaging satellites.  President Gerald Ford accused the Soviets of 

laser illumining two US satellites in 1975.15  In 2006, the director of the National 

Reconnaissance Office (NRO) acknowledged16 the Chinese illuminated a US spy satellite with a 

ground based laser.  The US Army conducted an ASAT laser test in 1997.17  Other weapons may 
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have already been developed that increase the threat to US imaging satellites.  In September 

2013, the Chinese demonstrated close proximity space flight between two satellites – one 

satellite equipped with a manipulator arm.  Even though such capability has clear military 

implications, the Chinese couched these tests using terms like “space debris observation” and 

“space maintenance technologies.”18  To be effective, an ASAT does not need to be destructive. 

 Satellites have several points of vulnerability.  In this case, an imaging satellite is a 

collection of sub-systems, working together to take and deliver imagery to a customer.  Besides 

lasers that affect the imaging sub-system, different parts of the satellite can be attacked to disrupt 

the imagery collection.  For instance, the satellite is commanded via its uplink and sends 

telemetry and mission data over its downlink.  All satellites are vulnerable to link jamming and 

countermeasures are hard to design19 and can add up to 40% to a satellite's cost.20  Intentional 

jamming has occurred on at least three occasions.  Since 2003, the Iranian government has 

jammed non-state owned TV channels.21 In September 2013, Al Jazeera publically accused the 

military-based Egyptian government of jamming its television broadcast since July 7th, 2013.22  

As far back as 1986, technology widely existed to not just jam, but hijack satellite downlinks.23  

This example quickly slides into the newest and most concerning threat -- cyber-attacks. 

 As nations become more adept at cyber operations, satellites are inherently more 

vulnerable to cyber-attacks.  In their 2011 annual report to Congress, the US-China Security and 

Economic Commission claimed the Chinese military hacked into, but stopped just short of 

sending rogue commands, to Landsat-7 and the Terra spacecraft.24  In 1999, hackers tried to 

blackmail the British government with threats to alter the orbit of a British military 

communication satellite.25   
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As a result of these very real and expanding threats, there are now efforts to ban anti-

satellite weapons or establish “international agreements to limit competition or ban specific 

weapons.”26 Yet, experts, see these efforts as “pious nonsense”27 with very low likelihood of 

successfully stemming cyber ASAT proliferation.  Diplomatic efforts to deter cyber-attacks may 

buy some time but will not provide assured access to satellite imagery in a time of crisis.  In a 

May 2012 interview, then Secretary of Defense Panetta commented that a cyber-attack that “took 

down our government systems…would constitute an act of war”  While Secretary Panetta was 

not specifically addressing threats to satellites, the Secretary did conclude the US should “take 

steps to prevent a mistake that could be very damaging to our security.”28  Deterring or 

withstanding attacks is not the only threat to ubiquitous imagery from space.   Shrinking budgets 

may limit future options for the US, too. 

Diminishing Opportunity 
 The number of US optical imaging satellites has been falling quite drastically over the 

last three years, see Figure 1.  Commercial imaging companies are under tremendous financial 

pressure and the US share of global satellite imaging continues to decline.  One gloomy forecast 

predicts there may be fewer collaborative opportunities to pursue.29  A contrarian view sees over 

100 commercial remote sensing satellites by 2021, but not all of these will produce visible 

images and few will be US owned and operated.30 This was ominously foreshadowed in January 

2013 when the two largest commercial remote sensing companies in the United States merged 

due to reduced government demand for satellite imagery.31 These companies had used a $7 

Billion contract from the DOD to “buy time to establish a commercial market for their imagery” 

but government restrictions led the companies to “set aside other business prospects.”32  Figure 1 

shows the US commercial remote sensing industry is further suffering from government-imposed 

restrictions.33   
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Figure 1 Predicted On-orbit Optical Satellites (better than 50m resolution) 34 

 In 2012, the Aerospace Industries Association, a trade group of US satellite 

manufacturers, issued a report saying the US lost 35% market share, totaling $21 Billion, and 

approximately 9,000 jobs from 1999 to 2009.35  One analyst puts business losses at 50% of 

global satellite commerce.36  One of the causes of this decline is that US laws and policy restrict 

the ability of US companies to compete internationally, while competitors like France and China 

show no compunction to hamstring their businesses.37  Often China uses satellite sales “to 

cement ties with key foreign countries” and to garner good will38 to be exchanged for 

cooperation in other realms.  Thus, some countries are changing laws enabling their domestic 

industries to compete for global satellite market share.39  Japan recently amended its laws to 

allow Mitsubishi Electric Company to offer commercial customers access to satellite technology 

previously reserved for the government.  This move enabled Mitsubishi to win a two-satellite 

deal with Turkey.40  It is important to note that the Turkish Transportation Ministry 
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acknowledged that the Japanese government contributed to Mitsubishi beating US-based 

Lockheed Martin for the $751 million deal.41  Additionally, in a blow to American prestige and 

influence on the world market, in 2013, United Arab Emirates chose a French company over 

Lockheed Martin to supply that country's military surveillance satellites, worth an estimated 

$955 million.42  One analyst attributed this loss of business directly to the “US State 

Department’s restrictions.”43  Some countries equate advanced satellites with national pride,44 

yet US trade policies restrict what US companies can offer potential customers.45   

 Intended to reduce international arms trade46 and prevent countries from gaining access 

to missile technology,47 US export regulations have undergone many changes since the first 

export controls were enacted as part of the Foreign Assistance Act of 1974 (Nelson-Bingham 

Amendment).  This required the President to notify Congress of upcoming “government 

sponsored arms sales in excess of $25 million.  However, after some notable shenanigans by 

Presidents Nixon and Ford,48 Congress passed tighter restrictions.  The subsequent Arms Export 

Control Act was the culmination of a battle between Congress and the President over foreign 

policy, especially in the sales of military items to other nations.49  The Congress included 

“commercial sales” of technology and in the 1990s added spacecraft and associated equipment in 

these export controls.50  Additionally, Congress has repeatedly tightened export controls in 

response to other countries’ actions or policies, further hampering US businesses.51 These 

changes have not prevented the proliferation of technology, only reduced US industrial lead.52  

Only recently has Congress taken steps to allow US companies to regain competitiveness, but 

more changes are still needed.53 

 The US State Department made additional minor changes to the International Traffic in 

Arms Regulations (ITAR) in May 201354 to remove some of the “stigma and headaches” 
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associated with US companies selling space technology internationally.  Unfortunately, these 

changes are not widespread and are creating more confusion.  One industry group cautioned the 

new ITAR rules would further “impede the use and benefits of…commercial systems for non-

DOD specific requirements.”55 Other countries are offering commercial satellite imagery, free of 

ITAR restrictions that compete more favorably than restrained US companies do around the 

world.   

 In 2009, a German company, called RapidEye, started offering “high-resolution, large-

area image data” refreshed in as little as 19 minutes56 using five cubesats.57 Images at that 

resolution and refresh rate would be militarily significant.58  Providing situational awareness in 

anti-access/area denial environments does not require super fine resolution or hundreds of 

satellites.  Using  commercially available systems can aid military planning as well as contribute 

to peace negotiations or other diplomatic efforts.59    

Viable Commercial Options 

 In 2002, George Tenent, Director of Central Intelligence directed the US Intelligence 

Community to shift to using commercial imagery "to the greatest extent possible."  Tenet's intent 

was to "stimulate…and maintain…a robust US commercial space imagery industry."60  Since the 

French launched the first commercial imagery satellite in 1986, governments have struggled with 

controlling access to high resolution images from space and the need to protect national interests.  

The US government has seemingly been at crossroads with US space industry – trying to 

advance satellite imaging technology, prevent technology proliferation, yet encourage US 

industrial leadership.  As early as 1994, Congress directed the DOD to specifically evaluate 

using commercially available imagery61 for national security and military needs.  In fact, 

President Carter set the stage for reliance on commercial satellite imagery in Presidential 
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Directive/NSC-54 in November 1979:  “our goal is the eventual operation by the private sector 

of our civil land remote sensing activities.”62  There is a natural friction between government 

interests (e.g. protecting US secrets) and commercial ones (e.g. profit, increasing market share, 

etc.).  However, there are areas for cooperation.  In 2008, the Director of National Intelligence 

and the Secretary of Defense agreed to have the NRO purchase two commercially-derived 

imaging satellites instead of producing their own designs.63  This agreement stops short of full 

commercialization because the ground infrastructure will be developed and operated by the 

National Geospatial Intelligence Agency.  The 2010 National Space Policy notes, “a robust and 

competitive commercial space sector is vital to continued progress in space.”64  The 

“fundamental truth for government space programs is that budgets are policy”65 encourages 

increased cooperation, both commercially and internationally.  There may be a middle-

ground…where both the government and the company have a little skin in the game. 

 The US government has experience using joint ventures with industry, often done to 

“expand the nation’s industrial base.”66  One long-standing example is government owned, 

contractor operated (GOCO) facilities.  Governed by Part 45.3 of the Federal Acquisition 

Regulations, GOCOs are where the government provides property “peculiar to the mission (e.g. 

military or space property).”67  Today the National Laboratories are GOCO, although they are 

operated by commercial companies.68 There is another form of cooperation the US government 

that closer connects government and industry…hosted payloads.    

 In September 2011, commercial satellite operator SES launched SES-2 (a for-profit 

commercial communications satellite) with an infrared sensor for missile detection.  This effort, 

known as Commercially Hosted Infrared Payload (CHIRP), is important because this was several 

firsts for the US government:  first tri-party commercially hosted payload,69 first DOD payload 
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on a foreign-owned satellite,70 and first waiver allowing the DOD to use foreign launches.71  

CHIRP led to another important change in US export controls.  The Secretary of Defense can 

request permission to launch on boosters from friendly countries (e.g. not “China, North Korea, 

and any country that is a state sponsor of terrorism”).72  This change opens the aperture wider to 

allow DOD greater flexibility to host payloads on non-US owned satellites.  Couple this 

flexibility to use space available on foreign launchers with smaller satellites mean increased 

chances to put satellites or payloads into orbit. 

 To expand opportunities, the Air Force established a Hosted Payload Office.  This office 

is developing open contracts for hosting government payloads on commercial satellites.73  

Funding and politics now become the problem; the FY2014 Omnibus Appropriations Bill cut 

funding for future hosted payload efforts, citing rationale that the efforts were “ahead of need.”74 

It is time for the pendulum to swing the other way.  Instead of hosting a payload, the DOD 

should secure access to advanced satellite imaging technology by outright “buying into” 

commercial programs.  This was previewed in December 2000, when the DOD secured 

“unlimited use” of Iridium’s global telephone network.75 Buying into an emerging imaging 

satellite constellation offers huge potential value for the DOD, both operationally and 

strategically.   

Return on Investment 
 The US space industry has tremendous impact on national security and the US economy.  

According to the Aerospace Industry Association’s 2012 Annual report, a strong domestic 

industrial base produces advances in materials, sensors, and data processing.  These businesses 

have employees in every state, offer some of the highest-skilled and best pay for any US 

workforce demographic, and contribute more to a positive trade balance than any other US 

manufacturing sector.76  It is difficult to quantify the specific return on investment in space 
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systems.  Although, experts previously estimated a 14-to-1 return on investment from the 1960s 

to 1980s.77 Today, for example, the commercialization of GPS creates an estimated $122 Billion 

and over 5 million jobs.78 

 Other countries see the economic and societal benefits of space based surveillance.  

France was the first country to challenge the United States’ lead in space-based commercial 

surveillance.  In 1986, the European Space Agency built and launched SPOT-1, a joint effort 

between France, Argentina, and Belgium,79 which offered better resolution than Landsat80 and 

was the first imaging satellite planned to serve mostly commercial, not government customers.  

China has repeatedly cooperated with other countries in imaging satellites (Brazil,81 

Pakistan,82and Venezuela83).  Smaller countries, like Chile, are purchasing commercially-derived 

surveillance satellites to simultaneously serve both government and commercial customers.84  

Countries gain goodwill from cooperation by cooperating with each other regarding satellite 

imagery and a more deliberate US policy in this direction would be helpful.85 

 For example, after making Landsat data  publicly available in the 1970s, the US gained 

tremendous soft-power as over 130 countries signed up for data access86 and today 14 countries 

have ground stations supporting the Landsat program, including China.87 The US government 

continued to solely fund the Landsat, but even with this international cooperation, future funding 

is uncertain.88 Thus, the National Research Council strongly encouraged the DOD to “establish 

partnerships with commercial firms and international land imaging programs.”89  It is safe to 

assume government agencies want higher resolutions, yet most military missions can be satisfied 

using commercial capabilities.  Historically, governments and commercial entities have traded 

cost for resolution.90 Today, commercial technology has caught up to and is likely to surpass 

most government needs. 
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Resolution Tradeoffs 

 Imaging satellites are valued by the quality of their images.  The universal metric is 

called ground sampling distance (GSD).  GSD is the minimum distance between two objects that 

both can be seen distinctly.  Objects closer than a satellite’s GSD may appear as one object.  

While specific performance is classified, numerous reports claim US government reconnaissance 

satellites’ GSD  is 0.13 meters.91  Although few commercial satellites approach this GSD, 

commercially available technology provides sufficient resolution for most situational awareness 

requirements.  Following a French proposal in 1981, the United Nations evaluated what GSD 

would be needed for satellite surveillance functions (See Appendix D).  Commercial imaging 

satellites available today provide detection, recognition, and identification of most military 

targets. Commercial satellites have offered resolution better than 1 meter since IKONOS-1.  

From Appendix D, a satellite with 1-meter GSD would meet 40% of surveillance functions; a 

0.5-meter GSD (as in WorldView-1, GeoEye-1, etc.) would meet 60%. Therefore, pursuing a 

strategy of more numerous cheaper albeit less capable (0.5-1 meter GSD) satellites would 

offload the majority of imaging requirements from more capable, but less numerous national 

systems (see Appendix E for more comparisons).92   

Potential Drawbacks 
 Increasing the number of satellites decreases obscurity,93 increasing the situational 

awareness, and providing sensor density over time and distance. Said simply, more satellites 

equal more pictures, more pictures equals increased awareness of events on the ground.  There 

are concerns that more pictures allow abuse by the government or stalkers.94 In fact, the 

proliferation of surveillance technology has caused some backlash among the American public 

about potential abuse.95 A 2008 plan by the Department of Homeland Security to provide 

domestic law enforcement entities access to detailed satellite imagery raised privacy concerns96 

16 
 



and promoted a Congressional inquiry.97  Technology is not good or evil.  It is how people use 

the technology.  Terrorists have been known to use Google Earth but no known attack is directly 

attributed to satellite imagery available on the internet.98  However, research has shown 

Americans “are willing to make tradeoffs between liberty and security.”99   

 Another drawback is that other states may object based on sovereignty or internal 

security concerns.100  Pro-Israel groups successfully lobbied to have US policy limit imagery of 

publicly available imagery of Israel to no better than is commercially available from non-US 

commercial resources.101  National governments lose control over who has information about 

their domestic situation.  Sovereignty is threatened by increased satellite imagery.102  The United 

States Commercial Remote Sensing Policy was such an attempt to protect the vital interests of 

the United States and allies for these very reasons.103  However, the rest of the world is catching 

up and the US government must take actions or risk being out-innovated.104  Restricting US 

companies only encourages non-US entities to pursue high resolution imaging satellites while 

embracing emerging commercial ventures can bring other advantages. 

Potential Advantages 
 Ubiquitous satellite imagery will advance transparency, enable trust building, and reduce 

the likelihood of conflicts escalating out of control due to mistaken beliefs or perceptions.  

Besides the obvious advantage of simply having more imagery of known threats, decreasing the 

revisit time reduces the likelihood of missing an important event.  For instance, in December 

2012, two commercial imagers provided “much more reliable” information about China's new Y-

20 transport aircraft.105  Similarly, the internet is full of examples of private citizens using 

commercial satellite imagery to identify concerns to US national security.106  In short, more 

satellites provide more information, which provides greater sensor density and situational 

awareness that approaches global transparency. 
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 Support to civil authorities will be tremendously aided by this “growing transparency” 

increased satellite imagery will provide.  Relief agencies could respond faster and more 

effectively to refugee movements or international disputes.107Human rights groups are using 

satellite imagery to document and report on abusive regimes.108  No other nation is as invested in 

space as is the United States, yet “space is an Achilles’ heel.”109  Much as information 

technology progressed from government sponsorship to market driven innovation of today, the 

next space age will be “driven by competition and ‘adventure capitalists,’”110 not governments.  

US policy must change to allow industry to remain competitive against the rest of the world (see 

Appendix B for a summary of US and DOD policy). 

Near-term Commercial Opportunities 

 Commercial ventures are out-pacing the US government’s satellite efforts, especially 

surveillance (see Appendix C) and industry makes technical advances faster than military-

sponsored research.111   

 The last telling bit of data from Appendix C is the age of commercial satellites versus 

their government cousins.  Commercial satellites are newer while 131 state-owned satellites are 

beyond their design life.  This is indicative of where future investments will come.  Experts 

warned, “space commerce is becoming more and more international, making it difficult for 

[governments] to tell what [country a satellite] belongs to.”112  As with Iridium, if future imaging 

satellites are owned by an international consortium, an adversary may be less likely to attack 

them.  Therefore, the US should do more to enable commercial imaging satellites and encourage 

companies to pursue investment from friendly nations.  One such example is a small startup 

company from Silicon Valley. 
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Skybox Imaging 
 A California company plans to launch 24 satellites to provide near-real time imaging by 

2018.  Skybox Imaging’s catch phrase is “Your world, on demand” and provides high resolution 

imagery to support growing commercial demand.113  The company launched its first satellite, 

Skybox-1, a 100-kg, $50M satellite, using a Russian rocket on 21 November 2013 and released 

the first image on 11 December.114  Skybox-1 also records HD video,115 which is good enough 

for global situational awareness (see Figure 2) and the HD video opens the potential for near 

ubiquitous global transparency while providing sensor density to mitigate anti-access or area 

denial techniques.   

 

Figure 2 Comparison of Skybox Imaging (left), Google Maps (center), and DigiGlobe commercially available imagery (right) of 
Zayed University in Abu Dhabi, UAE116 

A constellation of 24 Skybox-1 satellites (8 planes) would provide average revisits of less than 4 

minutes for almost all areas between 65°N and 55°S latitude.117  Assuming no economies of 

scale or cost reduction due to technology advances, at $50M per satellite, the Skybox 

constellation will cost $1.2 billion.  As comparison, the GeoEye-1 satellite cost $502 Million118 

and the US government routinely spends $1-2 Billion for one reconnaissance satellite.119  The 

DOD should invest in Skybox Imaging in the same way it purchased unlimited use of Iridium.  

Skybox Imaging is not the only commercial option; the US government already well-familiar 

with another immediate option, Iridium.   

19 
 



Iridium NEXT 
 In February 2007, Iridium announced the next generation of their communication 

satellites,120 with an added ability to carry a hosted payload.121  All 66 satellites in the upcoming 

second generation of Iridium will have size, weight, and power and downlink suitable for an 

imaging mission.122,123  Commercially available optics packages could produce a new image of 

every spot on Earth every 4-7 minutes.124 

 

Figure 3 Iridium NEXT Hosted Payload location 

Skybox and Iridium NEXT are both poised to offer huge decreases in the cost of satellite 

imagery; see Appendix D for details. 

International Efforts 

 Partnering with other countries creates “a geostrategic dilemma” for adversaries and 

counters A2/AD threats.125  This was demonstrated in 2007 when Australia joined the US by 

funding the sixth satellite of the Wideband Global SATCOM (WGS) program.126 Five additional 

countries joined in 2012 by funding WGS-9, in exchange for access to the entire WGS 

constellation.127 The DOD plans to “shift much of its communications traffic” to WGS, making 

WGS a likely target in an anti-access or area denial environment.  However, with WGS being 

used by seven countries a potential adversary may be less likely to disrupt or degrade WGS.128  
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International cooperation spreads out costs, thus reducing financial burden, too. 129 Even though 

not every international effort runs smoothly, there are several other benefits from working with 

other countries. 

Reduced Rivalry 
 Since the beginning of the space era with Sputnik, countries have competed against each 

other.  As one example, the Europeans started the European Space Agency to “spread the 

financial burden”130 while promoting European cooperation in science and technology.131  A 

shared satellite imagery system was predicted to greatly strengthen NATO, as well as encourage 

member nations to live up to their treaty obligations,132 contribute to international stability, and 

“create new forms of social engagement.”133  Cooperation in space would create a collective 

identity and link countries together.134  Extending the offer of cooperation could bring the US 

“precious political capital” with allies and adversaries, alike.135 

 Attitudes, beliefs, and perceptions hamper information sharing,136 but sharing satellite 

mission data has occurred for 30+ years.  The international search and rescue satellite system, 

COSPAS/SARSAT, started in 1980 with sharing agreements among Canada, USA, USSR, and 

France.  Since inception, five other countries joined.137  These partners see themselves as 

members of a broader group.138  Thus, further sharing is “a stabilizing factor in global terms.”139  

Sharing reduces mistrust140 and makes friends of potential rivals.141   Cooperating nations see 

themselves as friends and typically offer a unified front to outside threats.  This is the basis of 

NATO…collective assurance. 

Collective Assurance 
 The NSSS introduces collective assurance as a way to keep adversaries from pursuing or 

performing counter-space activities.142 At times, since 1978, the US has used this collective 

security to dissuade or deter aggression in space.  For example, President Carter declared that 
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destruction of an American satellite would be considered “an aggressive act and a violation of 

the provisions” of the United Nations Charter.143  Then in 1999, then Secretary of Defense 

William Cohen declared “an attack on US satellites is an attack on the United States.” This was 

more recently echoed by General Moseley, the US Air Force Chief of Staff in 2007 when China 

conducted its anti-satellite test.144  Yet, rhetoric alone will not guarantee the availability of 

satellite imagery.  Cooperative efforts with other countries may provide “the same unity in 

numbers that has proven…in other domains.”145  

 Deterring an adversary is to affect their calculus of acceptable costs versus derived 

benefit.  Maximizing the use of all space systems (government and commercial) can minimize 

the risk of war or limit conflicts that do occur.146  Additionally, allies developing their own 

national security space capabilities “can spread the risk of adversary attacks against satellite 

systems.”147 As far back as 1985, some suggested the best way to prevent an arms race in space 

is to “promote its commercial development.”148 

Global Transparency 
 Leveraging commercial satellites and seeking international collaboration would approach 

a state of global transparency.  No state would be able to hide massive troop movements or 

construction of destabilizing facilities.149 In fact, Canada recognized the stabilizing influence of 

satellite imagery and called for international ‘paxsats’ or peace satellites.150 No government 

wants to expose the capabilities of its advanced spy satellites and thus even open governments 

like the United States are reluctant to share imagery from national systems,151 but history has 

lessons to learn from. Eisenhower previewed global transparency with his 1955 Open Skies 

proposal.  Yet, Soviet fear and distrust stalled cooperation until 1992.152 Today, Open Skies 

enhances “mutual understanding and confidence” between participating nations.153,154 and 
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imagery is made available to all 34 participating countries.155  Imagine if availability of this data 

was increased 100 fold for 1/20th the cost. 

 Commercial US companies may pave the way for international satellite imagery 

partnerships.  One shining example is the Iridium constellation which is partially owned by 

financial interests in over 60 countries.156  Attacking one country’s satellite is relatively easy.  

Attacking satellites belonging to 60 is an entirely different ballgame.  Plus, a large constellation 

is inherently more resilient.157  Reducing the threat to imaging satellites would ensure greater 

situational awareness, even in A2/AD environments. 

 The DOD pursuing commercial access via companies like Skybox or hosted payloads on 

Iridium could lead to ubiquitous satellite imagery.  Multiple second or third order benefits could 

follow, such as crowd-sourced intelligence.158 Using crowd sourcing, a team from MIT took less 

than nine hours to locate ten “targets” located around the country.159  Likewise, there is recent 

examples of military benefits from civilians having ready access to satellite imagery, even from 

weather satellites.160  The Air Force is pursuing crowd-sourcing, offering more than $100,000 in 

prizes.161  Other benefits of ubiquitous satellite imagery include real-time satellite imagery 

guiding precision munitions, new MASINT sources (e.g. measuring wakes on oceans or ripples 

on rivers), and greatest of all, the potential for global coherent change detection.162   

Conclusion 

 Space is vital to national security of many countries, not just the United States.  Space is 

a force-multiplier163 and imagery does not lie.164  Yet, dependence on satellite imagery is 

America's “soft ribs and strategic weaknesses.”165 Threats to assured space-based imagery are 

growing.  Two opportunities in the remote sensing market (Skybox Imaging and hosted payloads 

on Iridium NEXT) would help.  International cooperation shares costs and offers collective 
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security in space.  The DOD must further change its policy and pursue increased collaboration, 

domestically and abroad.  
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Appendix A – Ground Sample Distance (GSD) Requirements  

In 1981, France submitted a proposal to the United Nations to create an international agency 

expressly for arms control agreements and crisis management.166  In the original report, UN 

experts devised a table of resolutions (i.e. ground separation distance, GSD) needed for satellite 

surveillance functions (see Table 2 below).167 

Object Detection Recognition Identification Description Analysis168 
Troop Units of 

bivouacs 6 2.1 1.2 0.30 0.08 

Aircraft 4.5 1.5 0.9 0.15 0.03 
Vehicles 1.5 0.6 0.3 0.05 0.03 
Roads 9 6 1.8 0.6 0.15 

Military Airfields - 90 4.5 1.5 0.15 
Submarines (on 

surface) 30 6 1.5 0.9 0.03 

Radar installations 3 0.9 0.3 0.15 0.04 
Radio 

communications 3 1.5 0.3 0.15 0.15 

Land mine fields 9 6 0.9 0.025 - 
Marshalling 

yards/railway depots 30 15 6 1.5 0.6 

Medium-sized surface 
vessels 7.5 4.5 0.6 0.30 0.08 

Table 1 GSD Requirements for Satellite Surveillance Functions (in meters) 

Notes169 
Detection:  location 
Recognition:  general target type 
Identification:  discrimination of specific type, composition 
Description:  equipment count, layout, configuration 
Analysis:  model or variant, readiness levels 
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Appendix B –US Policy  

 US policy on satellite imagery stems from two documents:  the National Space Policy of 

the United States of America and the 2003 Commercial Remote Sensing Policy.  Since 1978, US 

policy has restricted the resolution of US commercial remote sensing systems.170  Today, the 

Commercial Remote Sensing Act continues limiting quality or timeliness of images that US 

companies can sell to non-governmental users for national security interests.171  No other space-

faring country is as restrictive.172  Luckily, it appears US policy is easing. 

 In 2006, the Bush Administration published an update to the then 10 year old National 

Space Policy.  This document expressed US intentions to “cooperate with other nations” with a 

desire to “dissuade or deter others from impeding…or developing capabilities” to threaten US 

space capabilities.173  This document also stressed the need to "strengthen and maintain the US 

Space-Related Science, Technology, and Industrial Base."174  President Obama released a new 

National Space Policy in 2010.  The most obvious difference was “openness and transparency,” 

as compared to earlier policies.175 Further, this policy seeks to leverage foreign and commercial 

space and non-space capabilities.176  To this end, in November 2013, the Senate gave the 

Executive Branch authority to partially relax restrictions on US companies.177  DOD policy must 

be modified as well to take advantage of increased commercial opportunity. 

DOD Policy 
 DOD policy encourages building coalitions and partnerships with other US government 

agencies and commercial partners.178 DOD Space Policy, updated in October 2012, notes that 

enhancing cooperation among government, civil, and commercial space sectors will result in 

increased interoperability.179 The same document directs the DOD to use proven commercial 

systems and technologies to meet mission requirements, when cost-effective.180  This is not 

enough; size matters. 
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 Before 2013, the DOD pursued large satellites that cost billions of dollars.  In August 

2013, Air Force Space Command publicly advocated a new strategy called “disaggregation.”181 

Industry has pushed the DOD to move away from “unaffordable…large and complex Class A 

systems” to smaller satellites that create “innovative space systems architectures.”  This 

approach would break the ”Space Acquisition Vicious Circle”182 by offering reduced life cycle 

costs, stimulating the industrial base, and allowing rapid technology refresh and innovation.183  

Only politics restricts international cooperation for satellite imagery,184 but a thaw in US policy 

points to the potential for increased cooperation. 

National Security Space Strategy 
 National space interests and commercial space enterprises are converging.  In 1997, the 

commander of US Space Command predicted, “It is not the future of military space that is 

critical to the United States – it is the continued commercial development of space that will 

provide continued strength for our great country in the decades ahead.”185  An international or 

commercially-shared satellite program may lessen the threats to US situational awareness from 

space.   

 In 2011, the Director of National Intelligence issued the first National Security Space 

Strategy (NSSS).  This document noted the fierce competition in space:  US satellite market 

share down 30%, US industry consolidation, and losses in maintaining a qualified workforce.186  

The DNI identified five approaches to protect US space capabilities (see below).187 

Focus Area Approach 
Promote responsible, peaceful 
and safe use of space 

Lead by example, supporting development of transparency 
and confidence-building measures (TCBMs) 

Provide improved U.S. space 
capabilities 

• Continue improving space acquisition, technology 
development, and space cadre 

• Foster robust, competitive, flexible, and healthy space 
industrial base 

Partner with responsible 
nations, international 

• Operate in coalitions of like-minded spacefaring 
nations; pursue opportunities for cost-and risk-sharing 
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organizations, and commercial 
firms 

• Explore sharing space-derived information as “global 
utilities” like GPS 

Prevent and deter aggression 
against space infrastructure 
that supports U.S. national 
security 

Multilayered approach: shape the international 
environment, encourage potential adversary restraint, 
improve our intelligence posture, and develop a range of 
response options 

Prepare to defeat attacks and 
to operate in a degraded 
environment 

Improve resilience of systems and constellations 

Table 2 Approaches to Implement National Security Space Strategy  
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Appendix C –Satellites on Orbit  

According to the UCS Satellite Database, as of August 2013, 1,084 satellites were on orbit, with 

205 of these belonging to US commercial entities.  Of these, the Union of Concerned Scientists 

lists 200 imaging satellites (see below).188  

Country/Organization Government Military Commercial 
China 29 12 0 
European Space Agency 4 0 0 
France (independently) 2 0 0 
France (coalition) 2* 2 2 
Germany 6# 5 1^ 
Germany/USA 2 0 0 
India 9 3$ 0 
Israel 0 4 2% 
Japan 10@ 0 0 
United States 17 22 4+ 
Table 3 Remote Observation Satellites on orbit (as of September 2013) 

Notes 
* Includes Calipso (Cloud-Aerosol Lidar and Infrared Pathfinder Satellite Observation) between 
France/USA  
# Includes Bird 2 (Bispectral InfraRed Detector 2) which is funded by the German government 
and German space interests 
^Includes TerraSAR-X 1 (Terra Synthetic Aperture Radar X-Band) which is co-funded by the 
German government and commercial interests 
$ Includes TES (Technology Experiment Satellite) which is funded by the India military and 
civil space interests 
% Includes EROS A1 and B1 (Earth Resources Observation Satellite) which is co-funded by the 
Israeli military and a commercial entity 
@ Includes TRMM (Tropical Rainfall Measuring Mission) which is a joint effort between Japan 
and the USA 
+ Includes Worldview 1 & 2, Quickbird 2, and Ikonos 2 which are used by the US government, 
military, and commercial interests 
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Appendix D – Costs of Satellite Imagery  

 No cost estimates details for Iridium NEXT hosted payloads are available.  Skybox 

Imaging promises “orders of magnitude decrease in cost,”189 but the company has not released 

pricing figures yet.  However, it is helpful to compare current costs for commercially available 

satellite images.190   

Satellite Resolution (for 10x10 km 
image) 

Price (new standard tasking, 
not archive image, specified 

within 2 weeks period) 
COSMO-SkyMed 1 meter $9,450 

GeoEye-1 0.5 meter (panchromatic)1 
2.0 meter (multispectral) 

$4,200 
$4,500 

IKONOS 0.8 meter (panchromatic) 
3.2 meter (multispectral) $4,000 

WorldView-13 
WorldView-2 

0.5 meter (panchromatic)2 
1.8  meter (multispectral) 

Not Available 
$17,850 

QuickBird4 0.61 meter (panchromatic) 
2.44 meter (multispectral) 

$20,090 
$20,825 

SPOT5 2.5 meter (color) $3,060 
Table 4 Commercial Satellite Images through e-geos VAR 

Notes 
1:  GeoEye-1 products are limited to 0.5 meter resolution, panchromatic and 2.0 meter, 
multispectral 
2:  WorldView-1 and 2 products are limited to 0.5 meter resolution (panchromatic) 
3:  WorldView-1/2 minimum image is 15km x 14km 
4:  Quickbird minimum image is 17.5km x 14 km 
5:  SPOT image size is 20 km x 20 km 
 
Skybox Imaging has not released cost details of its imagery.  However, the company founder 

claims to be able to offer satellite imagery at 1/100th the cost of imagery currently available.191  
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Appendix E – Revisit Rates 

 
 In 2004, two students at the Naval Post Graduate School calculated the best orbits to 

achieve global satellite visibility, based on altitude and the number of satellites.  After some 

detailed analysis, these students identified a 24-ball satellite, 8-plane constellation would achieve 

the maximum coverage (as defined by shortest revisit time) for the majority of the Earth's 

landmass.192  

 Limitations of physics and adversary concealment, camouflage, and deception (CCD) 

efforts can be overcome.  The laws of physics govern satellite motions and the orbital altitude 

(height above the earth's surface) determines a satellite's orbital period and thus length of time 

over one spot on Earth.  Table 1 gives sample values of satellite orbital performance. 

Altitude (km) Orbital  Period193 
(minutes) 

Visibility194, 
time above 

horizon 
(minutes) 

Sensor Maximum 
Field of View,1 
(km x km) 195 

Ground 
Separation 
Distance2,3  

200 88.3 6.9 209 x 209 0.61 meters 
500 94 11.5 524 x 524 1.5 meters 
700 98 14 732 x 732 2.1 meters 
1000 105 17.6 1047 x 1047 3.0 meters 

Table 5 Comparison of Sample Orbits for Imagery 

Notes 
1:  Assuming 60° sensor operating at 0.5μm, the center of the visible spectrum 
2:  Assuming an 8-inch (200 mm) telescope, allowing for 4 cm for processing/control hardware 
to fit in the Iridium NEXT allowed volume. 
3:  The ECAM-C50 Color CMOS Camera, 5 Megapixel was used to calculate GSD.  This space-
qualified camera offers a 58mm x 58mm CMOS sensor, and 2592x1944 pixels. 
 
 This table shows the trade-offs between satellite coverage and visibility as a function of 

altitude (higher altitude means a wider swath, but less resolution for the same optical power 

camera).  Lower altitude means more satellites to provide global coverage, but provide higher 

resolution (greater detail per image).  Higher altitudes mean fewer satellites, but require 
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advanced technology to provide similar resolution.  Two-dimensional CCDs, like the ones in 

Skybox Imaging satellites offer this commercial, off the shelf technological advancement.  Now 

is where the commercial imaging industry becomes attractive.   
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troop concentrations.  See McLean, p101. 
161 See Sturm’s “Air Force Launches Open Innovation Pavilion.” Open Government Initiative. White House Office 
of Science and Technology Policy, 4 Mar. 2011. <http://www.crowdsourcing.org/document/air-force-launches-
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Research and Analysis Establishment. The Arms Control And Crisis Management Potential Of The Proposed 
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<http://www.dtic.mil/dtic/tr/fulltext/u2/a154979.pdf>. 
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available:  http://www.au.af.mil/au/awc/awcgate/whitehouse/ostp_space_policy06.pdf. 
174 See page 4 of Section-by-Section Comparison of 1996 and 2006 National Space Policy Documents by The Space 
Review.  Available:  http://www.thespacereview.com/archive/745a.pdf 
175 See the Space Foundation's U.S. National Space Policy Comparison by Mariel John. U.S. National Space Policy 
Comparison Comparing the 2010 National Space Policy to the 2006 National Space Policy. Publication. Space 
Foundation, 1 June 2010. <http://www.spacefoundation.org/docs/USNationalSpacePolicy-2010vs2006.pdf>. 
176 See page 7 of the 2010 National Space Policy. 
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Bill.  See Smith's "Senate Intelligence Committee Recommends Relaxing Commercial Satellite Imagery Limits - 
UPDATE." Senate Intelligence Committee Recommends Relaxing Commercial Satellite Imagery Limits - UPDATE. 
SpacePolicyOnline.com, 7 Nov. 2013. <http://www.spacepolicyonline.com/news/senate-intelligence-committee-
recommends-relaxing-commercial-satellite-imagery-limits>. 
178 See page 2 of DOD Directive 3100.10, paragraphs c, e, and f. 
179 See page 4 of DOD Directive 3100.10, paragraph o.  
180 See page 4 of DOD Directive 3100.10, paragraph k.3. 
181 Mehta, Aaron. "USAF: Pentagon Must Update Space Policy." Defense News. Gannett Government Media, 26 
Aug. 2013. <http://www.defensenews.com/article/20130826/DEFREG02/308260010/>. 
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29 Aug. 2011. <http://www.thespacereview.com/article/1918/1>. 
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"Disaggregation" for Military Space Systems. SpacePolicyOnline.com, 30 Jan. 2013. 
<http://www.spacepolicyonline.com/news/benefits-weighed-of-disaggregation-for-military-space-systems>. 
184 See McLean, p127 and Swan, pp231-233. 
185 See page 7 of Moltz’s The Politics of Space Security 
186 See slide 2 of the National Security Space Policy, from  Defense.gov.  Available:  
<http://www.defense.gov/home/features/2011/0111_nsss/docs/National_Security_Space_Strategy_Overview_Briefi
ng.pdf>. 

42 
 

 

 



187 See slide 7 of the National Security Space Policy, from  Defense.gov.  Available:  
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ng.pdf>. 
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Concerned Scientists, 13 Sept. 2013. 
<http://www.ucsusa.org/nuclear_weapons_and_global_security/space_weapons/technical_issues/ucs-satellite-
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189 Skybox Imaging has not released pricing information as of December 2013, however they are frequently quoted 
as predicting images at 10-100 times cheaper than currently available competitors.  See Arrington's "Why The Heck 
Did We Invest In Skybox Imaging, A Satellite Startup?" Weblog post. Uncrunched. N.p., 18 Apr. 2012. 
<http://uncrunched.com/2012/04/18/why-the-heck-did-we-invest-in-skybox-imaging-a-satellite-startup/>. 
190 Most commercial satellite companies only sell images through Value Added Resellers (VAR).  e-geos is an 
Italian company that has tremendous market share of VAR for satellite images.  See the E-geos Price List. 
Asi/Telespazio, 1 July 2013. <http://www.e-geos.it/products/pdf/prices.pdf>. 
191 See "Dan Berkenstock: The World Is One Big Dataset." TED@BCG. San Francisco, CA, Oct. 2013. TED - Ideas 
worth Spreading. TED.com, Feb. 2014. Web. 
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192 Two NPS students developed an algorithm to calculate the best orbital arrangement for the DISCOVERER II 
program.  This program was synthetic aperture radar that was ultimately cancelled by Congress.  However, the 
analysis Pegher and Parish completed is valid.  They used a 770km orbit, whereas Iridium NEXT is planned for 700 
km.   
193 The period, or time to complete one orbit, is given by related to the altitude above the earth's surface.  The 
equation is 2𝜋√( 𝑟3

𝐺𝑀𝑒
), where r = Radius of the Earth plus orbital altitude, G is the gravitational constant, and Me is 

the mass of the Earth. 
194 Visibility values assume maximum visibility regardless of terrain or obscuration.  It is important to note that an 
observation camera works best when it is pointed straight down, called nadir pointing.  This is because the distance 
to the target is at the minimum.  As the satellite races across the sky, the slant range increases dramatically.  
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