Cyber Deterrence

Tougher in Theory than in Practice?

Will Goodman

In theory, theres no difference between theory and practice. In

practice, there is.
—Yogi Berra

How prrrIcuLT is cyber deterrence? Some theorists argue that it is quite
difficult.! These skeptics make valid points; the domain of cyberspace does
pose unique challenges for an effective deterrence strategy. But treating
cyber deterrence only theoretically—that is, ignoring the geopolitical
context in which cyber attacks occur—unintentionally exaggerates its dif-
ficulty. Cyber deterrence proves easier in practice than it seems to be in
theory because cyber attacks are ultimately inseparable from the physical
domain, where deterrence has a long-demonstrated record of success.

Why Yet Another Article (Chapter, Book)
on Cyber Deterrence?

Security scholars have recently given more attention to cyberspace be-
cause it has evolved into an important domain of interstate conflict. In
2007 Estonia experienced a campaign of cyber attacks that temporarily
damaged its economy. Georgia experienced a similar cyber attack cam-
paign in 2008 as an element of its war with Russia. In 2009 the United
States and South Korea endured a series of cyber attacks that some sus-
pect originated in North Korea (or Florida, or perhaps elsewhere).? Some
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major powers, such as China, have adapted their military strategies to the
characteristics of the cyber environment.? Real cases of “cyber war” and
overt strategizing by government and military analysts around the world
have attracted more scholars to the subject of conflict in cyberspace.

As theorists have questioned how to prevent or defend against cyber at-
tacks in the future, they have included deterrence as a possible approach.
Deterrence strategy goes back at least to Thucydides and the Pelopon-
nesian War, and the subject had a major renaissance during the Cold
War as the United States and the Soviet Union sought to avoid a nuclear
exchange. Since that conceptual high-water mark,> analysts have applied
deterrence concepts to contemporary security problems, like terrorism,
with at least some success.® Authors have asked if deterrence could prove
useful in cyberspace, too.

In addition to its potential effectiveness, deterrence is cheaper than its
alternative, continuous conflict. Cyber warfare like the 2007 attack on
Estonia can inflict substantial economic costs on the victim.” When states
combine cyber attacks with conventional operations, cyber attacks can cost
lives.® Although cyber deterrence requires expenditures on new capabilities,
these costs seem minor compared to an even temporary loss of networked
marketplaces or vital financial information. Conflict imposes human and
material costs, and deterrence, as conflict avoidance, offers a way to escape
those costs. The possibility of securing cyberspace without the costs of
conflict keeps scholars interested in cyber deterrence.’

These three factors—a future potentially filled with cyber wars, the past
efficacy of deterrence in other domains, and its relatively low cost—have
made cyber deterrence a popular subject for articles, chapters, and books.
When Prof. James Der Derian coined the term cyber deterrence in a 1994
issue of Wired Magazine, he considered the deterrent effect that network
technologies might have on the physical battlefield.'® Scholar Richard
Harknett focused the subject on conflict taking place in cyberspace itself
in a 1996 article.!!' Since Harknett, at least 20 other authors have made
varying contributions to the study of cyber deterrence. All this work has
laid a solid theoretical foundation.

Despite the theoretical scholarship, a critical lack of case studies has
created debate over the efficacy of cyber deterrence. Articles on the subject
offer theories but nothing to test those theories. Theorists agree that cyber-
space poses new challenges for deterrence not found in other domains, but
they do not agree on whether those challenges can be overcome.'> With
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the literature consisting of nothing but theories, scholars can offer only
educated opinions.

This study aims to augment the existing literature by evaluating the
generally agreed-upon challenges of cyber deterrence using cases where
cyber deterrence failed. The cases will demonstrate whether in fact those
difficulties played an actual role in several cases of cyber conflict. Although
different analysts may draw different conclusions from the evidence, using
cases as the grounds for debate should give theorists more to discuss than
pure theory.

Method and Findings

The analysis begins with the basics of deterrence theory, advances a brief
specific theory of cyber deterrence, describes several cases of cyber conflict
to illuminate and evaluate the problems of cyber deterrence, and con-
cludes with the implications of its findings for future cyber deterrence
strategies. The cases each address deterrence failures because a deterrence
failure results in conflict, a phenomenon which can be studied. On the
other hand, deterrence success results in the absence of conflict—in other
words, the absence of an identifiable political phenomenon—so it cannot
be conclusively studied. Unfortunately, evaluating why some conflicts oc-
cur cannot fully or satisfyingly explain why conflict does not occur in other
cases. This method does get the conversation started, however, and analysts
may presume that future cyber deterrence strategies must address at least
those factors which led to cyber conflict in the cases addressed here.

Each case highlights a different aspect of cyber conflict. The 2007 Estonia
case exemplifies a “pure” cyber war, where conflict took place only in cyber-
space. It provides the best opportunity to evaluate the “contestability” of
cyber deterrence and the potential for assigned responsibility. The 2008
Georgia case exemplifies cyber attack as one of several combined arms in
an ongoing war and offers an example of the adverse effects of scalability
and temporality in cyberspace as well as the potentially positive effects of
futility as an element of cyber deterrence. Cases OP 1, OP 2, and OP 3'°
exemplify why cyber espionage deserves a distinct category in cyber deter-
rence strategies. Although these supposed cases of cyber espionage against
the United States evoked anger in Americans and a desire to retaliate, !
the refusal of the United States to reassure its potential adversaries that
it will also forgo spying in cyberspace kept the government from hitting
back aggressively. Among these cases, OP 3 in particular reinforces the
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need for thorough investigation to avoid convicting innocent parties in
cyber attacks.

This study evaluates only cases of suspected state-instigated cyber attack
because states are the preeminent actors in cyberspace. States are the most
capable and highly funded potential adversaries, so deterring state-based
attacks will yield the greatest benefit to overall security. Moreover, if mali-
cious state-based cyber activity decreases, states can focus their resources
on defending against and prosecuting malicious nonstate and criminal
activities in cyberspace. Finally, a clear articulation of what is acceptable
behavior for states in cyberspace should help create norms for everyone.

The cases have major implications for future cyber deterrence strategies.
The Estonia and Georgia cases reveal that attribution is not the insurmount-
able challenge that theoretical models suggest. While an unambiguous
strategic cyber threat has yet to materialize, some of today’s attacks may be
harbingers of much worse attacks to come. While futility, interdependence,
and counterproductivity are potent in the cyber domain, they have yet to
prove themselves as potent as retaliation. The cyber espionage (OP 1-3)
and the Estonia cases demonstrate that while reassurance cannot enforce
deterrence, its absence certainly can detract from an otherwise effective
deterrence posture. The Estonia and Georgia cases also prove that escala-
tion dominance is a key component of cyber deterrence. Finally, the cases
imply that the United States and other countries must be clearer about
how they will respond to certain types of cyber attacks. While deterrence
in cyberspace does pose challenges, the cases evaluated in this study prove
that deterrence in cyberspace remains inextricably linked to the geopolitics
of the physical world. As a consequence, cyber deterrence turns out to be
simpler in real life than it appears to be in many theoretical models.

Deterrence Basics

While “no single theory of deterrence exists,”"> authors offer mostly
similar lists of deterrence components. For the purposes of this study,
deterrence has eight elements: an interest, a deterrent declaration, denial
measures, penalty measures, credibility, reassurance, fear, and a cost-
benefit calculation.

A state employs a deterrence strategy to protect an interest.'® To keep
adversaries from attacking the interest, a state makes a deterrent decla-
ration,'” “Do not do #his, or else that will happen.” 7his is any adver-
sary action that would threaten the interest. 7hat includes either denial
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measures,'® penalty measures,'” or both. For other states to take a deter-
rent declaration seriously, the declaration must be credible and reassuring.
Credibility means that the deterrent declaration is believable,?® and reas-
surance means that if a state does not attack the interest, it can rest assured
that it will not face penalties.?! Fear also plays a role.?? If a potential adver-
sary fears the denial or penalty measures, that actor is less likely to take an
undesirable action. These elements all factor into an adversary cost-benefit
calculation: what are the benefits and costs of action versus the benefits
and costs of restraint?®> While these basic definitions may suffice, denial,
penalty, credibility, and reassurance each deserve some further explanation.

Denial is the defensive aspect of deterrence and consists of prevention
and futility. Deterrence by prevention means that if an attack is launched,
defensive measures will disrupt the attack to keep it from succeeding. Deter-
rence by futility means that even if an attack breaches defenses, it will not
have its desired effect on the target.?* Effective prevention and futility
both signify that attacks will inevitably fail and thus serve to deter even
the attempt to attack.

Penalty is the offensive aspect of deterrence and consists of retaliation,
interdependency, and counterproductivity. Retaliation is a familiar con-
cept: during or after an attack, the defender launches a counterstrike that
imposes costs on the attacker that outweigh the benefits gained from the
initial attack. Interdependency and counterproductivity are less familiar.
Interdependency means both the attacker and the defender hold the
interest in common.? The more both parties agree on the commonality
of the interest, the more costly an attack becomes for the attacker and de-
fender alike. Counterproductivity relates an attacker’s tactical goals to its
strategic goals. If a defender can convince potential attackers that a tacti-
cally successtul attack will frustrate larger strategic or normative goals, that
may keep the attackers at bay. For example, if the United States punished
the families of suicide bombers, terrorists might be deterred from suicide
bombing; however, such an approach would be morally repugnant to the
United States (normatively counterproductive) and would have adverse
effects on broader US goals (strategically counterproductive). Retaliation,
interdependency, and counterproductivity together comprise deterrence
by penalty.

Credibility is the attacker’s calculation of the defender’s capability and
intent to carry out the deterrent declaration?® and whether the deterrent
measures can be contested. Capabilities are a defender’s tools of denial or
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penalty: can those tools be used as described by the deterrent declaration?
For example, no one would find a threat of nuclear retaliation credible if it
came from a state that has only conventional capabilities. To be credible, a
defender must also have the intent to use the capabilities to carry out the
deterrent declaration. An attacker would not question whether the United
States has nuclear weapons, for example, but an attacker might question
whether or not the United States would use them to retaliate against a
conventional attack. The concept of contestability is more complex. To be
incontestable, deterrent measures (either denial or penalty) must be cer-
tain, severe, and immediate.?” The less certain, severe, or immediate a de-
terrent measure, the less credible potential adversaries will find deterrence
declarations, and the more potential adversaries will seek to test them.
Capability, intent, and incontestability together define the credibility of a
deterrent declaration.

Last, reassurance means giving a potential adversary a reason not to at-
tack the interest. Reassurance most often comes in the form of reciprocal
security guarantees—one state promises to forgo an activity if others do
so as well. In some cases, however, it may mean other linked benefits such
as foreign aid or a special trading status. While deterrence increases the
potential costs and lowers the potential benefits of acting against an interest,
reassurance lowers the costs and increases the benefits of inaction.

All of these components (an interest, a deterrent declaration, denial
measures, penalty measures, credibility, reassurance, fear, and a cost-benefit
calculation) together form a strong and effective deterrence strategy.

A Theory of Cyber Deterrence

Cyber deterrence, like all other deterrence, succeeds when an adversary
decides not to act aggressively. This decision follows two separate assess-
ments: whether the costs of cyber aggression outweigh its benefits and
whether the benefits of restraint in cyberspace outweigh its costs. These as-
sessments are made partly rationally, partly irrationally. To be completely
rational, a decision maker would need both perfect information about
the scenario of potential conflict and the willingness to make a decision
only on the basis of its strategic implications. In real life, decision makers
have incomplete information, which is rife with inaccuracies, and con-
sider many factors (personal emotions and interests, domestic politics,
etc.) when making decisions. Therefore, continual dialogue, in the form
of a regular exchange of deterrent messages, is the first necessary condi-
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tion to deter cyber aggression. During the Cold War, the United States
and the Soviet Union famously created channels for crisis and noncrisis
communications (for example, “the Hotline”) to engender this exchange
of deterrent messages. If states currently exchange cyber deterrence mes-
sages, they do so quietly and with little fanfare—Tlikely contributing to the
prevalence of cyber attacks.

Both denial and penalty measures feed into an adversary’s calculation
of whether or not the costs of cyber aggression outweigh the benefits. By
taking cyber attack targets offline, by making them impenetrably secure,
or by making attacks impossibly futile, denial measures diminish the benefits
of a possible cyber attack. Denial, however, is not in itself sufficient to
deter aggression in cyberspace. Adversaries must also face some threat of
penalty—which raises the costs of cyber attack—for deterrent messages
to take effect. If adversaries do not face penalties, they will continue to
mount unsuccessful cyber attacks until they find an effective approach.
While denial admittedly cannot stand alone, strong denial measures coupled
with a reasonable expectation of penalty will go a long way toward deter-
ring cyber aggression.

In addition to strong denial measures, classical deterrence theory de-
mands that penalty measures be certain, severe, and immediate; however,
cyber deterrence emphasizes certainty more so than severity or immediacy.
Because of the dire consequences involved, nuclear deterrence necessi-
tated that mutually deterring states be able to quickly and overwhelmingly
counterattack. But cyber attacks typically involve less-serious consequences,
less-identifiable attackers, and a wider variety of tools for counterattack.
With less-serious consequences, counterattacks do not need to involve
overwhelmingly severe (and disproportionate) retaliation. Neither does the
counterattack need to come immediately, for unlike a surprise nuclear first
strike, few, if any, cyber attacks can render a victim state completely impo-
tent to respond. For these reasons, neither severity nor immediacy is ulti-
mately necessary for cyber deterrence penalty measures—only certainty.

For a cyber counterattack to be certain, the deterring state must first
know who to counterattack. Gathering this information in the cyber do-
main is trickier than in the physical domain. It takes thorough investiga-
tion enabled by international cooperation. States that will not assist in
cyber investigations can prevent the identification of the culprits behind
cyber attacks. However, in such instances, victim states can, based on
mutual legal aid agreements or the inherent right to self-defense, assign
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responsibility for the attack to the non-cooperating state. In such cases,
assigned responsibility obviates the need for further investigation and in-
centivizes future cooperation.

Besides knowing who to counterattack, states must also have the means
and the will to counterattack to deter cyber aggression. Because cyber
attacks can disable networks used to command and control military tech-
nologies, and because more and more military technologies are enabled
by linkages to cyberspace, states must either inure their weapon systems
to cyber attack or remove them from the grid entirely. Otherwise, in some
extreme cases, a victim state may find much of its counterattack weaponry
preemptively disabled. A victim state must also have the will to counter-
attack to convincingly threaten retaliation. In this area, cyber deterrence
greatly resembles conventional deterrence. A victim state must count the
cost before retaliating—if it cannot match its adversary in an escalating
series of retaliations, then it should forgo retaliation in the first place.
The state with escalation dominance, the coup de grace, will eventually
win. So to have an effective cyber deterrent, a state must have at least
geopolitical symmetry with its adversary, if not a favorable asymmetry,
to protect itself as the conflict in cyberspace escalates and spills over into
the physical domain.

Last, while reassurance does not necessarily bolster cyber deterrence, its
absence certainly encourages conflict. States should consider reassurance
the “velvet glove” of cyber deterrence—without an iron fist of interlocking
denial and penalty measures giving force to reassurance, promises to give
up certain types of cyber attacks are an invitation to be victimized. Yet
without some reassurances overlaying denial and penalty measures, states
will never cease to probe for and exploit minor weaknesses in each others’
cyber networks.

Combined, these conditions and variables add up to cyber deterrence.
States must continually communicate on matters of cyber conflict to en-
sure that deterrent messages are projected, received, and understood. States
must maintain effective denial measures and threaten credible penalties.
If attacked, victim states must be able to correctly identify the respon-
sible state or states to counterattack, either through effective investigation
or assigned responsibility. States must ensure that at least some of their
counterattack capabilities cannot be disabled by an overwhelming cyber
first strike. Most importantly, the deterring state must have geopolitical
symmetry, if not a favorable asymmetry, with potential adversaries to deter
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them from cyber aggression. Last, the absence of reassuring promises can
hinder states wishing to reach a stable cyber deterrence relationship. In
each of the cases that follow, the absence of one or more of these variables
led to a breakdown in mutual cyber deterrence.

Cyber Deterrence Failure Cases

Estonia, 2007

The cyber attacks began shortly after a decision by the Estonian govern-
ment to move a WWII—era statue that memorializes the sacrifice of So-
viet troops who fought against the Nazis. Since 1947, the Bronze Soldier
stood at a busy intersection in central Tallinn, the capital of Estonia, but
the government decision relocated it to a nearby military cemetery. Although
such a change might seem minor to outsiders, moving the statue heightened
tension between ethnic Estonians, ethnic Russians living in Estonia, and
the governments of Russia and Estonia. According to at least one com-
mentator, the statue symbolized that Estonia remained in the Russian
sphere of influence.

This cyber barrage on Estonian government, banking, and media web-
sites began on 27 April 2007 and lasted for 22 days. The attacks mostly
consisted of huge numbers of privately owned computers jamming
Estonian government and business websites with meaningless or mali-
cious information. These “distributed denial of service” (DDQOS) attacks
flooded their targets with data to prevent the processing of legitimate In-
ternet traffic.?® Hackers also defaced websites, but these attacks seemed
minor in comparison to the DDOS attacks that froze web servers, e-mail
servers, and the Estonian network infrastructure. The DDOS attacks used
“bot nets,” or networks of infected “zombie” computers owned by poten-
tially unwitting and innocent bystanders. The mass attacks lasted until 18
May, although isolated and easily mitigated attacks continued thereafter.”
While police were able to quickly quell a real-world riot over the Bronze
Soldier, the cyber attacks on Estonia continued for weeks.*

Because Estonia depends heavily on its cyber infrastructure, the attacks
could have been devastating. Commentators call Estonia “a primitive cyber
society” because of how integral the Internet has become for commercial,
government, and interpersonal transactions. For example, Estonians vote
online, 98 percent of all bank transactions occur online, doctors store
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medical records online, and Estonian police and courts use an online case
management system.>!

Estonia’s response to the attacks proved effective. It initially closed off
parts of its network to some international traffic. States with numerous
clients but few attackers were slowly permitted back onto Estonian net-
works. While the attacks targeted sectors of Estonian cyber society that were
especially critical, the attacks did not cause serious damage because of the
highly capable members of Estonia’s computer emergency response team.>*

Analysts debated and continue to debate whether or not the Russian
government ordered the attacks. Only one person, an Estonian of Rus-
sian descent, was actually charged and convicted; however, Estonian of-
ficials claimed to have also identified responsible individuals in Russia.?
Russian-language forums and websites posted instructions on when and
how to execute the DDOS attacks. Some evidence has implicated Russian
criminal networks as “bot net herders,” or those responsible for control-
ling personal computers infected with bot net viruses.* Estonian officials
claim that Internet protocol (IP) addresses belonging to members of Putin’s
cabinet were used in the attacks.”> Although Russia and Estonia have a
mutual legal assistance treaty which Estonia invoked after the attacks,
Russia refused to assist Estonian investigation efforts. That refusal made
in-depth investigation of the attacks impossible and cast a shadow of Russian
culpability, or at least complicity; over the attacks.*® During the period of the
computer attacks, the Russian government also banned heavy commercial
traffic with Estonia across the border bridge at Narva, seeming to pro-
vide an official sanction for anti-Estonian behavior.?” However, none of
this circumstantial evidence constitutes a conclusive “smoking gun” that
proves the Russian government authorized the attack.

Disadvantages of Cyber Deterrence: Contestability. The 2007 cyber
attacks on Estonia showcase a major problem for cyber deterrence strategies,
contestability. Cyber deterrence messages seem contestable because of
three mutually reinforcing factors: anonymity, asymmetry, and super-
empowerment.

Without a doubt, anonymity poses great difhiculty for cyber deterrence.
Because Internet protocols were not developed with identity authentica-
tion in mind, investigators must battle the anonymity inherent to the In-
ternet every time they look for clues about who executed a cyber attack.’®
Although it may appear that a cyber attack originated in a certain com-
puter system, that system may have served only as a transit point. In fact,
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some actors may use transit points to stage “false flag operations” with the
objective of fomenting strife between two other parties (e.g., Russia and
Estonia).”” Even if an investigator can verify an attacker’s identity, the in-
vestigator cannot know the attacker’s motive—did the attacker freelance,
act on orders, or attack by accident??’ A thorough investigation may take
quite some time; some so long that the counterattack seems more like ag-
gression than retaliation.*! Combined, these factors lessen the likelihood
that the defending state will retaliate, or if it does, that it will correctly
target the responsible entities. The anonymity of cyberspace causes big
problems for cyber deterrence.

The 2007 Estonia case also exemplifies the asymmetry of cyberspace.
Even if investigators could attribute the attack to an actor (say, Russia), that
actor may not offer Estonia any target in cyberspace worthy of retaliation.
Estonia depends much more on the Internet than Russia—any Estonian
counterattack on Russian networks would not have nearly the impact of
a Russian attack on Estonian networks. On the other hand, states face a
challenge trying to create proportional effects in the physical world. If one
state has more to lose in cyberspace than another, the defending state must
find other interests to hold hostage.? But can states really “kill people who
kill bits?”4® At the very least, cyberspace asymmetry will cause defenders to
think twice before retaliating asymmetrically or disproportionately, which
weakens deterrence.

Finally, the 2007 cyber attacks on Estonia illustrate how the Internet
creates super-empowered actors. Although Estonia insists that others were
involved, only one individual has faced criminal charges for the attacks. If
an individual using a personal computer can execute an attack on major
national or international targets, then individuals become the equals of
states in cyberspace.* This poses obvious problems as states attempt to
develop an effective cyber deterrence strategy. The deterring of states poses
enough of a challenge; deterring super-empowered individuals seems al-
most impossible.

Advantages of Cyber Deterrence: Assigned Responsibility. The 2007
Estonia case does not offer only bad news. While contestability does pose
challenges for cyber deterrence, cyberspace also allows for assigned responsi-
bility. Although cyberspace may be a stateless domain, the individuals that
manipulate information in cyberspace do so sitting in the real world—
where states are supreme. International law and domestic criminal laws
could be updated and improved to hold states responsible, make them
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liable, or at least encourage mutual assistance in fighting cyber attacks that
originate in their territory (like the treaty shared by Estonia and Russia
that Russia failed to honor).*> Moreover, information travels the World
Wide Web along technology owned by a handful of private network in-
frastructure firms.4® Although states would not retaliate against businesses
for third-party traflic on their networks, states could establish agreements
under which these companies would provide key information to investi-
gators seeking to attribute malicious activity in cyberspace.#” Cyber attacks
offer the possibility of assigning responsibility to states or infrastructure
providers if they refuse to help attribute cyber attacks to the guilty parties.

Why Did Cyber Deterrence Fail? Although many attackers clearly got
away with participating in the 2007 attack, Estonia had the opportunity
to assign responsibility to Russia—an opportunity it could not exploit
because of the geopolitical imbalance between the two states. Anonymity
and super-empowerment did play a role. Investigators still disagree among
themselves over whether or not the evidence proves Russian culpability. They
cannot conclude that Russia officially ordered the attacks, partly because
super-empowered individuals could have hijacked the network addresses
of Russian officials and others to make the attacks appear state sponsored.
Attackers probably considered these advantages before deciding to attack.

On the other hand, Estonia could have assigned responsibility for the
attacks to Russia. International law provides a basis for assigning the
culpability of the attacks to Russia even if Russia did not officially direct
them.*® Setting matters of attribution aside,*” Russia reneged on a stand-
ing mutual legal aid agreement with Estonia that required its investigation
assistance. Russia’s refusal to honor its international agreements meant
that the perpetrators escaped justice. Attribution poses no challenge at all
in the 2007 cyber attack on Estonia because Russia accepted responsibility
for the attack on behalf of the guilty parties.

As a counterargument to assigning responsibility to Russia, some might
question whether Russia had a legitimate reason to refuse to support Estonia’s
investigation—but most reasons seem strained. According to Estonian cyber
investigator Rain Ottis, Estonia made “a formal investigation assistance
request” to Russia that Russia refused despite “the fact that this type of co-
operation is specifically ‘enumerated in the Mutual Legal Assistance Treaty’
between Estonia and Russia.”*® If Russia considered such investigation
assistance unwise in principle, its leaders probably would not have
agreed to the mutual legal aid treaty in the first place. Moreover, Russia
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should have no fear of Estonian investigators exploiting its networks,
since Russian investigators could observe, manage, and control the
investigation assistance they provided. The facts of the case do not seem
to offer Russia a good reason to refuse legal assistance to Estonia other than
that further investigation might have revealed official Russian involvement.

Asymmetry also played a role in the attack on Estonia, but physical
asymmetry more so than cyber asymmetry. Russia—or groups sympa-
thetic to Russia—had cyber-bullied tiny Estonia. Certainly, Russia did
not offer to Estonia the broad selection of cyberspace targets that Estonia
offered to Russia. More importantly, Estonia could not have retaliated
in any manner without risking further unwanted Russian escalations.
Had the two states shared a more reasonable geopolitical balance, Estonia
might have looked to the effects of Russia’s attack—on Estonia’s economy,
business transactions, media, and the like—to determine a course of
retaliatory action that might yield similar effects (whether the counterattacks
targeted Russian cyberspace or not).’! Instead, Russia’s substantial power
compared to its relatively powerless neighbor deterred Estonian retalia-
tion. Physical asymmetry between Estonia and Russia, more so than cyber
asymmetry, facilitated the 2007 cyber attack.

Estonia’s cyber deterrence posture did prove as contestable as theorists
have predicted but not to the degree that they have predicted. Although
attribution efforts proved inconclusive, this was a consequence of Russia’s
refusal to honor its standing legal agreements with Estonia. That refusal
gave Estonia the option of assigning responsibility for the attack to Russia.
However, even if Estonia had assigned responsibility to Russia, the geo-
political asymmetry between the two states would have left it with few
retaliatory options. Instead, Estonia sought to rebalance its relationship
with Russia by appealing to its NATO allies to add cyber defense to the
NATO charter.’? By seeking NATO involvement in combined cyber defense,
Estonia passed over retaliation in favor of improving its geopolitical
parity with Russia and increasing its chances at deterring future cyber
attacks through the threat of combined NATO response.

Georgia, 2008

In the summer of 2008, many days prior to Russia’s military invasion
of Georgia, cyber attacks began on its websites and network infrastruc-
ture.” These attacks effectively disabled Georgia’s web-based communica-
tion with the outside world and made it very difficult to offer the global
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media its perspective on the conflict. According to reports, attacks were
“well-coordinated with what Russian troops were doing on the ground”
and lasted through the duration of the 2008 Russian-Georgian conflict.”

The attacks share remarkable similarities with the cyber attacks on Esto-
nia the previous year.’® Government, bank, business, and media websites
suffered worst. To raise international awareness about the attack, Geor-
gia had to work around its Internet blackout to plead for international
support and assistance.”” The attacks mostly consisted of DDOS, again
with some limited attempts at network intrusions. Attackers even targeted
Russian media outlets that provided a more balanced, occasionally pro-
Georgian take on the war. Based on subsequent network activities, analysts
now speculate that some intruders left malware “time-bombs” to create
havoc even after the shooting war concluded.”®

Unlike the Estonian attacks, the cyber attacks on Georgia had “a strategic
economic impact.” In addition to sowing general confusion, combined
physical and cyber attacks diverted business from Georgian fuel pipelines
over to Russian infrastructure offering a similar service at twice the ex-
pense. The attacks reinforced Russian military operations by limiting access
to secondary sources of power after physical attacks disabled Georgian
electrical power grids. To execute such coordinated assaults, attackers used
social networking services like Twitter and Facebook.” According to at
least one Russian media source, Georgian hackers mounted an ineffective
counterattack.®

Georgia was less prepared than Estonia to confront the cyber assault,
but its international partners and private industry jumped to assist. Estonia,
Lithuania, and Poland offered to host some Georgian government web-
sites on their better-defended systems.®! Google also provided assistance
to some of Georgias private business websites, hosting them on higher-
bandwidth Blogspot accounts.®? Russia prevailed over Georgia in cyber-
space, although at the time Georgia probably feared Russia’s physical at-
tack more than its cyber attack.®?

Although the strategic context strongly indicates official Russian in-
volvement, like the 2007 attacks on Estonia, investigations have not re-
vealed a smoking gun. The Russian government may have directed the
attacks, but some other organization, like the Russian Business Network
(RBN), probably coordinated them. The RBN is a “cyber mafia” that traf-
fics in child pornography, identity theft, and other web-based crime and
rents its expertise, including DDOS attacks, out to the highest bidder.**
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Computers belonging to Russian, Ukrainian, and Latvian civilians with
no connections to the Russian government or military actually carried out
the attacks.®

Disadvantages of Cyber Deterrence: Scalability and Temporality.
The 2008 Russian operation against Georgia highlights a couple of additional
cyber deterrence problems: scalability and temporality. Scalability refers to
the wide variety of effects that a single capability can achieve in cyberspace.
In the physical world, capabilities have a limited set of purposes, and “both
the modalities for attack and the severity of outcomes generally scale predict-
ably.”% A tank, a nuclear weapon, and a balled fist all have certain predict-
able effects. In cyberspace, a single tool can achieve a wide spectrum of
effects, making it much harder to predict the scale of an attack from attack
indications and warnings. For example, during the attack on Georgia,
hackers defaced government websites, causing some mild inconvenience
but no long-term disruption. They also left hidden, time-sensitive viruses
on government systems that unpredictably wreaked havoc on Georgian
networks after the intrusions had concluded. Since the same platform and
similar techniques were used for both immediate and long-term attacks,
defenders were challenged to define beforehand how they would respond
to certain adversary actions.

Scalability thus creates problems for establishing deterrence thresholds.®”
Because a single capability can produce a variety of outcomes, deterrence
messages must address effects, not actions. A formerly simple message,
“You cannot do #is,” becomes much more complicated, “You cannot do
anything that has these effects” This “effects-based” approach must also ac-
count for potential effects—such as those caused by time-delayed malware.
Not knowing the scale or purpose of a potential adversary’s cyber activities
makes it difficult to craft an effective and incontestable deterrent declaration.

Temporality refers to the instantaneous nature of cyber attacks.®® The
physical world, hampered as it is by friction, gives defenders early warn-
ing of attacks: aircraft or missile radar signatures, satellite photographs
of launch preparations, massed tanks on the border. Some activities in
cyberspace, like bot net viruses, “packet sniffing,” and network reconnais-
sance,* indicate some kind of future malice. But these digital signals do
not signify when, how, against whom, and for what purpose network in-
trusions or other cyber attacks might occur, whereas physical signals pro-
vide most or all of that information. Cyberspace provides no unambigu-
ous attack signatures like those offered by the physical world.

[ 116 ] STRATEGIC STUDIES QUARTERLY 4 FaLL 2010



Gyber Deterrence

Advantages of Cyber Deterrence: Futility. On the other hand, futility
offers defenders some major deterrence advantages in cyberspace. Digital
information can be replicated endlessly.” Redundancy and recovery—very
expensive in the physical domain—cost almost nothing in cyberspace.”!
As the Georgia case proved, even if a defender has not taken precautions
against cyber attack, outside assistance (like that offered by Georgia’s
neighbors and Google) can still quickly create redundant systems to help
in recovery. Although attackers may corrupt or destroy data saved in one
location, that data can have numerous copies elsewhere, rendering many
cyber attacks futile and eliminating the motive to execute them.

Defenders can also render cyber attacks futile by disconnecting systems
from public networks or removing known vulnerabilities. As analyst Martin
Libicki points out, there is “no forced entry in cyberspace.””? Attackers can
only attack where a vulnerability in the network already exists. Removing
vulnerability or taking equipment offline means any attempt to attack
that equipment through cyberspace will be futile. For example, Georgian
advanced air defense systems proved resilient in the face of Russian attack
and shot down several highly capable Russian aircraft. Some suggest that
Georgian air defenses proved less vulnerable to Russian blackout because
the Georgians had not networked them.”® Taking some critical systems
off of the network may at times prove a better option than attempting to
secure critical systems from cyber attack.

Why Did Cyber Deterrence Fail? The cyber attack on Georgia occurred
in the context of an ongoing war with Russia in another case where geo-
political factors trumped the theoretical difficulties of cyber deterrence.
Although anonymity and super-empowerment did play a role in the 2008
cyber conflict, most observers assume a connection between the Russian
military attacks on Georgia and concurrent “anonymous” cyber attacks.
Super-empowered private citizens did appear to play a role in the cyber
attacks,”4 but Russia led the overall war effort.

Scalability also played a role rendered moot by the two countries’
conventional asymmetry. As noted earlier, hackers placed malware time
bombs in Georgian network systems. Deterring less-obvious cyber attack
tactics like this one will prove challenging in the future. Georgia probably
had more concerns about the physical bombs falling on its territory than
any digital “bombs” hidden in its networks.

Cyber asymmetry, temporality, assigned responsibility, and futility also
pale in importance to the geopolitical asymmetry between Russia and
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Georgia. How, if it could not deter Russia’s full-scale kinetic attack, could
Georgia possibly hope to deter its cyber attack? Although temporality,
under other circumstances, might have made it more difficult to deter a
Russian cyber attack, Georgia might have also had the opportunity to in-
voke assigned responsibility if Russia proved unwilling to help in Georgia’s
investigation (creating circumstances similar to those in Estonia in 2007).
However, even under those circumstances, Georgia would have had few
options. To what end would it assign responsibility to Russia? It could not
strike back against its behemoth neighbor. In every aspect, the geopolitical
relationship between Russia and Georgia trumped the advantages and dis-
advantages of cyber deterrence identified by theorists.

In the case of the 2008 Russo-Georgian war, cyber deterrence did prove
very difficult but not for the reasons identified by the theorists. With cyber
attacks used as one of several combined arms, cyber deterrence became a
lesser included subset of conventional deterrence. Between more balanced
states (such as the United States and Russia), factors like mutual legal aid
or, alternatively, assigned responsibility probably would have kept cyber
attacks from commencing. In seeming recognition of this point, Georgia
has long pushed to gain membership in NATO. While analysts interpret
this desire in different ways, at least some suggest that Georgia seeks parity
with Russia through combined defense.”” As in the case of Estonian
cyber conflict, geopolitics played a greater role than the challenges of
cyber deterrence.

Cyber Espionage

OoP1

The US government purportedly first discovered OP 1 in March 1998,
and the attacks continued through at least 2001. No apparent interna-
tional crises or behaviors precipitated this series of intrusions; they con-
sisted purely of attempts to collect information through cyber espionage.
OP 1 intrusions targeted government and military cyber networks, with
attackers penetrating systems by “tunneling” through routine programs
and scripts, making it difficult for security analysts to detect the intru-
sions. According to an FBI source, OP 1 intrusions stole “unclassified but
still sensitive information” about technical research, contracts, encryption,
and war planning.”®
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Although investigators have not publicly identified a culprit, the OP 1 at-
tacks appear to have come from Russian Internet addresses.”” Some analysts
outside the government conjecture that the sophistication of OP 1 suggests
Russian state direction. Others consider “direction” an overstatement,
but even some of these believe the attacks must be, at a minimum, “state
allowed.””® “The hackers have built ‘back doors’ through which they can
re-enter the infiltrated systems at will and steal further data; they have also
left behind tools that reroute specific network traffic through Russia.””?
While confusion about authorship lingers, circumstantial evidence again
points to Russia.

The United States has pursued a few response options. First, the US
government lodged a formal diplomatic complaint with Russia. Media
reports state that although “hack-backs” (intruding on the systems used to
launch attacks on US networks) would provide better information about
the source of the attacks, investigators have relied on passive detection due
to concerns about legality and the risk of creating an international inci-
dent.®* Although OP 1 led to “the largest cyber-intelligence investigation”
ever conducted by the US intelligence community prior to 2001, that
investigation yielded “disturbingly few clues” about the perpetrators.®!

OP 2

Like OP 1, OP 2 consists of attempts to collect US secrets through
cyber espionage. In OP 2, hackers exploited NASA, the Sandia National
Labs, and other government and military networks that contained unclassi-
fied but sensitive and proprietary information.?? The attacks had a broad
scope and collected a substantial volume of information. Regardless, of-
ficials report that OP 2 is “not the biggest thing going on out there” in the
world of cyber espionage.®’

The OP 2 attackers’ methods exhibited a high level of professionalism.
The attacks extracted sensitive information quickly and deliberately wiped
away evidence of transiting the networks in an attempt to keep the attacks
clandestine. Outside observers note that only highly skilled and experienced
hackers tend to use such tactics.34 The attackers targeted export-controlled
information with substantial value to foreign governments and businesses.
The OP 2 attacks pose the latent threat that hackers could shut down Pen-
tagon or other government networks should they choose to do so0.%

According to 7ime, the FBI and other law enforcement agencies were
not up to the challenge posed by OP 2. Instead, American cyber vigilantes
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got involved. One of them, supposedly with US government knowledge,
hacked into Chinese routers to detect and characterize the OP 2 intru-
sions, gain information as to their origins, and provide a detailed report of
stolen information.3® Subsequently, the Defense Department’s Joint Task
Force—Global Network Operations also investigated OP 2.3

The US government has not openly identified suspects in OP 2. In response
to media questions, Chinese government officials call claims that China
backs the intrusions “totally groundless, irresponsible, and unworthy of
refute.” However, China has refused to cooperate with FBI investiga-
tion.®® The Washington Post reports one US official as stating, “Is this an
orchestrated campaign by [China] or just a bunch of disconnected hackers? We

just can’t say at this point.”®

OP 3

In February 1998, Israeli hacker Ehud Tenenbaum and two California
teens intruded on unclassified DoD networks.”® According to media reports,
the teens hacked the systems just for fun.”! Their attacks followed a predict-
able process. First, the intruders would reconnoiter network systems to
determine if a vulnerability existed. Then, if they found one, they would
exploit it to gain unauthorized access to the network. Once they had net-
work access, they would emplace a packet sniffer to gather data then re-
turn later to download the sniffer-collected data.”

Officials initially suspected that the attacks originated in Iraq.”” Coming
during a period of heightened tension in the Persian Gulf and as “the most
organized and systematic attack to date” on Pentagon networks, according
to then—deputy secretary of defense John Hamre, observers jumped to the
conclusion of Iraqi responsibility based on the circumstantial evidence. A
team of investigators led by the FBI eventually used technical means to
track the attacks, not to Iraq but back to the three teenagf:1rs.94

Disadvantages of Cyber Deterrence: Lack of Reassurance. Cyber
espionage highlights one more problem plaguing cyber deterrence: the
lack of reassurance. Presently, few international laws or norms define ac-
ceptable and unacceptable behavior in cyberspace,” meaning that states
cannot rest assured that they will not be targeted by cyber attacks if they
refrain from targeting others. The United States may have only recently
begun to consider legal restrictions on its cyberspace freedom of action,”
but laws will help all state actors, including the United States, be assured
that certain types of egregious cyber attacks will not occur.”” The difficulty
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in attributing cyber attacks to certain actors may explain why some states
choose not to agree to legal restrictions on their Internet behavior. If a
state considers it likely that it might be framed in a “false flag” operation,
that state has little incentive to forgo attacks (since it will be blamed any-
way). The absence of reassurance incentivizes hitting first in cyberspace so
states can victimize others before they become victims themselves.
Advantages of Cyber Deterrence: Information Quantity and Inter-
dependence. Cyber spies also face some difficulties. The huge amount of
low-quality information in cyberspace bolsters deterrence by denial. Be-
cause individuals can generate information with so little expense, “noise”
can overcome “signal.””® To mount effective cyber espionage, spies must
know the cyber terrain well. What information is worthwhile, and what is
junk? Understanding, reconnoitering, and mapping networks take time;
while some reconnaissance can be automated, targeted reconnaissance to
steal, corrupt, or destroy the 7ight information often takes human reasoning,
The quantity of worthless information makes cyber espionage more difficult.
In addition to the volume of information in cyberspace, interdependency
might help to deter states from cyber espionage. The nature of cyberspace is
connection, and interconnectedness enforces deterrence by interdependency.”
Part creator, part beneficiary of globalization, cyberspace allows states to “em-
brace” each other through electronic connections.!® This interdependency
increases the value of accurate information to all actors and increases the
harm caused by inaccurate information.!°! As states connect further, the in-
centives of attack will gradually decrease, and disincentives will increase. This
theory resembles those offered by advocates of economic interdependence.!%?
Although interdependence will not lead states to ignore their vital interests in
favor of economic or information benefits, they will forgo lesser interests if
they see the loss of those interests as less valuable than interconnection. The
more states pursue the “friendly conquest” of interconnectedness in cyber-
space,'®
Why Did Cyber Deterrence Fail? Observers cannot really know to what
extent attribution difficulties played a role in cyber deterrence breaking

the more interdependency will deter cyber attacks.

down in these cases. Understandably, the US government is very circum-
spect about how much or how little it knows about cases of cyber espionage,
but media reports suggest some very strong leads. In the instance of OP
3, the United States identified its attackers and brought them to justice,
demonstrating that thorough and effective investigations are possible in at
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least some cases of cyber espionage. Without more evidence, the innuendo
surrounding the cases makes attribution seem possible.

Asymmetry did not pose that much of a challenge. In the absence of
evidence, one can assume that while states like China and Russia may have
less confidential information stored on networked systems than the United
States, they probably do generate and store at least some confidential infor-
mation on networked computer systems. If true, that symmetry makes
proportional retaliation possible. For the criminals discovered in the OP
3 case, the Israeli and US governments pursued legal action. Asymmetry
thus did not cause the breakdown in cyber deterrence.

More so than anonymity and asymmetry, a lack of reassurance caused
deterrence to fail in the OP 1 and OP 2 cyber espionage cases. Although
news reports do not mention the possibility, presumably the United States
also uses cyberspace to spy. If not, it is high time to start. Although com-
mentators and analysts alike express outrage and frustration when others
penetrate sensitive US networks, the US government may be sinning as
much as sinned against in cyberspace.

That lack of reassurance keeps the United States from retaliating against
cyber spies. Although some columnists seem to suggest that retaliation
could keep adversaries from stealing military technology secrets, %% most
retaliatory measures would seem disproportionate to espionage. If the
United States demands that other states allow the FBI to investigate intru-
sions into US cyber networks, it must grant the law enforcement agencies
of those states similar access to its own intelligence community.

The scalability of cyber attacks creates further incentives for cyber espionage
and might have caused deterrence to break down. The theft of informa-
tion from confidential networks may be a harbinger of much worse things
to come. As the Georgians found out after the 2008 war, hackers may
leave hidden code in computer systems that network administrators do
not detect until after that code has done its damage. Intrusions onto US
networks suggest that hackers could harm or even disable those networks
if they were able to retain access to them. Such attacks would lie dormant
while states are at peace but could cripple military, intelligence, and com-
mand and control networks if activated during times of war. If intru-
sions involve nuclear command and control networks, cyber espionage
becomes an existential threat. “Precisely because [cyber attacks are] coun-
ter [command and control] warfare par excellence, the resort to [cyber
attacks] almost compels a WMD-armed opponent to strike first and pre-
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emptively.”!% Cyber espionage poses a much more serious potential threat
because hackers could graduate from stealing information to harming the
network itself. To deter these types of scalable attacks, states must maintain
at least some retaliatory capabilities that are impervious to cyber attack.

The sheer volume of information in cyberspace has the potential to
bolster cyber deterrence in the future, but it does not appear to have mat-
tered much in these cases. Certainly, adversaries will face a diminishing
return on their cyber espionage investments if the United States can hide
its “signal” in the midst of an overwhelming supply of “noise.” The United
States could, for example, load existing networks with meaningless files
and disinformation. Or, the United States could create huge numbers of
fake networks with automated, human-simulated packet traffic to deceive
cyber spies into wasting time with decoys. Although these strategies seem
plausible, states would never reveal whether or not they employ them to
avoid compromising their defenses.

Likewise, interdependence seems promising but does not appear to have
strengthened deterrence in these cases of cyber espionage. If the United
States could convince Russia, China, and other states that they depend
equally on the confidentiality of US classified information, interdependence
might diminish anticipated gains from spying. Prof. Peter Feaver makes a
very strong case for the deterrent effect of information interdependence.
Because intelligence operations are often compartmented, Russia, China,
and other states risk confusing their own intelligence communities if they
alter or corrupt secret information on US networks.!® OP 1, OP 2, and
OP 3 involve only stolen information, so interdependence has had no effect.

Although states should include cyber espionage in their cyber deter-
rence strategies, cyber espionage deserves distinction from other types of
cyber attack. Information security consists of confidentiality, integrity,
and availability.!"” Cyber espionage involving only intelligence collection
harms confidentiality, but not integrity or availability. And, as scholar and
professor Martin Libicki notes, “The law of war rarely recognizes [infor-
mation collection] as a casus belli, and a good case for changing this has
yet to be made.”!%® So states probably could not justifiably retaliate against
other states for cyber attacks involving only the collection of confidential
information; however, DDOS attacks or varieties of cyber espionage, such
as deception operations that harm the integrity or availability of infor-
mation, could involve retaliatory measures (depending on their effects).
In sum, while cyber deterrence strategies should address cyber espionage,
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most forms of cyber espionage deserve separate treatment from more ag-
gressive and harmful types of cyber attack.

The lack of mutually reassuring treaties also keeps states from retaliating
against each other. In its simplest form, deterrence is reciprocity: if you do
something to me, I will do it back to you, and if you forgo doing some-
thing to me, then I will forgo doing that thing back to you. If the United
States does cyber spy, it will have a very tough time justifiably retaliating
against other states for following its lead.

With retaliation off the table, decision makers may want to seriously
consider deterrence strategies for cyber espionage based on futility, inter-
dependence, and counterproductivity. In addition to the futility strategies
discussed earlier, the United States might be able to link economic or trade
benefits to restraint in cyberspace. As information gains further value, the
interconnectedness of the World Wide Web might itself become a benefit
the United States could use to its advantage by threatening to take it away.
The United States may also have an opportunity to make successful cyber
spying strategically counterproductive for other states. The legitimacy of the
Chinese government, for example, largely depends on Chinas economic
growth.!” If cyber spying causes US businesses to purchase fewer Chinese
goods or in some other way harms that growth, those effects might deter
China from using cyberspace to spy.

Last, OP 3 proves that states need more than context clues to attribute
cyber attacks to specific actors. Some theorists argue that investigations need
not find a smoking gun because circumstantial evidence is sufficient.!'”
OP 3 proves conclusively that this argument does not hold water. Had the
United States proceeded with only the available context clues, it would have
targeted Iraq without cause. Moreover, OP 3 demonstrates that investiga-
tors can positively attribute cyber attacks, at least in some cases, further
lessening the rationale for states to shoot first and ask questions afterwards.
The United States should investigate all cyber attacks to the fullest extent
possible before declaring any suspect guilty.

Implications for a US Cyber Deterrence Strategy

How Difficult is Attribution?

Attribution surely poses difhiculties, but the evidence suggests that it is
possible in many cases. Under some circumstances, attribution may not
even be necessary for deterrence.
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OP 3 demonstrates that attribution is not always the impossible chal-
lenge that some commentators make it out to be. The United States clearly
has the ability to link at least some cyber attacks to their perpetrators. As
more and more actors recognize the need to further secure cyberspace, and
as identity authentication in cyberspace improves,'!! attribution should
gradually become easier.

The 2007 cyber war in Estonia also shows that definite attribution may
not be necessary in every case. In some circumstances, third parties may,
by shielding the guilty from investigation, make themselves a legitimate
target of retaliation. If victim states do begin to assign responsibility to
obstructionist third parties, those states or infrastructure providers may
be deterred from protecting the culprits. Those culprits, once exposed to
investigation and judicial punishment, may themselves be deterred from
conducting cyber attacks in the first place.

In instances of cyber attack as a combined arm, attribution may be
reasonably inferred regardless of whether private citizens or states conduct
attacks. Since these attacks occur in the midst of a physical war, attribution
does not pose its typical challenges.

How Much of a Problem is Scalability?

Experts bombard the public with warnings about the “strategic” cyber
threat. They describe threats to US digital banking and financial informa-
tion and networked critical infrastructure. The Department of Homeland
Security (DHS) has even run tests to demonstrate how power generators
could be remotely damaged by a cyber attack.''? But do these threats exist
outside of our collective imagination?

The attack on Estonia did not represent a strategic cyber threat. The at-
tack did not even force Estonia to return the Bronze Soldier to its original
location. Estonia responded effectively and seemed to recover quickly.

The attack on Georgia is somewhat different. Coming as it did along-
side a Russian invasion of Georgian territory, this cyber attack did have
strategic implications. However, if one disaggregates the effects of the cyber
attacks from the physical invasion, that clarity dissipates. Would a cyber
attack alone have accomplished Russia’s strategic goals without the tanks
and soldiers? Probably not.

The thorniest of the cases for cyber deterrence strategists are undoubtedly
OP 1, OP 2, and OP 3. Although these instances of cyber espionage have
not yet had a strategic effect on our national security, they might in the
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future. Foreign states could, for example, penetrate critical US networks
during times of peace and then lay dormant, retaining access without
drawing the attention of network administrators. Then, if the foreign state
and the United States ever entered into conflict, the foreign state could
scale those attacks drastically upward to cripple military command and
control systems at a decisive moment. Such scalable cyber attacks, coupled
with physical attacks, could lead to strategic defeat for the United States.
The US government must tailor its cyber deterrence messages—and its
retaliatory capabilities—to prevent such a scenario from ever occurring.

Is Defense More Compelling than Retaliation?

The cases do not offer a conclusive answer to this question. Defense,
especially futility, seems to have great potential in cyber deterrence strategies,
but only time will tell if the defensive strategies that states employ live
up to their potential.

Estonia’s defensive measures offer reason for hope. At least one subsequent
DDOS attack on Estonia since the 2007 case has not yielded any sig-
nificant success for the attacker.!!® This kind of successful defense deters
attackers from similar attacks in the future and leads them to search for
new vulnerabilities. The more that defending states prove they can capably
handle many varieties of cyber attack, the less attractive the cyber domain
will seem as an avenue of attack.

Are Interdependence and Counterproductivety More Compelling
than Retaliation?

Perhaps so, but again, the evidence lags behind the theory. In none
of the cases did interdependence have a major deterrent effect. Closing
the bridge at Narva to commercial traffic demonstrates that Russia does
not depend on trade exchanges with Estonia, and its military domination
of Georgia suggests a similar imbalance between those two states. Pre-
sumably interdependence with the United States has not kept Russia and
China from cyber spying, or vice versa.

Interdependence in the cyber world seems to follow rules similar to
economic interdependence, a topic addressed more completely by other
studies.!' Suffice it to say, interdependence between great powers and
near-peer neighbors may have positive implications for cyber deterrence
in the future, but they have not yet played a discernable role in cases of
cyber attack.
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The same goes for counterproductivity. Concerns that aggressive actions
in cyberspace would prove politically counterproductive did not keep
Russia from its role in the cyber attacks on Estonia and Georgia (whatever
that role may have been). Political “fair play” does not prepossess states
like Russia or China in the way that it concerns the United States and our
European allies. However, because Russia and China rely on economic
strength for domestic political legitimacy, the United States and other coun-
tries might find counterproductivity strategies targeting economic growth
more effective than strategies focused on international political legitimacy.

Whither Reassurance?

The cases demonstrate that while reassurance might not help, its absence
will certainly harm otherwise effective cyber deterrence. A lack of reassur-
ance certainly did not prompt the attack on Estonia, since Western demo-
cratic states that strongly value the rule of law (like Estonia) are not likely
to execute surreptitious DDOS attacks on other states. Likewise in the
Georgia case, reassurance was not at issue. However, the cyber espionage
cases show that an otherwise effective cyber deterrence posture requires reas-
surance. States face an uphill battle trying to deter activities in which they
themselves indulge. In view of this, the United States and other countries
should seek to reassure others by limiting their own aggressive behaviors
in cyberspace. Without reassurance based on international and domestic
law, cyber deterrence cannot reliably succeed.

How Important is Escalation Dominance?

The cases show escalation dominance comprises a critical component of
cyber deterrence. Without it, Estonia and Georgia could not respond to
Russia. If the United States deters strategic cyber attacks in the future, it
must maintain strategic escalation dominance. If, in OP 1, OP 2, or other
cyber intrusions, the United States fears command and control attacks on
its nuclear weapons or other military capabilities, it should clearly indicate
how it will respond to and escalate conflict in the instance that its survival
appears to be at stake. Without escalation dominance, the United States
will be left with no recourse in the aftermath of an attack.

Clearer and More Prevalent Deterrent Messages

US cyber deterrence languishes because other states do not understand
what interests are off limits from attack and the consequences they face
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for attacking those interests. If the United States considers certain types
of intrusions on command and control systems harbingers of strategic
attack, the government should indicate how it will overwhelmingly and
justifiably respond to such attacks. Because cyber attacks have a broad
spectrum of severity, the United States need not open itself up to salami
tactics'!> by providing a menu-style list of punishments for various crimes.
However, higher-level strategic attacks and threats should have specific
and clearly delineated consequences. Last, the United States should create
new channels of communication for cyber deterrence messages. While
cyber deterrence may not require the level or extent of messaging neces-
sitated by nuclear deterrence in the Cold War, senior leaders are mistaken
if they believe a casual statement from time to time to domestic media
outlets will suffice to deter foreign states.

Conclusion

While cyberspace does pose unique challenges for deterrence strategists,
real-world cases demonstrate that those challenges can be overcome.

The 2007 Estonia case demonstrates that attribution and asymmetry in
cyberspace may not be as challenging as many authors argue. Instead, assigned
responsibility can alleviate the need for attribution, and asymmetry in the
physical domains proves more consequential than cyber asymmetry.

The 2008 Georgia case reinforces the conclusions of the Estonia case.
Although Russia might deny a role in the cyber attacks, attribution be-
comes a moot issue as Russian tanks roll across the Georgian border.
Again, geopolitics trumped the difficulties unique to cyber deterrence.

The cases of cyber espionage demonstrate several more key points. First,
without reassuring potential adversaries of reciprocal restraint, the United
States will continue being the victim of cyber espionage (just as it may vic-
timize other states). Moreover, without offering reassurance, the United
States cannot legitimately retaliate against cyber spies—it must instead
seek to deter these attacks through strategies of futility, interdependence,
and counterproductivity. Although these areas have theoretical promise,
the cases show they have not lived up to their potential.

Together, these cases have implications for cyber deterrence strategies.
Attribution may be difhicult, but it is not impossible. Strategic cyber at-
tacks may not have materialized yet, but cyber deterrence strategies must
account for the scalability of surreptitious cyber attacks. While futility,
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interdependence, and counterproductivity have promise, they have not
yet yielded the desired results. Reassurance is an important and as yet
unaccounted for component of a reliable cyber deterrence strategy. Escala-
tion dominance remains a key component of effective deterrence, includ-
ing cyber deterrence. Even if the United States remains ambiguous about
less-dangerous cyber threats, it must be painstakingly clear about what
activities it will not tolerate in cyberspace and the consequences of those
activities.

The cases and their implications demonstrate that cyber deterrence is
challenging, but with a measured and realistic strategy, cyber deterrence
can accomplish most of its desired effects. Yogi Berra was right. Despite
theorists’ predictions, cyber deterrence remains connected to the physical

and political worlds and seems tougher in theory than it will turn out to
be in practice. N®]_
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