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THE PROLIFERATION of martial rhetoric in connection with the release
of thousands of pages of sensitive government documents by the Wikil.eaks
organization underlines how easily words that have legal meanings can be
indiscriminately applied to cyber events in ways that can confuse decision
makers and strategists alike.! The WikiLeaks phenomenon is but the latest
in a series of recent cyber-related incidents—ranging from cyber crises in
Estonia and Georgia? to reports of the Stuxnet cyberworm allegedly in-
fecting Iranian computers®>—that have contributed to a growing percep-
tion that “cyberwar” is inevitable, if not already underway.

All of this generates a range of legal questions, with popular wisdom
being that the law is inadequate or lacking entirely. Lt Gen Keith B. Alexander,
the first commander of US Cyber Command, told Congress at his April
2010 confirmation hearings that there was a “mismatch between our tech-
nical capabilities to conduct operations and the governing laws and poli-
cies.”” Likewise, Jeffrey Addicott, a highly respected cyber-law authority,
asserts that “international laws associated with the use of force are woe-
fully inadequate in terms of addressing the threat of cyberwarfare.”®

This article takes a somewhat different tact concerning the ability of the
law of armed conflict (LOAC) to address cyber issues.” Specifically, it argues
that while there is certainly room for improvement in some areas, the basic
tenets of LOAC are sufficient to address the most important issues of cyber-
war. Among other things, this article contends that very often the real
difficulty with respect to the law and cyberwar is not any lack of “law;” per se,
but rather in the complexities that arise in determining the necessary facts
which must be applied to the law to render legal judgments.

Prof. Charles J. Dunlap Jr. is associate director of the Center on Law, Ethics, and National Security at
Duke Law School and a visiting professor of the practice there. Before retiring as a major general in June
2010 after 34 years of active duty, he served as deputy judge advocate general of the Air Force. He also
serves on the board of advisors for the Center for a New American Security.
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That is not to say that applying the facts—such as they may be discern-
able in cyber situations—to a given legal principle is anything but a difhi-
cult task. Yet doing so has a direct analogy to the central conundrum faced
by military decision makers fighting in more traditional battlespaces—
that is, the need to make quick decisions based on imperfect data. Because
of the inherent fog of war,® commanders gamely accept a degree of uncer-
tainty in the legal advice they receive, just as they tolerate ambiguity in-
herent in other inputs. Too often it seems as if cyber strategists, schooled
in the explicit verities of science, expect a level of assurance in legal matters
rivaling mathematical equations. All law, but especially LOAC, necessarily
involves subjectivity implicit in human reasoning that may be troubling to
those of a technical mind-set accustomed to the precision that their academic
discipline so often grants.

This article will not provide cyber strategists with “cookbook” solutions
to all the permutations of every legal dilemma cyberwar could produce.
Instead it offers some broad legal considerations to facilitate thinking
about the role of LOAC in cyberwar and suggests cautions for the military
cyber strategist in the future.

Perspectives on the law are expressed here as definitively as possible to
counter complaints about indecisiveness of legal analysis. The author
chose among differing and even conflicting legal interpretations and theories,
and readers should understand that positions in this writing may be dis-
puted by other legal experts. Accordingly, cyber strategists must always
seek the advice of legal counsel for guidance in specific situations, espe-
cially as law and policy evolve.

Cybersizing LOAC

Discomfort among cyber strategists relying on existing LOAC norms is
understandable. After all, most of the international agreements and prac-
tices of nation-states that comprise LOAC predate the cyber era. Indeed,
many observers believe the need for a new legal regime designed for cyber-
war is urgent.” Cyber expert Bruce Schneier warns that time is running
out to put in place a cyber treaty that could, he advocates, “stipulate a no
first use policy, outlaw unaimed weapons, or mandate weapons that self-
destruct at the end of hostilities.”!°

However, to paraphrase former Secretary of Defense Donald Rumsfeld,
you go to war with the LOAC you have, not the LOAC you may want.
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While agreements that might expedite cyber-law enforcement efforts are
possible, it is not likely that any new international treaty governing cyber-
war or cyber weaponry will be forthcoming in the foreseeable future. To
begin with, the utility of such treaties is checkered at best. Although most
people cheer international treaties that have banned chemical and bio-
logical weapons, some experts see them as unintentionally inhibiting the
development of nonlethal and low-lethality weaponry.!! More generally,
pundit Charles Krauthammer gives this scorching analysis: “From the naval
treaties of the 1920s to his day, arms control has oscillated between mere
symbolism at its best to major harm at its worst, with general uselessness
being the norm. The reason is obvious. The problem is never the weapon;
it is the nature of the regime controlling the weapon.”!?

The Obama administration also seems guarded with respect to cyber
arms agreements. Writing in a recent issue of Foreign Affairs, Deputy Secre-
tary of Defense William Lynn observed that “traditional arms control agree-
ments would likely fail to deter cyberattacks because of the challenges of
attribution which make the verification of compliance almost impossible.”

Even more substantively, nations may perceive the goals of any cyber
treaty differently. For example, the Russians have long proposed an inter-
national cyber agreement (although couched in terms aimed at “informa-
tion warfare”)."4 However, journalist Tom Gjelten warns that “democracies
have reason to proceed cautiously in this area, precisely because of differ-
ences in the way cyber ‘attacks’ are being defined in international forums.”
The Russians and others see “ideological aggression” as a key cyberwar evil
and appear to be seeking an agreement that assists government censorship
of the Internet and bans outside countries from supporting the cyber efforts
of dissidents."”

Gjelten notes that at a 2009 meeting to discuss the Russian proposals,
the “U.S. delegation declared that existing international law could theo-
retically be applied to cyber conflict and that the United States would
support the establishment of ‘norms of behavior’ that like-minded states
could agree to follow in cyberspace.”!® American cyber strategists, how-
ever, should remain cautious of even that modest initiative. As attractive
as it may be to have more clarity as to what the international community
considers, for example, as an “act of war” in cyberspace, once an inter-
national norm is established, it forever after can be a legal impediment. If,
as Gijelten argues, the United States has the most advanced cyberwar capability,
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any new agreement or norm would likely oblige it to “accept deep con-

straints on its use of cyber weapons and techniques.”!”

The “Act of War’”’ Conundrum

As already suggested, of all the legal issues bedeviling cyber strategists,
the issue of when a cyber event amounts to an act of war seems to capture
the most interest.'® This is not a new query but one that is critical because
its resolution can define the options available to decision makers. If it is
truly “war,” then a response under a national-security legal regime is pos-
sible; if not, then treating the matter as a law enforcement issue is appro-
priate. This is a distinction with a difference."

A national-security legal regime is one where LOAC largely governs,
while the law enforcement model essentially employs the jurisprudence of
criminal law. The former is inclined to think in terms of eliminating
threats through the use of force; the latter uses force only to contain alleged
lawbreakers until a judicial forum can determine personal culpability. An
action legitimately in the realm of national security law may be intolerant
of any injury and, when hostile intent is perceived, may authorize a strike
to prevent it from occurring. Law enforcement constructs presume the
innocence of suspects and endure the losses that forbearance in the name
of legal process occasionally imposes.

All things being equal, cyber strategists should default to the law en-
forcement modality. This makes practical sense, because many experts see
cyber crime (as opposed to cyberwar) as the most serious and most com-
mon threat in the cyber domain.?® “Crime,” incidentally, could include
acts at the behest of a nation-state, such as cyber espionage targeting a
government or industry. As a general proposition, nondestructive com-
puter methodologies employed for espionage may violate the domestic
law of the victim nation-state but are not contrary to international law.?!

In any event, “act of war” is a political phrase, not a legal term.?? It
might be said that the United Nations Charter was designed, in essence,
to ban “war” from the lexicon of nations.?? Article 2 (4) of the Charter
demands that nations “refrain in their international relations from the
threat or use of force against the territorial integrity or political indepen-
dence of any state.”** It sanctions only two exceptions to this prohibition
on the use of force: (1) when the Security Council authorizes force, and
(2) when a nation acts in self-defense. As to self-defense, Article 51 says
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that nothing in the Charter shall “impair the inherent right of individual
or collective self-defense if an armed attack occurs” against a UN member.?
It is this self-defense provision that often confounds cyber strategists and
their lawyers. Why?

The logic can be confusing. Specifically, Article 2 prohibits all threats
and uses of “force,” while Article 51 allows the use of force o7/y in response
to a certain kind of attacking force, specifically, an “armed attack.” Retired
Air Force colonel turned law professor Michael N. Schmitt notes that “all
armed attacks are uses of force [within the meaning of Article 2], but not
all uses of force qualify as armed attacks” that are a prerequisite to an
armed response.?® Thus, a nation may be the victim of cyber “force” of
some sort being applied against it but cannot respond in kind because the
force it suffered did not amount to an armed attack. However, a victim
state may engage in a number of activities short of the use of force, includ-
ing the unilateral severance of economic and diplomatic relations, civil
lawsuits, and application to the UN Security Council for further action.
In appropriate cases, pursuing criminal prosecution is an option.?’

Of course, a cyber technique can qualify as an armed attack. Cyber
methodologies may qualify as “arms” under certain circumstances,*® and
existing LOAC provisions provide ready analogies for construing their use
as an “attack.” Specifically, although cyber techniques may not involve
kinetics, as a matter of law an attack may take place even without a weapon
that uses them. Protocol I to the Geneva conventions defines aztacks to
mean “acts of violence against an adversary,”®® which is properly inter-
preted to “extend to violent consequences of an attack which does not
consist of the use of kinetic force.”*® The leading view, therefore, among
legal experts focuses on the consequences and calls for an effects-based
analysis of a particular cyber incident to determine whether or not it
equates to an “armed attack” as understood by Article 51.%!

Schmitt pioneered this approach and offers seven factors to consider in
making the judgment as to whether a particular cyber event constitutes
“force” at all: severity, immediacy, directness, invasiveness, measurability,
presumptive legitimacy, and responsibility.?* It is beyond the scope of this
article to detail the nuances of each of those factors,?® but it is important
to understand that in determining whether the cyber activity is severe
enough to amount to the legal equivalent of an armed attack (as opposed
to merely a use of some force), the consequences must extend to more
than mere inconvenience; there must be at least temporary damage of
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some kind.?4 Schmitt points out that the “essence of an ‘armed’ operation
is the causation, or risk thereof, of death or injury to persons or damage to
or destruction of property and other tangible objects.”*

Cyber events that have violent effects are, therefore, typically the legal
equivalent to armed attacks. To be clear, not all adverse cyber events qualify;
accordingly, before responding in any way that constitutes a use of force—
to include even actions that do not amount to an armed attack—the
evidence must show that the effects of the triggering event amount to the
equivalent of an armed attack. If they do not reach that level, the response
must be limited to acts like those mentioned above which do not amount
to a use of force. Dispassionately assessing the consequences of a cyber
incident to determine their similarity to an armed attack can be difficult,
as initial impressions of the effects can be wildly inflated.

Further convoluting the analysis is the fact that not all damaging cyber
events that seemingly equate to an armed attack may be sufficiently egre-
gious to authorize the use of any kinetic or cyber force in response. Al-
though not involving cyber matters, an opinion of the UN-sanctioned
International Court of Justice (IC]) provides some insight. In Nicaragua
v. U.S., the IC] seemed to indicate that an armed attack within the mean-
ing of Article 51 did not arise in every case of an armed clash. Rather, the
IC] considered the “scale and effects” of the use of force to determine if it
met the Article 51 requirement.

As an illustration of inadequate levels of violence, the ICJ cited a “mere
frontier incident.”” Although the court did not elaborate on this example,
the context implies that such an incident would involve some low level of
violence. While apparently accepting (without using the words) the con-
cept of an effects-based approach, the ICJ nevertheless held that “assis-
tance to rebels in the form of the provision of weapons or logistical or
other support” was insufficient provocation for an Article 51 response.’®
Such activities may be uses of force prohibited by Article 2 of the UN
Charter but do not equate to armed attacks so as to permit self-defense
(Art. 51) actions involving the use of force.

Because not every disturbance sourced in a cyber methodology amounts
to an armed attack under international law, the Department of Defense
(DoD) definition of “computer network attack” is not necessarily coter-
minous with what cyber strategists should consider as sufficient to trigger
a response involving the use of force. Specifically, the DoD characterizes
attack as actions “taken through the use of computer networks to disrupt,
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deny, degrade, or destroy information resident in computers and com-
puter networks, or the computers and networks themselves.” Quite obvi-
ously, this definition takes no cognizance of “scale and effects” and would,
therefore, encompass events that are the legal equivalent—in the cyber
world—of the “mere frontier incidents” that the ICJ found did not permit
an Article 51 response.

The principle of self-defense is also complicated by the issue of anticipa-
tory or “preemptive” self-defense. This is important to cyber strategists as
cyber weaponry can be employed rapidly and, once a cyber strike is under-
way, can be difficult to counter or contain. Nevertheless, many nations
claim that bona fide self-defense actions can only be taken affer an armed
attack, not before.?® However, the United States and some other countries
insist that it permits the use of force before suffering actual injury; that is,
taking a self-defense action that anticipates and deflects the blow or other-
wise preempts an aggressor’s ability to take the proverbial “first shot.” So
long as the response was proportional to the threat posed, the act is lawful.

Classic anticipatory self-defense theory requires evidence that a specific
attack is imminent; that is, about to occur. However, American University
law professor Kenneth Andersen argues that since at least 1980,

[the United States] has taken the position that imminence can be shown by a pat-
tern of activity and threat that show the intentions of actors. This can satisfy im-
minence whether or not those intentions are about to be acted upon. Even events
taking place in the past can suffice if the risk is severe enough, and those events
can include meeting, planning, and plotting. It is not necessarily or only about a

threatened specific event, but about a group or a threat in some broader way. This

is sometimes called “active self defense.”4°

This may be attractive to some cyber strategists who want a legal basis
to take defensive actions that amount to a use of force against suspicious
threats. However, disaggregating intent from capability could have un-
intended consequences. For example, it may behoove cyber strategists to
avoid embracing a legal interpretation that would categorize the nondestructive
insertion of a cyber capability into the computer system of another nation
as either a use of force or an armed attack. The better view today would be
that such activities—without an accompanying intent for imminent action—
would not be uses of force, so long as the cyber capability lies dormant.

In interpreting self-defense under Article 51, cyber strategists should
keep in mind that the UN Charter governs relations between nation-states,
not individuals. The DoD general counsel opines that when “individuals carry
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out malicious [cyber] acts for private purposes, the aggrieved state does
not generally have the right to use force in self-defense.”#! To do so ordi-
narily requires some indicia of effective state control of the cyber actors to
impute state responsibility.*2

Nevertheless, if the aggrieved nation requests action from the state from
whose territory the cyber attack was carried out and it becomes evident
that the state is “unwilling or unable to prevent a recurrence,” actions in
self-defense are justified.* This is the rationale to which Harold Koh, legal
advisor to the State Department, alluded when he spoke about self-
defense in the context of “the willingness and ability of those nation-states
to suppress the threat the target poses.”** Of course, the problem of attri-
bution stubbornly permeates every aspect of cyber operations; it is, in-
deed, the “single greatest challenge to the application of the law of armed
conflict to cyber ac:tivity.”45 Essentially, however, this is a technical issue,
not a legal one. Nonetheless, the identity of the attacker may well deter-
mine if a state of war exists.

A State of War?

Even the occurrence of a cyber event that equates to an armed attack
warranting a lawful self-defense response does not automatically create a
state of war (or armed conflict).¢ The presence—or absence—of a state of
armed conflict carries significance, because during armed conflict the ac-
tions of belligerents are usually governed by LOAC, not the more-restrictive
rules applicable to law enforcement situations. In determining the exis-
tence of a state of war, we look to traditional definitions, the clearest of
which is offered by scholar Yoram Dinstein, who describes it as:

[A] hostile interaction between two or more States, either in a technical or in a
material sense. War in the technical sense is a formal status produced by a declara-
tion of war. War in the material sense is generated by actual use of armed force,
which must be comprehensive on the part of at least one party to the conflict.”

For cyber strategists, the words “States,” “armed force,” and “compre-
hensive” are key because they help distinguish the actions of criminals or
cyber vandals from the persistent and comprehensive cyber attacks equating
to armed force that increasingly appear to be only within the capability of
nation-states. As a matter of legal interpretation, nation-states do not wage
war against criminals; rather, they conduct law enforcement operations
against them. As Schmitt notes, “Cyber violence of any intensity engaged
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in by isolated individuals or by unorganized mobs, even if directed against
a government,” does not create an armed conflict within the meaning of
the Geneva conventions.

That said, certain nonstate adversaries can make themselves subject to
much the same LOAC regime as a conventional state (albeit without some
of the privileges to which a nation-state combatant is entitled). Jamie Wil-
liamson, legal counsel to the International Committee of the Red Cross
(ICRC), acknowledges that nonstate actors organized into armed groups
can constitute “the armed forces of a nonstate party.”4’ In accord is Koh’s
declaration that “as a matter of international law, the United States is in an
armed conflict with al-Qaeda,” which he characterizes as an “organized
terrorist enemy.”® And this same reasoning applies to the cyber setting.
Schmitt observes that “only significantly destructive [cyber] attacks taking
place over some period of time and conducted by a group that is well-
organized” is sufficient to constitute an internationally recognized armed
conflict.”!

When a state of armed conflict exists, the “fundamental targeting issues
are no different in cyber operations as compared to those applicable to
kinetic targeting.”>? Koh summarizes the most important of these issues:

First, the principle of distinction, which requires that attacks be limited to mili-
tary objectives and that civilians or civilian objects shall not be the object of the
attack; and Second, the principle of proportionality, which prohibits attacks that
may be expected to cause incidental loss of civilian life, injury to civilians, damage
to civilian objects, or a combination thereof, that would be excessive in relation to
the concrete and direct military advantage anticipated.>

Regarding the targeting of civilians and civilian objects, it is also true
that only weaponry (cyber or kinetic) capable of discrimination (i.e., directed
against legitimate targets) can be used.>* However, cyber strategists should
know that legitimate targets can include civilian objects—especially those
having cyber aspects—that have dual military and civilian uses.”> So long
as the principal of proportionality is observed, these normally can be targeted
lawfully if they meet the definition of a military objective.>

In this area particularly, cyber strategists need to distinguish prudent
targeting from legal mandates. In his confirmation hearings, General Alexander
said that it “is difficult for me to conceive of an instance where it would be
appropriate to attack a bank or a financial institution, unless perhaps it
was being used solely to support enemy military operations.””” However
sensible that may be from a policy perspective, cyber strategists should
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understand that no LOAC rule requires a target that otherwise qualifies as
a military objective to be used solely to support military operations—it can
have dual uses.

Of course, there is no such thing as a “dual use” civilian, but civilians
can be targeted consistent with the principle of distinction under certain
limited circumstances. Williamson of the ICRC accepts that international
law permits the targeting of civilians for such time as they “directly partici-
pate in hostilities.” If they are members of an organized armed group of
nonstate actors, the period of vulnerability may be extended to parallel
that of the uniformed military of nation-states; that is, they would be sub-
ject to attack virtually at any time or place during an ongoing conflict.
However, he advises that the ICRC “takes a ‘functional'—not membership—
approach.” So defined, the nonstate “armed force” consists “only of indi-
viduals whose constant function is to take a direct part in hostilities, or, in
other words, individuals who have a continuous combat function.”®

In determining what amounts to a “continuous combat function” in the
cyber context, consider the ICRC illustrations. Its examples of “direct
participation” by civilians in hostilities include such cyber activities as
“[i]nterfering electronically with military computer networks (computer
network attacks) and transmitting tactical targeting intelligence for a specific
attack.” Accordingly, a civilian can be targeted when performing those
acts, and one who continuously engages in such conduct can be said to
have a continuous combat function, making that person susceptible to
attack for as long as that status persists. To anticipate what other cyber
activities one might reasonably determine to constitute direct involve-
ment in hostilities, it may help for cyber strategists to consider what
activities of the enemy they would consider so intrinsic to a particular cyber
process that they would need to target as a matter of military necessity.

As Koh'’s remarks suggest, LOAC tolerates “incidental” losses of civilians
and civilian objects so long as they are “not excessive in relation to the
concrete and direct military advantage anticipated.” In determining the
incidental losses, cyber strategists are required to consider those that may
be reasonably foreseeable to be directly caused by the attack. Assessing
second- and third-order “reverberating” effects may be a wise policy con-
sideration,®® but it does not appear LOAC currently requires such further
analysis. Another hurdle for cyber strategists may be the difliculty in pre-
dicting the effect of a given cyber methodology. Absent a suitable cyber
modeling capability that estimates civilian losses, it is unclear how a decision
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maker fulfills the legal requirement to weigh those effects against the mili-
tary advantage sought.

LOAC does require that targeteers “do everything feasible” to ensure
the target is a proper military objective.® How sure must a cyber strategist
be? International courts have used the “reasonable commander” standard;
that is, whether the decision is one that a “reasonably well informed per-
son in the circumstances of the actual perpetrator, making reasonable use
of the information available to him or her” would have concluded the
target met the legal standards.®? As to degree of certainty, Schmitt offers a
“clear and compelling standard” which is “higher than the preponderance
of evidence . . . standard used in certain civil and administrative proceedings
and lower than criminal law’s ‘beyond a reasonable doubt’ ” criterion.®?

Parenthetically, this discussion of civilians has other implications for
cyber strategists; that is, who may conduct cyberwar? Generally, only bona
fide members of the armed forces can wage war with the protection of the
“combatant privilege.” This means so long as LOAC is otherwise observed,
military personnel are legally permitted to engage in killing and destruc-
tion in war without fear of prosecution for doing so. Thus, conducting
cyber activities which have the lethality and destructiveness of traditional
kinetic weaponry should be reserved to uniformed members of the mili-
tary. As Richard Clark states in Cyberwar, “It will have to be . . . military
personnel [who] enter the keystrokes to take down enemy systems.”%*

In a Washington Post op-ed, LOAC expert (and retired Marine Corps
judge advocate) Gary Solis takes a harsh view of civilians operating lethal
systems. Calling CIA drone pilots “America’s own unlawful combatants,”
he accuses them of “employing armed force contrary to the laws and customs
of war” and “violating the requirement of distinction, a core concept of
armed conflict.”® Although Solis is correct in saying that if captured, CIA
civilian employees (and/or CIA contractors) are not entitled to prisoner of
war status and that they could be legally tried a under the capturing state’s
domestic law, is his insinuation of war crimes overstated?

A 1999 DoD publication provides some insight. Specifically, in discuss-
ing “retaining the requirement that combatant information operations
during international armed conflicts be conducted only by members of
the armed forces,” the DoD general counsel opined that if cyber opera-
tions (amounting to a use of armed force) are “conducted by unauthorized
persons, their government may be in violation of the law of war, depending
on the circumstances, and the individuals concerned are at least theoretically
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subject to criminal prosecution either by the enemy or by an international war
crimes tribunal.”®

Cybering and the Citizenry

The nature of the cyber domain is such that it necessarily involves con-
sideration of the domestic environment and its citizenry. Somewhat para-
doxically, given the above discussion about the role of civilians in cyber-
war, concerns also arise about the appropriate role of the armed forces in
cyber operations, especially in situations short of armed conflict.

The vast majority of cyberspace usage involves the lawful activities of
the public. As the U.S. armed forces are generally outwardly focused to-
wards external threats, friction with the citizenry has been largely avoided.
Unfortunately, the military intelligence apparatus has occasionally been
improperly turned inward “to collect personal information about Ameri-
cans who posed no real threat to national security.”®” The technical poten-
tial to do so today is very great. For example, every day the DoD—via the
National Security Agency (NSA)—"“intercept(s] and store[s] 1.7 billion
e-mails, phone calls and other types of communications.”®® Moreover, it is
continually seeking new cyber systems to collect even greater quantities of
information more broadly and effectively.®” Of course, these military in-
telligence capabilities were designed to address external threats, but they
are being exploited to address domestic security.

Regrettably, incidents of impropriety still occur. In the aftermath of
9/11, the NSA was “secretly given authority to spy on Americans as part
of the war on terrorism.”” Specifically, the NSA was allowed to eavesdrop
on phone calls, monitor e-mails, and track Internet activity without get-
ting a warrant from the special courts established by the Foreign Intelli-
gence Surveillance Act (FISA). The Justice Department vigorously de-
fended what it described as a “terrorist surveillance program” by insisting
that bypassing FISA procedures was legal and incident to the president’s
authority as commander in chief.”! The courts found otherwise, and in
late December 2010 the government was ordered to pay $2.5 million in
attorney fees and damages for the NSA's illegal activity.”?

Other unsettling incidents include reports of the unexplained military
monitoring of Planned Parenthood and other organizations.”> Media stories
also show the military having “burrowed into the mushrooming cyber
world of blogs” to post content in an attempt to “influence public opinion
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about U.S. operations in Iraq and Afghanistan.””4 More recently, journalist
Walter Pincus reports the military wanting to expand its intelligence role

in cyberspace to counter what is called “the use of the Internet by extremists.””>

ADM James A. Winfield, commander of US Northern Command, says
that although his command’s role is to defend its networks, he has a “very
ambitious staff, and they would like nothing more than to own all of the
cyber response inside North America.””®

Because it “possesses extraordinary technical expertise and experience,
unmatched in the government, in exploring and exploiting computer and
telecommunication systems,” powerful imperatives are pushing further
NSA involvement in domestic cyber activities.”” In a major new develop-
ment, a cyber security memorandum of agreement was executed between
the DoD and the Department of Homeland Security (DHS) in October
2010.78 For the first time, the DoD is becoming directly involved in pro-
tecting domestic civilian cyber infrastructure. To do so, an NSA “cyber-
support element will move into Homeland Security’s Cybersecurity and
Communications Integration Center.” Although DHS personnel are sup-
posed to ensure privacy and the protection of civil liberties, Marc Rotenberg
of the Electronic Privacy Information Center says he does not think “DHS
can oversee the Defense Department.””

With powerful cyber systems like Einstein 3 coming online that call for
a major NSA role, thoughtful experts like Jack Goldsmith of the Harvard
Law School offer a roadmap for proceeding consonant with civil liberties.
Among other things, he would require the NSA to obtain “independent
approval . . . from the FISA court or a FISA-type court” prior to employ-
ing advanced cyber security measures domestically.®® Legislation such as
the Protecting Cyberspace as a National Asset Act now pending also in-
cludes safeguards intended to protect privacy and civil liberties.?!

Nevertheless, cyber strategists may want to encourage the development
of fully civilian domestic surveillance cyber systems and, concomitantly,
discourage involvement of the armed forces in any cyber operations that
might seem to conflict with the sensibilities and mores of the American
people, even if technically legal. The armed forces are the most authoritarian,
least democratic, and most powerful institution in American society. The
restraint intrinsic to a domestic law enforcement mind-set is not its natural
state; its purpose, as the Supreme Court puts it, is to wage war.3> And as
this article and other sources suggest, relatively few cyber incidents,
domestic or global, meet that legal standard.®® If nothing else, the fact
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that the armed forces unapologetically restrict the rights and privileges of
their own members®* should militate toward avoiding their use in civilian
settings where the public properly expects those rights and privileges to
flourish.

Cyber strategists need to be especially conscious of emerging public at-
titudes. As experts question whether the threat of terrorism®® and even the
threat of cyberwar are overstated,®® Americans may be becoming uncom-
fortable with what Fareed Zakaria describes as the “national-security state
[that] now touches every aspect of American life, even when seemingly
unrelated to terrorism.”” The recent furor over full-body scans at airports,
along with a generalized distrust of government,® reflects what could be
burgeoning public discontent with intrusive government activity (some of
which may already be percolating with respect to military cyber activities).®’
In short, cyber strategists must be extremely sensitive to involving the
DoD in domestic cyber activities that might align such animosity with the
armed forces, as this could undermine the public support and esteem they
need to sustain and prevail on tomorrow’s battlespaces.

Concluding Observations

Cyber activities do present a number of legal challenges for cyber strategists,
but many problems masquerading as “legal” issues are really undecided
policy issues with a number of legal alternatives. Cyber strategists rightly
carry a heavy element of complicated and difhcult policymaking, because
cyber issues are so entwined with the lawful activities of citizens and the
legitimate needs of commerce.

Solid legal advice in cyber matters is imperative, and the Pentagon is
moving to improve its resources to provide it.”’ As one expert put it, in
today’s world, law is a “center of gravity” because “our enemies carefully
attack our military plans as illegal and immoral and our execution of those
plans as contrary to the law of war.”®! Closer to home, cyber strategists
may wish to consider the admonition of Michael Riesman and Chris
Antoniou in their 1994 book, 7he Laws of War, that for democracies like
the United States, “even a limited armed conflict requires a substantial
base of public support.” That support “can erode or even reverse itself rapidly,
no matter how worthy the political objective, if people believe that the war
is being conducted in an unfair, inhumane, or iniquitous way” (emphasis

added).”?
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In cyberwar, like any other conflict, victory depends much on what
people believe. Cyber strategists would be well served to ensure that what
they do in the coming years not only meets the challenges in cyberspace,
but also fulfills the American people’s expectations of all their warriors,
regardless of the domain in which they operate. K@
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