
       

                
 

 

           
         
          

            
           

         
        

         
                

          
          

        
             

          
           

          
           

            
           

Internet Governance and 

National Security
 

Panayotis A. Yannakogeorgos 

The debate over network protocols illustrates how standards can be 
politics by other means. 

—Janet Abbate, Inventing the Internet (1999) 

The organizing ethos of the Internet founders was that of a boundless 
space enabling everyone to connect with everything, everywhere. This gov
erning principle did not reflect laws or national borders. Indeed, everyone 
was equal. A brave new world emerged where the meek are powerful enough 
to challenge the strong. Perhaps the best articulation of these sentiments is 
found in “A Declaration of Independence of Cyberspace.” Addressing world 
governments and corporations online, John Perry Barlow proclaimed, “Your 
legal concepts of property, expression, identity, movement, and context do 
not apply to us. They are all based on matter, and there is no matter here.”1 

Romanticized anarchic visions of the Internet came to be synonymized with 
cyberspace writ large. The dynamics of stakeholders involved with the in
puts and processes that govern this global telecommunications experiment 
were not taken into account by the utopian vision that came to frame the 
policy questions of the early twenty-first century. Juxtapose this view with 
that of some Internet stakeholders who view the project as a “rational 
regime of access and flow of information, acknowledging that the network 
is not some renewable natural resource but a man-made structure that exists 
only owing to decades of infrastructure building at great cost to great com
panies, entities that believe they ultimately are entitled to a say.”2 
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Internet Governance and National Security 

The sole purpose of cyberspace is to create effects in the real world, and 
the US high-tech sector leads the world in innovating and developing 
hardware, software, and content services.3 American companies provide 
technologies that allow more and better digital information to flow across 
borders, thereby enhancing socioeconomic development worldwide. 
When markets and Internet connections are open, America’s information 
technology (IT) companies shape the world and prosper. Leveraging the 
benefits of the Internet cannot occur, however, if confidence in networked 
digital information and communications technologies is lacking. In cyber
space, security is the cornerstone of the confidence that leads to openness 
and prosperity. While the most potent manifestation of cyberspace, the 
Internet, works seamlessly, the protocols and standards that allow com
puters to interoperate are what have permitted this technological wonder 
to catalyze innovation and prosperity globally. The power of the current 
Internet governance model strengthens the global power of the Ameri
can example and facilitates democratization and development abroad by 
permitting the free flow of information to create economic growth and 
global innovation.4 Today, this Internet is at risk from infrastructure and 
protocol design, development, and standardization by corporate entities 
of nondemocratic states. 

Cyber security discussions largely focus on the conflict created by headline-
grabbing exploits of ad hoc hacker networks or nation-state-inspired cor
porate espionage.5 Malicious actors add to the conflict and are indeed ex
ploiting vulnerabilities in information systems. But there is a different side 
of cyber conflict that presents a perhaps graver national security challenge: 
that is the “friendly” side of cyber conquest, as Martin Libicki once termed 
it.6 The friendly side of cyber conquest of the Internet entails dominance of 
the technical and public policy issues that govern how the Internet operates. 
Current US cyber security strategies do not adequately address the increas
ing activity of authoritarian states and their corporations within the technical 
bodies responsible for developing the protocols and standards on which cur
rent and next-generation digital networks function. 

Internet governance can be defined as a wide field including infra
structure, standardization, legal, sociocultural, economic, and develop
ment issues. But the issues related to governance of critical Internet re
sources and their impact on US national security are often overlooked. 
Foreign efforts to alter the technical management of the Internet and the 
design of technical standards may undermine US national interests in the 
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long term. This article discusses the US national security policy context 
and presents the concept of friendly conquest and the multistakeholder 
format of Internet governance which allows for the free flow of informa
tion. There are many global challenges to the status quo, including the rise 
of alternative computer networks in cyberspace, that beg for recommen
dations to address those challenges. 

Internet Governance and US National Cyber Strategy 
Technical standards and protocols do not elicit the same attention as 

more visible threats to national cyber security. In a human capital and 
resource-constrained environment, attention has focused on crime, espio
nage, and other forms of cyber conflict rather than on the issues related to 
governance of critical Internet resources, development of technical stan
dards, and design of new telecommunications equipment. In a domain 
that is already confusing to policy wonks, the complexity of Internet 
governance makes it even harder for policymakers to commit resources to 
a field that has no analogy in the physical world. In the nuclear age, there 
was no debate as to whether one could redesign the physical properties of 
uranium and apply them universally to eliminate the element’s potential 
for weaponization. The underlying language of nuclear conflict was con
strained by the laws of physics (e.g., nuclear fission, gravity). Physical limits 
in cyberspace exist as well by constraining information flows to the laws of 
physics—the wave-particle duality of radiation which, when modulated 
with bits, creates an information flow. However, the “logic” elements of 
cyber that permit information to flow across networks and appear within 
applications to create effects in the real world are bound only by the limits 
of human innovation. This affects the character of cyberspace. Its current 
form is free and open, but that does not necessarily mean it always will be. 
Understanding the strategic-level issues of Internet governance are thus 
just as critical as understanding the impact of vulnerabilities that attackers 
may exploit to cause incidents of national security concern. In the national 
security context, the technical management of the Internet matters be
cause it may allow authoritarian states to exert power and influence over 
the underlying infrastructure. In the global security context, maintaining 
the values of free-flowing information within Internet governance bodies 
will continue to foster innovation and economic prosperity in both developed 
and developing states. 
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Several current national strategies articulate nationwide responses to 
cyber threats.7 They tend to focus on catastrophic national security inci
dents rather than on the battles within the organizations that set technical 
standards or manage the day-to-day operation of the Internet. The White 
House does highlight the importance of current multistakeholder forums 
for design and standardization of the technical standards via “collaborative 
development of consensus-based international standards for information 
and communication technology . . . a key part of preserving openness and 
interoperability, growing our digital economies, and moving our societies 
forward.”8 Furthermore, the challenges we face in international standards-
setting bodies are recognized in that “in designing the next generation of 
these systems, we must advance the common interest by supporting the 
soundest technical standards and governance structures, rather than those 
that will simply enhance national prestige or political control.”9 However, 
these issues are drowned out by more-sensational, hypothetical situations 
of a cyber doomsday. 

Security demands that the language of the Internet—the underlying 
technical standards and protocols—continue to sustain free-flowing in
formation. If “code is law” in cyberspace, as some posit,10 then the stan
dards and protocols are the fabric of cyber reality that give code meaning. 
In policy circles, cyberspace is already considered the “invisible domain.” 
Technical standards and protocols are thus, “invisible” squared. However, 
these protocols define the character of the Internet and its underlying 
critical infrastructures. As noted elsewhere, “The underlying protocols to 
which software and hardware design conforms represent a more embedded 
and more invisible form of level architecture to constrain behavior, estab
lish public policy. . . . [I]n this sense protocols have political agency—not 
a disembodied agency but one derived from protocol designers and imple
menters.”11 In the past it was the United States that led the world in the 
development of protocols and standards. As a result, the values of freedom 
were embedded in the Internet’s design and character, which incubated 
innovation that continues to spur socioeconomic development globally. 

Within the DoD context, a single, connected, open Internet is critical 
to assuring its missions by facilitating collaboration within the agency and 
with its mission partners. Today, the department lists in its Strategy for 
Operating in Cyberspace its concerns about “external threat actors, insider 
threats, supply chain vulnerabilities, and threats to DoD’s operational 
ability.”12 Other elements from the DoD’s Information Enterprise Strategic 
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Plan that articulate concerns with Internet governance and advocate for 
“DoD equities at international technical and governance meetings” should 
be added to the list.13 However, the sheer political nature of the docu
ments does not adequately address broader US foreign policy goals within 
global Internet governance bodies as much as intended. Thus, DoD com
puter scientists and engineers risk taking the backseat in an area where 
they once pioneered. Creating the Internet and maintaining the technical 
edge are two very different problems. 

The Friendly Side of Cyber Conflict 
Looming battles in Internet standards and governance bodies will 

determine the future character of the Internet. The advanced deploy
ment of IPv6 in Russia and China and development of new standards 
by near-peer-competitor countries are creating new technical standards 
and deploying them into the global marketplace, thus enabling friendly 
cyber conflict. 

Friendly conquest occurs when a noncore operator of a system enters 
into partnership with a core operator in exchange for access to a desired 
information system. Cyber theorist Martin Libicki notes, 

One who controls a system may let others access it so that they may enjoy its 
content, services and connections. With time, if such access is useful . . . users 
may find themselves not only growing dependent on it, but [also] deepening their 
dependence on it by adopting standards and protocols for their own systems and 
making investments in order to better use the content, services or connections 
they enjoy.14 

The core partner in such a coalition emerges to dominate noncore members 
who have come to depend on the service offered, though not without 
some vulnerability to the core partner’s network. Fears exist “that the full 
dependence that pervades one’s internal systems may leave one open for 
manipulation. . . . The source of such vulnerability could range from one 
partner’s general knowledge of how the infrastructure is secure, to privi
leged access to the infrastructure that can permit an attack to be boot-
strapped more easily.”15 

Libicki operates with relational mechanisms to explain how coalitions 
leading to friendly conquest occur. Friendly conquest in cyberspace can 
be surmised as the willing participation of X in Y’s information system. 
X willingly enters into a coalition with Y in cyberspace. Y’s friendly 
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conquest of X occurs when X becomes dependent on Y’s system. This is 
not to say that X merely entering the coalition will cause the conquest. 
X’s perceived need for access to Y’s cyberspace (or inability to construct its 
own) causes it to willingly enter into a coalition with Y. X adopts Y’s stan
dards and protocols making up the information system architecture of Y’s 
cyberspace in a way that allows it to interoperate within X’s cyberspace. 
X adopts Y’s cyberspace architecture and thus the necessary condition for 
Y’s friendly conquest. It is a facilitating condition for X’s hostile conquest. 
X might begin to use the standards and protocols of Y’s cyberspace as a 
model for its own cyberspace. Since Y is an expert in its own standards 
and protocols, X’s modeling of these standards in its own systems is 
another vulnerability, which can facilitate X’s hostile conquest by Y. X 
does not have to be a friend. It can be a neutral or a possible future enemy 
of Y. There is utility in Y opening its cyberspace to X only if Y sees some 
benefit to itself, although Libicki does argue that Y will open its cyber
space regardless. Once friendly conquest is accomplished, Libicki argues, 
it can facilitate hostile conquest in cyberspace. Friendly conquest of X by Y 
may thus facilitate hostile conquest in cyberspace conducted by Y against X. 

The Internet and its underlying technical infrastructure is a potent 
manifestation of how the United States, as core operator of an infor
mation system, extended friendly dominance over allies and adversaries 
alike through creation of the technology and setting the rules for its opera
tion. The Internet relies on products designed and operated by US-based 
entities such as the Domain Name System (DNS) and Internet Corpora
tion for Assigned Names and Numbers (ICANN), Microsoft, and Cisco. 
Users around the world, such as Google and Facebook, have come to rely 
on services offered over this platform. The dominant position that US-
based entities currently have is not permanent. The Estonian-developed 
Skype is indicative that services may be non-US in origin. Yet, even when 
an Internet-based service is created by foreign entities, most of the infor
mation flowing through the said application passes through hardware in 
the United States. When vulnerabilities are perceived, other nations may 
try to exit our information system to preserve their cyber sovereignty and 
expand their influence by attracting customers toward their own indig
enous systems and away from the Internet.16 Thus, our strategic advantage 
in cyberspace is not timeless and is being contested in varying degrees 
by near-peer competitors. Hence, we should understand their current 
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responses to US technological dominance to refine our cyber strategy 
within the context of friendly cyber conquest. 

US Air Force doctrine recognizes one aspect of friendly conquest: supply-
side infrastructure vulnerabilities. “Many of the COTS [commercial off 
the shelf ] technologies (hardware and software) the Air Force purchases 
are developed, manufactured, or have components manufactured by 
foreign countries. These manufacturers, vendors, service providers, and 
developers can be influenced by adversaries to provide altered products 
that have built-in vulnerabilities, such as modified chips.”17 Friendly con
quest goes beyond adversaries merely being able to infiltrate the supply 
chain and create backdoors on servers of national security significance 
before they enter the United States.18 The threat also comes from the 
emergence of new technologies in which the United States is not the core 
operator but may become dependent. With the focus on malicious cyber 
attacks, not enough attention is being paid to the soft underbelly of the 
cyber world—the technologies and standards that have allowed cyber
space to emerge from the electromagnetic spectrum. 

China is making a great leap forward in terms of sowing the seeds for 
global friendly conquest in cyberspace. As reported by the US-China Eco
nomic and Security Review Commission, “If current trends continue, 
China (combined with proxy interests) will effectively become the prin
cipal market driver in many sectors, including telecom, on the basis of 
consumption, production, and innovation.”19 US reliance on China as 
a manufacturer of computer chips and other information and commu
nications technology (ICT) hardware has allowed viruses and backdoors 
in equipment used by US-based entities, including the military. Extra
ordinarily low-priced Chinese-made computer hardware is a lucrative buy 
in Asia and the developing world.20 Furthermore, Chinese entities, such 
as Huawei, are on the leading edge of developing the standards of next-
generation mobile 4G LTE networks.21 

One example of how efforts at friendly conquest can backfire and make 
the United States vulnerable to cyber attack was demonstrated in Micro
soft’s experience with China. In 2003, China received access to the source 
code for Microsoft Windows in a partnership with Microsoft to cooperate 
on the discovery and resolution of Windows security issues. The China In
formation Technology Security Certification Center (CNITSEC) Source 
Code Review Lab, described as “the only national certification center in 
China to adopt the international GB/T 18336, the ISO 15408 standard 
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to test, evaluate and certify information security products, systems and 
Web services,” was the focal point of this collaboration.22 Undeterred by 
International Organization of Standards (ISO) criteria, and unanticipated 
by many experts in the field, Chinese computer scientists reverse-engineered 
the code. This allowed them to develop malicious code, including viruses, 
Trojan horses, and backdoors, that exploited software vulnerabilities in 
the operating system. These efforts resulted in the shutting down of the 
US Pacific Command Headquarters after a Chinese-based attack.23 Chinese 
entities are also making great strides in developing core information systems 
upon which others will come to rely. Virtual reality (VR) technologies are 
one example of an emerging tool that could become as ubiquitous for social 
and commercial interactions as the Internet is today. Globally, people are 
increasingly using VR technology fused with the Internet to socially inter
act.24 Experts have noted that 

any country that succeeds in dominating the VR market may also set the technical 
standards for the rest of the world, and may also own and operate the VR servers 
that give them unique access to information about future global financial trans
actions, transportation, shipping, and business communications that may rely on 
virtual worlds. . . . 

Global commerce is expected to “come to rely heavily on VR.” Banking, transpor
tation control, communications are all types of global commerce occurring in a 
virtual reality.25 

While current strategies do address the supply-chain risks posed by foreign 
manufacturing, the trend of China taking the lead in the protocols that 
will come to underlie VR and other technologies, as well as standard setting 
within international bodies, is a challenge that current cyber strategies 
insufficiently address. This may be due in part to the cultural differences 
in the relations between US-headquartered multinational corporations 
(MNC) and the US government (USG) versus the MNCs in foreign 
countries that at times have very close relations to their own governments. 

Multistakeholders and Internet Governance 
Business entities such as multinational corporations contribute to the 

formation of policies regulating international communications formally 
within the International Telecommunications Union (ITU) and informally 
through the personal contributions of their employees within the ICANN, 
the Internet Engineering Task Force (IETF), and other organizations. 
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Within the United States, telecommunications service providers (dating 
back to the era of electrical telegraph systems) were never part of a state-
owned monopoly. This was not the case in the rest of the world.26 British 
Telecom and Deutche Telekom, for example, were state-owned entities be
fore being privatized in the 1990s. Granted, although there is no direct state 
control within the United States, telecommunications companies are regu
lated by the state. In international telecommunications negotiations, a state 
and its ICT firms have a symbiotic relationship.27 This has been the case 
since the International Telegraph Union, predecessor of the International 
Telecommunications Union, began meeting in the mid nineteenth century 
to regulate telegraphy policies.28 Thus, the view in the developing world is 
that “at present, it is . . . U.S. law which applies globally by default as most 
monopoly Internet companies are U.S.-based.”29 

If trade is a political activity, then firms are political actors. States can 
utilize firms to distribute or reward power to meet their own political objec
tives.30 Since states and firms both cause effects on the behavior of the other, 
a dynamic bidirectional interaction exists between the state and the MNC. 

Important policy tools that affect the behavior of MNCs include export 
controls, protectionism, and strategic trade policy. Export controls tend to 
have a political purpose since, as one expert notes, “they are designed to 
prevent rival states from gaining access to key resources and technologies,” 
or to punish a state.31 Firms manufacturing strategic goods rely on govern
ments to adopt trade policies that will support the firm’s competitive stance 
in the global market,32 but states do place restrictions on what may be 
exported, even if it is to the detriment of a firm’s competitiveness in foreign 
markets.33 In the United States, the federal government lost the so-called 
encryption wars of the 1990s, when private industry protested policies pro
hibiting the export of strong encryption software for strategic reasons.34 

In an effort to prevent criminals from communicating using unbreak
able codes, some firms implement law enforcement intercept (LEI) mech
anisms so national security agencies can monitor suspected criminal and 
terrorist communications.35 US firms and persons associated with them, 
who develop, maintain, and revise the core standards and technological 
infrastructures, are stigmatized by such allegations which depict a rogue 
national security apparatus and private sector in collusion capturing all of 
the world’s data. This does not reflect the fact that, unlike in authoritarian 
states, careful compliance with US laws designed to protect user privacy 
maintains a separation between government and the private sector.36 Media 
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preferring headline-grabbing allegations decrease global trust in the Ameri
can private sector and validate the narratives that the Internet governance 
mechanisms must be internationalized. Thus, the close relationship between 
governments and firms in the area of strategic trade policy affects both how 
firms operate and how governments counteract the misuse of cyberspace.37 

The global perception that the US government has de facto control of 
critical Internet resources is largely shaped by other nations’ experiences of 
the close relationship between telecommunications companies and their 
national governments. Uniquely, the US government has never owned 
or operated any telecommunications companies. As the rest of the world 
shifted to the US privatized telecom model, prior experience of govern
ment control of the sector did not leave their cognitive balance. Today 
these experiences cast a shadow of suspicion over the special agreement 
between the ICANN and the US Department of Commerce. 

Critical Internet Resources and Infrastructure 

Technical management of the Domain Name System, invented by the 
DoD and governed by it in its formative years, was assumed by the De
partment of Commerce in 1998 and subsequently evolved into its cur
rent nongovernmental multistakeholder model.38 The description here 
will not delve into the tactical- and operational-level functioning of each 
organization that has a role in Internet governance.39 It will instead offer a 
brief recap of the underlying technology and the organizations that have a 
role in setting the standards which allow for technical functioning of the 
Internet. It is thus the purpose of this section to provide an account of 
Internet governance as a source of national security concern. With discus
sions focusing on malicious activities, there has been little consideration 
to the implications of the peaceful work of designing and maintaining the 
Internet and the implications these activities have on US interests. 

Critical Internet resources (CIR) “in the context of Internet governance 
usually refers to Internet unique logical resources rather than physical in
frastructural components or virtual resources not exclusive to the Internet. 
CIRs must provide a technical requirement of global uniqueness requiring 
some central coordination: Internet address, DNS, Autonomous System 
Numbers.”40 Unlike the popular conception of a limitless Internet, the 
underlying address space is limited. Indeed, IP address space has nearly 
run out. Foreseeing this Internet protocol, engineers developed IPv6, 
which among other improvements increased the total number of potential 
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IP addresses from 4,294,967,296 in IPv4 to 2128 in IPv6. It is recognized 
today that “deploying IPv6 is the only perennial way to ease pressure on 
the public IPv4 address pool.”41 As the world begins a transition from 
using IPv4 to IPv6 as the dominant communications protocol for the 
global Internet, the United States is not leading its deployment. Russia 
currently enjoys the greatest deployment in terms of market penetration, 
and China enjoys the greatest deployment in sheer numbers.42 The con
sequences of delayed deployment are related to both Internet governance 
and the more traditional security threats. On the latter point the National 
Institute for Standards notes that the “prevention of unauthorized access 
to IPv6 networks will likely be more difficult in the early years of IPv6 
deployments.”43 Thus, competitor nations that have more experience in 
national-level deployments of IPv6 have greater technical understanding 
of its real-world operations. The Air Force NIPRNet will not be entirely 
enabled for IPv6 until 2014. Even then, it has been noted that the plan 
is to use both IPv4 and IPv6 in parallel for the next 10–15 years.44 As 
deployment of IPv6 as the backbone of the Internet continues, Russia and 
China may have the perceived legitimacy as IPv6 leads and take advantage 
of that opportunity to shift control of these scarce address spaces from the 
ICANN toward the control of an intergovernmental body, such as the 
United Nations. 

The ICANN and the Current Internet Governance Structure 

Because cyberspace is a man-made domain, infrastructure and stan
dardization are critically important. Global bodies of computer scientists 
and engineers create the standards and rules on which the Internet—the 
most potent manifestation of cyberspace—operates. Indeed, many of these 
global bodies began as DISA, DARPA, or other USG programs that were 
privatized in the mid 1990s. Thus, the development of the next-generation 
Internet does not have the United States as the prime mover.45 Instead, 
standards and processes are being developed by Russian, Chinese, and 
other foreign scientists and engineers. Today’s machines speak a form of 
the English language to each other. If US scientific excellence continues its 
degenerative path, future networks may come to rely on machines speaking 
foreign languages. Furthermore, governance of the DNS and IP address 
allocation is being challenged to migrate from the current multistake
holder approach to an intergovernmental mechanism within the ITU. 
This is the friendly side of cyber conflict. 
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The DNS allows people to use Uniform Resource Locators (URL) to 
communicate with other machines on the Internet. Instead of having to 
type in the IP address of a website—a string of numbers—a person can 
type a natural language URL, such as www.af.mil, into a web browser to 
connect with the desired corresponding IP address. This makes the web 
user-friendly, and to the common user, might as well be the work of a 
wizard that allows information to be piped onto someone’s computer. 
However, IP addresses are scarce, especially in IPv4. The processes for as
signing scarce IP addresses and allowing the Internet to serve as a global 
platform are complex, both technically and, increasingly, politically. 

The allocation of IPv4 address space to various registries is provided by 
ICANN via the Internet Assigned Numbers Authority (IANA).46 Glob
ally routable IP addresses reside in DNS databases on root zone databases 
that allow for the translation of URLs into IP addresses.47 (see figure next 
page). The top-level domain names, such as .com or .org, are maintained 
and updated by the ICANN, which was once under the Department of 
Commerce (DoC). Now operating under a memorandum of understand
ing with the DoC, the ICANN continues to be the sole source of IP address 
allocation to specific DNSs and regional Internet registries to assure a uni
form Internet experience for all. By governing and maintaining the DNS 
central root zone databases and backing them up on DNS servers world
wide, the ICANN assures that if a domain name is available, someone can 
buy it and link it with an IP address to create an online presence.48 

Internet Engineering Task Force: Stewards of TCP/IP 

Internationally standardized communications protocol stack, called 
Transmission Control Protocol and Internet Protocol (TCP/IP), allows 
for the flow of data packets and information across computer networks, 
including the Internet. TCP/IP is standardized by the International Orga
nization of Standards for the Open Systems Interconnection (OSI) model 
as the basis of Internet networking. A brief description of how informa
tion is sent across networks is necessary to better understand the signifi
cance of TCP/IP. Data packets are the basic units of network traffic. They 
are the standard means of dividing information into smaller units when 
sending it over a network. A significant component of computer networks 
is the IP header, which contains information pertaining to the source 
and destination addresses. Machines require these strings of numbers to 
connect with other computers on the Internet or other networks.49 All 
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networked hardware must have a valid IP address to function on a net
work. Data packets are recreated by the receiving machine based on infor
mation within a header of each packet that tells the receiving computer 
how to recreate information from the packet data. Without internation
ally standardized protocols such as TCP/IP, there would be no assurance 
that packets could be read by a receiving machine.50 

The most esoteric of all critical Internet resources are the autonomous 
system numbers (ASN). These numbers are used by network providers at 
“peering points” to allow information to flow from, say, Verizon to ATT, 
among other uses. Border gateway protocols are one aspect of ASNs. 

Internet policy debates have proven the ineffectualness of multilater
alism as the United States strives to lead and others fail to follow. Ameri
can technological innovation in the development and maintenance of 
the Internet’s backbone is unquestioned. But global efforts to promote 
regulatory reform, such as including institutions of global governance like 
the ITU as entities responsible for overseeing the ICANN, are a tense 
political issue closely linked with the national cyber security concerns of 
democratic and autocratic regimes alike. In sum, American “leadership” as 
first among equals has led to a succession of dead ends. We are witnessing 
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countermoves by friends and competitors alike that may gain momentum 
during the 2012 World Conference on International Telecommunication.51 

Global Challenges to the Status Quo 
Global information flowing through open elements of cyberspace, such 

as the Internet, is regulated by national and regional bodies coordinating 
their policies internationally. Standards that have been created for elements 
of cyberspace have required lengthy processes at various bodies, such as the 
International Organization for Standardization and ITU, to assure sufficient 
technical and political cooperation among nation-states. While US-based 
entities have traditionally set the standards for Internet technology, China-
based entities, such as the ZTE Corporation, are increasingly taking on roles 
within the ITU to draft important international standards that will shape 
the world’s next-generation networks. This is not a recent development. As 
early as 2004, Chinese personnel working in senior ITU Telecommunica
tion Standardization Sector positions began to discuss using the transition to 
IPv6 as a way to correct a perceived imbalance in address allocation between 
the United States and the developing world: “The early allocation of IPv4 
addresses resulted in geographic imbalances and an excessive possession of 
the address space by early adopters. This situation was recognized and ad
dressed by the Regional Internet Registries (RIR). . . . Some developing 
countries have raised issues regarding IP address allocation. It is important 
to ensure that similar concerns do not arise with respect to IPv6.”52 This is 
indicative of a desire by some states to perhaps shift the governance of IPv6 
address allocation into a global institution such as the ITU. 

From the perspective of maintaining US national interests, the current 
multistakeholder framework governing critical Internet resources continues 
to be a good mechanism for regulating the day-to-day technical opera
tions of the Internet. However, momentum related to Internet governance 
within the United Nations is gaining within political forums. Led by 
Russian and Chinese initiatives, competitors and partners alike have been 
working toward internationalizing the Internet’s technical governance. 
China and Russia, along with India, South Africa, and Brazil, have led 
initiatives against US dominance of the ICANN. These efforts have been 
in the works for nearly a decade.53 As the DoD ARPANET experiment 
emerged to become a significant component of global socioeconomic 
development and governments increasingly came to realize its importance, 
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the momentum for internationalizing its backbone, the ICANN, became 
greater. Recall that these pushes for internationalization are due in part to 
the perception of US government control over ICANN via the DoC and 
NTIA, shaped by the history of special relationships between state tele
communication corporations existing in other countries. 

The (Potential) Tyranny of the ITU over
 
Critical Internet Resources
 

One battleground for debates over internationalizing the ICANN was 
observed during preparations for the World Summit for the Information 
Society (WSIS),54 when significant opposition to the current Internet 
governance began to emerge.55 For instance, in March 2004 during a UN-
hosted Global Forum on Internet Governance.56 Brazilian delegate Maria 
Luiza Viotti claimed that Internet governance needed reform, since it is 
not inclusive of developing countries and instead appears to be under the 
ownership of one group of countries or stakeholders.57 Lyndall Shope-
Mafole, chair of South Africa’s National Commission, spoke on similar 
lines, arguing that the legitimacy of the ICANN’s processes, rather than 
its functioning, was of most concern for developing countries.58 Thus, 
after rigorous talks, delegates concluded on the basis of concerns from the 
developing world that the ICANN required further reform. Throughout 
the WSIS process, and continuing in other forums discussing Internet 
governance and global cyber security, Brazil has continued to be a vocal 
proponent against the US position in the ICANN. In 2011, India joined 
South Africa and Brazil in proposing to “operationalize the Tunis man
date” by 

bearing in mind the need for a transparent, democratic, and multilateral mecha
nism that enables all stakeholders to participate in their respective roles, to address 
the many cross-cutting international public policy issues that require attention and 
are not adequately addressed by current mechanisms and the need for enhanced 
cooperation to enable governments, on an equal footing, to carry out their roles and 
responsibilities in international public policy issues pertaining to the Internet, India 
proposes the establishment of a new institutional mechanism in the United Nations 
for global Internet related policies, to be called the United Nations Committee for 
Internet-Related Policies (CIRP).59 

The CIRP idea has gained momentum within the developing world as 
a counter to the current technical management of the Internet. Indeed, 
it echoes closely Chinese concerns voiced by the China Organizational 
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Name Administration Center (CONAC) that “the U.S. government has 
the sovereign power to control the Internet resources. We therefore sug
gest making the computer security plan available for comment by all 
multistakeholders, for maintaining the security of cyber space is not a 
mission only for the U.S. government, and it cannot be accomplished 
by any single nation.”60 

From Russia, then prime minister Vladimir Putin stated, 
The International Telecommunication Union is one of the oldest international or
ganisations; it’s twice as old as the United Nations. Russia was one of its co-founders 
and intends to be an active member. We are thankful to you for the ideas that you 
have proposed for discussion. One of them is establishing international control over 
the Internet using the monitoring and supervisory capabilities of the International 
Telecommunication Union (ITU).61 

Thus, the United States faces a significant challenge within the ITU from 
autocratic regimes leading the developing world to move control of critical 
Internet resources toward a multilateral body. The underlying danger is a 
shift away from an Internet whose defining characteristic is the free flow 
of information toward a model in which the political agendas of non-
democracies attempt to exert control over the flow of information. Hence, 
the United States and like-minded nations must surge diplomatically to 
ensure the character of the Internet remains free from the political control 
of a multilateral institution. 

This diplomatic struggle for control of the Internet has also been occur
ring within various other forums, like the UN Commission on Science and 
Technology for Development. Suggestions being made on the issue include: 

Establishment of an ad hoc working group under the Commission on Science and 
Technology for Development with a view to the development of an institutional 
design and road map to enhance cooperation on Internet-related public policy issues 
with the support of the Secretary-General . . . 

Creation of a more permanent committee on international public policy issues per
taining to the Internet within the United Nations system, possibly modeled on the 
Committee on Information, Communications and Computer Policy of the Organi
zation for Economic Cooperation and Development . . . 

And more concretely, global policy questions should be addressed by an entity with 
global representation, such as the United Nations, and regional questions by en
tities with regional representation, such as the Council of Europe . . . [and] the 
participation of relevant organizations in discussions on Internet governance at the 
quadrennial ITU Plenipotentiary Conference, and the public review process and 
Governmental Advisory Committee of ICANN. 62 
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With the upcoming World Conference on Telecommunications in December 
2012, such statements indicate that these ideas will resurface as part of the 
ITU effort to revise International Telecommunications Regulations (ITR) 
to include governance of next-generation critical Internet resources within 
the ITU’s mandate and assume a greater role in Internet governance.63 

Making Internet governance open to intergovernmental processes could 
put US national security at risk, given the potential for less-than-responsible 
state actors to take the current privatized laissez-faire approach to governing 
the Internet and have nation-states and their corporate entities take control of 
governing critical Internet resources. This would not ensure DoD equities 
are protected in an environment where critical decisions on underlying 
technical standards and Internet operation would be left to national govern
ments that are competing with the United States. 

Shadow “DNS” Rising 

As described above, the critical Internet resources that allow for univer
sally resolvable URLs and global Internet communications are possible 
due to the root system that is managed by the ICANN and protocols 
designed, developed, and debated within the IETF (among other orga
nizations). Although this allows for a free and open Internet to function, 
the standards and protocols that the ICANN uses to maintain the domain 
name registries can be used by individuals, ad hoc networks, and nation-
states to design and deploy an alternative DNS system that can either be 
independent of or “ride on top” of the Internet. A corporate LAN, such 
as “.company–name” for internal company use, is an example of the first. 
When a group wishes to ride over the global DNS root but incorporate 
its own pseudo top-level domain, core operators of the pseudo domains 
can use specific software resources to resolve domains that are globally 
accessible within their alternative DNS system. American audiences can 
experience what it is like to enter an alternative DNS universe via the 
Onion router (TOR) network. Downloading the Onion router package 
and navigating to websites one would prefer to visit anonymously (the 
typical use of TOR), one may point the TOR browser to websites on 
the “.onion” domain and mingle where the cyber underworld has started 
shifting the management of its business operations these days to avoid law 
enforcement and to add another layer of protection to their personas.64 

Should significant usage of such shadow Internets occur, this could lead 
to the loss of confidence and utility of the Internet itself. The greatest risk 
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comes when nation-states develop and deploy their own alternate domain-
naming systems for internal use, thereby separating themselves from the 
global Internet. This is different from controlling access points and actu
ally develops country-level intranets that may or may not be connected to 
the global Internet.65 The discussion herein focuses on Russia and China 
as far as their successes in deploying potentially new intranets for in-coun
try use. Other countries, such as Iran, are following suit. 

US involvement in openly promoting and organizing “digital activists” 
by issuing up to $30 million in grant funding to increase open access to the 
Internet, support digital activists, and push back against Internet repres
sion wherever it occurs in the fight for free flows of information, generates 
international friction that is counterproductive to promoting international 
cooperation on cyber security issues.”66 The “Internet Freedom Agenda” 
is one example of this phenomenon.67 Such technology effectively allows 
citizen-activists to hack past government digital sentries to spread forbid
den information. Other tools allow activists to don digital disguises and 
organize themselves into social movements designed to topple regimes. 
The result has been the emergence of alternative national networks that es
sentially create alternate domain name systems for in-country use, allow
ing for censorship of content and stifling the productivity of the current 
Internet topology. China is one country that has implemented this on a 
national scale, and Iran is closely following suit.68 Others are sure to fol
low these attempts. The rise of a splintered Internet will certainly change 
the character of the current Internet, with negative consequences for free
dom and prosperity worldwide. Those who wish the Internet to remain 
free and open will benefit, and draw a sharp, moral contrast with those 
wishing to control the master switch. Thus, maintaining the current Internet 
governance model, while addressing legitimate concerns of friends and 
allies, will help assure the Internet continues to serve as a robust platform 
for human economic development. 

Conclusion 
Failure to pay attention to our vulnerabilities from Internet gover

nance and friendly conquest may provide our adversaries with a strategic 
advantage in cyber conflict. Our own cyber-attack efforts will also become 
complicated as networks that are not based on protocols and standards 
developed by US-based entities are deployed by our competitors. To aid 
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how we conceive of cyberspace, as well as adjust to change within the cyber 
environment, there must be a broad dialogue on these issues. Despite 
the Internet’s historic roots within the Department of Defense, there has 
not been a well-organized effort to influence the development of technical 
standards and policies affecting Internet governance. Currently, the DoD 
has remained in a reactive mode, coordinating and commenting on the 
various global norms and standards being considered within the USG 
processes related to Internet governance. Because of this approach, the 
DoD and the USAF may be perceived as not having the legal expertise or 
technical reputation in Internet governance. The DoD, and the US Air 
Force in particular, should exercise leadership and take a more active role 
in the development of information technology infrastructure standards as 
it once did. Furthermore, it should more carefully document its role and 
provide metrics on its participation and position with Internet gover
nance bodies. The Air Force should play a leading role within the DoD 
and the whole of government by explicitly focusing on a broader concept 
of friendly conquest that implicitly exists in policies, strategies, and doc
trines. The 2012 World Telecommunications Conference in December 
2012 may be the right place to commence this effort. 

As the hardware and software on which the global Internet is based 
evolve and non-US entities begin to invent new hardware, standards, 
and protocols, potentially taking market share away from US entities, 
the US position as core cyber infrastructure operator will diminish. The 
United States currently enjoys technological dominance through its posi
tion of developer and core provider of Internet services made possible by 
the ICANN and the top-level Domain Name System. But our national 
cyber security strategies do not adequately address threats that may stem 
from other countries developing the protocols, standards, and technologies 
on which the next generation of networks will be based. The Air Force 
has a key role to play given the wealth of technical excellence that resides 
within its community of scientists and engineers. It cannot act alone, 
however, and the DoD will need to focus some of its already limited 
cyber resources toward Internet governance. Not doing so risks allowing 
foreign-designed technical standards and protocols to form the back
bone of next-generation IT and potentially puts DoD operations at risk 
by reversing what is now an Internet characterized by the free flow of 
information on which the DoD depends. The USAF remains the leading 
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US military service impacting cyberspace, and thus its actions or inactions 
in Internet governance debates matter. 
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