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Abstract

This article offers an alternative framework for understanding the 
sources of national security and power online. Wide-scale deployment 
of cyberweaponry regularly occurs beyond the scope of direct attacks 
on the infrastructure of national security and has a real effect on the 
power potential of states in the international system. Though the threat 
of cyberattack is a potent one, the greater impact on state power stems 
from the long-term disruption and distortion of the national innovation 
economy. The integration of civil and industrial functions with network 
systems allows for unprecedented levels of access to those second-order 
processes that underwrite national innovative potential and, ultimately, 
national power. A disruption to this underlying national apparatus via 
persistent, intrusive computer network exploitations (CNE) could di-
minish the innovative growth potential of sovereign actors in interna-
tional affairs along several lines and essentially produce a power poten-
tial deficit that would not otherwise have existed.

✵  ✵  ✵  ✵  ✵

Can cyberweapons be used to alter the dynamics of global power? 
For many years, the answer to this question has been a resoundingly 
conditional one.1 Certainly, the ubiquitous ability of state and nonstate 
actors alike to hack broadly with an ever-evolving set of digital tools of-
fers support for the common notion that development of a significant 
and sophisticated digital establishment might benefit one or more global 
powers at the expense of others. The cyber domain—unlike the more 
traditional operating domains of sea, air, land, and space—offers actors 
the ability to affect and manipulate a man-made security environment 
defined wholly by the scope of those computer systems that are increas-
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ingly at the heart of major socio-industrial processes. “Cyberweapons of 
mass destruction” that offer generic, far-reaching methods for shaping 
events in such environments could, in particular, supplement the abili-
ties of geopolitical competitors as to affect a real change in the global 
balance of power.

However, the technical and organizational complexities involved in 
harnessing such processes on a large scale are significant. Although it 
seems fair to think broad-scoped digital weapons are likely to play an 
enabling role in any future conflict involving computer-assisted forces, 
the question of utility and lasting effect remains. If digital aggression is 
unable to cause lasting destruction or achieve permanent victories with-
out a broader application of state capabilities, then could the capacity 
for launching massive cyberattacks really affect agent power in interna-
tional affairs?2

Despite the emergence of a sizable body of analytic and technical work 
linking knowledge of network technologies to national security issues, 
attempts to explore this and related questions have been relatively unidi-
mensional in considering the relationship between state power and cyber-
space. Studies that focus on the nature of network-constituted capabilities 
as impactful in world affairs rarely stray from the idea of power diffusion. 
For instance, authors like Joseph Nye suggest that the unique meaning of 
network developments for power dynamics lies with the increased capac-
ity of lesser actors.3 Though useful for certain types of strategic analyses, 
this kind of assessment does little to speak to the broad-scoped nature 
of new technologies as increasingly synonymous with most mechanisms 
of social, commercial, and governmental capacity in the modern world. 
Cyberspace is not only an operational domain within which elements of 
the overt national security apparatus exist; it is also an avenue for access 
to national potential at a more fundamental level.

The purpose of this article is to develop a strategic understanding of 
the ways in which digital developments relate to creating and mobilizing 
power in both latent and societal terms. This is an alternative narrative 
of strategic power derived from network processes that rely on particu-
lar dynamics of interdependence and collective behavior at micro and 
macro levels. The central claim is that wide-scale deployment of cyber-
weaponry regularly occurs beyond the scope of direct attacks on the 
infrastructure of national security and has a real effect on the power po-
tential of states in the international system. Though the threat of cyber-
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attack is a potent one, the greater impact on state power stems from the 
long-term disruption and distortion of the national innovation econ-
omy.4 Integrating civil and industrial functions with network systems 
allows unprecedented levels of access to those second-order processes 
that underwrite national innovative potential. Disrupting this underly-
ing national apparatus via persistent, intrusive CNE, could diminish the 
innovative growth potential of sovereign actors in international affairs 
along several lines and essentially produce a power potential deficit that 
would not otherwise have existed.

The first consideration is the nature of cyberweaponry, noting the 
distinction between cyberweapons of mass destruction (CWMD) and 
mass effect (CWME). Next, the predator-prey model is used to describe 
the basic logic of interaction in international affairs and to explore the 
potential capacity-altering ability of CWME. Discussion centers on the 
implications of CWME deployment for state power, before looking at 
the incentives of involved agents. Another troubling reality—the in-
ability to perfectly control such practices—is likely to interact with the 
incentives of different domestic actors to frustrate both governmental 
and intergovernmental efforts aimed at threat mitigation. This article 
concludes with a discussion of implications for governance and future 
research.

Cyberweaponry and Massive Effect

Why are cyberweapons generally considered to have the potential 
for massive effect and, thus, the potential to directly influence power 
dynamics? It is certainly the case that digital instruments lack a singu-
lar function. Unlike nuclear weapons, where the potential for massive 
strategic impact stems very clearly from the destructive potential of the 
bomb itself, the shape of digital methods of incursion and destruction 
depend very acutely on the technical environment in which they are 
deployed. As such, the label of weapon of mass destruction might ap-
pear to be an inaccurate or, at the very least, an incomplete one. This is 
reflected in the policy making and operational environment in which 
the use of cyberweapons is made possible, with decision makers forced 
to consider the unique technical dynamics of a target environment in 
such a recurring fashion as to make the strategic value of a specific given 
digital tool inconsistent over time. Both evolutionary and revolutionary 
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systems development constantly alters the operational nature of the par-
ticular challenges facing analysts and officials, with the result that policy 
often accommodates situation-specific cyberweapon deployments rather 
than massive ones.

Nevertheless, cyberweapons and any digital instrument of manipula-
tion have clear utility for massive effect deployments. One rationale is 
that cyberattacks, regardless of the technical shape or the manner of 
delivery of the payload, can and might be targeted at network processes 
that control, regulate, or coordinate the function of massive or massively 
dispersed systems. Today, concepts of digital arsenals most common to 
punditry and scholarship consider CWMD in much the same way we 
think of nuclear weapons—as instruments of destruction or incursion 
operationally defined by the scope of the desired outcome.5 An example 
of such a WMD-style cyberattack would be the oft-cited threat of dis-
ruption to national power grids in which a vulnerability is exploited to 
shut down electrical networks across a nation.6 Such an attack would 
lead to a widespread and far-reaching, disastrous outcome. Unsurpris-
ingly, observers consider the types of payload needed to accomplish such 
an attack to be highly complex, technically sophisticated and deviously 
deployed at opportune times. One might say the same of nuclear or 
other WMD.

Another reason why we might consider cyberweapons to have massive 
effect potential has to do not with the scope of an intended outcome 
but rather with the scope of a given implemented incursion as one that 
is far-reaching.7 Though an online arsenal that is deployed to achieve a 
massively destructive attack on, for example, an energy grid or nuclear 
facility is certainly of great concern, it is unquestionably the case that 
cyberweapons are increasingly deployed to undertake long-term, low-
level sorties across a significant number of computer systems.8 Generic 
code and design attributes, much like those found during analysis of the 
Stuxnet program, lend themselves to adaptive programs that are able 
to accomplish numerous incursive tasks, while simultaneously avoid-
ing detection and spreading smartly. Though the particular nature of 
deployment was likely a response to the specific defenses in place in 
Iran’s nuclear complex, Stuxnet stands as a good example of this type of 
assault, in which broadly-defined behavioral parameters guided remote 
action across a wide range of digital environments.9 Beyond the physi-
cal sabotage of industrial facilities like Natanz, such generically coded, 
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adaptable programs are also—and perhaps most often—found as spying 
assets or attempts to steal or corrupt valuable data.10 Indeed, though 
CWME deployments are far less-closely linked to those major digital 
attacks that aim to overwhelm host systems, they are thought to consti-
tute the bulk of aggressive cyber activities between countries around the 
world. Compared with the relatively small number of publicly reported, 
high-value attacks reported to have taken place against US entities in 
recent years, intellectual losses of more than $338 billion per year have 
been accrued from cyber incursions. This suggests that theft and dis-
tortion of information in its various forms are massively worthwhile 
pursuits.11

In sum, the extant literature on cyberspace and national security places 
a significant focus on the potential for massive digital attack on highly 
specific systems. In cybersecurity terms, “mass destruction” refers to the 
targeting of particular critical systems with sophisticated payloads at op-
portune moments. This is the main typology of behavior undertaken 
by opponents in cyberspace most closely tied by analytic and scholarly 
work to power political outcomes, perhaps because cyberweapons are 
thought of as enablers for broader geopolitical actions—like Russian op-
erations in Georgia and Ukraine. In contrast, outside of confined circles, 
policy makers have broadly overlooked weapons of mass effect (WME) 
as having the potential for significant effects on power dynamics in in-
ternational affairs, despite the relatively more common employment of 
such weapons. Of course, there is a difference between cyberattack and 
cyberexploitation, but semantic differentiation is made at the functional 
rather than the strategic level of policy planning.

This analytic disregard is problematic. Scholars and policy makers re-
quire a fuller understanding of the effects of cyberweaponry on power 
politics in international affairs at the micro and macro levels, not least 
because professional study of such developments lends itself to a more 
discursive and, potentially, cooperative international arena. The distinc-
tion is an important one, because CWME more intimately reflects the 
massive scope of network integration in relation to state functionality 
at every level of national security. Using the predator-prey model offers 
a first step in understanding the effects of those low-level, wide-effect 
instruments of interaction that are less easily categorized as amenable to 
mass destruction.
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Predators and Prey in Cyberspace

How might observers best understand the affect, if any, of deployed 
CWME on power dynamics in international affairs? As previously 
noted, cyberspace remains remarkably unidimensional in the context of 
power in international systems. Nye and various others have regularly 
cited the greater relative abilities that digital capabilities award to rela-
tively weaker, smaller actors in international affairs.12 This idea of power 
diffusion simultaneously broadens and constrains the scope of debate 
on the subject of network technologies in saying that cyberspace is both 
a medium through which many actors can affect societal, economic, or 
security processes and an operating domain that has noteworthy limita-
tions on possibilities for interaction and effect. It also inappropriately 
focuses debate concerning cyber capabilities on assessments of the char-
acter of governments, rather than on the strategic nature of the security 
environment. What do advancing network developments mean for dif-
ferent types of actors online? How might states adapt policies to deal 
with a proliferation of online threats from multiple vectors?

While, at the organizational level such questions are ultimately neces-
sary, there is a need to revisit and consider questions of interaction in 
cyberspace if we are to construct an appropriate framework for fully un-
derstanding power dynamics and potentialities in the context of cyber-
weapons. Beyond one-time attacks on state infrastructure, broad-scoped 
network exploitations produce real long-term, value-added outcomes 
for aggressors online. This is particularly true when institutionally orga-
nized by an established authority. Theft of sensitive data endangers mili-
tary preparedness and diminishes gaps between security competitors in 
political affairs. Moreover, theft of intellectual property and operational 
data on a massive scale curtails national potential as derived from a state’s 
innovation infrastructure processes. In addition to the relatively intan-
gible consequence of reduced soft power in the international system, 
theft reduces access to the various resources a country like the United 
States might call on as leverage to guarantee particular actions or more 
generally to underwrite credibility in political interactions. In short, the 
deployment of CWME portends considerable potential to reduce the 
power of vulnerable actors to extend power in a diplomatically coercive, 
institutional, and normative manner in the long term.

Commonly referenced in the natural sciences, the predator-prey 
model illustrates the potential effects of CWME on power dynamics in 
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the international system. Though a strict read of the model is not apt for 
broad analysis, it is useful as an example of the manner in which actors 
interact in a system where there exists a degree of dependence on perfor-
mance and resources and where awareness occupies an important part 
of the calculus undertaken by decision makers. It is important to realize 
that the treatment of CWMEs on power dynamics is not an intrinsi-
cally pessimistic one, even though the prospect of long-term structural 
repositioning might suggest so. As with any assessable threat to national 
and international security dynamics, rational outcomes merely define 
the scope of possibility and allow actors to consider the operational en-
vironment with a degree of contextual comprehension.

Relativity and Process in International Affairs

In world politics, actors at every level operate in a relative context. 
However, the metaphor is incomplete, as no actor can be assumed en-
tirely predatory in nature nor can the complexities of the international 
system be described so simplistically. We might consider the lessons of 
the Lotka-Volterra model of interdependent predator and prey popula-
tions as exemplary of the relational nature of power.13 When prospects 
are dependent upon the position of others, the ability to influence the 
strategic environment of a given system emerges from a combination 
of relative power differentials. If one considers the ever-increasing man-
ner in which international political and security outcomes manifest as 
a function of various interdependent processes, there is little doubt the 
competitive behavior of one actor affects others to greater or lesser de-
grees. Indeed, this assumption is a staple of vast subfields of literature in 
political science and elsewhere.

As in the Lotka-Volterra model, interaction and abilities are functions 
of power as derived from second-order processes. Specific institutional 
power is the relative ability of an actor or population to survive and 
thrive. Rather than treat institutional power as the ability of some ac-
tors to defeat or significantly influence others through the extension of 
hard forces, such power is constrained in the long term via reference to 
the relative increase of each population. The birthrate of the predator 
group falls when there is overextension and a limited ability to survive 
off a reduced prey population. The birthrate of the prey group then rises 
again over time as predators experience slow population growth and 
lack the capacity to hunt effectively. Allowing for a certain broad degree 
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of balance in the population levels in a set system (i.e., not considering 
instances of mass importation of new actors, etc.), this leads to a cyclical 
rise and fall in the relative prospects of the two actors.

How does this relate to an understanding of international relations 
useful to our analysis of CWME? The “refresh rate” denoted by birth-
rates in the Lotka-Volterra model reflects an assessment of relative strate-
gic power and long-term power potential that is a common characteristic 
of policy practices in the history of realpolitik and major international 
conflict. In particular, the rise of Nazi Germany and the development 
of war plans in the 1930s are notable in that the role of latent power 
potential played an over-weighted role in influencing thinking on pol-
icy execution. The assessment of Adolf Hitler and much of the military 
leadership in Germany was that the Soviet Union (USSR), long consid-
ered to be the most immediate threat to German stability and prospects 
in a given conflict, would be increasingly difficult to combat.14 Indeed, 
several historical studies have shown that Hitler believed the USSR—
rapidly recovering from its civil wars and the horror of Joseph Stalin’s 
early reign—would have effectively improved its refresh rate of power 
production so as to be relatively unassailable by 1950.15 This acceler-
ated war-planning efforts and likely influenced the development of a 
France-first policy married with a showpiece nonaggression pact. At the 
same time, Hitler and other Nazi leaders rarely missed an opportunity 
to express their view that, though the USSR was a more immediate 
challenge, the long-term competition for global hegemony would be 
one against the United States—a nation whose massive latent industrial 
potential later prompted Winston Churchill to utter the words “so we 
have won after all,” upon hearing of the attack on Pearl Harbor.16

Thus, process-based, institutional power significantly underwrites the 
nature of systemic relationships and has historically had great influence 
on decision makers over time. Certainly, leaders and national security 
establishments necessarily premise many decisions on assessments of 
near-term threats to stability and prosperity. Moreover, incipient cri-
ses and the need to continually assess a changing operational environ-
ment—the latter a prominent characteristic of the diffuse, man-made 
cyber domain—incentivize the development of policies focused on a 
flexible ability to cope with emergent future challenges. But there is 
significant need to cast strategic operations in the context of the poten-
tial for changing dynamics. Long-term power differentials and potential 
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capabilities in the future depend very much on the present behavior of 
actors, with the result that present policies must reflect a commitment to 
strategic positioning beyond the scope of immediate concerns.

Building Blocks of Power and Cyberspace as a Strategic Concern

Why consider the rise of CWME in the context of such institutional 
drivers of national power? In a nutshell, the notion of power as an in-
stitutional and developmental phenomenon is highly relevant to any 
discussion of cybersecurity and broader international security strategies 
in today’s complex, globalized world because CWME are essentially de-
signed as weapons of national sabotage. While the threat of deployed 
CWMD prompts consideration of various types of actions that must be 
undertaken to protect the integrity of national infrastructure and of mil-
itary forces, CWME deployed on a large scale and able to flexibly utilize 
generically-designed digital tools have real value-diminishing effects on 
the power potential of different actors in the international system.

History bears out the fact that a state’s geopolitical power and influ-
ence significantly comes from its ability to tailor economic processes 
toward national interests, and superior abilities to react and adapt in the 
international environment are largely derived from an ability to success-
fully cultivate an edge in innovative capabilities. In addition to common 
arguments that cite technological innovation as crucial in awarding cer-
tain states distinct hard-power advantages from revolutionary military 
capabilities, the postwar economics literature on national production 
and growth further pegs innovative capacity as a singularly important 
driver of market prosperity.17 In more than just allowing for economic 
growth, a country’s refresh rate determines the ability of a country to fuel 
future growth and maintain an innovative edge in global affairs. New in-
tellectual property allows an increasingly unfettered ability to translate 
growth revenues into a more effective marketplace for the generation of 
robust intellectual, technological, and service-oriented products. Thus, 
in addition to an improved ability to produce powerful instruments of 
international operation, the better a nation is able to incentivize inno-
vative growth, the better it is able to underwrite a future ability to off-
set static material outgrowths of foreign power. American hegemony in 
all things economic and security-related for the past seven decades is a 
reflection of this actualization of a structural ability to efficiently and 
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effectively leverage innovative potential to perpetuate an advantageous 
systemic position.

CWME that aim to steal or disrupt information, particularly intellec-
tual property and operational specifics, dramatically offset the ability of 
a nation or bloc to leverage an innovative edge in international competi-
tions. This is particularly the case if broad-scoped CWME are periodi-
cally deployed in incapacitation attacks to provide additional disruption 
to the regular processes of targeted institutions. Victim companies and 
other organizations are then forced to compete on a playing field in-
creasingly chosen and manipulated by advantaged opponents, regardless 
of the original source of innovative potential. For victims, this portends 
a development spiral increasingly defined by potential and periodically 
actualized threats and a necessary counteroperation that itself distorts 
innovation potential. In some situations, as in the process of selling mas-
sive product lines or in maintaining technological advantages in particu-
lar exchanges, this has significant immediate value. Over time, this can 
produce industry- and market-wide ripple effects, as lost revenue fails to 
yield the returns needed for continued innovative development in the 
future.

Of course, in the broader context of prospects for success in inter-
national interactions, such value-diminishing actions undertaken on a 
wide scale curtail and constrain the ability of an actor to wield hard, eco-
nomic, and soft power by reducing the assets available for the purpose 
of underwriting geopolitical gestures. Military development necessarily 
suffers from the reduced innovative potential of a struggling private sec-
tor and production efforts become less of a cutting edge approach as 
new projects reflect increasingly reactionary considerations. Addition-
ally, the reduction of a competitive edge for national companies dimin-
ishes prospects in international business and shrinks the degree to which 
a state can access foreign markets and influence foreign actors. This, in 
particular, has the effect of lessening the ability of a country to under-
write promises made for either coercive or mediative purposes; threats 
and assurances essentially become less credible as the power potential of 
an actor to follow through falls away.

Moreover, beyond the cumulative effects of CWME for the domes-
tic polity, the use of broad-scoped digital instruments of intrusion to 
steal and disrupt information and processes portends opportunity cost 
advantages for aggressors. After all, innovation and successful sectoral 
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operation are not without significant costs. Thus, stolen power poten-
tial from CWME deployment comes in the form of value-diminished 
investment for the victim nation/company and operational savings for 
an aggressor. Certainly, absorption and adaptation effectiveness dimin-
ish an aggressor’s ability and benefit along these lines, but the potential 
is clear. Moreover, an aggressor might use the disruptive or information 
extraction capabilities provided by widely-deployed CWME to insulate 
itself from the significant uncertainties involved in investing to develop 
powerful national instruments for geopolitical influence. Avoiding the 
trial-and-error usually involved in the construction of both an effective 
national security apparatus and a strong private marketplace allows for 
programs that build on the earned successes of foreign actors and frees 
up funding for other national concerns, like social spending, military 
growth, or support for national economic development. Indeed, recent 
reports on the economic costs of cybercrime and espionage point to 
this fact—in essence a value-multiplier effect—as evidence of the grav-
ity of major industry losses from digital attacks that otherwise might be 
pegged at no more than 2 percent of national income.18 The benefits of 
a dollar stolen are thought to outweigh the gains of a dollar invested in 
research by as much as a factor of two.19 And this multiplier effect has 
only been quantifiably considered in the aggregate; the explicit target-
ing of pivotal nuggets of intellectual capital might produce even greater 
advantages for aggressors.20

In sum, the spoils of nondestructive hacking could disproportion-
ately sustain the ability of states, including potentially revisionist ones, 
to devote significant resources to areas of national interest. Though cy-
berspace is often considered to be its own operational domain, the fact 
of the matter is that networks intersect with societal processes at every 
level. Thus, beyond the use of digital pathways to mount destructive 
campaigns against actors in international affairs, broad-scoped instru-
ments of intrusion and low-level systems assault are likely to have a real 
and measurable effect on the latent and institutional power available to 
states out into the future. Though power potential might appear as a dif-
fuse variable relative to the immediate capabilities-based concerns most 
commonly considered by policy makers, cyberweapons present a strate-
gic concern that is difficult to decouple from broader considerations of 
power and competition in international affairs. This is unavoidably so, 
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because the integration of network technologies with core and periph-
eral socioeconomic functions continues.

Governance and the Payoffs of CWME Deployment

Since cyberweapons are developed and deployed diffusely in interna-
tional society (i.e., not exclusively by states), it becomes important to ask 
if an appropriately concentrated effort to undermine foreign actors is a 
plausible strategic concern to be considered by policy makers. Answering 
this question requires a closer exploration of the incentives involved in 
developing and maintaining CWME arsenals and consideration of the 
positions of those agents—namely parochial organizations and govern-
ment entities—whose actions might cumulatively constitute a regime.

An appropriate starting point for such an effort is also an odd one: the 
idea that centralized state manufacture and maintenance of aggressive 
CWME deployments cannot be assumed. The reason for this is simple: 
many incursive or predatory cyber campaigns are undertaken by private 
organizational or individual actors acting to better narrow interests. In 
most cases, central governments have appeared to lack the capacity to 
organize private society along such lines. Though relative gains produced 
by such efforts may ultimately benefit national processes and undergird 
national prospects for greater influence in world affairs, it is shortsighted 
to think that such a subversive and broadly diffuse regime is synony-
mous with policy at the highest level of strategic planning and decision 
making. Even in cases where this seems to be the case, the complexities 
involved in integrating multifunctional digital technologies across so-
cieties and government establishments suggests that any assumption of 
universality or adherence to centralized approaches is limited.

Given this, from where might potential support for established use of 
CWME on a national scale come? Can we expect such processes to be 
governed at all? At the most basic level, of course, development and uti-
lization of offensive low-level digital techniques might originate wholly 
within the realm of private civil and industrial society. The ability of 
relatively weak actors and individuals to hack effectively and with little 
chance of getting caught alters the payoff structure involved in produc-
ing outcomes via illicit, rather than legitimate, means. Moreover, di-
rect outside intrusion into agent concerns or knowledge of the strong 
possibility thereof can further tip the balance in favor of preemptively 
producing a CWME capability, as can the probable difficulties involved 
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in seeking reparation for technically complex attacks through legitimate 
channels. In simple terms, potential gains and knowledge of possible 
hard-to-attribute competitor defection portends equilibrium where pre-
emption is rational.

It is also plausible that governmental efforts might drive such a regime 
in two different ways. First, governments might recognize the potential 
for national gains and construct explicit, if well classified, regimes for 
directing such efforts. This may be significantly more likely for countries 
where government controls extend effectively into industry and civil so-
ciety. Indeed, various reports attribute the high-level linkages involved 
in China’s military, government, and bureaucratic establishments as 
beneficial for implementing high-level policy initiatives on cybersecurity 
on a broad scale.21

Second, it is possible that governance of this diffuse, massive pro-
cess of widespread incentive to seek advantage online occurs itself in a 
diffuse and self-interested manner. Though governments tend to adopt 
broad positions of balanced regulation in line with strategic and na-
tional interests, it is commonly the case that sectoral operation is dic-
tated by the relationship between governmental subentities and private/
civil sector actors. Organizations, like the Department of Commerce, 
are significantly incentivized to support private sector operations within 
the context of enumerated policy interests defined much more broadly 
than a particular strategic stance on an issue might be. Likewise, par-
ticular subsections of the political elite are motivated to support local 
and regional economic interests, while national security bodies with nar-
row charters inevitably find direct and tacit support for private actor-
instigated CWME deployments fall in line with operating imperatives 
not bounded by the presence of a high-level strategic directive on such 
operations. Governance, in short, can occur as a sequential result of a 
distributed series of compensatory payoff structures. This proposition is 
perhaps far more valuable by itself than the broader prospect of state-
led CWME initiatives. The incentive-based emergence of such a regime 
merely requires some degree of diminished high-level control to play a 
role in motivating broad-scoped CWME intrusions.

Implications for Governance and Future Research

The problem of CWME and the long-term potential for dynamic 
power shifts as a strategic concern suffers as much from distributed gov-
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ernance issues as it does from the diffuse nature of the online environ-
ment. Affecting the regulatory control necessary for ensuring reductions 
in the development and deployment of CWME is likely to be as difficult 
as the challenging task of setting technical standards within which digi-
tal operators might simultaneously be protected and governed. Why? 
Quite simply, the incentive to hack is produced by the clear prospects 
for significant economic and circumstantial betterment that stem from 
CWME use. Moreover, motivation to hack is positively affected by the 
balance of attribution and other technological prospects that are likely 
to oscillate over time.

In the context of international cooperation and countermeasures that 
might be taken against the use of CWME, such difficulty in governing 
at home manifests in a significantly more foundational set of problems. 
Though greater cooperation for control of such regimes might be an 
obvious and desirable outcome, real progress is likely to face multitiered 
challenges on a recurring basis. First, as is often the case in interna-
tional relations, verification of implementation of agreed frameworks 
and actions can be difficult when dealing with such a broad-scoped de-
velopmental issue. Governments are naturally secretive, and cyberspace 
is an area in which, due to the relatively ungoverned condition of public 
networks, programs and interests are closely guarded at the level of agen-
cies. Second, in many cases, the gap between government policy making 
at the highest level and the instigation of new development or deploy-
ment of CWMEs at the level of substate actors can be immense. Trust 
in agreed frameworks or cooperative treaties would not only require 
credibility of process at the level of foreign government policy but also 
credibility of control over actors in those sectors of civil and industrial 
society that are, in addition to military or intelligence agencies, the real 
targets of any action. This may be problematic even in the case of gov-
ernment units, as national security outfits resist the constraints of nar-
row parameters for action and others argue for tight regulation to pro-
tect parochial interests. Finally, cooperation on this particular typology 
of cyberweapons—whether the particular circumstances describe cases 
of cyberespionage, cybercrime, or otherwise—is likely to require recur-
ring review and an approach that emphasizes the need to alter frame-
work procedures. After all, any success in regulating the deployment of 
such value-adding instruments will come into constant conflict with the 
inherent payoff motivations of continued development. The potential 
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payoffs of such low-end, high-gains cyber efforts represent a constant 
lure for government elements across a range of functions, again suggest-
ing that broad-scoped cooperation is prone to defection.

So, how should policy makers approach the issue of CWME—as dis-
tinct from CWMD—and set about a diplomatic treatment of such a 
long-term challenge to national interests? Though further research may 
produce a more concise statement of policy recommendations moving 
forward, three clear angles of approach emerge. First, policy makers 
may find significantly more interest among foreign counterparts in co-
operating on matters involving CWMEs that are generally considered 
to be unrelated to national power and process. These include incidents 
of cyber hacktivism by civil society groups distinct from oft-cited and 
accused examples of state incursion for political purpose, like North 
Korea’s 2013 attack on South Korean television stations or Russian van-
dalism of Estonian political web sites in 2007. The hope for success 
here would be twofold. First, attempts to coordinate international anti-
hacking efforts along narrowly-defined operational lines and boost mul-
tilateral observational capacities could constrain the relative ability of 
aggressive national agents to intrude without detection. Second, such an 
effort would aid in the development of international norms of behavior 
for low-level incursive activities in cyberspace, with the intended result 
of making coordinated condemnation of and action against broader 
CWMEs easier to achieve.

Second, policy makers and practitioners may find it easier to pros-
ecute a campaign of counter-CWME development and deployment by 
focusing on those government and substate actors that have major repu-
tational interests to consider. Multinational corporations, in particular, 
are likely prospects for any such regime, as the incentive to hack at any 
level contends with the need to maintain an ability to legitimately oper-
ate across multiple jurisdictions and within various markets.

Third, and perhaps most importantly, policy makers are likely to find 
progress more easily if broad cooperative efforts are underwritten and in-
formed by an extensive and well-designed data collection and modeling 
program. Such a program could identify broader patterns in CWME ac-
tivity (verified or suspected) and interact with data on national produc-
tive potential to produce quantifiable mechanisms for assessing CWME 
impacts, tipping points, and functionality. Such a program would be 
a first step in producing a national capability to effectively coordinate 
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on diffuse issues of cybersecurity and underwrite deterrent, compellent, 
and diplomatic efforts in interactions within and across borders.

It is not enough, of course, to simply prescribe an effective data regime 
to undergird national security policy-making efforts without recogniz-
ing the clear challenges involved. In particular, the cybersecurity field 
of analysts, scholars, and practitioners faces both parametric and mo-
tivational problems requiring broader research that interlinks existing 
bodies of knowledge in political science, military studies, and technical 
fields with the developmental realities of digital developments.

 On the one hand, theory must catch up in such a way that policy 
makers might be afforded the ability to link complex ground truths with 
generalizable “systems of parts” that can provide insights appropriate for 
grand strategy planning. Then again, questions of incentives and data 
access must be broached in such a way as to effectively render informa-
tion to which conceptual frames might be applied. Suggested voluntary 
data collection programs are a good start.22 However, future efforts will 
need to contend with major issues. Notably, data fitted to theoretically 
derived models must match program requirements if robust results are 
to be had. This suggests that policy and rhetoric must work toward the 
goal of making data volunteering compatible with the self-interests of 
private actors—a task made particularly difficult by the need to match 
market and structural imperatives with strategic ones. It is critical that 
skewed availability of data should not, as it has in the past, act to distort 
strategic planning by emphasizing knowable incremental threats at the 
expense of relatively inaccessible ones.

In the end, it is perhaps most important to note that the various chal-
lenges presented by the existence of deployable CWME that could have 
a real impact on systemic power differentials are not intrinsically negative 
for states around the world. The dynamics described above do not, in 
themselves, portend an enduring arms race in the digital world in which 
actors at every level of society are unerringly motivated to participate. 
Certainly, developmental incentives and structural realities complicate 
the ability of policy makers and statesmen to coordinate and produce 
peaceable solutions to such national security woes. However, a legiti-
mate cyber regime that “reduce[s] transaction costs and uncertainty” 
and acts to perpetuate appropriate norms of cooperation and mutual 
restraint would do much to counteract the negative effects of potential 
threats.23 The task ahead for practitioners, as much as it is technical in 
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nature, is principally one of doing just that—transmuting the national 
benefits of such hacking and ensuring that cooperative certitude is a 
preferable option for self-interested actors in geopolitical affairs. For this 
to occur, fuller understanding of the parameters of cyber phenomena, 
the theoretical and technical, is needed.

Conclusion

Though cyberespionage and broad-scope intrusion make their way 
onto the pages of most cybersecurity literature and punditry these days, 
it is vital that we develop a strategic understanding of the potential costs 
and ramifications of sectoral and parochial behaviors as they apply at 
the highest level of international political considerations. The ramifica-
tions of doing so are more than just greater understanding of the evolu-
tion of the cyber phenomenon; they are a chance for better-constructed 
policy and the evolution of a more discursive environment for produc-
ing meaningful solutions to our most foundational security challenges. 
Significant research and data explication are needed in the future if ana-
lysts and scholars are to effectively reconcile questions of CWME and 
strategic initiative within the cyber ecosystem of states. The complexities 
involved in understanding the shape of competing market and institu-
tional formats for organizing incursive actions portend much needed 
developments along several lines and speak to the evolution of the cyber 
field in security and political studies as one of multifaceted focus.

The arguments and suggestions made here are a first step toward 
expanding professional and scholarly thought along these lines. Key 
among the takeaways is the fact that low-level intrusion is not only pos-
sible; it is the norm for incursive interactions in cyberspace. CWME 
pose a threat to global power dynamics so distinctly different from more 
commonly considered digital instruments of sabotage that they require 
both separate consideration as a strategic artifact and a unique approach 
to professional and diplomatic engagement on the subject. Moreover, 
and perhaps more so than with “traditional” online national security 
concerns, CWME can be creatures of socioeconomic construction as 
easily as they are of defense establishments. Where strategies of CWMD 
prevention or deployment might require a concentrated series of com-
plex efforts, the shape of CWME counterproliferation is likely to be one 
of broad state and institutional enterprise. 
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