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Foreword

Just over 10 years ago, I directed Air University to develop a strategic-
level journal sponsored by the United States Air Force. My reasons for this
decision were twofold. First, unlike the other services, the Air Force at the
time was virtually absent from the strategic narrative on the national stage.
As a result, Airmen’s unique perspectives were relegated to only the means
of strategy rather than policy development and the debate over the ends
of US national security strategy. Second, it was the duty of all Airmen to
engage the larger defense community by not only thinking and learning more
about national security but also making contributions to the strategic
discourse. In essence, the Air Force needed an intellectual recapitalization.
My feature article in volume one of Strategic Studlies Quarterly (SSQ) clearly
explained these reasons—and the journal has satisfied both concerns.

From the beginning, SSQ established a strong foundation, and over the
past 10 years the journal has become well respected and well read. It did
so by focusing on the topics that matter most to US national security, such
as cyber, nuclear, Asia—Pacific, technology, and space. The US Air Force
plays a major role in each of these. SSQ engaged authors from a plethora
of external organizations, including think tanks, research centers, and the
most prestigious universities in the country. It also provided the venue for
Air Force and other military authors to publish arguments that influence
national security. The result is a holistic approach that captures external
views and expertise for the internal Department of Defense audience while
educating and informing an external audience, including the interagency,
the US Congress, and senior policy makers. This special anniversary edition
provides some of the best examples of the dual benefit SSQ provided.

The American public expects a lot from its Airmen as guardians of air,
space, and cyber. With continued scholarly publishing from SSQ, those
expectations will be met and assured. Over the past 10 years, SSQ has met
my high expectations in honing the intellectual prowess of Airmen while
influencing the national security debate. As long as war remains the
ultimate security challenge, there will be a need for strategy and strategists.
The continued success of SSQ is essential in ensuring the United States
has its fighting and thinking done by warrior scholars rather than cowards
and fools.

Gen T. Michael Moseley, USAF, Retired
18th USAF Chief of Staff
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Preface

As the strategic journal of the US Air Force, Strategic Studies Quarterly
(85Q) has provided intellectual enrichment for national and international
security professionals during the past 10 years. The journal is instru-
mental in meeting the goals of Air University (AU) and bolstering our
reputation as the intellectual and leadership center of the Air Force. The
scholarly works in $5Q connect AU to academia, government, think
tanks, industry, national laboratories, and the other services. It provides
meaningful, relevant evidence to senior leaders, policy makers, and the
larger defense community. SSQ helps marshal brilliant and at times
controversial ideas that engage strategic thinkers to solve our nation’s
most challenging strategic problems. Over the past 10 years, S5Q has
published more than 250 scholarly works, including those devoted to
grand strategy, cyber, technology, nuclear issues, space, civil-military re-
lations, defense affordability, and the moral-social aspects of war. The
entire collection of articles continues to inform, educate, and influence
US national security.

As the journal celebrates its tenth anniversary, it is our pleasure to
offer this limited-edition “Best of Strategic Studies Quarterly” volume as
a sample of quality, scholarly research published by AU. The choice of
articles in this anniversary edition results from considering each article’s
impact, aggregated downloads, follow-on use in academia, and overall
interest at the national and international level.

Any journal is only as good as the profound ideas from the authors
within it—ideas such as those represented here and hundreds more in
the S5Q archive. On behalf of the entire Air University SSQ team, I
would like to thank our authors and our subscriber audience. Your support,
dedication, and feedback have made Strategic Studies Quarterly a trusted
source of ideas, thinking, and solutions.

Lt Gen Steven L. Kwast, USAF
Commander and President, Air University
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Spring 2010

Remembrance of Things Past

The Enduring Value of Nuclear Weapons

James Wood Forsyth Jr.
Col B. Chance Saltzman, USAF
Gary Schaub Jr.

So long as there is a finite chance of war, we have to be inter-
ested in outcomes; and although all outcomes would be bad, some

would be very much worse than others.
—Bernard Brodie

Much has been written about nuclear weapons, but what has been
learned? Once an essential element of American foreign and defense pol-
icy, these matters were neglected after the Cold War and all but forgot-
ten after September 11th. As the Schlesinger Commission concluded,
“Because nuclear weapons have been less prominent since the end of the
Cold War and have not been used since World War II, their importance
and unique role as a deterrent have been obscured though not dimin-
ished.”! Recent incidents of mismanagement of the US nuclear weapons
enterprise, the acquisition of atomic weapons by North Korea, Iran’s
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School of International Studies, University of Denver. He has written on great-power war, intervention,
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at the Joint Space Operations Center. He holds master’s degrees in strategic management from the
University of Montana and George Washington University and in strategic studies from the School of
Advanced Air and Space Studies and was a recent National Security Fellow at Harvard’s Kennedy School
of Government.

Gary Schaub Jr., PhD, is an assistant professor in the Leadership and Strategy Department, Air
War College, Maxwell AFB, Alabama. He previously taught at the School of Advanced Air and Space
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International Studies Review, Political Psychology, and Refuge and has chapters in books published by Ox-
ford University Press and St. Martin’s Press. His current research addresses theories of coercion, decision
making, and civil-military relations.
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Remembrance of Things Past

apparent quest for such weapons, the expiration of the Strategic Arms
Reduction Treaty (START) and negotiation of its replacement with Rus-
sia, and the decision to engage in a nuclear posture review have brought
the attention of policy makers to the important question of the role that
nuclear forces should play in American strategy.

This is not a new question, but it requires a renewed evaluation. Bernard
Brodie pondered it long ago, and his work birthed a rich literature that
informed and clarified the round of nuclear debates that resulted in
America’s first comprehensive nuclear policy—massive retaliation.?
Today, however, policy makers seem befuddled by nuclear weapons.
After 60 years of living with The Bomb, they seem to have forgotten its
value. Nuclear weapons produce strategic effects. Their presence com-
pels statesmen to behave cautiously in the face of grave danger. This
cautiousness produces restraint, which shores up international stability.
In short, nuclear weapons deter.

In this article we first address the concept of deterrence, its require-
ments, and alternative strategies. We then discuss the effects of nuclear
deterrence in international political relations and the capabilities—both
nuclear and conventional—required to produce these effects. Finally, we
draw conclusions with regard to the appropriate size and composition of
the US strategic nuclear arsenal, given our arguments.

What Is Deterrence?

From a theoretical standpoint, deterrence links a demand that an ad-
versary refrain from undertaking a particular action to a threat to use
force if it does not comply. Deterrence places the adversary in a situation
in which it has a choice of complying with what has been demanded of
it—inaction—or defying those demands and risking implementation of
the deterrer’s threatened sanction. What the adversary considers to generate
expectations about the consequences of its alternatives has been the sub-
ject of wide and varied speculation.? These expectations are distilled into
expected-value calculations whereby the costs and benefits of an outcome
are discounted by the probability of its occurrence (i.e., [benefits — costs]
* probability). Then the expected values of possible outcomes stemming
from a single course of action are summed. In deterrence the adversary
compares the expected value of complying with the deterrer’s demand
and refraining from action to defying that demand and acting anyway.
For deterrence to be successful, the deterrer’s threatened sanction must

STRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017 7
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reduce the expected value of defiance so that it is less than the expected
value of compliance. The deterrer can do that by threatening to reduce the
benefits of defiance or increase its costs. The former would constitute a de-
nial threat, while the latter would be a threat of punishment. And because
the adversary will discount these threats by its assessment of the likelihood
that the deterrer will implement them, the deterrer must convey these
threats credibly.4

Deterrence is more than a theory. It is also a policy. States adopt de-
terrence policies for one reason—to fend off attack. The United States
used deterrence to frame its approach to an apparently hostile Soviet
Union and to make use of nuclear weapons by not using them. As the
Schlesinger Commission put it, “Though our consistent goal has been
to avoid actual weapons use, the nuclear deterrent is ‘used’” every day
by assuring friends and allies, dissuading opponents from seeking peer
capabilities to the United States, deterring attacks on the United States
and its allies from potential adversaries, and providing the potential to
defeat adversaries if deterrence fails.”> Strategic nuclear weapons were
used to operationalize strategies of denial and punishment. Denial strat-
egies, generally termed counterforce, focused upon mitigating the ability
of the adversary to use its military forces, especially nuclear forces, in
the event of a conflict so as to reduce its chances of victory. Punishment
strategies, generally termed countervalue, focused upon destroying the
industrial capacity and urban centers of the adversary to impose terrible
costs upon its society.® During the Cold War, US defense programs were
designed and justified in terms of their ability to fulfill these missions.”
Since 9/11, capabilities have been programmed in an astrategic man-
ner, and many of the mundane considerations of deterrence have
been cast aside, making the forging of a new deterrence policy prob-
lematic today.®

Deterrence theory and policy are based upon the presumption that
the adversary to be deterred is rational. The Deterrence Operations Joint
Operating Concept, which guides US deterrence doctrine and strategy,
assumes that “[a]ctions to be deterred result from deliberate and in-
tentional adversary decisions to act (i.e., not from automatic responses
or unintended/accidental events). Decisions to act are based on actors’
calculations regarding alternative courses of action and actors’ percep-
tions of the values and probabilities of alternative outcomes associated
with those courses of action.” It is often argued that deterrence is in-
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herently flawed because no human being is perfectly rational—indeed,
they often act irrationally.'” But this is a red herring. As Robert Jervis
has argued, “How rational do men have to be for deterrence theory to
apply? Much less than total rationality is needed for the main lines of
the theory to be valid.”!! Indeed, given that adversaries of any note lead
large organizations—states—and had to pursue strategies to gain and
retain power, it is difficult to argue that such persons are irrational or
nonrational.'? They may not be perfect, but they are sensible and react
to the incentives of their strategic and domestic environments.!* This
holds also for terrorist groups such as al-Qaeda or Hamas, who utilize
suicide terrorism to achieve strategic objectives.!# It is on this basis that
strategy and policy can be readily erected.

Political Effects of Nuclear Weapons

A key goal of any national security policy should be to enhance sta-
bility, where stability is defined as the absence of war or major crisis.
Assuming the absence of a sudden change in the anarchic nature of the
international system, any such policy should rely upon deterring po-
tential aggressors at its base. Nuclear weapons enhance “general deter-
rence,” a concept defined by Patrick Morgan. “General deterrence relates
to opponents who maintain armed forces to regulate their relationship
even though neither is anywhere near mounting an attack” (emphasis in
original)."® The goal of a general deterrent policy would be to ensure that
incentives for aggression never outweigh the disincentives.

In theory, nuclear weapons are better than conventional forces in
terms of enhancing general deterrence. This is so because deterrence suc-
ceeds when the costs—or, more appropriately, the risks of costs—exceed
any probable gains that are to be had through armed aggression. War has
been such a common international phenomenon throughout the cen-
turies because some decision makers have concluded that the benefits of
aggression would outweigh its costs.!® Such a conclusion can be reached
all the more easily when it is believed that victory on the battlefield
can be attained quickly and decisively, and there are many historical
examples from which decision makers can choose in order to bolster
their confidence—from Bismarck’s wars against Denmark, the Austrian
Empire, and France to Irag’s conquest of Kuwait and its eviction by UN
coalition forces.

STRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017 9
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Injecting the possible use of nuclear weapons by the defending state
into the equation, however, can alter these calculations considerably. The
possession of a sizable nuclear arsenal by a defender, as well as the means
to deliver these weapons to the battlefield or the aggressor’s homeland,
makes the risks of aggression much greater and the potential costs much
starker. This is because the possession of nuclear weapons tends to equal-
ize the power of states, although not to the absolute degree that some
would argue—attributes of national power such as geographic size, pop-
ulation, industrial capacity, GNP, and others still weigh heavily in any
assessment of national power. Nonetheless, this equalizing tendency ob-
jectively manifests itself in two ways. On the battlefield, nuclear weap-
ons can enhance the power of a smaller conventional force considerably.
And in terms of absolute destructive power, only a finite amount of
damage is necessary to destroy a modern state as a functioning entity.!”
Provided that two states are capable of developing the means to reliably
deliver at least “enough” nuclear weapons to their adversary’s homeland
to “assure” its destruction, then, in a relative way, the two states can be
considered equally powerful.

One could argue that the qualitative differences between nuclear and
conventional forces also have certain psychological consequences that
make the former a better buttress for general deterrence.'® Given the
destruction that nuclear weapons could wreak in a short temporal pe-
riod, the potential costs of aggression against a nuclear-armed adversary
would be “paid up front,” as opposed to over a long period of mutual
attrition, and are thus “clearer” to decision makers. And although some
conventional munitions can approach the destructiveness of nuclear de-
19 a certain symbolism has come to be attached to nuclear weapons
that has historically enhanced their clarifying quality and induced
caution in national decision makers.?® This clarifying effect operates
particularly to the advantage of states defending their vital interests. The
threat of a nuclear-armed state to use its nuclear weapons in defense of
vital interests, such as its survival or territorial integrity, is almost inher-

vices,

ently credible.?! Thus a secure nuclear arsenal has the effect of “sanctuar-
izing” the states that possess them. One could argue that nuclear weap-
ons enhance general deterrence by virtually precluding acts of aggression
against states that possess them,?” and thereby greatly enhance stability.

But how large an arsenal is necessary for a state to effectively “sanctu-
arize” itself? While much of the more recent literature on the value of nu-
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clear weapons as a pacifying force in international relations has implicitly
assumed that any number of survivable weapons would be adequate for
successful deterrence,” in effect arguing for existential deterrence,?* the
concept of proportional deterrence®® would be a better theoretical guide.

Under a doctrine utilizing proportional deterrence, the defender would
need to possess, at a minimum, enough survivable nuclear forces?® to in-
flict damage on the aggressor roughly equivalent to the gains—in territory,
industrial capacity, and so forth—that the aggressor could hope to achieve
if it successfully conquered the defender.”” This, of course, assumes a strategy
of deterrence through punishment—that is, striking at the aggressor’s
population/industrial centers. Thus, for example, supposing the French,
whose strategic doctrine rests upon proportional deterrence, desired to
deter an attack by the Soviet Union during the Cold War; they would need
enough survivable nuclear forces to inflict damage that was “the equivalent
of France”™ —about 50 million people or striking, if not destroying, 100 to
150 major Soviet cities.”® Hence, the answer to the question “how much
is enough for proportional deterrence?” rests upon the rough value of the
defender’s territory, in a geopolitical sense.”’

China understands this. Adopting a minimum deterrent strategy,
China’s nuclear numbers remain relatively small compared to the large
numbers held by the United States and Russia. It is estimated that China
has approximately 400 nuclear weapons, with about 200 operationally
deployed. It probably possesses 30 intercontinental ballistic missiles
(ICBM) capable of striking the continental United States and about 10
that are capable of striking Hawaii and Alaska. It also possesses about 100
intermediate-range weapons capable of striking US bases, friends, and
allies in the Pacific region.’® These weapons would be enough to destroy
more than the value of Taiwan to the United States, the most likely stakes
in any conflict between the two countries. In contrast, the United States
possesses 450 ICBMs, each capable of carrying up to three warheads; 18
Trident submarines, each equipped with 24 submarine-launched ballistic
missiles (SLBM) that carry as many as eight warheads each; and 100 or so
nuclear bombers capable of carrying a variety of payloads to include air-
launched cruise missiles (ALCM). It is assumed that Russia has a similar
mix. Yet, despite these rather large nuclear inequities, China continues to
modernize its conventional capabilities, extending its influence through-
out the region. How does one explain this behavior?

STRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017 11
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China is confident that its small nuclear arsenal is sufficient to deter
rivals. In international politics, deterrence restrains states from acting
externally but affords opportunities to act internally—allowing them to
pursue whatever weapons they choose. Shrewd states recognize this as
well as the fact that large nuclear arsenals buy them little; as in other ar-
eas of competition, there comes a point of diminishing return, and with
nuclear weapons that point comes quickly. There is little the United
States or Russia can do militarily to dissuade China from pursuing its
armament program. China realizes this, which explains why its nuclear
appetite remains satisfied. Might China change? It might if demand were
stimulated, which is why nuclear defenses are a bad idea, at least in Asia.
In games of deterrence, defenses can be both stabilizing and destabiliz-
ing; deciphering when and how is one reason the United States turned
its back on defenses, abandoning its civil defense program in favor of a
strategy of mutually assured destruction.’! Today, the United States and
China have tacitly entered into what can only be described as a period
of mutual retaliation; nothing official has been declared, but both sides
know that the stakes are too high for either to make a run militarily at
the other.

Nuclear weapons socialize statesmen to the dangers of adventurism,
which in turn conditions them to set up formal and informal sets of
rules that constrain their behavior. No statesmen want to be part of a
system that constrains them, but that is the kind of system that results
among nuclear powers. Each state is conditioned by the capabilities of
the other, and the relationship that emerges is one that is tempered by
caution despite the rhetoric of its leaders.

During the Cuban missile crisis, President Kennedy and Premier
Khrushchev sought solutions short of war, despite their sharp political
differences.?? That the Soviets underestimated how the United States
would react when confronted with the deployment of missiles off the
coast of Florida is interesting but not as telling as how both leaders
behaved when they realized what was at stake. Secretary of State Dean
Rusk’s comment that “We were eyeball to eyeball” is illustrative for two
reasons. First, the two sides were staring into the face of grave danger.
Second, there were no misperceptions. Both quickly recognized that the
outcome of the crisis depended as much on the moves of one side as it
did the other. War was the focal point; a threshold easily recognized, best
not crossed, and worth avoiding.?® This occurred despite the fact that
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the United States had overwhelming superiority in strategic and tacti-
cal nuclear forces and significant ability to blunt any Soviet retaliatory
strike.>* From that day forward, the superpowers understood that they
could race to the brink but no further, lest they run the risk of nuclear
war, a risk that neither side would take. Following the crisis, both sides
took steps to reduce uncertainty and improve crisis stability.”> What
conclusions can be drawn? Small numbers of nuclear weapons produce
dramatic effects. In times of crisis, they compel statesmen to act with re-
straint. In this sense, nuclear statesmen are risk averse, which also makes
them vigilant.

Although it has been argued that such stable relations may have been
unique to the bipolar relations between the United States and the So-
viet Union,* they seem to apply elsewhere. Prior to Pakistan acquiring
a nuclear capability, it fought three bloody wars with India. Today, in
the presence of nuclear forces, the sharp differences that separate India
and Pakistan are not sufficient to drive either side to war.’” While the
two sides actively engage in a game of tit-for-tat, nuclear weapons have
softened both states and steadied their relationship by reducing the like-
lihood of interstate war. Far from perfect, relations between India and
Pakistan can be summarized as tense but stable.*

Might this be the case within the Middle East? So it seems. Although
the Arab states fought three wars to destroy Israel prior to widespread
knowledge of its nuclear weapons capability, none have been fought
since. Should Iran acquire a nuclear capability, the spread of nuclear
weapons in the Middle East is all but certain. Although Israel’s security
will be challenged, given the potential for a mutual deterrent relation-
ship to take hold thereby limiting its freedom of action, this constraint
will also obtain throughout the region. Until it does, the challenge posed
to Saudi Arabia in particular will be significant.?® It is important to stress
that the Iranian bomb will be a Shia bomb and the Sunni community
will be hard pressed. Stabilizing the region until a Saudi weapons capa-
bility is ready will not be easy, and the options available to the United
States are less than optimal. It could extend a security guarantee to the
Saudis, but that would enlarge America’s presence in the region, which
would not sit well with extremists. Defensive systems could be deployed,
but the downsides are similar to extending security guarantees. Islamic
extremists would exploit their presence, holding them up as yet another
example of the kingdom’s dependency on the United States. A regional
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approach where the United States and its partners collectively provide
for the defense of Saudi Arabia and the broader Sunni community might
be effective, but the list of potential partners is short. Given all of this,
the shrewdest thing to do might be nothing. As odd as it sounds, the
United States might be better off by not acting and even allowing the
Saudis to deploy a counterweapon should the Iranians decide to do so.
In short, more might be better.%

Toward a Minimal US Nuclear Deterrent

But perhaps more is not better in arsenals that are already outsized. In
the 1960s, the Kennedy administration recognized the need for a secure
retaliatory capability and the desire of the services—particularly the Air
Force—to purchase capabilities that far outstripped that objective.*! It
therefore sought to program capabilities that would be invulnerable to
a counterforce strike and would be able to inflict unacceptable damage
on the Soviet Union—but no more.#? Looking back, Secretary of De-
fense McNamara had this to say: “Our goal was to ensure that they, with
their theoretical capacity to reach such a first-strike capability, would not
outdistance us. But they could not read our intentions with any greater
accuracy than we could read theirs. The result has been that we have both
built up our forces to a point that far exceeds a credible second-strike
capability against the forces we each started with. In doing so neither of
us has reached a first-strike capability.”43 In other words, both sides were,
in fact, deterred fairly early on during the Cold War, even though that
may or may not have been the intention, and the actual marginal utility
of additional forces was quite small.

Therefore, as policy makers await the release of the administration’s
nuclear posture review, the question is not whether the United States can
reduce its number of nuclear weapons to zero. Instead, the question is:
What size force is needed for deterrence? Those numbers are compara-
tively small. Today the United States can adopt a minimum deterrence
strategy and draw down its nuclear arsenal to a relatively small number of
survivable, reliable weapons dispersed among missile silos, submarines,
and airplanes.

Strategic air commander Gen Thomas Power said in 1965 that “the
optimum deterrent must lie somewhere between the illusory minimum
and the impossible maximum.” To chart a course to the “illusory mini-
mum,” a pragmatic approach must be found that comforts policy mak-
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ers that have come to rely on the war-deterring effects of nuclear weap-
ons for six decades. Skeptical constituencies are more likely to embrace
smaller numbers of nuclear weapons if the arsenal is reduced gradually.
With this in mind, the International Commission on Nuclear Non-
Proliferation and Disarmament proposed that the United States reduce
to 500 nuclear weapons by 2025.4 This represents a 90-percent re-
duction in the nuclear arsenal but offers more than enough deterrent
capability while providing flexibility to pragmatically implement the
force-structure cuts.

In fact, the United States could address military utility concerns with
only 311 nuclear weapons in its nuclear force structure while maintain-
ing a stable deterrence. These 311 weapons should include missiles that
are integral to a stable deterrence because they cannot be moved, are
easily detected, and can hold enemy forces at bay with pinpoint accuracy.
One hundred single-warhead ICBMs, such as the Minuteman III systems
currently in service, provide a dispersed, ready force that may be more
politically palatable than more severe reductions. The sea leg of the triad
can be constituted by 192 de-MIRVed Trident D-5 SLBMs on 12 Obio
class submarines, each capable of holding 24 missiles. This would allow
two patrols of four boats each at any given time. These missiles are highly
survivable as they can be moved, cannot be easily detected, and, with pin-
point accuracy, can hold hardened targets at risk if necessary. Further-
more, British and French nuclear capabilities remain available to assure
European allies, if any perceive weakness based on this force reduction in
the Atlantic. Finally, air-launched cruise missiles (ALCM) from 19 B-2s
will continue to contribute standoff capability and flexibility to the triad.
This is more than enough weapons to use aircraft for nuclear escalation
control and political signaling while allowing all B-52Hs to convert and
focus on a conventional role. As with the SLBM force, ALCMs can be
shuttled from wing to wing for operational security or intermixed with
conventional munitions—a solution first proposed by Brodie.®

In short, America’s nuclear security can rest easily on a relatively small
number of counterforce and countervalue weapons totaling just over 300.
Moreover, it does not matter if Russia, who is America’s biggest competi-
tor in this arena, follows suit. The relative advantage the Russians might
gain in theory does not exist in reality. Even if one were to assume the
worst—a bolt from the blue that took out all of America’s ICBMs—the
Russians would leave their cities at risk and therefore remain deterred
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from undertaking the first move. Skeptics will rightfully attack this ar-
gument, so it is best to address a few concerns.

First, there will be those who insist that a minimum nuclear posture
is of little value to the United States because it must maintain a nuclear
arsenal large enough to cover all of its contingencies. In other words,
while Pakistan has to contend with India, the United States has several
potential contenders that, when combined, pose a large challenge. There
is logic in that line of reasoning, but it ignores the vast conventional su-
periority of the United States. It is clear that in most circumstances con-
ventional weapons will be preferred to nuclear ones and supplement the
Global Strike mission. Indeed, Lieber and Press recognize this in their
recent analysis of nuclear capabilities.®® It is also undermined by the
fact that the United States is deterred in most contingencies by China,
which has a much smaller force structure. Presumably, if China can
deter the United States, small numbers are effective. In fact, arguments
for a large force have no meaning unless they are tied to an exclusive
counterforce strategy directed against Russia, which, when all is said
and done, does not appear to be necessary. During the Cold War, the
superpowers raced to increase numbers in an attempt to prevent one
side from acquiring either a counterforce capability or a symbolic nu-
merical advantage. All the while, both sides lost sight of the fact that
it is the political value of nuclear weapons that matters most, not their
military utility. New nuclear states seem satisfied with small numbers.
One wonders why. It either has something to do with the number of
threats that they face or with their appreciation of the political value of
nuclear weapons. A definitive answer is out of reach, which is why de-
bate on this issue is so important.

The second criticism has to do with the future of the triad, which was
the fulcrum of deterrence throughout the Cold War. Some might argue
that the triad was effective and its redundancy and flexibility shored up
international stability and helped keep the Cold War cold. It is, how-
ever, important to recall that the Soviets had no such operational con-
cept. They relied heavily, almost exclusively, on missiles and still man-
aged to deter the United States. If one accepts the basic idea that it is the
political value of nuclear weapons that matters, the method of delivery
is immaterial.

Lastly, there is concern over organizational competency and profes-
sional development. How small can a force become before it no longer
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resembles a force at all? That is a difficult question to answer. In some
instances, a smaller force can be extremely competent, and increasing
its size could lead to its undoing. One thinks of the Navy SEALs. What
makes the SEAL program so effective is that it is highly selective, well
funded, specialized, and small. Might the same hold true for nuclear
warriors? That is a question for others to answer. Sizing of the nuclear
force should be based primarily on the requirements for a stable, reli-
able, nuclear deterrent, with support issues like industrial base support,
crew force management, and training only weighing in as secondary
considerations.

Conclusions

Deterrence evolved throughout the Cold War, moving from massive
retaliation to the intricate targeting schemes of countervailing strategies.
All the while the superpowers came to understand what Brodie aptly
described as “strategy in the missile age.” Despite the harsh rhetoric
and big words from both sides, they came to appreciate what these
weapons meant and behaved accordingly. While both vied for atten-
tion and aggressively pursued international influence, neither side ini-
tiated or threatened to initiate a nuclear exchange. In short, nuclear
learning occurred. Something similar is taking place in other parts
of the world. China, India, Pakistan, North Korea, and, presumably,
Iran understand that a small number of nuclear weapons is all that is
needed for deterrence to take hold. Others will learn, too, which is
why nuclear weapons ought to be the centerpiece of American strategy.
That does not mean that they should be America’s only concern, just
the most important one.

Would the world be better off without nuclear weapons? Although it
might be desirable to rid the world of nuclear weapons, it is not wise.
“The web of social and political life is spun out of inclinations and in-
centives, deterrent threats and punishments.” Take away the latter two
and international society depends entirely on the former—a utopian
thought impractical “this side of Eden.”#” Serious-minded men have
wished it were not so. Gen Charles Horner, then head of US Space
Command, explained in 1994, “I want to get rid of all [nuclear weapons]. I
want to go to zero. I'll tell you why. . . . Think of the moral high-ground
we secure by having none.”*® Two years later, addressing the National
Press Club in December 1996, Gen Lee Butler, former commander of
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Strategic Air Command, wondered if “it is possible to forge a global
consensus on the propositions that nuclear weapons have no definitive
role; that the broader consequences of their employment transcend any
asserted military utility.”# In both instances, what was overlooked is
the role that force plays in international life. In politics, force is said to
be the ultima ratio. In international politics, it is the first and constant
one.’® Force casts a long shadow and serves as an incentive to temper
statesmen, moderate demands, and settle disputes. That the use of nu-
clear weapons is to be avoided does not render them useless. Quite the
opposite—nuclear weapons might be the most politically useful weap-
ons a state can possess, which helps explain why they are spreading.

Nuclear weapons allow international life to go on in spite of their
inherent dangers because leaders of nuclear states realize that that they
are constrained despite their goals, desires, or rhetoric. The international
system, with its uneven distribution of material capabilities throughout
the world, regulates what states can and cannot do. Nuclear weapons add
to this by making the likelihood of war among nuclear powers less, not
more, likely.’! Shrewd statesmen recognize this as well as the realities of
power in international life. The fact is some states will pursue nuclear
weapons; others will not.

In the final analysis, security is the problem, weapons one solution.
The spread of nuclear weapons is derived from the relative insecurity of
some states in the world. So long as war remains a finite possibility, we
have to be concerned with outcomes, and while some would be bad,
others would be worse. In the age of minimum deterrence, the world
will have to stand for a few more nuclear states; the majority of them
will not pursue nuclear weapons. Pursuit of such weapons is contingent
upon security. If states can achieve it without them, they have no need
for them, which is another way of saying a nuclear-free world hinges on
a more secure one. That we are not there yet is reason enough to work
to make it so. @)
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Nuclear Lessons for Cyber Security?

Joseph S. Nye Jr.

Identifying “revolutions in military affairs” is arbitrary, but some inflec-
tion points in technological change are larger than others: for example, the
gunpowder revolution in early modern Europe, the industrial revolution
of the nineteenth century, the second industrial revolution of the early
twentieth century, and the nuclear revolution in the middle of the last
century.! In this century, we can add the information revolution that has
produced today’s extremely rapid growth of cyberspace. Earlier revolu-
tions in information technology, such as Gutenberg’s printing press, also
had profound political effects, but the current revolution can be traced
to Moore’s law and the thousand-fold decrease in the costs of computing
power that occurred in the last quarter of the twentieth century.

Political leaders and analysts are only beginning to come to terms
with this transformative technology. Until now, the issue of cyber se-
curity has largely been the domain of computer experts and specialists.
When the Internet was created 40 years ago, this small community was
like a virtual village of people who knew each other, and they designed
an open system with little attention to security. While the Internet is
not new, the commercial Web is less than two decades old, and it has
exploded from a few million users in the early 1990s to some two bil-
lion users today. This burgeoning interdependence has created great op-
portunities and great vulnerabilities, which strategists do not yet fully
comprehend. As Gen Michael Hayden, former director of the CIA, says,
“Rarely has something been so important and so talked about with less
clarity and less apparent understanding [than cyber security]. . . . I have
sat in very small group meetings in Washington . . . unable (along with
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my colleagues) to decide on a course of action because we lacked a clear
picture of the long-term legal and policy implications of any decision we
might make.”

Governments learn slowly from knowledge, study, and experience,
and learning occurs internationally when new knowledge gradually re-
defines the content of national interests and leads to new policies.®> For
example, the United States and the Soviet Union took decades to learn
how to adapt and respond to the prior revolution in military affairs—
nuclear technology after 1945. As we try to make sense of our halting
responses to the current cyber revolution, are there any lessons we can
learn from our responses to the prior technological transformation? In
comparison to the nuclear revolution in military affairs, strategic studies
of the cyber domain are chronologically equivalent to 1960 but con-
ceptually more equivalent to 1950. Analysts are still not clear about the
lessons of offense, defense, deterrence, escalation, norms, arms control,
or how they fit together into a national strategy. After a short overview
of the problem of cyber security in the next section, I will suggest several
general lessons and then discuss a number of international lessons that
can be learned from the nuclear experience. While the two technologies
are vastly different, as I will argue below, there are nonetheless useful
comparisons one can make of the ways in which governments learn to
respond to technological revolutions.

Cyberspace in Perspective

Cyber is a prefix standing for computer and electromagnetic spec-
trum-—related activities. The cyber domain includes the Internet of net-
worked computers but also intranets, cellular technologies, fiber-optic
cables, and space-based communications. Cyberspace has a physical in-
frastructure layer that follows the economic laws of rival resources and
the political laws of sovereign jurisdiction and control. This aspect of
the Internet is not a traditional “commons.” It also has a virtual or infor-
mational layer with increasing economic returns to scale and political
practices that make jurisdictional control difhicult. Attacks from the
informational realm, where costs are low, can be launched against the
physical domain, where resources are scarce and expensive. Conversely,
control of the physical layer can have both territorial and extraterritorial
effects on the informational layer. Cyber power can produce preferred
outcomes within cyberspace or in other domains outside cyberspace. By
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analogy, sea power refers to the use of resources in the oceans domain to
win naval battles on the oceans, but it also includes the ability to use the
oceans to influence battles, commerce, and opinions on land. Likewise,
the same analogy can be applied to airpower.

The cyber domain is a complex man-made environment. Unlike at-
oms, human adversaries are purposeful and intelligent. Mountains and
oceans are hard to move, but portions of cyberspace can be turned on
and off by throwing a switch. It is cheaper and quicker to move electrons
across the globe than to move large ships long distances through the
friction of salt water. The costs of developing multiple carrier task forces
and submarine fleets create enormous barriers to entry and make it pos-
sible to speak of American naval dominance. In contrast, the barriers
to entry in the cyber domain are so low that nonstate actors and small
states can play significant roles at low cost.

The Future of Power describes diffusion of power away from govern-
ments as one of the great power shifts of this century.* Cyberspace is a
perfect example of this broader trend. The largest powers are unlikely to
be able to dominate this domain as much as they have others like sea,
air, or space. While they have greater resources, they also have greater
vulnerabilities, and at this stage in the development of the technology,
offense dominates defense in cyberspace. The United States, Russia,
Britain, France, and China have greater capacity than other state and
nonstate actors, but it makes little sense to speak of dominance in cyber-
space. If anything, dependence on complex cyber systems for support
of military and economic activities creates new vulnerabilities in large
states that can be exploited by nonstate actors. Four decades ago, the
Pentagon created the Internet, and today, by most accounts, the United
States remains the leading country in both its military and societal use.
At the same time, however, because of greater dependence on networked
computers and communication, the United States is more vulnerable to
attack than many other countries, and the cyber domain has become a
major source of insecurity.’

The term cyber attack covers a wide variety of actions ranging from
simple probes, to defacing websites, to denial of service, to espionage and
destruction.® Similarly, the term cyber war is used very loosely for a wide
range of behaviors. In this, it reflects dictionary definitions of war that
range from armed conflict to any hostile contention (e.g., “war between
the sexes” or “war on poverty”). At the other extreme, some use a very
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narrow definition of cyber war as a “bloodless war” among states that
consists only of conflict in the virtual layer of cyberspace. But this avoids
important issues of the interconnection of the physical and virtual layers
of cyberspace discussed above. A more useful definition of cyber war is
hostile actions in cyberspace that have effects that amplify or are equiva-
lent to major kinetic violence.

In the physical world, governments have a near monopoly on large-
scale use of force, the defender has an intimate knowledge of the terrain,
and attacks end because of attrition or exhaustion. Both resources and
mobility are costly. In the virtual world, actors are diverse, sometimes
anonymous, physical distance is immaterial, and offense is often cheap.
Because the Internet was designed for ease of use rather than security,
the offense currently has the advantage over the defense. This might not
remain the case in the long term as technology evolves, including efforts
at “reengineering” some systems for greater security, but it remains the
case at this stage. The larger party has limited ability to disarm or destroy
the enemy, occupy territory, or effectively use counterforce strategies.
Cyber war, although only incipient at this stage, is the most dramatic
of the potential threats. Major states with elaborate technical and hu-
man resources could, in principle, create massive disruption as well as
physical destruction through cyber attacks on military as well as civilian
targets. Responses to cyber war include a form of interstate deterrence
(though different from classical nuclear deterrence), offensive capabili-
ties, and designs for network and infrastructure resilience if deterrence
fails. At some point in the future, it may be possible to reinforce these
steps with certain rudimentary norms, but the world is at an early stage
in such a process.

If one treats hacktivism as mostly a disruptive nuisance at this stage,
there remain four major categories of cyber threats to national security,
each with a different time horizon and different (in principle) solutions:
cyber war and economic espionage are largely associated with states, and
cyber crime and cyber terrorism are mostly associated with nonstate actors.
For the United States, at the present time, the highest costs come from
espionage and crime, but over the next decade or so, war and terrorism
may become greater threats than they are today. Moreover, as alliances
and tactics evolve among different actors, the categories may increas-
ingly overlap. In the view of ADM Mike McConnell, “Sooner or later,

terror groups will achieve cyber-sophistication. It’s like nuclear prolif-
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eration, only far easier.”” We are only just beginning to see glimpses of
cyber war—for instance, as an adjunct in some conventional attacks, in
the denial-of-service attacks that accompanied the conventional war in
Georgia in 2008, or the recent sabotage of Iranian centrifuges by the
Stuxnet worm. Deputy Defense Secretary William Lynn has described
the evolution of cyber attacks from exploitation, to disruption of net-
works, to destruction of physical facilities. He argues that while states
have the greatest capabilities, nonstate actors are more likely to initiate
a catastrophic attack.® A “cyber 9/11” may be more likely than the often
mentioned “cyber Pearl Harbor.”

Nuclear Lessons for Cyber Security?

Can the nuclear revolution in military affairs seven decades ago teach
us anything about the current cyber transformation? At first glance, the
answer seems to be no. The differences between the technologies are just
too great. The National Research Council cites differences in the threshold
for action and attribution—nuclear explosions are unambiguous, while
cyber intrusions that plant logic bombs in the infrastructure may go
unnoticed for long periods before being used and, even then, can be
difficult to trace.” Even more dramatic is the sheer destructiveness of
nuclear technology. Unlike nuclear, cyber does not pose an existential
threat. As Martin Libicki points out, destruction or disconnection of
cyber systems could return us to the economy of the 1990s—a huge loss
of GDP—but a major nuclear war could return us to the Stone Age.'”
In that and other dimensions, comparisons of cyber with biological and
chemical weaponry might be more apt.

Moreover, cyber destruction can be disaggregated, and small doses
of destruction can be administered over time. While there are many
degrees of nuclear destruction, all are above a dramatic threshold or fire-
break. In addition, while there is an overlap of civilian and military nuclear
technology, nuclear originated in war, and the differences in its use are
clearer than in cyber where the Web has burgeoned in the civilian sector.
For example, the “dot mil” domain name is only a small part of the
Internet, and 90 percent of military telephone and Internet communi-
cations travel over civilian networks. Finally, because of the commercial
predominance and low costs, the barriers to entry to cyber are much
lower for nonstate actors. While nuclear terrorism is a serious concern,
the barriers for nonstate actors gaining access to nuclear materials remain
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steep; renting a botnet to wreak destruction on the Internet is both easy
and cheap.

It would be a mistake, however, to neglect the past, so long as we
remember that metaphors and analogies are always imperfect.!' In
words often attributed to Mark Twain, “History never repeats itself, but
sometimes it thymes.” There are some important nuclear-cyber strategic
rhymes, such as the superiority of offense over defense, the potential use
of weapons for both tactical and strategic purposes, the possibility of
first- and second-use scenarios, the possibility of creating automated re-
sponses when time is short, the likelihood of unintended consequences
and cascading effects when a technology is new and poorly understood,
and the belief that new weapons are “equalizers” that allow smaller actors to
compete directly but asymmetrically with a larger state.'?

Even more important than these technical and political similarities is
the learning experience as governments and private actors try to under-
stand a transformative technology—and adopt strategies to cope with it.
While government reports warning about computer and Internet vulner-
ability date back to 1991 and the Pentagon recently released a new strategy,
few observers would argue that the country has developed an adequate
national strategy for cyber security. It is worth examining the uneven
and halting history of nuclear learning to alert us to some of the pit-
falls and opportunities ahead in the cyber domain. Ernest May once
described US defense policy and the development of nuclear strategy in
the first half-decade following World War II as “chaotic.”’® He would
likely apply the same term to the situation in cyberspace today.

Some General Lessons

Expect continuing technological change to complicate early ef-
forts at strategy. At the beginning, both fissile materials and atomic
bombs were assumed to be scarce, and it was considered wasteful to
use atomic bombs against any but countervalue targets—that is, cit-
ies. Bernard Brodie and others concluded in the important 1946 book
The Absolute Weapon that superiority in numbers would not guarantee
strategic superiority, deterrence of war was the only rational military
policy, and ensuring survival of the retaliatory arsenal was crucial.'4 These
postulates of “finite” or “existential” deterrence persisted throughout the
Cold War and serve as the basis for the nuclear strategies of countries
such as France and China to this day. In the bipolar competition of the
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Cold War, however, the strategy of finite deterrence was challenged by
the development of the hydrogen bomb in the early 1950s. Destructive
power was no longer scarce but now unlimited. While hydrogen bombs
could lead to explosions counted in the tens of megatons, their real
revolutionary effect was to permit miniaturization, which allowed mul-
tiple weapons to pack huge destructive power into the nose cones of an-
other technological surprise—intercontinental ballistic missiles—which
shortened response times to less than an hour. This burgeoning explo-
sive power produced great concern about the vulnerability of limited
arsenals, an enormous increase in the number of weapons, diminished
prospects for active defenses, and the development of elaborate coun-
terforce war-fighting strategies.

Both superpowers had to confront the “usability paradox.” If the
weapons could not be used, they could not deter. The United States
and the USSR were locked in a positive-sum game that involved avoid-
ing nuclear war, but simultaneously they were locked in a zero-sum
game of political competition. In the game of political chicken, percep-
tions of credibility became crucial. Some prospect of usability had to be
introduced into doctrine, and for decades strategists wrestled with issues
of counterforce targeting, exploring strategic defense technology, and
the issues of perception that disparities in large numbers might create
for extended deterrence. Elaborate war-fighting schemes and escalation
ladders were invented by a nuclear priesthood of experts who specialized
in arcane and abstract formulas. In 1976, Paul Nitze and the Committee
on the Present Danger expressed alarm about American weakness when
the United States possessed tens of thousands of weapons, and in 1979,
even Henry Kissinger predicted that because of American nuclear weak-
ness, Soviet risk-taking “must exponentially increase.”!® In fact, the op-
posite proved to be the case. While politicians and strategists assailed the
idea of mutual assured destruction as an immoral and dangerous strategy,
MAD turned out to be a fact, not a policy. As McGeorge Bundy noted
in his final work, when it came to the Cuban missile crisis, existential
deterrence worked, and a few Soviet bombs created deterrence despite
an overwhelming American superiority in numbers.!®

Looking at today’s cyber domain, interdependence and vulnerability are
twin facts that are likely to persist, but we should expect further technological
change to complicate early strategies. ARPANET was created in 1969,
and the domain name system and the first viruses date back to 1983;
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however, as noted above, the mass use and commercial development
of cyberspace date only from the invention of the World Wide Web in
1989 and widely available browsers in the mid-1990s.!” As one expert
put it, “As recently as the mid-1990s, the Internet was still essentially a
research tool and the plaything of a few.”!® In other words, the massive
vulnerabilities that have created the security problems we face today are
less than two decades old and are likely to increase. While some experts
talk about reducing vulnerability by reengineering the Internet to make
attribution of attack easier, this will take time. Even more important, it
will not close all vectors of attack.

Early strategies focused on the network: improving code, computer
hygiene, addressing issues of attribution, and maintaining air gaps for
the most sensitive systems. These steps remain important components
of a strategy, but they are far from sufficient. In some ways, the inven-
tion and explosion in the usage of the web is analogous to the hydrogen
revolution in the nuclear era. By leading society and the economy to a
vast dependence on networked communications, it created enormous
vulnerabilities that could be exploited not only through the Internet but
also through supply chains, devices to bridge air gaps, human agents,
and manipulation of social networks.'” With the development of mobil-
ity, cloud computing, and the importance of a limited number of large
providers, the issues of vulnerability may change again. Given such tech-
nological volatility, a cyber security strategy will have to be multifaceted
and capable of continual adaptation. It should increase the ratio of work
that an attacker must do compared to that of a defender and include
redundancy and resilience to allow graceful degradation of complex sys-
tems so that inevitable failures are not catastrophic.? Strategists need to
be alert to the fact that today’s solutions may not suffice tomorrow.

Strategy for a new technology will lack adequate empirical content.
Since Nagasaki, no one has seen a nuclear weapon used in war. As Alain
Enthoven, one of Robert McNamara’s “whiz kids” of the early 1960s,
retorted during a Pentagon argument about war plans, “General, I have
fought just as many nuclear wars as you have.”?! With little empirical
grounding, it was difficult to set limits or test strategic formulations. Elab-
orate constructs and prevailing political fashion led to expensive conclu-
sions based on abstract formulas and relatively little evidence. Fred Kaplan
described the environment thusly:
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The method of mathematical calculation, driven mainly from the theory of eco-
nomics that they had all studied, gave the strategists of the new age a handle on
the colossally destructive power of the weapons they found in their midst. But
over the years the method became a catechism. . . . The precise calculations and
the cool, comfortable vocabulary were coming all too commonly to be grasped
not merely as tools of desperation but as genuine reflections of the nature of
nuclear war.??

In the absence of empirical evidence, these nuclear theologians were able
to spend vast resources on their hypothetical scenarios.

Cyber has the advantage that with widespread attacks by hackers, crimi-
nals, and spies, there is more cumulative evidence of a variety of attack
mechanisms and of the strengths and weaknesses of various responses
to such attacks. It helps that cyber destruction can be disaggregated in
a way that nuclear cannot. But at the same time, no one has yet seen a
cyber war, in the strict sense of the word, as defined above. Denial-of-
service attacks in Estonia and Georgia and industrial sabotage such as
Stuxnet in Iran give some inklings of the auxiliary use of cyber attacks,
but they do not test the full set of actions and reactions in a cyber war
between states. The US government has conducted a number of war
games and simulations and is developing a cyber test range, but the
problems of unintended consequences and cascading effects have not
been experienced. The problems of escalation as well as the implications
for the important doctrines of discrimination and proportionality under
the law of armed conflict remain unknown.

New technologies raise new issues in civil-military relations. Dif-
ferent parts of complex institutions like governments learn different les-
sons at different paces, and new technologies set off competition among
bureaucracies. At the beginning of the nuclear era, political leaders devel-
oped institutions to maintain civilian control over the new technology,
creating an Atomic Energy Agency separate from the military as a means
of ensuring civilian control. Congress established a Joint Atomic Energy
Committee. But gaps still developed in the relationship between civilians
and the military. Operational control of deployed nuclear weapons came
under the Strategic Air Command, which had its own traditions, stan-
dard operating procedures, and a strong leader, Curtis LeMay. In 1957,
LeMay told Robert Sprague, the deputy director of the civilian Gaither
Committee that was investigating the vulnerability of American nuclear
forces, that he was not too concerned because “if I see that the Russians
are amassing their planes for an attack, 'm going to knock the s**t out
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of them before they take off the ground.” Sprague was thunderstruck
and replied, “But General LeMay, that is not national policy,” to which
LeMay replied, “I don't care. It's my policy. That's what 'm going to
do.”® In 1960, when President Eisenhower ordered the development
of a single integrated operational plan (SIOP-62), SAC produced a plan
for a massive strike with 2,164 megatons that targeted China as well as
the Soviet Union because of the “Sino-Soviet Bloc.”** The limited nuclear
options that civilian strategists theorized about as part of a bargaining
process would not have looked very limited from the point of view of the
Soviet bargaining partner—not to mention China.

While Cyber Command is still new and has very different leadership
from the old Strategic Air Command, cyber security does present some
similar problems of relating civilian control to military operations. Time
is even shorter. Rather than the 30 minutes of nuclear warning and
possible launch under attack, today there would be 300 milliseconds
between a computer detecting that it was about to be attacked by hostile
malware and a preemptive response to disarm the attack. This requires
not only advanced knowledge of malware being developed in potentially
hostile systems but also an automated response. What happens to the
human factor in the decision loop? Obviously, there is no time to go
up the chain of command, much less convene a deputies’ meeting at
the White House. For active defense to be effective, authority will have
to be delegated under carefully thought-out rules of engagement devel-
oped in advance. Moreover, there are important questions about when
active defense shades into retaliation or offense. As the head of Cyber
Command has testified, such legal authorities and rules still remain to
be fully resolved.?

Civilian uses will complicate effective national security strategies.
Nuclear energy was first harnessed for military purposes, but it was
quickly seen as having important civilian uses as well. In the early days
of the development of nuclear energy, it was claimed that electricity
would become “too cheap to meter” and cars would be fueled for a
year by an atomic pellet the size of a vitamin pill.?° The engineers’ op-
timism about their new technology was reinforced by a political desire
to promote the civilian uses of nuclear energy. Fearful that antiwar and
antinuclear movements would delegitimize nuclear weapons and thus
reduce their deterrent value, the Eisenhower administration promoted
an Atoms for Peace program that offered to assist in the promotion of
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nuclear energy worldwide. Other countries joined in. The net effect was
to create a powerful domestic and transnational lobby for promotion of
nuclear energy that helped provide India with the materials needed for
its nuclear explosion in 1974 and justified the French sale of a reprocess-
ing plant to Pakistan and a German sale of enrichment technology to
Brazil in the mid-1970s.

The Atomic Energy Commission and the Joint Atomic Energy Com-
mittee had been created to assure civilian control of nuclear technology,
but over time both institutions became examples of regulatory capture
by powerful commercial interests—more interested in promotion than
regulation and security. Late in the Ford administration, both institu-
tions were disbanded. However, after the oil crisis of 1974, it became
an article of faith that nuclear would be the energy of the future; that
uranium would be scarce, and thus widespread use of plutonium and
breeder reactors would be necessary. When the Carter administration,
following the recommendations of the nongovernmental Ford-Mitre
Report,? tried to slow the development of this plutonium economy in
1977, it ran into a buzz saw of reaction not only overseas but also from
the nuclear industry and its congressional allies at home.

As mentioned earlier, the civilian sector plays an even larger role in
the cyber domain, and this enormously complicates the problem of de-
veloping a national security strategy. The Internet has become a much
more significant contributor to GDP than nuclear energy ever was. The
private sector is more than a constraint on policy; it is at the heart of the
activity that policy is designed to protect. Risk is inevitable, and redun-
dancy and resilience after attack must be built into a strategy. Most of
the Internet and its infrastructure belong to the private sector, and the
government has only modest levers to use. Proposals to create a central
agency in the executive branch and a joint committee on cyber security
in Congress might be useful, but one should be alert to the dangers of
regulatory capture and the development of a cyber “iron triangle” of
executive branch, congressional, and industry partners.

From a security perspective, there isa misalignment of economic incen-
tives in the cyber domain.?® Firms have an incentive to provide for their
own security up to a point, but competitive pricing of products limits that
point. Moreover, firms have a financial incentive not to disclose intru-
sions that could undercut public confidence in their products and stock
prices. A McAfee white paper notes, “The public (and very often the in-
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dustry) understanding of this significant national security threat is largely
minimal due to the very limited number of voluntary disclosures by vic-
tims of intrusion activity.”* The result is a paucity of reliable data and an
underinvestment in security from the national perspective. Moreover,
laws designed to ensure competition restrict cooperation among pri-
vate firms, and the difficulty of ascertaining liability in complex software
limits the role of the insurance market. Public-private partnerships are
limited by different perspectives and mistrust. As one participant at a
recent cyber security conference concluded, something bad will have to
happen before markets begin to reprice security.>

International Cooperation Lessons

Learning can lead to concurrence in beliefs without cooperation.
Governments act in accordance with their national interests, but they
can change how they define their interests, both through adjusting
their behavior to changes in the structure of a situation as well as
through transnational and international contacts and cooperation. In
the nuclear domain, the initial learning led to concurrence of beliefs
before it led to contacts and cooperation. The first effort at arms control,
the Baruch Plan of 1946, was rejected out of hand by the Soviet Union
as a ploy to preserve the American monopoly, and the early learning was
unilateral on both sides.

As we have seen, much of what passed for nuclear knowledge in the
early days was abstraction based on assumptions about rational actors,
which made it difficult for new information to alter prior beliefs. Yet
gradually, both sides became increasingly aware of the unprecedented
destructive power of nuclear weapons through weapons tests and mod-
eling, particularly after the invention of the hydrogen bomb. As Win-
ston Churchill put it in 1955, “The atomic bomb, with all its terrors,
did not carry us outside the scope of human control,” but with the H-
bomb, “the entire foundation of human affairs was revolutionized.”?! In
his memorable phrase, “Safety will be the sturdy child of terror.” On
the other side of the Iron Curtain, Nikita Khrushchev recalled: “When
I was appointed First Secretary of the Central Committee and learned
all the facts about nuclear power I couldn’t sleep for several days. Then I
became convinced that we could never possibly use these weapons, and
I was able to sleep again. But all the same we must be prepared.”?* These
parallel lessons were learned independently. It was not until 1985 that
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Ronald Reagan and Mikhail Gorbachev finally declared jointly that “a
nuclear war cannot be won and must never be fought.” That crucial nu-
clear taboo has existed for nearly seven decades and was well ensconced
before it was jointly pronounced.

A second area where concurrence in beliefs developed was in the com-
mand and control of weapons and the dangers of escalation as the two
governments accumulated experience of false alarms and accidents. A
third area related to the spread of nuclear weapons. Both the United
States and the Soviet Union gradually realized that sharing nuclear tech-
nology and expecting that exports could remain purely peaceful was
implausible. A fourth area of common knowledge concerned the vola-
tility of the arms race and the expenses and risks that it entailed. These
views developed independently and in parallel, and it was more than
two decades before they led to formal cooperation. Perfect concurrence
of beliefs would lead to harmony, which is very rare in world politics.
Cooperation in the nuclear area responded to both some concurrence of
beliefs as well as actual and anticipated discord.?

By its very nature, the interconnected cyber domain requires a de-
gree of cooperation and governments becoming aware of this situation.
Some analysts see cyberspace as analogous to the ungoverned Wild
West, but unlike the early days of the nuclear domain, cyberspace has
a number of areas of private and public governance. Certain techni-
cal standards related to Internet protocol are set (or not) by consensus
among engineers involved in the nongovernmental Internet Engineer-
ing Task Force (IETF), and the domain name system is managed by
the Internet Corporation for Assigned Names and Numbers (ICANN).
The United Nations and the International Telecommunications Union
(ITU) have tried to promulgate some general norms, though with lim-
ited success. National governments control copyright and intellectual
property laws and try to manage problems of security, espionage, and
crime within national policies. Though some cooperative frameworks
exist, such as the European Convention on Cyber Crime, they remain
weak, and states still focus on the zero-sum rather than positive-sum
aspect of these games. At the same time, a degree of independent learn-
ing may be occurring on some of these issues. For example, Russia and
China have refused to sign the Convention on Cyber Crime and have
hidden behind plausible deniability as they have encouraged intrusions
by “patriotic hackers.” Their attitudes may change, however, if costs ex-

STRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017 35



Joseph S. Nye Jr.

ceed benefits. For example, “Russian cyber-criminals no longer follow
hands-off rules when it comes to motherland targets, and Russian au-
thorities are beginning to drop the laissez-faire policy.”** And China
is independently experiencing increased costs from cyber crime. As in
the nuclear domain, independent learning may pave the way for active
cooperation later.

Learning is often lumpy and discontinuous. Large groups and orga-
nizations often learn by crises and major events that serve as metaphors
for organizing and dramatizing diverse sets of experiences. The Berlin
crisis and particularly the Cuban missile crisis of the early 1960s played
such a role. Having come close to the precipice of war, both Kennedy
and Khrushchev drew lessons about cooperation. It was shortly after the
Cuban missile crisis that Kennedy gave his American University speech
that laid the basis for the atmospheric test ban discussions.

Of course crises are not the only way to learn. The experience of
playing iterated games of prisoner’s dilemma in situations with a long
shadow of the future may lead players to learn the value of cooperation in
maximizing their payoffs over time.?> Early steps in cooperation in the
nuclear domain encouraged later steps, without requiring a change in
the competitive nature of the overall relationship. These governmental
steps were reinforced by informal “Track Two” dialogues such as the Pug-
wash Conferences.

Thus far there have been no major crises in the cyber domain, though
the denial-of-service attacks on Estonia and Georgia and the Stuxnet
attack on Iran give hints of what might come. As mentioned earlier,
some experts think that markets will not price security properly in the
private sector until there is some form of visible crisis. But other forms
of learning can occur. For example in the area of industrial espionage,
China has had few incentives to restrict its behavior because the benefits
far exceed the costs. Spying is as old as human history and does not vio-
late any explicit provisions of international law. Nevertheless, at times
governments have established rules of the road for limiting espionage
and engaged in patterns of tit-for-tat retaliation to create an incentive
for cooperation. While it is difficult to envisage enforceable treaties in
which governments agree not to engage in espionage, it is plausible to
imagine a process of iterations (tit for tat) which develops rules of the
road that could limit damage in practical terms. To avoid “defection
lock-in,” which leads to unwanted escalation, it helps to engage in dis-

36 STrRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017



Nuclear Lessons for Cyber Security?

cussions that can develop common perceptions about redlines, if not
fully agreed norms, as gradually developed in the nuclear domain after
the Cuban missile crisis.*® Discussion helps to provide a broader context
(a “shadow of the future”) for specific differences, and it is interesting to
note that China and the United States have begun to discuss cyber issues
in the context of their broad annual Strategic and Economic Dialogue,
as well as in informal Track Two settings.

Learning occurs at different rates in different issues of a new domain.
While the US-Soviet political and ideological competition limited their
cooperation in some areas, awareness of nuclear destructiveness led them
to avoid war with each other and to develop what Zbigniew Brzezinski
called “a code of conduct of reciprocal behavior guiding the competi-
tion, lessening the danger that it could become lethal.”>” These basic
rules of prudence included no direct fighting, no nuclear use, and com-
munication during crisis. More specifically, it meant the division of Ger-
many and respect for spheres of influence in Europe in the 1950s and
early 1960s and a compromise on Cuba. On the issue of command and
control, concerns about crisis management and accidents led to the ho-
tline, as well as the Accidents Measures and Incidents at Sea meetings of
the early 1970s. Similarly, on the issue of nonproliferation the two sides
discovered a common interest and began to cooperate in the mid-1960s,
well before the bilateral arms control agreements about issues of arms
race stability in the 1970s. Unlike the view that says nothing is settled
in a deal until everything is settled, nuclear learning and agreements
proceeded at different rates in different areas.

The cyber domain is likely to be analogous. As we have seen, there
are already some agreements and institutions that relate to the basic
functioning of the Internet, such as technical standards as well as names
and addresses, and there is the beginning of a normative framework for
cyber crime. But it is likely to take longer before there are agreements on
contentious issues such as cyber intrusions for purposes like espionage
and preparing the battlefield. Nevertheless, the inability to envisage an
overall agreement need not prevent progress on sub-issues. Indeed, the
best prospects for success may involve disaggregating the term attacks
into specific actions that could be addressed separately.

Involve the military in international contacts. As mentioned above,
the military can be under civilian control but still have an independent
operational culture of its own. By its nature and function, it is charged
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with entertaining worst-case assumptions. It does not necessarily learn
the same lessons at the same rate as its civilian counterparts. Early in
the SALT talks, Soviet military leaders complained about the Ameri-
can habit of discussing sensitive military information in front of civilian
members of the Soviet delegation. The practice had the effect of broad-
ening communication within the Soviet side. At the same time, Soviet
military leaders had little understanding of American institutions or the
role of Congress and how that would affect nuclear issues. Their involve-
ment in arms talks helped to produce a more sophisticated generation of
younger leaders. As Foreign Minister Andrei Gromyko put it, “It’s hard to
discuss the subject with the military, but the more contact they have with
the Americans, the easier it will be to turn our soldiers into something
more than just martinets.”

In the cyber domain, the Chinese People’s Liberation Army plays a
major role in recruitment, training, and operations. China today pro-
vides more opportunities for PLA generals to have international contacts
than was true for Soviet officers during the Cold War, but those con-
tacts are still limited. Moreover, while political control over the Chinese
military is strong, operational control is weak, as shown by a number
of recent incidents. Indeed, seven of the nine members of the Standing
Military Commission wear uniforms, and there is no National Security
Council or equivalent to coordinate operational details across the gov-
ernment. The lessons from the nuclear era would suggest the importance
of involving PLA officers in discussions of cyber cooperation.

Deterrence is complex and involves more than just retaliation.
Early views of deterrence in the nuclear era were relatively simple and
relied on massive retaliation to a nuclear attack. Retaliation remained
at the core of deterrence throughout the Cold War, but as strategists
confronted the usability dilemma and the problems of extended de-
terrence, their theories of deterrence became more complex. While a
second-strike capability and mutual assured destruction may have been
enough to prevent attacks on the homeland, they were never credible for
issues at the low end of the spectrum of interests. Somewhere between
these extremes lay extended deterrence of attacks against allies and de-
fense of vulnerable positions such as Berlin. Nuclear deterrence was sup-
plemented by other measures, such as forward basing of conventional
forces, declaratory policy, changes of alert levels, and force movements.
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Many analysts argue that deterrence does not work in cyberspace be-
cause of the problem of attribution, but that is also too simple. Inter-
state deterrence through entanglement and denial still exists even when
there is inadequate attribution. Even when the source of an attack can
be successfully disguised under a “false flag,” other governments may
find themselves sufficiently entangled in symmetrically interdependent
relationships that a major attack would be counterproductive—witness
the reluctance of the Chinese government to dump dollars to punish the
United States after it sold arms to Taiwan in 2010.% Unlike the single
strand of military interdependence that linked the United States and
the Soviet Union during the Cold War, the United States, China, and
other countries are entangled in multiple networks. China, for example,
would itself lose from an attack that severely damaged the American
economy, and vice versa.

In addition, an unknown attacker may be deterred by denial. If fire-
walls are strong or the prospect of a self-enforcing response (“an electric
fence”) seems possible, attack becomes less attractive. Offensive capabili-
ties for immediate response can create an active defense that can serve
as a deterrent even when the identity of the attacker is not fully known.
Futility can also help deter an unknown attacker. If the target is well
protected or redundancy and resilience allow quick recovery, the risk-to-
benefit ratio in attack is diminished.*® Moreover, attribution does not
have to be perfect, and to the extent that false flags are imperfect and
rumors of the source of an attack are widely deemed credible (though
not probative in a court of law), reputational damage to an attacker’s soft
power may contribute to deterrence. Finally, a reputation for offensive
capability and a declaratory policy that keeps open the means of re-
taliation can help to reinforce deterrence. Of course, nonstate actors are
harder to deter, and improved defenses such as preemption and human
intelligence become important in such cases. But among states, nuclear
deterrence was more complex than it first looked, and that is doubly
true of deterrence in the cyber domain.

Begin arms control with positive-sum games related to third parties.
Although the United States and the Soviet Union developed some tacit
rules of the road about prudent behavior early on, direct negotiation and
agreements concerning arms race stability or force structure did not occur
until the third decade of the nuclear era. Early efforts at comprehensive
arms control like the Baruch Plan were total nonstarters. And even the
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eventual SALT agreements were of limited value in controlling numbers
of weapons and involved elaborate verification procedures which them-
selves sometimes became issues of contention. The first formal agreement
was the Limited Test Ban Treaty, where detection of atmospheric tests
was easily verifiable and it could be considered largely an environmental
treaty. The second major agreement was the Non-Proliferation Treaty
of 1968, which was aimed at limiting the spread of nuclear weapons to
third parties. Both these agreements involved positive-sum games.

In the cyber domain, the global nature of the Internet requires interna-
tional cooperation. Some people call for cyber arms control negotiations
and formal treaties, but differences in cultural norms and the impos-
sibility of verification make such treaties difficult to negotiate or imple-
ment. Such efforts could actually reduce national security if asymmetri-
cal implementation put legalistic cultures like the United States at a
disadvantage compared to societies with a higher degree of government
corruption. At the same time, it is not too early to explore international
talks and cooperation. The most promising early areas for international
cooperation are not bilateral conflicts but problems posed by third par-
ties such as criminals and terrorists.

For more than a decade, Russia has sought a treaty for broad inter-
national oversight of the Internet and “information security,” banning
deception or the embedding of malicious code or circuitry that could
be activated in the event of war. But Americans have argued that arms
control measures banning offense can damage defense against current
attacks and would be impossible to verify or enforce. And declaratory
statements of “no first use” might have restraining effects on legalistic
cultures like the United States while having less effect on states with
closed societies. Moreover, the United States has resisted agreements that
could legitimize authoritarian governments’ censorship of the Internet.
Cultural differences present a difficulty in reaching any broad agree-
ments on regulating content on the Internet. The United States has
called for the creation of “norms of behavior among states” that “en-
courage respect for the global networked commons,” but as Jack Gold-
smith has argued, “Even if we could stop all cyber attacks from our solil,
we wouldn’t want to. On the private side, hacktivism can be a tool of
liberation. On the public side, the best defense of critical computer sys-
tems is sometimes a good offense.”¥! From the American point of view,
Twitter and YouTube are matters of personal freedom; seen from Beijing

40 STrRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017



Nuclear Lessons for Cyber Security?

or Tehran, they are instruments of attack. Trying to limit all intrusions
would be impossible, but on the spectrum of attacks ranging from soft
hacktivism to hard implanting of logic bombs in SCADA (supervisory
control and data acquisition) systems, one could start with cyber crime
and cyber terrorism involving nonstate third parties where major states
would have an interest in limiting damage by agreeing to cooperate on
forensics and controls. States might start with acceptance of responsibil-
ity for attacks that traverse their territory and a duty to cooperate on
forensics, information, and remedial measures.*? At some later points,
it is possible that such cooperation could spread to state activities at the
hard end of the spectrum, as it did in the nuclear domain.

Conclusion

Historical analogies are always dangerous if taken too literally, and the
differences between nuclear and cyber technologies are great. The cyber
domain is new and dynamic, but so was nuclear technology at its incep-
tion. It may help to put the problems of designing a strategy for cyber
security into perspective, particularly the aspect of cooperation among
states, if we realize how long and difficult it was to develop a nuclear
strategy, much less international nuclear cooperation. Nuclear learning
was slow, halting, and incomplete. The intensity of the ideological and
political competition in the US-Soviet relationship was much greater
than that between the United States and Russia or the United States and
China today. There were far fewer positive strands of interdependence in
the relationship. Yet the intensity of the zero-sum game did not prevent
the development of rules of the road and cooperative agreements that
helped to preserve the concurrent positive-sum game.

That is the good news. The bad news is that cyber technology gives
much more power to nonstate actors than does nuclear technology, and
the threats such actors pose are likely to increase. The transnational,
multiactor games of the cyber domain pose a new set of questions about
the meaning of national security. Some of the most important security
responses must be national and unilateral, focused on hygiene, redun-
dancy, and resilience. It is likely, however, that major governments will
gradually discover that cooperation against the insecurity created by
nonstate actors will require greater priority in attention. The world is a
long distance from such a response at this stage in the development of
cyber technology. But such responses did not occur until we approached
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the third decade of the nuclear era. With the World Wide Web only two
decades old, may we be approaching an analogous point in the political
trajectory of cyber security? N
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The debate over network protocols illustrates how standards can be
politics by other means.

—Janet Abbate, Inventing the Internet (1999)

The organizing ethos of the Internet founders was that of a boundless
space enabling everyone to connect with everything, everywhere. This gov-
erning principle did not reflect laws or national borders. Indeed, every-
one was equal. A brave new world emerged where the meek are powerful
enough to challenge the strong. Perhaps the best articulation of these senti-
ments is found in “A Declaration of Independence of Cyberspace.” Address-
ing world governments and corporations online, John Perry Barlow pro-
claimed, “Your legal concepts of property, expression, identity, movement,
and context do not apply to us. They are all based on matter, and there is
no matter here.”! Romanticized anarchic visions of the Internet came to
be synonymized with cyberspace writ large. The dynamics of stakeholders
involved with the inputs and processes that govern this global telecommu-
nications experiment were not taken into account by the utopian vision
that came to frame the policy questions of the early twenty-first century.
Juxtapose this view with that of some Internet stakeholders who view
the project as a “rational regime of access and flow of information, ac-
knowledging that the network is not some renewable natural resource but
a man-made structure that exists only owing to decades of infrastructure
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building at great cost to great companies, entities that believe they ulti-
mately are entitled to a say.”

The sole purpose of cyberspace is to create effects in the real world,
and the US high-tech sector leads the world in innovating and develop-
ing hardware, software, and content services.” American companies pro-
vide technologies that allow more and better digital information to flow
across borders, thereby enhancing socioeconomic development world-
wide. When markets and Internet connections are open, America’s in-
formation technology (IT) companies shape the world and prosper. Le-
veraging the benefits of the Internet cannot occur, however, if confidence
in networked digital information and communications technologies is
lacking. In cyberspace, security is the cornerstone of the confidence that
leads to openness and prosperity. While the most potent manifestation
of cyberspace, the Internet, works seamlessly, the protocols and stan-
dards that allow computers to interoperate are what have permitted this
technological wonder to catalyze innovation and prosperity globally.
The power of the current Internet governance model strengthens the
global power of the American example and facilitates democratization
and development abroad by permitting the free flow of information to
create economic growth and global innovation.* Today, this Internet is
at risk from infrastructure and protocol design, development, and stan-
dardization by corporate entities of nondemocratic states.

Cyber security discussions largely focus on the conflict created by head-
line-grabbing exploits of ad hoc hacker networks or nation-state-inspired
corporate espionage.” Malicious actors add to the conflict and are indeed
exploiting vulnerabilities in information systems. But there is a differ-
ent side of cyber conflict that presents a perhaps graver national security
challenge: that is the “friendly” side of cyber conquest, as Martin Libicki
once termed it.® The friendly side of cyber conquest of the Internet entails
dominance of the technical and public policy issues that govern how the
Internet operates. Current US cyber security strategies do not adequately
address the increasing activity of authoritarian states and their corporations
within the technical bodies responsible for developing the protocols and
standards on which current and next-generation digital networks function.

Internet governance can be defined as a wide field including in-
frastructure, standardization, legal, sociocultural, economic, and devel-
opment issues. But the issues related to governance of critical Internet
resources and their impact on US national security are often overlooked.
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Foreign efforts to alter the technical management of the Internet and
the design of technical standards may undermine US national interests
in the long term. This article discusses the US national security policy
context and presents the concept of friendly conquest and the multi-
stakeholder format of Internet governance which allows for the free flow
of information. There are many global challenges to the status quo, in-
cluding the rise of alternative computer networks in cyberspace, that beg
for recommendations to address those challenges.

Internet Governance and US National Cyber Strategy

Technical standards and protocols do not elicit the same attention
as more visible threats to national cyber security. In a human capital
and resource-constrained environment, attention has focused on crime,
espionage, and other forms of cyber conflict rather than on the issues
related to governance of critical Internet resources, development of tech-
nical standards, and design of new telecommunications equipment. In
a domain that is already confusing to policy wonks, the complexity of
Internet governance makes it even harder for policymakers to commit
resources to a field that has no analogy in the physical world. In the
nuclear age, there was no debate as to whether one could redesign the
physical properties of uranium and apply them universally to eliminate
the element’s potential for weaponization. The underlying language of
nuclear conflict was constrained by the laws of physics (e.g., nuclear fis-
sion, gravity). Physical limits in cyberspace exist as well by constrain-
ing information flows to the laws of physics—the wave-particle duality
of radiation which, when modulated with bits, creates an information
flow. However, the “logic” elements of cyber that permit information to
flow across networks and appear within applications to create effects in
the real world are bound only by the limits of human innovation. This
affects the character of cyberspace. Its current form is free and open,
but that does not necessarily mean it always will be. Understanding the
strategic-level issues of Internet governance is thus just as critical as under-
standing the impact of vulnerabilities that attackers may exploit to cause
incidents of national security concern. In the national security context,
the technical management of the Internet matters because it may
allow authoritarian states to exert power and influence over the underly-
ing infrastructure. In the global security context, maintaining the values
of free-flowing information within Internet governance bodies will con-
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tinue to foster innovation and economic prosperity in both developed and
developing states.

Several current national strategies articulate nationwide responses
to cyber threats.” They tend to focus on catastrophic national security
incidents rather than on the battles within the organizations that set
technical standards or manage the day-to-day operation of the Internet.
The White House does highlight the importance of current multistake-
holder forums for design and standardization of the technical standards
via “collaborative development of consensus-based international stan-
dards for information and communication technology . . . a key part
of preserving openness and interoperability, growing our digital econo-
mies, and moving our societies forward.”® Furthermore, the challenges
we face in international standards-setting bodies are recognized in that
“in designing the next generation of these systems, we must advance the
common interest by supporting the soundest technical standards and
governance structures, rather than those that will simply enhance na-
tional prestige or political control.” However, these issues are drowned
out by more-sensational, hypothetical situations of a cyber doomsday.

Security demands that the language of the Internet—the underly-
ing technical standards and protocols—continue to sustain free-flowing
information. If “code is law” in cyberspace, as some posit,'® then the
standards and protocols are the fabric of cyber reality that give code
meaning. In policy circles, cyberspace is already considered the “invis-
ible domain.” Technical standards and protocols are, thus, “invisible”
squared. However, these protocols define the character of the Internet
and its underlying critical infrastructures. As noted elsewhere, “The un-
derlying protocols to which software and hardware design conforms rep-
resent a more embedded and more invisible form of level architecture to
constrain behavior, establish public policy. . . . [I]n this sense protocols
have political agency—not a disembodied agency but one derived from
protocol designers and implementers.”!! In the past it was the United
States that led the world in the development of protocols and standards.
As a result, the values of freedom were embedded in the Internet’s design
and character, which incubated innovation that continues to spur socio-
economic development globally.

Within the DoD context, a single, connected, open Internet is critical
to assuring its missions by facilitating collaboration within the agency
and with its mission partners. Today, the department lists in its Strategy
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for Operating in Cyberspace its concerns about “external threat actors,
insider threats, supply chain vulnerabilities, and threats to DoD’s op-
erational ability.”'? Other elements from the DoD’s Information Enter-
prise Strategic Plan that articulate concerns with Internet governance and
advocate for “DoD equities at international technical and governance
meetings” should be added to the list."> However, the sheer political
nature of the documents does not adequately address broader US for-
eign policy goals within global Internet governance bodies as much as
intended. Thus, DoD computer scientists and engineers risk taking the
backseat in an area where they once pioneered. Creating the Internet
and maintaining the technical edge are two very different problems.

The Friendly Side of Cyber Conflict

Looming battles in Internet standards and governance bodies will
determine the future character of the Internet. The advanced deploy-
ment of IPv6 in Russia and China and development of new standards
by near-peer-competitor countries are creating new technical stan-
dards and deploying them into the global marketplace, thus enabling
friendly cyber conflict.

Friendly conquest occurs when a noncore operator of a system enters
into partnership with a core operator in exchange for access to a desired
information system. Cyber theorist Martin Libicki notes,

One who controls a system may let others access it so that they may enjoy its
content, services and connections. With time, if such access is useful . . . users
may find themselves not only growing dependent on it, but [also] deepening
their dependence on it by adopting standards and protocols for their own systems
and making investments in order to better use the content, services or connec-
tions they enjoy.'4

The core partner in such a coalition emerges to dominate noncore mem-
bers who have come to depend on the service offered, though not with-
out some vulnerability to the core partner’s network. Fears exist “that the
full dependence that pervades one’s internal systems may leave one open
for manipulation. . . . The source of such vulnerability could range from
one partner’s general knowledge of how the infrastructure is secure, to
privileged access to the infrastructure that can permit an attack to be
bootstrapped more easily.”!>

Libicki operates with relational mechanisms to explain how coalitions
leading to friendly conquest occur. Friendly conquest in cyberspace can
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be surmised as the willing participation of X in Y’s information system.
X willingly enters into a coalition with Y in cyberspace. Y’s friendly
conquest of X occurs when X becomes dependent on Y’s system. This is
not to say that X merely entering the coalition will cause the conquest.
X’s perceived need for access to Y’s cyberspace (or inability to construct
its own) causes it to willingly enter into a coalition with Y. X adopts Y’s
standards and protocols making up the information system architecture
of Y’s cyberspace in a way that allows it to interoperate within X’s cy-
berspace. X adopts Y’s cyberspace architecture and thus the necessary
condition for Y’s friendly conquest. It is a facilitating condition for X’s
hostile conquest. X might begin to use the standards and protocols of
Y’s cyberspace as a model for its own cyberspace. Since Y is an expert in
its own standards and protocols, X’s modeling of these standards in
its own systems is another vulnerability, which can facilitate X’s hostile
conquest by Y. X does not have to be a friend. It can be a neutral or a
possible future enemy of Y. There is utility in Y opening its cyberspace
to X only if Y sees some benefit to itself, although Libicki does argue
that Y will open its cyberspace regardless. Once friendly conquest is ac-
complished, Libicki argues, it can facilitate hostile conquest in cyberspace.
Friendly conquest of X by Y may thus facilitate hostile conquest in cyber-
space conducted by Y against X.

The Internet and its underlying technical infrastructure are a potent
manifestation of how the United States, as core operator of an infor-
mation system, extended friendly dominance over allies and adversaries
alike through creation of the technology and setting the rules for its
operation. The Internet relies on products designed and operated by
US-based entities such as the Domain Name System (DNS) and Internet
Corporation for Assigned Names and Numbers (ICANN), Microsoft, and
Cisco. Users around the world, such as Google and Facebook, have come
to rely on services offered over this platform. The dominant position
that US-based entities currently have is not permanent. The Estonian-
developed Skype is indicative that services may be non-US in origin. Yet,
even when an Internet-based service is created by foreign entities, most
of the information flowing through the said application passes through
hardware in the United States. When vulnerabilities are perceived, other
nations may try to exit our information system to preserve their cyber
sovereignty and expand their influence by attracting customers toward
their own indigenous systems and away from the Internet.!® Thus, our
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strategic advantage in cyberspace is not timeless and is being contested
in varying degrees by near-peer competitors. Hence, we should under-
stand their current responses to US technological dominance to refine
our cyber strategy within the context of friendly cyber conquest.

US Air Force doctrine recognizes one aspect of friendly conquest: sup-
ply-side infrastructure vulnerabilities. “Many of the COTS [commer-
cial off the shelf] technologies (hardware and software) the Air Force
purchases are developed, manufactured, or have components manu-
factured by foreign countries. These manufacturers, vendors, service
providers, and developers can be influenced by adversaries to provide
altered products that have built-in vulnerabilities, such as modified
chips.”'” Friendly conquest goes beyond adversaries merely being able
to infiltrate the supply chain and create backdoors on servers of national
security significance before they enter the United States.'® The threat
also comes from the emergence of new technologies in which the United
States is not the core operator but may become dependent. With the fo-
cus on malicious cyber attacks, not enough attention is being paid to the
soft underbelly of the cyber world—the technologies and standards that
have allowed cyberspace to emerge from the electromagnetic spectrum.

China is making a great leap forward in terms of sowing the seeds for
global friendly conquest in cyberspace. As reported by the US-China
Economic and Security Review Commission, “If current trends con-
tinue, China (combined with proxy interests) will effectively become the
principal market driver in many sectors, including telecom, on the basis
of consumption, production, and innovation.”"” US reliance on China
as a manufacturer of computer chips and other information and commu-
nications technology (ICT) hardware has allowed viruses and backdoors
in equipment used by US-based entities, including the military. Extra-
ordinarily low-priced Chinese-made computer hardware is a lucrative
buy in Asia and the developing world.?® Furthermore, Chinese entities,
such as Huawei, are on the leading edge of developing the standards of
next-generation mobile 4G LTE networks.?!

One example of how efforts at friendly conquest can backfire and
make the United States vulnerable to cyber attack was demonstrated in
Microsofts experience with China. In 2003, China received access to
the source code for Microsoft Windows in a partnership with Microsoft
to cooperate on the discovery and resolution of Windows security is-
sues. The China Information Technology Security Certification Center
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(CNITSEC) Source Code Review Lab, described as “the only national
certification center in China to adopt the international GB/T 18336,
the ISO 15408 standard to test, evaluate and certify information se-
curity products, systems and Web services,” was the focal point of this
collaboration.?> Undeterred by International Organization of Standards
(ISO) criteria, and unanticipated by many experts in the field, Chinese
computer scientists reverse-engineered the code. This allowed them to
develop malicious code, including viruses, Trojan horses, and backdoors,
that exploited software vulnerabilities in the operating system. These ef-
forts resulted in the shutting down of the US Pacific Command Head-
quarters after a Chinese-based attack.?> Chinese entities are also making
great strides in developing core information systems upon which others
will come to rely. Virtual reality (VR) technologies are one example of an
emerging tool that could become as ubiquitous for social and commercial
interactions as the Internet is today. Globally, people are increasingly us-
ing VR technology fused with the Internet to socially interact.?4 Experts
have noted that

any country that succeeds in dominating the VR market may also set the tech-
nical standards for the rest of the world, and may also own and operate the VR
servers that give them unique access to information about future global financial
transactions, transportation, shipping, and business communications that may

rely on virtual worlds. . . .

Global commerce is expected to “come to rely heavily on VR.” Banking, trans-
portation control, communications are all types of global commerce occurring in

a virtual reality.?’

While current strategies do address the supply-chain risks posed by for-
eign manufacturing, the trend of China taking the lead in the protocols
that will come to underlie VR and other technologies, as well as stan-
dard setting within international bodies, is a challenge that current cyber
strategies insufficiently address. This may be due in part to the cultural
differences in the relations between US-headquartered multinational
corporations (MNC) and the US government (USG) versus the MNCs
in foreign countries that at times have very close relations to their own
governments.
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Multistakeholders and Internet Governance

Business entities such as multinational corporations contribute to the
formation of policies regulating international communications formally
within the International Telecommunications Union (ITU) and infor-
mally through the personal contributions of their employees within the
ICANN, the Internet Engineering Task Force (IETF), and other organi-
zations. Within the United States, telecommunications service providers
(dating back to the era of electrical telegraph systems) were never part of
a state-owned monopoly. This was not the case in the rest of the world.?°
British Telecom and Deutche Telekom, for example, were state-owned en-
tities before being privatized in the 1990s. Granted, although there is no
direct state control within the United States, telecommunications compa-
nies are regulated by the state. In international telecommunications ne-
gotiations, a state and its ICT firms have a symbiotic relationship.?” This
has been the case since the International Telegraph Union, predecessor of
the International Telecommunications Union, began meeting in the mid
nineteenth century to regulate telegraphy policies.?® Thus, the view in the
developing world is that “at present, it is . . . U.S. law which applies glob-
ally by default as most monopoly Internet companies are U.S.-based.”*

If trade is a political activity, then firms are political actors. States can
utilize firms to distribute or reward power to meet their own political objec-
tives.3Y Since states and firms both cause effects on the behavior of the other,
a dynamic bidirectional interaction exists between the state and the MNC.

Important policy tools that affect the behavior of MNCs include ex-
port controls, protectionism, and strategic trade policy. Export controls
tend to have a political purpose since, as one expert notes, “they are de-
signed to prevent rival states from gaining access to key resources and
technologies,” or to punish a state.’! Firms manufacturing strategic goods
rely on governments to adopt trade policies that will support the firm’s
competitive stance in the global market,* but states do place restric-
tions on what may be exported, even if it is to the detriment of a firm’s
competitiveness in foreign markets.>> In the United States, the federal
government lost the so-called encryption wars of the 1990s, when private
industry protested policies prohibiting the export of strong encryption
software for strategic reasons.**

In an effort to prevent criminals from communicating using unbreak-
able codes, some firms implement law enforcement intercept (LEI)
mechanisms so national security agencies can monitor suspected crimi-
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nal and terrorist communications.”> US firms and persons associated
with them, who develop, maintain, and revise the core standards and
technological infrastructures, are stigmatized by such allegations which
depict a rogue national security apparatus and private sector in collusion
capturing all of the world’s data. This does not reflect the fact that, un-
like in authoritarian states, careful compliance with US laws designed
to protect user privacy maintains a separation between government and
the private sector.*® Media preferring headline-grabbing allegations
decrease global trust in the American private sector and validate the
narratives that the Internet governance mechanisms must be internation-
alized. Thus, the close relationship between governments and firms in the
area of strategic trade policy affects both how firms operate and how
governments counteract the misuse of cyberspace.’”

The global perception that the US government has de facto control of
critical Internet resources is largely shaped by other nations’ experiences
of the close relationship between telecommunications companies and
their national governments. Uniquely, the US government has never
owned or operated any telecommunications companies. As the rest of
the world shifted to the US privatized telecom model, prior experience
of government control of the sector did not leave their cognitive balance.
Today these experiences cast a shadow of suspicion over the special
agreement between the ICANN and the US Department of Commerce.

Critical Internet Resources and Infrastructure

Technical management of the Domain Name System, invented by the
DoD and governed by it in its formative years, was assumed by the De-
partment of Commerce in 1998 and subsequently evolved into its cur-
rent nongovernmental multistakeholder model.’® The description here
will not delve into the tactical- and operational-level functioning of each
organization that has a role in Internet governance.” It will instead of-
fer a brief recap of the underlying technology and the organizations that
have a role in setting the standards which allow for technical function-
ing of the Internet. It is thus the purpose of this section to provide an
account of Internet governance as a source of national security concern.
With discussions focusing on malicious activities, there has been little
consideration to the implications of the peaceful work of designing and
maintaining the Internet and the implications these activities have on
US interests.
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Critical Internet resources (CIR) “in the context of Internet governance
usually refers to Internet unique logical resources rather than physical infra-
structural components or virtual resources not exclusive to the Internet. CIRs
must provide a technical requirement of global uniqueness requiring
some central coordination: Internet address, DNS, Autonomous System
Numbers.”#® Unlike the popular conception of a limitless Internet,
the underlying address space is limited. Indeed, IP address space has
nearly run out. Foreseeing this Internet protocol, engineers developed
IPv6, which among other improvements increased the total number of
potential IP addresses from 4,294,967,296 in IPv4 to 2'* in IPv6. It
is recognized today that “deploying IPv6 is the only perennial way to
ease pressure on the public [Pv4 address pool.”#! As the world begins a
transition from using IPv4 to IPv6 as the dominant communications
protocol for the global Internet, the United States is not leading its de-
ployment. Russia currently enjoys the greatest deployment in terms of
market penetration, and China enjoys the greatest deployment in sheer
numbers.*? The consequences of delayed deployment are related to both
Internet governance and the more traditional security threats. On the
latter point the National Institute for Standards notes that the “preven-
tion of unauthorized access to IPv6 networks will likely be more difficult
in the early years of IPv6 deployments.”? Thus, competitor nations that
have more experience in national-level deployments of IPv6 have greater
technical understanding of its real-world operations. The Air Force
NIPRNet will not be entirely enabled for IPv6 until 2014. Even then, it
has been noted that the plan is to use both IPv4 and IPv6 in parallel for
the next 10-15 years.* As deployment of IPv6 as the backbone of the
Internet continues, Russia and China may have the perceived legitimacy
as IPvG leads and take advantage of that opportunity to shift control of
these scarce address spaces from the ICANN toward the control of an
intergovernmental body, such as the United Nations.

The ICANN and the Current Internet Governance Structure

Because cyberspace is a man-made domain, infrastructure and stan-
dardization are critically important. Global bodies of computer scientists
and engineers create the standards and rules on which the Internet—
the most potent manifestation of cyberspace—operates. Indeed, many

of these global bodies began as DISA, DARPA, or other USG programs
that were privatized in the mid 1990s. Thus, the development of the
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next-generation Internet does not have the United States as the prime
mover.®> Instead, standards and processes are being developed by Rus-
sian, Chinese, and other foreign scientists and engineers. Today’s ma-
chines speak a form of the English language to each other. If US scientific
excellence continues its degenerative path, future networks may come to
rely on machines speaking foreign languages. Furthermore, governance
of the DNS and IP address allocation is being challenged to migrate
from the current multistakeholder approach to an intergovernmental
mechanism within the ITU. This is the friendly side of cyber conflict.

The DNS allows people to use Uniform Resource Locators (URL) to
communicate with other machines on the Internet. Instead of having to
type in the IP address of a website—a string of numbers—a person can
type a natural language URL, such as www.af.mil, into a web browser to
connect with the desired corresponding IP address. This makes the web
user-friendly and to the common user might as well be the work of a
wizard that allows information to be piped onto someone’s computer.
However, IP addresses are scarce, especially in IPv4. The processes for as-
signing scarce IP addresses and allowing the Internet to serve as a global
platform are complex, both technically and, increasingly, politically.

The allocation of IPv4 address space to various registries is provided
by ICANN via the Internet Assigned Numbers Authority (IANA).4
Globally routable IP addresses reside in DNS databases on root zone
databases that allow for the translation of URLs into IP addresses?’ (see
figure next page). The top-level domain names, such as .com or .org, are
maintained and updated by the ICANN, which was once under the De-
partment of Commerce (DoC). Now operating under a memorandum
of understanding with the DoC, the ICANN continues to be the sole
source of IP address allocation to specific DNSs and regional Internet reg-
istries to assure a uniform Internet experience for all. By governing and
maintaining the DNS central root zone databases and backing them up
on DNS servers worldwide, the ICANN assures that if a domain name
is available, someone can buy it and link it with an IP address to create
an online presence.?®

Internet Engineering Task Force: Stewards of TCP/IP

Internationally standardized communications protocol stack, called
Transmission Control Protocol and Internet Protocol (T'CP/IP), allows
for the flow of data packets and information across computer networks,
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including the Internet. TCP/IP is standardized by the International Orga-
nization of Standards for the Open Systems Interconnection (OSI) model
as the basis of Internet networking. A brief description of how information
is sent across networks is necessary to better understand the significance of
TCP/IP. Data packets are the basic units of network traffic. They are the
standard means of dividing information into smaller units when send-
ing it over a network. A significant component of computer networks
is the IP header, which contains information pertaining to the source
and destination addresses. Machines require these strings of numbers to
connect with other computers on the Internet or other networks.? All
networked hardware must have a valid IP address to function on a net-
work. Data packets are recreated by the receiving machine based on infor-
mation within a header of each packet that tells the receiving computer
how to recreate information from the packet data. Without internationally
standardized protocols such as TCP/ID, there would be no assurance that
packets could be read by a receiving machine.>
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The most esoteric of all critical Internet resources are the autonomous
system numbers (ASN). These numbers are used by network providers at
“peering points” to allow information to flow from, say, Verizon to AT&T,
among other uses. Border gateway protocols are one aspect of ASNs.

Internet policy debates have proven the ineffectualness of multi-
lateralism as the United States strives to lead and others fail to follow.
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American technological innovation in the development and mainte-
nance of the Internet’s backbone is unquestioned. But global efforts to
promote regulatory reform, such as including institutions of global gov-
ernance like the ITU as entities responsible for overseeing the ICANN,
are a tense political issue closely linked with the national cyber security
concerns of democratic and autocratic regimes alike. In sum, American
“leadership” as first among equals has led to a succession of dead ends.
We are witnessing countermoves by friends and competitors alike that
may gain momentum during the 2012 World Conference on International
Telecommunication.’!

Global Challenges to the Status Quo

Global information flowing through open elements of cyberspace, such
as the Internet, is regulated by national and regional bodies coordinat-
ing their policies internationally. Standards that have been created for ele-
ments of cyberspace have required lengthy processes at various bodies,
such as the International Organization for Standardization and ITU, to
assure sufficient technical and political cooperation among nation-states.
While US-based entities have traditionally set the standards for Internet
technology, China-based entities, such as the ZTE Corporation, are in-
creasingly taking on roles within the ITU to draft important international
standards that will shape the world’s next-generation networks. This is not
a recent development. As early as 2004, Chinese personnel working in
senior I'TU Telecommunication Standardization Sector positions began to
discuss using the transition to IPv6 as a way to correct a perceived imbal-
ance in address allocation between the United States and the developing
world: “The early allocation of IPv4 addresses resulted in geographic im-
balances and an excessive possession of the address space by early adopt-
ers. This situation was recognized and addressed by the Regional Internet
Registries (RIR). . . . Some developing countries have raised issues regard-
ing IP address allocation. It is important to ensure that similar concerns
do not arise with respect to IPv6.”>2 This is indicative of a desire by some
states to perhaps shift the governance of IPv6 address allocation into a
global institution such as the ITU.

From the perspective of maintaining US national interests, the cur-
rent multistakeholder framework governing critical Internet resources
continues to be a good mechanism for regulating the day-to-day techni-
cal operations of the Internet. However, momentum related to Internet
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governance within the United Nations is gaining within political fo-
rums. Led by Russian and Chinese initiatives, competitors and part-
ners alike have been working toward internationalizing the Internet’s
technical governance. China and Russia, along with India, South Africa,
and Brazil, have led initiatives against US dominance of the ICANN.
These efforts have been in the works for nearly a decade.>® As the DoD
ARPANET experiment emerged to become a significant component
of global socioeconomic development and governments increasingly
came to realize its importance, the momentum for internationalizing its
backbone, the ICANN, became greater. Recall that these pushes for in-
ternationalization are due in part to the perception of US government
control over ICANN via the DoC and NTIA, shaped by the history
of special relationships between state telecommunication corporations
existing in other countries.

The (Potential) Tyranny of the ITU over
Critical Internet Resources

One battleground for debates over internationalizing the ICANN
was observed during preparations for the World Summit for the Infor-
mation Society (WSIS),* when significant opposition to the current
Internet governance began to emerge.”® For instance, in March 2004
during a UN-hosted Global Forum on Internet Governance.>® Brazilian
delegate Maria Luiza Viotti claimed that Internet governance needed
reform, since it is not inclusive of developing countries and instead ap-
pears to be under the ownership of one group of countries or stakehold-
ers.”” Lyndall Shope-Mafole, chair of South Africa’s National Commis-
sion, spoke on similar lines, arguing that the legitimacy of the ICANN’s
processes, rather than its functioning, was of most concern for develop-
ing countries.”® Thus, after rigorous talks, delegates concluded on the
basis of concerns from the developing world that the ICANN required
further reform. Throughout the WSIS process, and continuing in other
forums discussing Internet governance and global cyber security, Brazil
has continued to be a vocal proponent against the US position in the
ICANN. In 2011, India joined South Africa and Brazil in proposing to

“operationalize the Tunis mandate” by

bearing in mind the need for a transparent, democratic, and multilateral mecha-
nism that enables all stakeholders to participate in their respective roles, to address
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the many cross-cutting international public policy issues that require attention
and are not adequately addressed by current mechanisms and the need for en-
hanced cooperation to enable governments, on an equal footing, to carry out
their roles and responsibilities in international public policy issues pertaining to
the Internet, India proposes the establishment of a new institutional mechanism
in the United Nations for global Internet related policies, to be called the United
Nations Committee for Internet-Related Policies (CIRP).”®

The CIRP idea has gained momentum within the developing world as
a counter to the current technical management of the Internet. Indeed,
it echoes closely Chinese concerns voiced by the China Organizational
Name Administration Center (CONAC) that “the U.S. government has
the sovereign power to control the Internet resources. We therefore
suggest making the computer security plan available for comment by
all multistakeholders, for maintaining the security of cyber space is
not a mission only for the U.S. government, and it cannot be accom-
plished by any single nation.”®

From Russia, then prime minister Vladimir Putin stated,

The International Telecommunication Union is one of the oldest international
organisations; it’s twice as old as the United Nations. Russia was one of its co-
founders and intends to be an active member. We are thankful to you for the ideas
that you have proposed for discussion. One of them is establishing international

control over the Internet using the monitoring and supervisory capabilities of the

International Telecommunication Union (ITU).°!

Thus, the United States faces a significant challenge within the I'TU from
autocratic regimes leading the developing world to move control of critical
Internet resources toward a multilateral body. The underlying danger is a
shift away from an Internet whose defining characteristic is the free flow
of information toward a model in which the political agendas of non-
democracies attempt to exert control over the flow of information.
Hence, the United States and like-minded nations must surge diplo-
matically to ensure the character of the Internet remains free from the
political control of a multilateral institution.

This diplomatic struggle for control of the Internet has also been occur-
ring within various other forums, like the UN Commission on Science
and Technology for Development. Suggestions being made on the issue
include:

Establishment of an ad hoc working group under the Commission on Science
and Technology for Development with a view to the development of an insti-
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tutional design and road map to enhance cooperation on Internet-related public
policy issues with the support of the Secretary-General . . .

Creation of a more permanent committee on international public policy issues
pertaining to the Internet within the United Nations system, possibly modeled
on the Committee on Information, Communications and Computer Policy of the
Organization for Economic Cooperation and Development . . .

And more concretely, global policy questions should be addressed by an entity
with global representation, such as the United Nations, and regional questions by
entities with regional representation, such as the Council of Europe . . . [and] the
participation of relevant organizations in discussions on Internet governance at
the quadrennial ITU Plenipotentiary Conference, and the public review process
and Governmental Advisory Committee of ICANN. ©2

With the upcoming World Conference on Telecommunications in Decem-
ber 2012, such statements indicate that these ideas will resurface as part
of the ITU effort to revise International Telecommunications Regula-
tions (ITR) to include governance of next-generation critical Internet
resources within the ITU’s mandate and assume a greater role in Inter-
net governance.®

Making Internet governance open to intergovernmental processes
could put US national security at risk, given the potential for less-than-
responsible state actors to take the current privatized laissez-faire approach
to governing the Internet and have nation-states and their corporate entities
take control of governing critical Internet resources. This would not en-
sure DoD equities are protected in an environment where critical deci-
sions on underlying technical standards and Internet operation would be
left to national governments that are competing with the United States.

Shadow “DNS” Rising

As described above, the critical Internet resources that allow for uni-
versally resolvable URLs and global Internet communications are possi-
ble due to the root system that is managed by the ICANN and protocols
designed, developed, and debated within the IETF (among other orga-
nizations). Although this allows for a free and open Internet to func-
tion, the standards and protocols that the ICANN uses to maintain the
domain name registries can be used by individuals, ad hoc networks,
and nation-states to design and deploy an alternative DNS system that
can either be independent of or “ride on top” of the Internet. A corpo-
rate LAN, such as “.company—name” for internal company use, is an
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example of the first. When a group wishes to ride over the global DNS
root but incorporate its own pseudo top-level domain, core operators
of the pseudo domains can use specific software resources to resolve do-
mains that are globally accessible within their alternative DNS system.
American audiences can experience what it is like to enter an alternative
DNS universe via the Onion router (TOR) network. Downloading the
Onion router package and navigating to websites one would prefer to
visit anonymously (the typical use of TOR), one may point the TOR
browser to websites on the “.onion” domain and mingle where the cyber
underworld has started shifting the management of its business opera-
tions these days to avoid law enforcement and to add another layer of
protection to their personas.®

Should significant usage of such shadow Internets occur, this could lead
to the loss of confidence and utility of the Internet itself. The greatest
risk comes when nation-states develop and deploy their own alternate
domain-naming systems for internal use, thereby separating themselves
from the global Internet. This is different from controlling access
points and actually develops country-level intranets that may or may
not be connected to the global Internet.® The discussion herein focuses
on Russia and China as far as their successes in deploying potentially
new intranets for in-country use. Other countries, such as Iran, are fol-
lowing suit.

US involvement in openly promoting and organizing “digital activists”
by issuing up to $30 million in grant funding to increase open access
to the Internet, support digital activists, and push back against Internet
repression wherever it occurs in the fight for free flows of information,
generates international friction that is counterproductive to promot-
ing international cooperation on cyber security issues.”®® The “Internet
Freedom Agenda” is one example of this phenomenon.®” Such technol-
ogy effectively allows citizen-activists to hack past government digital
sentries to spread forbidden information. Other tools allow activists to
don digital disguises and organize themselves into social movements de-
signed to topple regimes. The result has been the emergence of alternative
national networks that essentially create alternate domain name systems
for in-country use, allowing for censorship of content and stifling the
productivity of the current Internet topology. China is one country that
has implemented this on a national scale, and Iran is closely following
suit.%® Others are sure to follow these attempts. The rise of a splintered
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Internet will certainly change the character of the current Internet, with
negative consequences for freedom and prosperity worldwide. Those
who wish the Internet to remain free and open will benefit and draw
a sharp, moral contrast with those wishing to control the master switch.
Thus, maintaining the current Internet governance model, while addressing
legitimate concerns of friends and allies, will help assure the Internet con-
tinues to serve as a robust platform for human economic development.

Conclusion

Failure to pay attention to our vulnerabilities from Internet gov-
ernance and friendly conquest may provide our adversaries with a
strategic advantage in cyber conflict. Our own cyber-attack efforts will
also become complicated as networks that are not based on protocols
and standards developed by US-based entities are deployed by our com-
petitors. To aid how we conceive of cyberspace, as well as adjust to change
within the cyber environment, there must be a broad dialogue on these
issues. Despite the Internet’s historic roots within the Department of
Defense, there has not been a well-organized effort to influence the devel-
opment of technical standards and policies affecting Internet governance.
Currently, the DoD has remained in a reactive mode, coordinating and
commenting on the various global norms and standards being consid-
ered within the USG processes related to Internet governance. Because
of this approach, the DoD and the USAF may be perceived as not having
the legal expertise or technical reputation in Internet governance. The
DoD, and the US Air Force in particular, should exercise leadership and
take a more active role in the development of information technology infra-
structure standards as it once did. Furthermore, it should more carefully
document its role and provide metrics on its participation and position
with Internet governance bodies. The Air Force should play a leading
role within the DoD and the whole of government by explicitly focusing on
a broader concept of friendly conquest that implicitly exists in policies,
strategies, and doctrines. The 2012 World Telecommunications Confer-
ence in December 2012 may be the right place to commence this effort.

As the hardware and software on which the global Internet is based
evolve and non-US entities begin to invent new hardware, standards,
and protocols, potentially taking market share away from US entities,
the US position as core cyber infrastructure operator will diminish.
The United States currently enjoys technological dominance through its
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position of developer and core provider of Internet services made pos-
sible by the ICANN and the top-level Domain Name System. But our
national cyber security strategies do not adequately address threats that
may stem from other countries developing the protocols, standards, and
technologies on which the next generation of networks will be based.
The Air Force has a key role to play given the wealth of technical excel-
lence that resides within its community of scientists and engineers. It
cannot act alone, however, and the DoD will need to focus some of its
already limited cyber resources toward Internet governance. Not doing
so risks allowing foreign-designed technical standards and protocols to
form the backbone of next-generation IT and potentially puts DoD
operations at risk by reversing what is now an Internet characterized
by the free flow of information on which the DoD depends. The USAF
remains the leading US military service impacting cyberspace, and thus
its actions or inactions in Internet governance debates matter. K@
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Most analyses on cyber deterrence draw a sharp distinction between
the operational philosophy of the United States and that of authoritarian
states like China and Russia. On the whole, they describe the difficulty of
US efforts to maintain an effective cyber defense against brazenly offen-
sive Chinese and Russian threats. This analysis takes an important con-
trarian position on this issue which has been relatively ignored: the cyber
philosophy of China might offer the United States some useful insights.
China’s approach is more effective in ways that, for now, are apparently
antithetical to the United States—amoral, overt, and proactive.

Whether Russian cyber nationalists or the Chinese Honkers Union,
their guiding principles are clear: they are willing to defend their home-
land through assertive and invasive techniques and will not limit their
focus to defensive capabilities that only unevenly deter attacks. When
defending the state from any perceived enemies—whether state, sub-
state, or nonstate—establishing an offensive capability that instills fear
is clearly a main agenda item within Russia and China. Part of this is
based on their insecurities about a perceived kinetic imbalance with the
United States and a willingness to be morally flexible when it comes to
cyber-war norms. Arguably, the United States does not adopt a similar
approach because of an apparent reluctance to mimic the policy of such
distasteful regimes and an arrogance that does not concern itself with
asymmetry. These stances undermine US national security.

Dr. Matthew Crosston is the Miller Endowed Chair for Industrial and International Security and
founder and director of the International Security and Intelligence Studies (ISIS) program at Bellevue
University. He has authored two books, several book chapters, and nearly a dozen peer-reviewed articles
on counterterrorism, corruption, democratization, radical Islam, and cyber deterrence.
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First, for clarification, it is necessary to parse out the so-called rogue
cyber behavior of China and Russia. There are significant differences
in the manner and philosophy with which the two states approach their
cyber activities. China is seen as having a more “learnable” model that
should creatively inspire the United States to alter and evolve its own
cyber strategy to a level that would subsequently surpass the Chinese
approach. Importantly, the purpose is not to copy Chinese cyber policy
exactly, but rather to transform the characteristic of overt transparency
into a US strategy of proactive cyber capability. This would infuse US
security with a complex but capable new influence calculus where strate-
gically overt means are used to further positive deterrence ends.

Ideally, this overt cyber strategy would create credibility in virtual
weapons which employ disruptive cascading effects so powerful as to
negate their use. The key would be in establishing plausible fear in the
adversary. Some might argue there is limited utility in this approach be-
cause of the possibility that both China and Russia would fail to recognize
the power of such a posture. Such logic subsequently declares virtual weapons
do not have the same credibility as, say, nuclear weapons because the
former have not achieved that level of credibility through actual usage
or even testing. The efficacy evolution in cyber weaponry, however, helps
support the main argument here. Given the recent revelations about
Stuxnet and the effectiveness of the Duqu and Flame viruses—which
quite possibly moved beyond the capabilities of Stuxnet—cyber weapons
are rapidly obtaining that fearful reputation, and thus, deterrence via
overt cyber strategy can no longer be considered pure fantasy.

This influence calculus turns current conventional wisdom on con-
straining norms within jus in cyber bello on its head. To date these con-
straints have shunned an overtly proactive US cyber strategy. A greater
likelihood for peace across the global virtual commons is possible by
using a strategy of facilitating restraint through fear. Please note, how-
ever, that amoral and unethical are not freely interchangeable in this
analysis. For example, the Chinese may not view their cyber stances
as unethical, while the United States does. The classically Machiavellian
argument is that deep reflective discussions about morals and ethics
should be suspended from the cyber domain if effective deterrence is to
be achieved through overt strategy.

Finally, a cautious caveat: this is not an entreaty to abandon covert
activities or secrecy. Rather, it is an important balancing argument for
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developing a fully encompassing strategy that allows both covert and
overt US cyber power—an important evolution. It is not an argument
against the need for classified operations. Simply, cyber strategy must be
decoupled from a de facto zero-sum game. The building and elevating of
overt cyber preemption does not take away from the relevance and reach
of US covert cyber reactionary powers.

China and Russia: Cyber Cousins—Not Cyber Brothers

There seems to be a strong divergence in perception regarding China’s
desire to command cyberspace offensively. On the one hand is the as-
sumption that this is a natural manifestation of its growing desire to
achieve global superpower status. On the other hand is the counterargu-
ment that emphasizes China’s own perception of its inability to operate
effectively against the United States in a conventional military confron-
tation. Indeed, many Chinese writings suggest cyber warfare is considered
an obvious asymmetric instrument for balancing overwhelming US
power.! This latter argument is more compelling based on these stark
military realities:

* In overall military spending, the United States spends between five
and 10 times as much per year as China.

* Chinese forces are only now beginning to modernize. Just one-quar-
ter of its naval surface fleet is considered modern in electronics,
engines, and weaponry.

* In certain categories of weaponry, the Chinese do not compete. For
instance, the US Navy has 11 nuclear-powered aircraft carrier battle
groups. The Chinese navy only recently launched its first carrier, a
refurbished Russian ship used solely for training.?

* In terms of military effectiveness (i.e., logistics, training, readiness),
the difference between Chinese and US standards is not a gap but a
chasm. The Chinese military took days to reach survivors after the
devastating Sichuan earthquake in May of 2008 because it had so
few helicopters and emergency vehicles.?

With this state of military affairs, China’s perception of insecurity
is not surprising. Even more logical is the Chinese resolve to grow its
asymmetric cyber capabilities: such attacks are usually inexpensive and
exceedingly difficult to precisely attribute. Attribution becomes even
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more complex for states where cyber attacks can be “launched” from
neutral or allied countries.®

Given an authoritarian state’s capacity for paranoia, it is illogical for
China not to develop its offensive cyber capabilities. In this case, the
weak conventional military strength is quite real. To that end, the
People’s Republic has endeavored to create its own set of lopsided mili-
tary advantages in the cyber domain. To wit:

* The Pentagon’s annual assessment of Chinese military strength de-
termined in 2009 that the People’s Liberation Army (PLA) had
established information warfare units to develop viruses to attack
enemy computer systems and networks.

* 'The PLA has created a number of uniformed cyber warfare units,
including the Technology Reconnaissance Department and the
Electronic Countermeasures and Radar Department. These cyber
units are engaged on a daily basis in developing and deploying a
range of offensive cyber and information weapons.

* China is believed to be engaged in lacing the network-dependent
US infrastructure with malicious code known as “logic bombs.”>

The official newspaper of the PRC, the Liberation Army Daily, con-
firmed China’s insecurity about potential confrontation with the United
States in June 2011. The Chinese government proclaimed that “the US
military is hastening to seize the commanding military heights on the
Internet. . . . Their actions remind us that to protect the nation’s Internet
security we must accelerate Internet defense development and accelerate
steps to make a strong Internet Army.”® Clearly, the Chinese have sought
to maximize their technological capacity in response to kinetic realities.
This is not to say the United States is therefore guaranteed to be in an
inferior position (information about US virtual capabilities at the moment
remains largely classified), but the overt investment, recruitment, and
development of Chinese virtual capabilities presents opportunities the
United States should also be willing to entertain.

How does all of this compare and contrast with the Russian approach
to the cyber domain? Anyone studying cyber conflict over the last five
years is well aware of Russia’s apparent willingness to engage in cyber
offensives. The 2007 incident in which the Estonian government was
attacked and the 2008 war with Georgia are universally considered
examples of Russian cyber technology as the tip of their military spear.
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While it is true Russia actively encourages what has come to be known
as “hacktivism” and lauds “patriotic nationalist” cyber vigilantism as
part of one’s “civic duty,” there are still distinct differences with China.”

Much of Russia’s cyber activity, when not in an open conflict, seems to
be of the criminal variety and not necessarily tied directly into the state.
Indeed, Russia seems to utilize organized crime groups as a cyber conduit
when necessary and then backs away, allowing said groups continued
commercial domination. Russia, therefore, almost acts as a rentier state
with criminal groups: cyber weapons are the natural resource, and the
Russian government is the number one consumer. This produces a dif-
ferent structure, style, and governance model when compared to China.

Table 1. Parsing cyber rogues

Category Breakdown China Russia
Purpose Protectionist Predatory
Psychology Long-term/Rational Short-term/Cynical
Style Strategic Anarchic
Governance Model State-centric Crimino-Bureaucratic

Purpose

China’s purpose in developing its cyber capability seems motivated by
protectionist instincts based largely on the perception that it is not able
to defend itself against the United States in a straight conventional mili-
tary conflict. Russia’s purpose seems utterly predatory. This is no doubt
influenced by the fact that most of the power dominating cyber capabil-
ity in the Russian Federation is organized and controlled by criminal
groups, sometimes independently and sometimes in conjunction with
governmental oversight.

Psychology

The operational mind-set of China seems to be both long-term and
rational. Its strategies are based on future strategic objectives and its
position within the global community. Most if not all of China’s goals
in the cyber domain can be clearly understood in terms of rational self-
interest. Russia’s cyber mind-set is dominated by short-term thinking,
largely motivated by the pursuit of massive profit and wielding of in-
equitable political power. Analyzing just how much of Russian cyber
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activity is in fact controlled by the desire for wealth leads to an overall
impression of state cynicism.

Style

Chinese cyber activity is strategic in style. The state strives to control
the cyber environment and maintain influence over all groups in the
interest of the state. The Russian cyber atmosphere, unfortunately, re-
sembles anarchy. The state engages criminal groups through an authority
structure that is blurred if even existent. Consequently, there is little
confidence that the Russian government exclusively controls its cyber
environment.

Governance Model

It is clear that China’s cyber governance model is state-centric. This
may not be ideal for democracy, but it shows China does not allow com-
peting authorities or shadow power structures to interfere with its national
interests. Russia’s cyber governance model is crimino-bureaucratic. It is
not so much that the state is completely absent from the cyber domain
in Russia, but rather the ambiguity of power and authority define the
cyber domain. Russia may enjoy claiming the allegiance of its patriotic
nationalist hackers, but it does not in fact tightly control its own cyber
netizens, at least not in comparison to China.

While neither Russia nor China is afraid to use offensive cyber
weapons, there are dramatic structural, motivational, strategic, and
philosophical differences. Russia seems to embody a criminal-governmental
fusion that has permeated the entire state apparatus. The cyber domain
there is used for temporary forays to achieve state objectives and then
returns to more permanent criminal projects. As such, it is not truly
state-controlled, is relatively anarchic, and cannot establish any deter-
ring equilibrium. China, on the other hand, may be the first state to
truly embrace the importance of tech-war; it has realistically assessed
its own kinetic shortcomings and looked to cyber for compensation.
In short, it has fused Sun Tzu with Machiavelli—better to quietly over-
come an adversary’s plans than to try to loudly overcome his armies.

This analysis paints Russia in a relatively stark strategic light. While
these differences do not give rise to a trusted alliance with China, the
manner in which it approaches its cyber domain presents interesting
new ideas about how the United States should approach the global cyber
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commons. These ideas would be in contrast to both academic literature
and journalism, as they offer two completely divergent responses. On
the one hand, the United States is not appropriately meeting this chal-
lenge, and on the other hand, it remains second-to-none in cyber offense.
The United States invests heavily in cyber security, and members of
the intelligence community work to create cyber weapons meant to
preserve US military predominance. However, there are still missed op-
portunities and weaknesses that have not been addressed or overcome
by covert strategy. Namely, emphasizing covert and opaque cyber initia-
tives hinders the emergence of a global cyber strategy that could compel
constraint without actually engaging in cyber attacks. Recall this is not
about developing overt at the expense of covert. Rather, it is about end-
ing the zero-sum cyber game to the strategic benefit of the United States.
Up to now American virtual patriots have not been used for maximum
impact and effectiveness. It would be wise to position offensive cyber
capabilities for strategic, overt, preemptive purposes rather than as solely
logistical, covert, reactionary weapons. This is a dramatic shift in strategic
mind-set, arguing for a yin-yang approach toward the covert and overt
aspects of cyber rather than the present view as a zero-sum game.

New Technology but not New Thinking

In 2004, the Congressional Research Service (CRS) issued a report on
information warfare and cyber war. It discussed public policy oversight
issues Congress should consider, including whether the United States

should

* encourage or discourage international arms control for cyber-
weapons, as other nations increase their cyber capabilities;

* modify US cyber-crime legislation to conform to international
agreements that make it easier to track and find cyber attackers;

* engage in covert psychological operations affecting audiences within
friendly nations;

* encourage or discourage the US military to rely on the civilian
commercial infrastructure to support part of its communications,
despite vulnerabilities to threats from possible high-altitude electro-
magnetic pulse (HEMP) or cyber attack;
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* create new regulation to hasten improvements to computer security
for the nation’s privately owned critical infrastructure; or

* prepare for possible legal issues should the effects of offensive US
military cyberweapons or electromagnetic pulse weapons spread to
accidentally disable critical civilian computer systems or disrupt
systems located in other non-combatant countries.®

The CRS analysis focused on existing physical infrastructure and capacity.
It did not explore new theoretical concepts that might achieve national
interest more effectively. Most striking is the apparent assumption that
the cyber domain will worsen in terms of political environment, as seen
by the overreliance on cyber defensive systems. Such emphasis renders the
US position reactive and late. The argument made here is for also pushing
overt strategies based on devastating offensive capabilies that shift the US
position into being more proactive, like China. Reactive policy simply
responds to cyber attacks. Overt policy seeks to deter them.

'The same CRS report highlighted the need for the Department of Defense
(DoD) to achieve both decision and information superiority. This means
a competitive advantage in the cognitive realm and one that enables the
military to surprise an enemy.” Both of these advantages are best achieved
with added front-end capability and not solely accomplished by reactionary
policies. In short, there can be no dominant operational transfiguration
without first a profound strategic transformation. An overt cyber strategy
upfront makes proactive deterrence through fear more probable and gives
the perception of decision and information superiority. Broadening the
discussion to embrace a change in strategic mind-set greatly expands new
potential deployment and deterrence options.

Many agencies within the US government have come close to espousing
this transformation, only to fall short by demanding that US cyber
capabilities remain exclusively covert. The National Security Agency has
argued to better defend information networks by openly engaging both
allies and adversaries in an open forum.!? The Pentagon believes strongly
in “active defense,” which is, quite simply, cyber offense. The problem
is that both remain strategically focused on responding to a major cyber
attack through covert means. In other words, the same flaw found in the
CRS report nearly a decade earlier still applies; the limited innovation
remains reactive. If the United States continues to view the overt and
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covert aspects of cyber strategy as a zero-sum game rather than as yin-
yang symmetry, then it will fail to realize its true cyber dominance.

A more disconcerting aspect of the discussion—at least for those
who envision the cyber domain as a venue for instigating deterrence,
not provocation—is that a capability used exclusively for covert activity
becomes just another weapon among weapons. The point of maintain-
ing total secrecy is due to the lethality of actual deployment. Any pre-
emptive deterring power, therefore, is lost when kept covert. Remember,
the argument here is not to abandon secrecy altogether; it is not about show-
ing all the cards but voluntarily revealing some cards for strategic purposes.
If the desire is to expand a capability’s impact, not just in terms of winning
wars but in preventing them, then overt strategy is a valuable tool.

Recall where Chinese cyber policy found its fundamental motivation:
China’s original intent was to deter other nations from pursuing more-
traditional coercive policies. It also wanted to develop an advanced cyber
warfare capacity that would allow it to asymmetrically challenge any
potential adversary.!! One must see Chinese cyber offensive strategy as
a rational solution that is not simply cheap, but potentially capable of
giving the United States pause before a large-scale conventional military
engagement.'? This kind of policy in US hands, focused by an overt of-
fensive strategy, could transcend national interests and provide a frame-
work for achieving greater cyber restraint at the global level. Keeping the
aforementioned influence calculus in mind, it elevates above Chinese
parochialism for the greater, more responsible global good of overt US
cyber dominance.

Note this is not an entreaty to copy or mimic Chinese cyber policy.
China itself does not formally admit to an explicitly overt strategic policy
over the cyber domain. It is, however, undoubtedly proactive and of-
fensive. By strategically allowing general knowledge about the existence
of an offensive program and spreading the perception that it is willing
to proactively use it, the United States has the opportunity to increase
the fear-hesitancy of potential adversaries beforehand. In other words,
adopting China’s proactive policy and mutating it into something more
overt and explicit (combined with superior US technological innova-
tion and rule of law) can expand US cyber capability beyond its current
covert, reactive roles. This is not an argument to disband covert action
or remove reactive capacity. Rather, it is an admission that these two
latter spheres simply do not equip the United States with an effective
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deterring cyber capability. Adding a proactive, offensive, overt “third
strategic wheel” to this domain might do so.

The importance of this issue was confirmed by the head of US Cyber
Command, Gen Keith Alexander, testifying before the House Armed
Services Committee’s Subcommittee on Emerging Threats and Capa-
bilities in 2011:

We believe that state actors have developed cyber weapons to cripple infra-
structure targets in ways tantamount to kinetic assaults; some of these weapons
could potentially destroy hardware as well as data and software. The possibili-
ties for destructive cyber effects, having long been mostly theoretical, have now
been produced outside of the lab and are proliferating into national arsenals
and possibly beyond. . . . Segments of our nation’s critical infrastructure are not
prepared to handle this kind of threat.'?

For those aware of the innate difficulty of cyber deterrence reactively
keeping ahead of cyber attacks, this confession from General Alexander
only makes it more compelling to allow discussion of a new overt mind-
set in US cyber strategy that strives to prevent these deadly new weapons
from being used. In some ways Alexander is close to this very conclusion
but misses the final connection:

We see frequent media reports on nations contemplating the creation of their

own cyber commands. . . . There is a rough, de facto deterrence at the strategic level

of cyberspace. Although no one knows how a cyberwar would play out, even the most

capable state actors seem to recognize that it is in no ones interest to find out the hard

way. This concern has led to a certain degree of restraint by states that we deem
ble of causi i ber eff hasis added).'*

capable of causing very serious cyber effects (emphasis added).

In developing offensive cyber weapons for overt strategic use, states
make it known how devastating and cost-punitive a potential cyber strike
would be. In essence, it is simply adjusting the general’s vision—by
making the costs of cyber war overtly explicit, it becomes every state’s
self-interest to engage in cyber restraint. Alexander intimates that such
restraint has already developed to a certain degree because of the unknown
fear (but clearly perceived assumption) that an all-out cyber war would be
disastrous. As such, the most logical path is to try to intensify that percep-
tion through overt cyber strategy and thus raise restraint even more. The
argument here seeks to answer the “why it matters” question and begin
changing the original strategic mind-set. With such an argument in place,
it will then be appropriate to broaden and deepen the project into blazing
potential “how to” trails. This in fact makes analytical sense; namely, there
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can be no relevant “game planning” if the strategic state mind-set remains
unaltered.

Is US Cyber Command already blazing that trail on its own? When
considering the five strategic initiatives below, as detailed by General
Alexander, it seems clear that it is not:

1. Treat cyberspace as a domain for the purposes of organizing,
training, and equipping, so the DoD can take full advantage of
its potential in military, intelligence, and business operations;

2. Employ new defense operating concepts to protect DoD net-
works and systems;

3. Partner closely with other US governmental departments and
agencies and the private sector to enable a whole-of-government
strategy and an integrated national approach to cybersecurity;

4. Build robust relationships with US allies and international partners
to enable information sharing and strengthen collective security; and

5. Leverage the nation’s ingenuity by recruiting and retaining an excep-
tional cyber work force and enable rapid technological innovation.!

There is nothing faulty or inappropriate with the above strategies.
The issue is that the United States is not fully considering all the strategies
available. US cyber policy remains too wedded to reactive defensive
measures. When it considers proactive offensive measures more akin to
Chinese strategy, they remain within covert operations. This is fine to
facilitate the two goals of USCYBERCOM—to protect US freedom
of action in cyberspace and to deny freedom of action in cyberspace
to all adversaries—but it is not enough as a holistic strategy to achieve
the desired change in the global cyber mind-set, where the use of cyber
weapons becomes as abhorrent as using nuclear weapons.

The focus on possible cyber improvements should be strategic. Not all
cyber initiatives must be reacted to in kind. Theoretically, it will always
be possible to react to a cyber attack with, for example, a drone strike.
Logistically, however, such reactions might be worse than the initial action.
As such, while answering cyber with cyber should not be considered
inevitable and exclusive, it could be the best strategic response in the end.
This would be a loose inspiration from the Chinese example, where cyber
often seems a preferred initiative over direct military maneuvers.
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Perhaps partial explanation for this strategic flaw is that the United
States does not have a healthy fear of kinetic asymmetry like China and
Russia. Viewing kinetic asymmetry as “everyone else’s problem,” the
United States could actually fall behind other states in terms of innovative
cyber strategy. China’s concern over conventional asymmetry clearly led
to greater investment in proactive and offensive cyber measures. Since
the United States does not worry about such asymmetry, it seems stuck
on measures that are reactive, covert, and defensive. This overconfidence
limits the potential reach and deterrent impact of a new US overt cyber
strategy.

Leading cyber states excel at increasing the effectiveness of covert virtual
weapons. The United States in fact is the prime leader. But it remains
a poor representative in pushing forward an agenda of overt strategic
cyber transparency where cyber becomes more about preemption and
deterrence rather than inferior surprise and reaction.

Zero-Sum Game, Part I
The Strategic Power of Overt Transparency

The potential risks in cyberspace have always been on policymakers’
minds. The stakes were made clear in the president’s National Cyberspace
Policy Review:

With the broad reach of a loose and lightly regulated digital infrastructure,
great risks threaten nations . . . and individual rights. The government has a
responsibility to address the strategic vulnerabilities to ensure that the US . . .

together with the larger community of nations, can realize the full potential of

the information technology revolution.'®

Clearly, a constructive cyber environment—globally expansive in its
positive conformity while limiting free riders and violators—is essential.
Alas, the drive to create such an environment seems based on idealistic
beliefs that do not conform to the real world. As stated by Mikko Hyp-
ponen at the NATO Cooperative Cyber Defence Centre of Excellence in
Tallinn in 2009, “in the end, it is just about good versus evil.” The United
States will not co-opt through paramilitary structures, like China, nor will
it coerce through shadowy criminal networks, like Russia. So how does it
motivate global cyber netizens to positive behavior? Apparently, this seems
to rest on creating enough trust in states “doing the right thing.”!” Given the
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counterculture ethos of the cyber domain, this goal seems hyper-idealistic,
if not outright irresponsible.

If the choice is between a system of deterrence based on idealistic
governmental altruism or on a realist fear of retaliatory punishment and
strategic first-strike restraint, the latter (again, loosely inspired by Chi-
nese strategic thinking) is not only more easily achievable but also more
effective. It would appear, however, that contemporary conventional
wisdom does not agree. This is partially based on an attempt to force just
war theory unchanged into the cyber domain and to misread what the
rules of strategic cyber deterrence ought to be, as Randall Dipert notes:

It is also true that Just War Theory, having been endorsed by most industrial de-
mocracies and in international law, has acquired the status of damage-minimizing
convention. However, the increasing number of nations, especially non-Western
ones, who show no serious effort to endorse or follow this convention—and the
unwillingness of other nations to force compliance—means that the advantage

of a widely accepted convention is lost; it merely handicaps nations with the

developed public sense of morality and prevents them from moral intervention.'

This public sense of morality handicaps well-meaning nations, because
they are trying to create compliance on the backend of a process, reactively
and covertly, when such compliance is more likely when accompanied by
an equal strategy on the frontend, proactively and overtly. Focusing on
ethics, morals, and trust to motivate compliance in the cyber domain is
irrational at the very least because of how easy it is to attack anonymously.
Flipping this process and inverting the motivational stimuli produces a
system of compliance independent of goodwill and ethical behavior: not
purely defense, but offense; not purely covert, but overt; not purely re-
active, but proactive; not hoping to inspire trust, but forcibly compel-
ling fear. The cyber domain is not so different that the guiding principle of
international relations cannot apply—fear plus self-interest equals peace.
It is simply about realizing that covert and overt cyber activity function
best not as zero-sum, but as yin-yang.

This idealistic normative thinking is even more dubious when the
limitations of a so-called cyber cold war are supposedly elaborated:

It is relatively clear what the reasonable (and thus moral) constraints on Cyber
Cold War would be. There should be little targeting of strictly defensive com-
puter control systems. There should be no attacks that disable or panic global
financial or economic systems. There should be no power interference in the

vital economic and security interests of a major power."”
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These proposed behavioral rules about jus in cyber bello are paradoxical:
with so many constraints on allowable action, the underlying motivational
framework of fear—so essential in the original Cold War in moderating
behavior—becomes nonexistent. Indeed, if the above parameters were ob-
served, then a state could arguably be 7ore motivated to attack. Remove the
civilian population and domestic infrastructure from cyber attack, and you
have sanitized cyber war to a point where there is no fear of engagement.

A Cyber Cold War would be multilateral rather than bilateral: it would involve
many nations, with different interests and not allied by treaty. Furthermore, the
parties would include major non-governmental players such as private compa-
nies or even individuals or groups of individual hackers, perhaps with political
interests. It is unlikely, in the more capitalistic and constitutionally free countries,
that national governments can easily rein in these potential corporate and indi-
vidual cyber attackers.?

The problem with this formulation is that it envisions a so-called cyber
cold war beholden to apparently voluntary parameters of constraint. The
parameters elaborated, however, do not honor but corrupt the true deter-
ring force that existed in the Cold War. If an overt strategy of credible cyber
debilitation were allowed to openly develop, then most of the problems
mentioned above would be inconsequential to the proper functioning
of the virtual global commons—multilateral or bilateral, individuals or
groups, national governments or private corporations, clearly defined
adversaries or anonymous, nonattributable attacks. A system that does
not rely on arbitrary good behavior and instead proactively establishes
overt cyber-weaponization strategies alongside continued covert capa-
bilities creates an environment where the futility of first-strike efficacy
and perceived retaliatory devastation rein in behavior globally.

The United States tends to be obsessive about keeping its techno-
logical capabilities classified. This is partially explained by the need to
maintain effective surprise in retaliation to an attack rather than striving
to prevent an attack initially. Yet, it is also explained by the US attempt to
be the leading voice for liberally idealistic global cyber norms. This was
confirmed in 2008 when former intelligence official Suzanne Spaulding
testified before the House Cybersecurity Subcommittee.

My concern is that (the Department of Defense) has been so vocal about the
development and deployment of [classified] cyber-warfare capabilities that it
will be very difficult for that department zo develop and sustain the trust neces-
sary to undertake essential collaboration on defensive cybersecurity efforts with the
private sector and with international stakeholders. . . . There is significant risk
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that these vital partners will suspect that the collaboration is really aimed at
strengthening our offensive arsenal (emphasis added).?!

There are two problems with the above quote. On the one hand, policy
makers continue to focus on apparent voluntary trust in a domain that
is not typified by such behavior. On the other hand, the DoD remains
steadfast in its worship of clandestine capability and thus loses the pre-
emptive deterrence of overt strategy which can compel cooperation as
opposed to just hoping for it. These are not small problems, as trust
and collaboration between dangerous actors work when there is an ele-
ment of consequence to poor action. An overt strategy of offensive cyber
capability—revealing some cards while not revealing all, with no nod
to ethical considerations that demand targeting constraints and a focus
purely on the efficacy of preemptive deterrence—arguably has a chance
to shine a light of consequence into the shadowy anarchy of cyber. This is
how the United States, as mentioned at the beginning of this article, could
be inspired by the essence of Chinese cyber strategy, but it must ultimately
elevate to a higher capability and competence.

Further hindering this evolution, the academic community has re-
mained too enamored with trying to connect ethical theories into the
cyber domain to create a liberal, idealistic governing code. Many scholars
have acknowledged that these theories, whether utilitarianism, Kantian
theory, or natural rights theory, have cast relatively little new light into
the cyber domain.?? Despite such sincere if misguided efforts, the best
possibility for preemptive cyber deterrence might be old-school strategic
realism and not new-school ethical liberalism.

As awkward as it may be to admit publicly, the Chinese might have
something for the United States to truly consider. A fusion of Sun Tzu’s
pragmatism with Machiavelli’s overt strategic amorality carries the po-
tential to deter negative cyber action before it ever begins. As Sun Tzu
asserted, the highest realization of warfare is to attack the enemy’s plans;
next is to attack its alliances; next to attack the army; and the lowest is to
attack its fortified cities. Machiavelli made it clear that if an injury has to
be done to a man, it should be so severe that his vengeance need not be
feared. This overt, amoral offensive fusion has one purpose: not to logis-
tically conduct war but to strategically avoid it. At the present time there
is no current discussion of US cyber strategy broaching these subjects,
and subsequently, the zero-sum cyber game remains unchanged.
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Zero-Sum Game, Part 11
Cyber Domain and International Law:
Can Fear Be the Duty to Assist?

Unlike cyber crime, the international community has not achieved an
agreed-upon consensus for cyber rules. This leaves existing international
law no choice but to try to apply by analogy. While the application is
not perfect, there are at least three general prescriptions to state conduct
in cyberspace, according to law professor Duncan Hollis.

1. States must not launch a cyber attack that qualifies as a use of
force absent UN Security Council authorization or pursuant to
a state’s inherent right to self-defense.

2. States must not employ cyber attacks within armed conflicts
that violate the laws of war. States must avoid cyber attacks that
target civilian objects, cause indiscriminate harm, or violate the
rights of neutral states.

3. States must respect the sovereignty of other states in responding
to any cyber attacks that do not constitute a use of force. . . .
States cannot respond to cyber attacks directly if it would inter-
fere with the sovereignty of another state.?

The most controversial argument here is the idea to purposely and openly
violate the above three precepts, or at least create believability that such
violation will occur, to instill the compelling credibility of fear. Such
overt strategy can create compliance improvement when considering the
duty to assist (DTA), as Hollis suggests, using a rescue-at-sea analogy.

International law needs a new norm for cybersecurity: a duty to assist, or DTA. . . .
As yet, there is no DTA for the Internet. But an SOS for cyberspace, an e-SOS,
could both regulate and deter the most severe cyber threats. Unlike proscriptive
approaches, a DTA would not require attribution to function effectively; those
facing harm would not need to know if it came from a cyber-attack, let alone
who launched it. A DTA would seek to redress unwanted harms directly, what-
ever their cause. It would do so by marshaling sufficient resources to avoid or at
least mitigate that harm. If it does so effectively, attackers may think twice about
whether it is worth the effort to attack at all (emphasis in original).?

The overall purpose of the DTA is correct: to deter the worst potential
cyber behavior. It is by no means a false deterrence ploy; it is the rightful
obligation of states to assist in an investigation not only to help, but also
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to improve their own trustworthiness and remove suspicion of complicity.
The flaw, once again, comes in focusing on the backend of the process,
seeking to reactively reduce harm. It uses the terms deter and avoid, but in
actuality the DTA is truly centered on the terms redress and mitigate. An
overt proactive cyber strategy is about deterrence and avoidance, which
would make issues of redress and mitigation less necessary.

Hollis wanted to legally establish an e-SOS that would better deter cyber
attacks by rendering states more resilient in the face of threats.”> He is
accurate in diagnosing the problem but is unable to connect to truly
new strategy because of moralistic hand-wringing that restricts discus-
sion to reactive and defensive measures of mitigation. In other words, the
intellectual community has focused so exclusively on the aftermath of an
attack that it basically does not consider the potential promise in overt,
proactive strategies that might preempt attacks.

This becomes obvious when considering two concepts used in the law
of armed conflict, reflecting the fundamental differentiation between
principles that govern the legal decision to use force in international re-
lations (jus ad bellum) and conduct/behavior during times of war (jus in
bello).*® Trying to seamlessly apply these principles to the cyber domain
has proven consistently thorny.

Both traditional elements of deterrence seem to be considered unsatisfactory for
the purposes of cyber deterrence. . . . Whilst cyber deterrence does not abandon
the approach based on influencing potential adversaries mind-sets, it will most likely
have to rely on different methods to achieve this desired effect (emphasis added).?’

Changing the strategic mind-set of cyber thinkers requires one to rec-
ognize it is easier to leverage influence before conflict takes place than
after hostilities have begun. The flaw is in the failure to connect higher-
purpose ethical considerations to a harder strategic core; the argument
is not that the United States must never consider the parameters and
limitations in cyber war once underway. Rather it is about the need to
address these concerns by enacting an overt strategy that can prevent cyber
attacks. Perhaps one other reason this bridge-building has not been at-
tempted is because of the general consensus that cyber weapons cannot
be used for coercive purposes or do not instill fear as easily as nuclear
weapons. But in reality, this might not matter.
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Cyber Deterrence: Voodoo Magic or
Simple Classic Realism?

Although the work of Martin Libicki is extremely well-known among
cyber experts, a relatively little-emphasized point in a recent article that
discussed the ability (or inability) of cyber war to have strategic impact
is crucial here:

If cyber war is going to assume strategic importance, it must be able to generate
effects that are at least comparable to, and preferably more impressive than,
those available from conventional warfare. . . . More to the point, for cyber to be a
strategic weapon for coercive purposes, it has to be frightening to the popula-
tion at large, or at least to the leaders—so frightening that the aggressors can
actually read some gains from the reaction or concession of their targets. . . . It
follows that if the use of cyber weapons is unimpressive at the strategic level, the
fear that might come from the #hreat to use cyber weapons may be similarly
unimpressive. . . . Nuclear arms fostered fear, but there was not a great deal of
doubt or uncertainty in their applications. Cyber may be the opposite—incapable

of inducing real fear directly, but putatively capable of raising the specter of

doubt and uncertainty (emphasis in original).?®

Libicki is right in how the fundamental debate is framed. So how can
a new strategic line of thinking answer some of his concerns? Perhaps the
inability of cyber to achieve true strategic importance is not based on its
inability to instill fear, but rather the policy community’s reluctance to
cross the ethical Rubicon and consider a system whose aim is to achieve
credibility in using real-time cyber lethality overtly. The goal is not to
turn cyber weapons into some sort of voodoo magic. Rather, it is to fuse
cyber weapons with classical realism, whether through propaganda or
public testing. If the perception of a first cyber strike becomes irrational
because of a “proven” retaliatory capability, then Libicki’s legitimate con-
cern about the credibility of cyber lethality will be surmounted. Over-
coming this concern is essential, as it brings the deterring equilibrium of
fear without having to engage in actual cyber war.

With a system that can at times overtly advertise these requisite skills,
the United States would no longer need to convince adversaries of its
omniscience or magic. Adversaries would only need to believe in ra-
tional self-interest that good behavior will avoid debilitation and bad
behavior carries severe consequences. Ironic as it may seem, perhaps the
key to developing this overt cyber strategy of preemptive deterrence, en-
suring more reliable behavior across the virtual commons, comes about by
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being creatively inspired by an authoritarian state like China and adopt-
ing more strategically amoral rules of conduct in cyber war that so far
have been relatively forbidden by the American scholarly community.
This is not to say the United States should do away with defensive ef-
forts or covert weapons or cyber spies. Rather, it is an entreaty to allow
American virtual patriots to employ offensive cyber capabilities for stra-
tegically overt preemptive purposes rather than solely as logistically co-
vert reactionary weapons. This is not an argument against the relevance
of the latter, but it is an explanation of how the former might lessen their
need. The overt and covert aspects of US cyber strategy are better un-
derstood as yin and yang. They are not zero-sum. Change that strategic
mind-set in the uniquely American ways discussed here, and US cyber
dominance will be unchallenged for a long time to come. N
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Energy Insecurity
The False Promise of Liquid Biofuels

CAPT T. A. “Ike” Kiefer, USN

Some prominent arguments appear almost daily in the media that
biofuels will increase our domestic supply of transportation fuel, end
our dependence on foreign oil, reduce military vulnerabilities on the
battlefield, and generally improve national security. Biofuels are further
touted to reduce fuel price volatility, polluting emissions, and green-
house gases (GHG) and even stimulate the economy. These arguments
all fall apart under scrutiny. The promise and curse of biofuels is that
they are limited by the energy that living organisms harvest from the
sun and suffer a fatal “catch-22”: uncultivated biofuel yields are far too
small, diffuse, and infrequent to displace any meaningful fraction of US
primary energy needs, and boosting yields through cultivation consumes
more energy than it adds to the biomass. Furthermore, the harvested
biomass requires large amounts of additional energy to convert it into
the compact, energy-rich, liquid hydrocarbon form required for com-
patibility with the nation’s fuel infrastructure, transportation sector, and
especially the military. The energy content of the final-product biofuel
compared to the energy required to produce it proves to be a very poor
investment, especially compared to other alternatives. In many cases,
there is net loss of energy. When energy balance (energy output minus
energy input) across the full fuel creation and combustion lifecycle is
considered, cultivated liquid biofuels are revealed to be a modern-day
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attempt at perpetual motion that is doomed by the laws of thermo-
dynamics and a fatal dependence on fossil fuel energy. The United States
cannot achieve energy security through biofuels, and even the attempt is
ironically achieving effects contrary to “clean” and “green” environmental
goals and actively threatening global security.

This article focuses on cultivated biomass converted into liquid trans-
portation fuel, and all references to biofuels throughout refer to these
circumstances unless specified otherwise. The overall approach is an analysis
of alternatives comparing three distinct biofuels methodologies with con-
ventional petroleum fuel to assess their relative costs and benefits. It begins
by considering what energy security means in terms of fuel quality
and supply, then builds an analytical framework of key parameters
and evaluates how each of the biofuel methodologies fall short. Next it
provides evidence that pursuit of biofuels creates irreversible harm to the
environment, increases greenhouse gas emissions, undermines food
security, and promotes abuse of human rights. The article concludes
with specific recommendations for policy and action.

Energy Security

The ability of biofuels to truly substitute for petroleum fuels is the
core question addressed here. The US Congress has authoritatively de-
fined energy security in Title 10 of the US Code as “having assured ac-
cess to reliable supplies of energy and the ability to protect and deliver
sufficient energy to meet mission essential requirements.”1 In 2011, the
United States imported 45 percent of its petroleum, and this generates
concern because of US dependence on other nations for supply and
unpredictable global market price volatility.? If a way existed to reliably
supply US transportation energy exclusively from domestic sources with
reasonable and stable prices, it would clearly enhance energy security.

An Appeal to Science over Politics

This research is based on an extensive literature survey of recent and
reputable sources emphasizing US government agency data published in
official reports and university studies published in peer-reviewed scientific
journals. Since 2008, a new generation of more rigorous studies has dra-
matically undermined the naive assumption that biofuels are inherently
clean and green, carbon-neutral, and the world’s solution to petroleum
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dependence. But these watershed scientific documents have so far had
little impact on US government or military energy policy. The US Navy
directly rejected a RAND study conducted at the direction of Congress
and delivered to the secretary of defense in January of 2011 that un-
ambiguously found biofuels of “no benefit to the military.”® A second
RAND study and a report by the US National Academy of Sciences,
both severely questioning the wisdom and efficacy of current US biofuels
policies, also resulted in no adjustments to US biofuels pmgrams.4 In
August 2012, the German National Academy of Sciences, in a country
very aggressive in its pursuit of alternative energy, released the report of
a three-year study that concluded biofuels offer little or no benefit in
reducing GHG emissions and that “the larger scale use of biomass as
an energy source is not a real option for countries like Germany.” The
German scientists even went so far as to flatly recommend all of Europe
abandon biofuel production mandates.” In October 2012, the National Re-
search Council released a report which critically questioned the feasibil-
ity of sustainable production of algae-based biofuels and highlighted
five areas of major concern that parallel and support arguments made
in this article against all cultivated biofuels.® These are but a few of the
studies that point out fatal flaws in pursuing biofuels as a substitute
for petroleum. There are several key parameters that, when understood,
help to evaluate the utility of fuels and the costs and consequences of
their production and use.

The Science of Fuels

The energy carriers in fossil fuels and biofuels are hydrogen and carbon
atoms. Hydrogen is abundant, is very reactive in accepting and releasing
energy in its chemical bonds with other atoms, and is the lightest element,
giving it a very high gravimetric energy density (joules per kilogram). Pure
hydrogen powers everything from microorganisms to turbine engines.”
Carbon is another common and lightweight element with very high
combustion energy. It also readily forms long molecular chains and can
serve as a backbone to organize many other atoms into dense and neatly
organized packages. Combined with hydrogen in equal parts, it forms
highly versatile and energetic liquid fuels. Carbon transforms hydrogen
from a diffuse and explosive gas that will only become liquid at -423° F
into an easily handled, room-temperature liquid with 63 percent more
hydrogen atoms per gallon than pure liquid hydrogen, 3.5 times the
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volumetric energy density (joules per gallon), and the ideal characteristics
of a combustion fuel.® If we did not have carbon, we would have to
invent it as the ideal tool for handling hydrogen.

In 1909, Fritz Haber discovered the chemistry of converting natural
gas into ammonia (i.e., converting fossil fuel into plant fuel). Ammonia
(NH,) is a potent organic fuel for most bacteria and plants which have the
ability to metabolize its nitrogen and hydrogen energy.’ Placingammonia
in the soil to fuel plant growth is known as “nitrogen fixing.”'° It can be
done naturally and slowly by symbiotic soil and root bacteria using photo-
synthesis energy borrowed from their host plant, or it can be done arti-
ficially and quickly by humans manufacturing it and plowing it into the
soil.!! The manufacture of ammonia is second only to plastics in con-
sumption of US industrial energy, and 80 percent of ammonia goes into
making fertilizer.> Today, lowa farmers pump pure liquid ammonia into
the soil at the rate of 150—200 lbs/acre!® to harvest consecutive annual
crops of 160—180 bushels per acre of corn—a sixfold increase over historical
yields.™ It is largely because of the global conversion of fossil fuel energy
into food that the world has avoided Robert Malthus’ 1798 prophecy of
global famine from population growth overtaking food production.'

Without the addition of artificial fertilizer energy, plants are limited
to getting their energy from the sun. The devastating limiting factor for
all biofuels is that photosynthesis captures solar energy with surprisingly
poor speed and efficiency—only about 0.1 percent of sunlight is trans-
lated into biomass by the typical terrestrial plant,'® and this translates
into an anemic power density of only 0.3 watts per square meter (W/m?).!”
This is 20 times worse than the 6.0 W/m? that current solar panels
arrayed in large farms can collect from the same sunlight and acreage.'®
Humans must input fossil fuel energy in the form of ammonia fertilizers
to overcome this solar limit on biomass production for crops. While this
is a justifiable option to increase food production, it makes no sense to
add energy to something that is supposed to be an energy source such
as biofuel crops. It is also nonsensical to add fossil fuel energy when the
objective is to displace fossil fuel energy.

A perfect combustion fuel possesses the desirable characteristics of easy
storage and transport, inertness and low toxicity for safe handling, measured
and adjustable volatility for easy mixing with air, stability across a broad
range of environmental temperatures and pressures, and high energy
density. Because of sweeping advantages across all these parameters, liquid
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hydrocarbons have risen to dominate the global economy. No materials
other than very exotic and toxic substances like lithium borohydride
(LiBH,) or expensive rare metals like beryllium surpass the energy den-
sity of diesel and jet fuel. Biodiesel and ethanol both fall short. Hydro-
gen fuel cells, electrical storage batteries, and capacitors miss by a much
greater margin. Other alternatives, such as wind, solar, geo-thermal, or
waste-to-energy devices, can power some laptops and light some fixed
facilities but simply cannot harvest enough energy to propel the tanks,
jets, helos, and trucks that are by far the major battlefield fuel consumers.
These can offer only an incidental decrease in overall fuel requirements
for mechanized forces and then only in low-hostility circumstances
where they can be set up and safeguarded.

In addition to inorganic and organic chemistry, an energy strategist
must understand two unbreakable laws of the universe. The first law
of thermodynamics (conservation) states that energy is neither created
nor destroyed, but only changes form. The second law (entropy) distin-
guishes between useful energy that can perform work and useless energy
that cannot. It holds that some fraction of useful energy irreversibly be-
comes useless every time energy is converted from one form to another.
In other words, any conversion process consumes some of the useful
energy and leaves less in the output products. Together, these two laws
declare that the amount of useful energy that can be recovered from a
system is always less than the energy that was put into the system. Every
transaction, process, or conversion pays an energy tax, which is why it is
impossible to construct a perpetual motion machine. The ratio of energy-
out to energy-in is a critical parameter in evaluating energy sources.

Energy Return on Investment

For energy strategists to get the right answers, they must first ask the right
questions. When choosing a primary energy source and a fuel to derive from
it, it is essential to be sure the fuel will meet the demands of the civiliza-
tion that will consume it—not only in terms of quantity, but even more
fundamentally, in terms of quality. One key measure of fuel quality is how
much useful energy the fuel yields divided by how much energy is required
to extract the primary energy source from the environment and convert it
into that fuel. This metric is known as energy return on investment (EROI)."

EROI - Energy available in newly produced fuel

Energy consumed in producing the new fuel

92 STrRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017



Energy Insecurity

Raw primary energy sources require some energy to be consumed to
process them into finished fuels. An EROI of 1:1 would mean the useful
energy in a newly produced quantity of fuel is exactly equal to the energy
consumed in its production. It might seem that any EROI greater than
unity is of net benefit to civilization, but this is not the case. A modern
civilization requires a much greater return on its investment, because sur-
vival and standard of living depend upon the size of this margin.

Civilization Is a Living Organism

Dynamic energy budget (DEB) theory is a sophisticated approach to
looking at living things in terms of energy.?® A thermodynamic analysis
reveals that any organism can only afford to expend a small fraction
of its current energy stores finding and processing new primary energy
sources into fuel (assimilation) because there are many other essential
energy-consuming (dissipation) tasks it must perform to survive; these
include sustainment, repair, protection, maturing and increasing in
complexity, and reproduction. Only if there is surplus energy after all
of these demands are fully satisfied will the organism increase its mass
(growth). To power all these activities, the organism needs food that is
not just fractionally positive in net energy, but rather has an EROI many
multiples greater than unity. A civilization is itself a high-order physical
and biological organism that has tremendous overhead costs and can
spare only a fraction of its energy to assimilate new energy.

Minimum EROI for Modern Civilization

A study of historical US economic performance over the last century
has found that economic recessions are linked to primary energy EROIs
dipping below a critical threshold of 6:1.2! This value represents the
minimum energy quality an industrial civilization must have to sustain
a modern, energy-intensive quality of life. Another macroanalysis found
that an EROI of 3:1 is the bare minimum quality a raw energy feed-
stock must have to overcome all the production costs and conversion
losses and still deliver positive net energy to modern civilization.?* A 3:1
EROI thus also represents a critical tipping point. To put these values in
biological terms, a modern industrial civilization is very energy-hungry,
and if undernourished on a diet of foods with lean EROIs below 6:1, it
becomes catabolic, eating into the fat of its savings and the muscle tis-
sue of its infrastructure to replace the missing calories. As long as EROI
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remains below 6:1, industrial civilization is locked into a death spiral
where an ever increasing fraction of its economic output (GDP) is spent
on energy at the cost of eroding standard of living.?> At EROIs below
3:1, the food is so poor that digesting it into fuel takes more energy than
it returns, and full starvation sets in. The only way out of this hunger
trap is either to find higher-EROI energy or to decay into a preindustrial
civilization with lower energy needs.

The bottom line is that a healthy modern economy must be fed by
hearty primary energy sources with a collective EROI above 6:1. Pur-
posely displacing high-EROI energy sources with anything that returns
less than 6:1 is ill advised. Plotting out fuel EROI estimates versus their
current energy contribution to the US economy provides a useful per-
spective on their relative utility (fig. 1). 24
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Figure 1. Energy return on investment (EROI) of US energy sources

Evaluating Biofuels

Food Crop Ethanol

Over the past 70 years, the United States has nearly perfected corn
as a high-yield food and industrial starch feedstock. Unfortunately, the
laws of physics exact large energy tolls from processes that require many
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conversions, such as producing liquid fuels from solid biomass. After
decades of study and experimentation and continuously refined com-
mercial production, the scientific literature consensus for corn ethanol
EROI is a lowly value of 1.25:1.%° Even worse, there is no net gain in
liquid fuel energy—the ethanol produced contains energy barely equal
to the input fossil fuel energy. The small energy profit is contained in
byproducts, principally high-protein biorefinery leftovers called distillers’
dry grains and solubles (DDGS) that can be used as cattle feed. More
than $6 billion a year in direct federal assistance to corn growers and
ethanol refiners since 2005 has served only to reduce a nonexistent foreign
dependence on animal feed protein supplements.

It should be pointed out that the corn ethanol EROIs published in
the literature and discussed above are not for a pure corn ethanol life-
cycle, but for a hybrid lifecycle involving both fossil fuel and corn etha-
nol where fossil fuel provides much of the input energy. A proper corn
ethanol EROI would be calculated using corn ethanol as the exclusive
energy source to make more corn ethanol, but no example is available
today. This is telling. It will be shown below by lifecycle analysis that
making corn ethanol is a negative energy-balance process that consumes
more than five-sixths of the energy invested. Civilization would get six
times more output energy from the fossil fuel diverted to make corn
ethanol if it were instead used directly as fuel.?®

Modern intensively farmed corn, with its huge appetite for fossil fuel—
based ammonia and agrichemicals, is making a large, net negative con-
tribution to the nation’s energy budget and working to increase rather
than decrease petroleum demand. Using biomass to replace fossil fuels is
futile if a large portion of the energy invested to make them is from fossil
fuel. Applying ammonia fertilizer to any crop intended for biofuel is an
indefensible waste of energy.

Cellulosic Ethanol

The facts are even less kind to liquid fuels made from cellulosic ma-
terials such as wood, switchgrass, and harvest wastes, which contain no
easy sugars and starches. Cellulose can be broken down into fermentable
sugars but must first be separated from the lignin. Paper manufacturers
use concentrated acid and explosive steam treating known as the “Kraft
process.” However this one step alone consumes as much energy as exists
in the final ethanol. Those who want to make energy out of lignocellulose
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must use much slower and more expensive enzyme or microbial processes;
and then still remains fermentation, distillation, and dehydration. A rigorous
thermodynamic analysis found that cellulosic ethanol is three or more
times more difficult to produce than food crop ethanol, with an EROI far
below 1:1.” However, a much-touted USDA study that assumed away
many of the known difficulties and costs to predict a fanciful EROI for
switchgrass of 5.4:1 (four times better than corn ethanol) has been used
to justify spending billions of dollars in federal and private funds on some
high-profile entrepreneurial misadventures.?® Nevertheless, the proof is in
the performance.

Despite all the subsidies, tax breaks, and fuel-mixing mandates since
2005, there is not a single commercially viable cellulosic ethanol facility
in the United States today.” Rather, the landscape has been rocked by
high-profile frauds and failures, such as Cello and Range Fuels.?® In-
stead of the 500 million gallons of cellulosic ethanol a year by 2012
promised by huge federal expenditures on startups and biorefineries,*!
the Environmental Protection Agency (EPA) officially counts only one
20,000-gallon commercial transaction to date to an undisclosed buyer.?
Nevertheless, the EPA continues to fine US oil refineries for not mixing
nonexistent cellulosic ethanol into their gasoline.”> Some of the com-
panies that have been working on cellulosic ethanol the longest—such
as Gevo, Amyris, and Cellana—have shifted to corn ethanol, industrial
chemicals, and fish food.34 British Petroleum and others have suspended
construction of huge biorefineries in the United States.>> Other com-
panies such as Coskata and Primus Green Energy are quietly leading
a mass migration away from any pretense of renewable fuels to instead
boldly embrace synthetic liquid fuels made from natural gas.>® The
former CEO of Codexis, who presided over the spending of $400 mil-
lion in pursuit of cellulosic ethanol, has publically confessed that mak-
ing hydrocarbons from carbohydrates is a dead end. He is now at Calysta
working on natural gas—to-liquid fuel.’”

Biodiesel

Plant species which yield some biomass as lipids include soy, cam-
elina, rapeseed, oil palm, jatropha, peanut, sunflower, cottonseed, saf-
flower, and microalgae. All of these crops, including a nonpoisonous
Mexican variant of jatropha, have provided human and animal food
over the centuries. The natural lipids in these plants can be broken down
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by adding methanol to become fatty-acid methyl esters (FAME), com-
monly known as biodiesel. Contrary to popular belief, biodiesel is a very
different chemical cocktail than conventional diesel fuel and has a lower
energy density and inferior physical properties. To overcome biodiesel
and other liquid biofuel shortcomings and make them more compatible
with existing fuel infrastructure and high-performance engines, they
must be transformed into true “drop-in” hydrocarbons by a series of
processes, known as “hydrotreating,” that increase the ratio of hydrogen
to carbon, remove all oxygen, and change the structure and blend of the
constituent molecules.® Hydrotreatment greatly increases the cost and
reduces the renewable nature of the fuel, because the hydrogen added
comes from fossil-fuel natural gas and the process releases 11 tons of
CO, for every ton of hydrogen added. A national security energy strategist
must understand such technical details as these and also be aware that all
military aircraft and combat vehicles and civilian airline fleets must have
hydrotreated biofuel. Even before being punished by hydrotreatment,
biodiesel EROIs calculated from rigorous, full commercial-scale lifecycle
studies range from 1.9:1 for soy*® down to well below 1:1 for microalgae.*’

Algae is the only biodiesel crop with high-enough potential yields to re-
place petroleum without consuming all US territory and deserves further
consideration. Optimistic studies have projected algae biodiesel to achieve
much higher EROIs, but a critical analysis of their assumptions reveals
they depend on a host of unrealistic circumstances. These include massive
supplies of free water and nutrients, a free pass on enormous environmental
impact, and market economics that miraculously transform enormous ac-
cumulations of soggy biomass byproduct with a per-ton value less than
the cost of transportation into a cash commodity crop. A literature survey
of reported algae EROIs performed by the National Research Council
found values from 0.13:1 to 7:1, but in the higher cases, energy credits
from co-products dwarfed the energy delivered as liquid fuel—biodiesel
was really the co-product and solid biomass the product.?! Algae are much
more efficient in producing “soylent green” than in producing green fuel.
Proponents often claim that algae need only sunlight and CO, to grow. In
practice, however, the need for high yields compels use of fossil fuel-based
commodity fertilizer typically delivered as urea.*? Solazyme Inc., the US
Navy’s choice for algae biofuel, actually grows its product in dark bio-
reactors using carbon and hydrogen energy in the form of sugar. This
makes it unique in producing a biofuel 100 percent dependent upon a
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food crop and getting O percent of its energy from the sun via direct
photosynthesis—a worst-case scenario.*?

The simple but decisive math is that, even at commercial scale with
generous assumptions about cellular reproduction rate and lipid fraction
and oil extraction, and ignoring the costs of facilities and water, Argonne
National Laboratory has calculated that it takes 12 times as much total
energy and 2.6 times as much fossil fuel energy to put a gallon of algae
biodiesel in a gas station pump instead of a gallon of petroleum diesel—
and this is before hydrotreatment.** Direct comparison of alternatives is
a sound evaluation technique and introduces the important economic

concept of opportunity cost.

Fuel Lifecycles and Opportunity Cost

Not only should new fuels have an EROI greater than 6:1, they should
also have an EROI greater than available alternative fuels suitable to the
same purpose. If they have a lower EROI and their use is compelled,
production will sap energy from higher EROI fuels and create an energy
deficit to the economic sector they serve.®> This can be demonstrated by
comparing petroleum fuels to corn ethanol. Current petroleum diesel
and gasoline production EROIs are variously estimated between 10:1 and
20:1. A conservative approach least favorable to petroleum is to postulate
an 8:1 EROI, which represents the lowest value calculated since 1920.4°
An 8:1 EROI means that one barrel of liquid fuel energy input can sup-
port the exploration, drilling, extraction, and refining of enough crude oil
to make eight new barrels of liquid fuel energy?’—which for petroleum
happens to come with a bonus of one barrel of chemical feedstock for
plastics, lubricants, organic compounds, industrial chemicals, and asphalt
(see fig. 2).*8 The much lower 1.25:1 EROI of corn ethanol means that
to produce the same net gain of eight barrels of energy requires 7ot one,
but 32 barrels of input energy. And for ethanol, the output energy profit is
delivered not as liquid fuel, but as 5.5 tons of cattle feed co-product. The
52 barrels of lower energy density, lower compatibility, and more corrosive
ethanol produced as the primary product contain just enough energy to
make up for the 32 barrels of fossil fuel energy used to make them and
deliver no net energy gain. This picture looks completely different than
the one in biofuels advocacy literature because it shows true lifecycle and
opportunity costs, not just a misleading combustion-only comparison of
a barrel of oil versus a barrel of ethanol.
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Figure 2. Petroleum motor fuel lifecycle at 8.0:1 EROI

Biofuels can only truly substitute for petroleum fuels when the EROIs
of both converge, and this cannot happen if the former is an energy
parasite of the latter. The parasitic dependence of biofuels upon fossil
fuels precludes any chance of their reducing dependence on foreign olil,
assuring domestic supply, or stabilizing prices. Liquid biofuel prices are
already as volatile as oil prices and track up and down with the interna-
tional oil market.*” Deriving fuel from farming further increases price
volatility by adding an additional linkage to global agricultural com-
modities markets. Energy security is reduced by choosing a fuel subject
to floods, freezes, and droughts, and which must be recreated annually
from scratch with no proven reserves.

To summarize the corn ethanol fuel lifecycle depicted in figure 3, it is
the transformation of 4.7 tons (180 gigajoules) of high-quality fossil fuel
and 11,000 tons of fresh water into 7.2 tons of lower-quality ethanol
fuel-additive (180 gigajoules) and 18.5 tons of CO,-equivalent, all for
the net creation of 5.5 tons of protein supplement.’® From the perspec-
tive of opportunity cost, one barrel of fossil fuel energy can either deliver
340 pounds of DDGS or 2,200 pounds (336 gallons, 1 metric ton) of
petroleum fuel. The much more efficient and economical path to generate
high-protein animal feed supplement chosen by US farmers in the ab-
sence of ethanol subsidies is growing soy, which fixes its own nitrogen
and has 49 percent protein content vice 27 percent for DDGS.>! Com-
pared to the petroleum fuel lifecycle (fig. 2), the corn ethanol fuel lifecycle
(fig. 3) consumes 3.5 times more fossil fuel, more than triples GHG
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emissions, increases water use by three orders of magnitude, adds envi-
ronmental costs from agrichemical runoff while still suffering those as-
sociated with crude oil, and competes with food cultivation for cropland
acreage and associated agricultural production capital and resources.

v
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Total output CO,. = 37,120 Ib (3-fold increase)
Total input H,0 = 2.7M gal (1,000-fold increase)

Figure 3. Corn ethanol motor fuel lifecycle at 1.25:1 EROI

Closer examination reveals how intractable is biofuels’ dependence
on fossil fuel energy. Fossil fuels provide 82 percent of all US energy,
including the vast majority of electric power and 94 percent of liquid
transportation fuel.’> They provide the farm machinery fuel and pro-
cessing plant heat and electricity used to make biofuels from biomass.
Petroleum and natural gas are also the feedstock for the massive organic
chemical industry that makes the herbicides and pesticides applied to
biofuel crops and the designer enzymes used in the latest high-technology
approaches. The energy to prepare the giant yeast and microbe cultures
that ferment the sugars into alcohol and the immense heat needed to
distill the 4 percent alcohol beer into 99.5 percent pure anhydrous ethanol
are overwhelmingly supplied by fossil fuel. Of course the energy used
to build the biorefineries in the first place and to transport the final
product to market is largely from fossil fuel as well. Some might argue
that all of the above is only true because biofuels have not yet gained
enough of a market share to provide these energies. However, the truth
is that biofuels have been around for a century (the first US commer-
cial cellulosic ethanol plant was opened in 1910) but have failed to
gain market share because they are a poor energy investment. They are
crippled by the thermodynamic energy losses of all the transformations

100 STRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017



Energy Insecurity

involved from making a low-energy-density, solid carbohydrate into a
high-energy-density, liquid hydrocarbon. If they were used to provide
the energy for their own manufacture, or even allowed to compete with-
out subsidies, there would be little if anything profitable left at the end
to market.’

Every fuel with an EROI less than the prevailing average drags down
the average and multiplies rather than eases the burden placed on higher
EROI fuels. The only way to displace imported petroleum use and
thereby improve national security is to domestically produce fuels with
higher EROI than refined petroleum. Any such fuel will be instantly
adopted because the evidence of its higher EROI will be a lower price.”
Without petroleum or a replacement source for massive quantities of
hydrogen to make ammonia, all biomass yields, particularly food, will
plummet toward what they were before Haber’s monumental discovery
in 1909, with devastating consequences for the world.>® Accelerating the
use of petroleum by using it to make biofuels accelerates future scarcity,
undermines international food security, is counterproductive to “green”
energy goals, and is not sound energy strategy.

The Real Cost of Biofuels

The Military’s Cost
One of the core goals of the DoD’s new Operational Energy Strategy is

to reduce military energy costs so the department can “shift resources
to other warfighting priorities, and save money for the American tax-
payers.”” The civilian leaders of the US Navy quote the statistic that a
$1 rise in the cost of a barrel of oil increases annual fuel costs by $31
million.”® Yet, the cheapest price the Navy has paid for any biofuel
to date is $1,123.50 per barrel.”® Since 2007, the military has spent
$61.9 million on 1.28 million gallons of biofuel, averaging more than
$48 a gallon, or $2,000 a barrel, and costing taxpayers $88 million
more than if conventional fuel had been purchased (fig. 4).%° This does
not include more than $30 million paid for pure research on alternative
fuels and recent additional millions for biorefineries obligated under the
Defense Production Act in partnership with the Departments of Energy

and Agriculture.61
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DoD Biofuels Purchases

Date Contract Vendor Fuel Gallons $ Total Per Gallon
31 Aug 2009 (3)5 109600'09'[)' Sustainable Oils Camelina JP-5 40,000 | 2,644,000 $66.10
31 Aug 2009 ggfg 01-09-C- Solazyme Algae F-76 20,055 | 8,574,022 $42753
1 Sep 2009 (S): 108600'09'D' Solazyme Algae JP-5 1,500 223,500 $149.00
15 Sep 2009 g;gfoo-og-R- UOP (Cargill) Tallow JP-8 100,000 | 6,400,000 $64.00
15 Sep 2009 ggzo(gsoo-og-D- Sustainable Oils Camelina JP-8 100,526 | 6,715,137 $66.80
29 Jun 2010 g: 109600'09'D' Sustainable Oils Camelina JP-5 150,000 | 5,167,500 $34.45
26 Jul 2010 (8)580;300-100- Sustainable Oils Camelina JP-8 34,950 | 1,349,070 $38.60
4 Aug 2010 gfgoeoo-m—D- Sustainable Oils Camelina JP-8 19,672 759,339 $38.60
31 Aug 2010 ggzogoo-oe-D- Sustainable Oils Camelina JP-8 100,000 | 3,490,000 $34.90
31 Aug 2010 gg 107600'09'D' UOP (Cargill) Tallow JP-8 100,000 | 3,240,000 $32.40
10 Sep 2010 gggg 01-10-C- Solazyme Algae F-76 75,000 | 5,640,000 $75.20
26 Aug 2011 gggg 01-10-C- Solazyme Algae F-76 75,000 | 4,600,000 $61.33
23 Sep 2011 §7PO()3600-11-R- Gevo Alcohol to JP-8 11,000 649,000 $59.00
30 Sep 2011 SP0600-11-D- uoP Bio JP-8 4,500 148,500 $33.00
0530
Dynamic Fuels
SP0600-11-R- Tallow & Algae JP-5 | 100,000
30 Nov 2011 0705 (Tysog+SyntroIeum), Tallow & Algae F-76 | 350,000 12,037,500 $26.75
olazyme
DTRT5711C10058 Gevo Isobut
23 Sep 2011 | (DoT/FAA, not uopP et"° sooutano 100 1,124,899 | $11,248.99
o Jet Fuel
DoD)
N68936-12-P- Cobalt n-Butanol
2Feb2012 | h0g Albemarle to Jet Fuel 55 245,000 $4,454.55
DoD Synthetic Fuels Purchases
SP0600-07-D- ) Natural Gas to
6Jun 2007 | ;4ae Equilon Aviation Kerosene | 315:000 [ 1,075,694 $3.41
SP0600-08-D- Coal to Aviation
26 Jun 2008 | (406 SASOL Kerosene 60,000 225,000 $3.75
SP0600-08-D- Coal to Aviation
3.Jul 2008 | j407 SASOL Kerosene 335,000 | 1,306,500 $3.90
SP0600-09-D- Natural Gas
30 Sep 2009 [ yrpeg PM Group t Dicsel 20,000 140,000 $7.00
DoD Bulk Contract Conventional Fuel Purchase
FY 2010 Various JP-8 Jet Fuel 2,296M 5,201M $2.26
JP-4 / Jet A-1 1,249M 2,884M $2.31
JP-5 Jet Fuel 541.8M 1,175M $2.17
F-76 Fuel Oil 805.7M 1,816M $2.25
Motor Gasoline 70.7M 174.1M $2.46
FY 2011 Various JP-8 Jet Fuel 2,079M 6,478M $3.12
JP-4 / Jet A-1 1,246M 4,032M $3.24
JP-5 Jet Fuel 529.3M 1,572M $2.97
F-76 Fuel Oil 875.9M 2,590M $2.96
Motor Gasoline 59.0M 186.6M $3.16

Figure 4. DoD comparative fuel purchases

102

STRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017



Energy Insecurity

The Nation’s Cost

The per-gallon price paid by the military for biofuels is only a frac-
tion of the US governments full cost. Government officials profess
grave concern at the volatility of oil prices, and economic forecasters
cite statistics that a $10 rise in the price of a barrel of oil slows the US
economy 0.2 percent and kills 120,000 jobs.®? Yet, the federal govern-
ment is voluntarily paying more than $10 a barrel in biofuel subsidies
(fig. 5).9 The Department of Enegy (DoE) pumped $603 million into
biofuel refinery construction in 2010 as part of $7.8 billion in annual
biofuels spending.% Despite millennia of ethanol production as a bever-
age, 190 years of ethanol production as a fuel, and six years of huge
subsidies and blending mandates and guaranteed markets since 2005,
a joule of corn ethanol energy today is still more expensive than a joule
of gasoline energy. The American Automobile Association reports as of
December 2012 that the mpg-corrected price of E85 ethanol at the gas
pump is 40 cents a gallon higher than premium gasoline.®> Because of
mandatory blending of lower energy density ethanol in gasoline, con-
sumers in 2010 paid $8.1 billion at the gas pump for energy that was
not put into their tanks. When added to the $6.1 billion in federal
subsidies given out by the US Treasury and taxpayers as ethanol tax
credits, the United States paid a $14.2 billion premium in 2010 to dis-
place 6.4 percent of its gasoline energy with ethanol—and the cheaper
gasoline that was displaced was exported. ¢

Domestic Production

Federal Subsidies (million bbl of oil

(millions of $)

Subsidy per barrel
of energy produced

Energy Source

equivalent)

Coal $1,358 3,793 $0.36

Oil and Gas $2,820 6,229 $0.45
Hydro $216 437 $0.49
Nuclear $2,499 1,451 $1.72
Geothermal $273 36 $7.63
Biomass/fuel $7,761 747 $10.39
Wind $4,986 159 $31.39
Solar $1,134 22 $52.30
Total $21,047 12,874 Average = $1.63

Figure 5. US federal government energy subsidies in 2010
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The Nation’s Gain

A true primary energy source, like a true food source, cannot be subsi-
dized. It must, by definition, yield many times more energy (and wealth)
than it consumes, or else it is an energy sink. Critics of petroleum often
claim it is subsidized, but when both sides of the balance sheet are con-
sidered, the money is revealed to be flowing the other way. All federal
subsidies and tax breaks for oil and natural gas in 2010, as officially
tallied across all government agencies and reported to Congress, totaled
$2.82 billion, equaling 45 cents per barrel produced domestically.
Against that outlay, the federal government collected $56.1 billion in oil
company corporate taxes and excise taxes on retail gasoline and diesel,
equaling $9.01 per barrel—a 2,000 percent return.®® State and local
governments collected similar shares in taxes and fees as well. It is not
by subsidies that fossil fuels have grown to produce 82 percent of US
energy, but by the merits of EROI, energy density, and power density in
competition with other energy alternatives. Oil and gas are true primary
energy sources that nourish rather than starve the US government and
economy. Global oil and gas energy is a $3.8 trillion industry that fully
subsidizes the rentier economies of 10 petro states and partially subsi-
dizes the economies of 70 more producers.® In the United States alone,
there are 536,000 active crude oil wells, 504,000 active natural gas wells,
dozens of continent-spanning pipelines, a colossal interstate highway
system, 17 million barrels-per-day of refining capacity, 160,000 gas sta-
tions, and a $1.5 trillion fraction of the global oil and gas industry that
have all been funded out of oil and gas EROI margins.

Power Density and Land Use

If EROI and price were not fatal enough, the questions of land use
and ultimate capacity must also be answered. Land is a finite national re-
source with many competing uses. Biofuel production is a terribly inefh-
cient use of land, and this can best be illustrated with power density, a key
metric for comparing energy sources. The 70 gallons of biodiesel per acre
of soy and 500 gallons of ethanol per acre of corn are amazing agricultural
achievements, but are dismal in terms of power density, and work out
to only 0.069 and 0.315 W/m? respectively. While corn is 4.5 times
better than soy, it is a factor of three below wind (1.13 W/m?), 19 times
worse than photovoltaic (PV) solar (6.0 W/m?), and 300 times worse
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than the 90 W/m? delivered by the average US petroleum pumpjack
well on a two-acre plot of land.”° Thirty square meters of today’s cheap-
est PV solar panels can capture the same amount of energy per year as
is in the ethanol from 10,000 square meters (2.5 acres) of cultivated
switchgrass.”! This is, coincidentally, about the same amount of land
the average American family would require as biofuels pasture for each
of its cars. Alternatively, that land could sustainably grow crops to feed
20 vegans or the crops and livestock to feed 2.5 meat-eating humans.”?
To replace the 28 exajoules of energy the United States uses every year
just for cars, trucks, and airplanes would require more than 700 mil-
lion acres of corn. This is 37 percent of the total area of the continental
United States, more than all 565 million acres of forest, and more than
triple the current amount of annually harvested cropland. Soy biodiesel
would require 3.2 billion acres—one billion more than all US territory
including Alaska. Oil palm biodiesel yields are reported to be as high as
640 gal/acre (6,000 L/ha), which exactly double the power density of
corn ethanol but still fall far short of wind and solar power. As hinted
earlier, algae biodiesel has the highest potential power density of any
biofuel, but the predicted best case achievable, as limited by physical
laws and laboratory-perfect conditions, is 6.42 W/m2—equivalent to
what is produced today from the solar farm at Nellis AFB.”® Figure 6
contrasts the land area of oil field, solar farm, wind farm, and cornfield
needed to replace the 2,000 MW of power produced by the San Onofre
Nuclear Generating Station in Oceanside, California.

The high prices and environmental protections on land in developed
countries make dedicating millions of acres to biofuels prohibitive, de-
spite optimistic government studies that postulate turning most forests
and arable land into agribusiness zones for biofuels.”* Real-world eco-
nomics compels energy farmers to look for cheaper cropland and water
rights in less developed countries. The United States and European
nations are primarily pursuing offshore land indirectly, such as through
Blue Sugars’ joint venture with Petrobras where Brazilian sugarcane
bagasse feedstock was shipped to the United States for processing.” A
2010 World Bank analysis revealed that other wealthy countries, includ-
ing Saudi Arabia, South Korea, and China, are pursuing a more direct
strategy and have already purchased or leased more than 27 million acres
of foreign land and water rights for remote cultivation of food, industrial,
and biofuel crops. Chief locations for such land appropriation are Sudan,
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Mozambique, and Ethiopia, where millions are living hand-to-mouth on
food from the UN World Food Program.”® Even at today’s small scale of
production, biofuels’ huge appetite for land already puts them in signifi-
cant and direct competition with food production. Food must and will
eventually win this competition because there is not enough suitable land
for both. A recent European metastudy of 90 other studies concluded
that only one-fifth of the world’s energy demand could likely be met by
biofuels without removing meat from the human diet or making massive
land use changes beyond the 296 million acres which already must be put
into cultivation to feed the population of 2050.””
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Figure 6. Power density “energy sprawl”

The Competition of Fuel and Food

Around the world, cultivated food crops (corn, sugarcane, soy, palm,
and various oilseeds) account for all statistically significant liquid biofuel
production.”® In 2008, world grain market prices tripled, mirroring the
spike in global oil prices and proving the linkage between food calories
and energy calories in the modern world. Grain prices to the poorest
consumers increased as much as 50 percent, driving 8 percent more
of Africa’s population toward hunger and raising the world’s under-
nourished population to approximately 850 million.”” Today’s market
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prices are still double what they were in 2007. Various studies of the 2008
food price spike have attributed as much as 70 percent of the increase
in corn and 100 percent of the increase in sugar prices to global diver-
sion of food to biofuels.®’ A union of the world’s preeminent food and
financial assistance agencies, including the World Food Program and the
Food and Agriculture Organization of the United Nations, has formally
called for all G20 nations to drop their biofuels subsidies and mandates
because of the impact on food prices around the world.?! The fact is that
every cultivated crop—food or nonfood—competes with every other
cultivated crop for finite resources including water, land, agrichemicals,
farm equipment, transportation, and financing. Putting more demand
on these resources raises prices for everyone. Biofuels are becoming a
huge threat to global food security, and thereby to global stability—a
fact that should shape any military or political energy strategy. Many
analysts now looking at the “Arab Spring” phenomenon recognize that,
underlying the very real political aspirations of movements such as the
revolution in Tunisia was outrage at skyrocketing food prices. What be-
gan as bread riots in Egypt due to the end of government grain subsidies
became a hot-blooded revolt and coup.

As the global population sprints toward nine billion by 2050, there
are 140,000 more mouths to feed every day. Food grain consumption is
growing at 40 million tons per year.8? Yet, because of enormous market-
distorting subsidies, the United States today produces more corn for
ethanol than for human food or cattle feed.® For decades past, it had
surplus food crop capacity and used it to rescue other nations from famine.
In 1965, Pres. Lyndon Johnson’s administration shipped one-fifth of the
US wheat crop to India during a devastating drought. With slack land
now consumed by biofuels production, a drought such as the one that
destroyed 40 percent of Russia’s grain crop in 2010 would be devastating
to national security—particularly because both food and fuel would be
simultaneously affected. The negative consequences of biofuels on food
crop production have been understood by the US government since a
panel of scientists appointed by the newly formed DoE rejected gasohol
for this and other sound reasons in 1980.%4 Twenty-five years later, politics
trumped science with the imposition of US ethanol mixing mandates and
corn ethanol subsidies. If our greater interest is truly global peace and
security, US farmers should be out of the fuel business and instead increas-
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ing food production for the growing market of direct export contracts
with famine-wary nations.

Biofuels versus the Environment

Despite claims of reduced GHG and pollution emissions for biofuels,
the reverse is now becoming apparent. Biofuels have roughly the same
tailpipe or flue gas emissions as conventional fuels, but until recently
they automatically earned “green” and “reduced emissions” badges
through simplistic accounting tricks that assumed all their carbon was
recycled from the atmosphere and largely ignored the pollutants.®> New,
more thorough studies that consider the full fuel creation and combus-
tion lifecycles (as in figs. 2 and 3 above) are now showing cultivated
liquid biofuels to be more damaging to the environment and causing the
release of more CO, and other greenhouse gases and pollutants per unit
of energy delivered than fossil fuels.®

Even the overall environmental impact of adding ethanol to gaso-
line as an oxygenate has been shown to be negative—it does nothing
to improve the emissions of US cars built since 1993, reduces the fuel
economy of every gasoline vehicle, increases emissions of some smog
precursors, and increases the environmental hazard of spills because of
increased miscibility with water.?” The most important change in the
new studies is the proper accounting of land-use changes driven by bio-
fuel cultivation, such as converting forests to cropland by burning. This
widespread practice has been accelerated around the world by biofuels
agriculture and is releasing centuries of carbon sequestered in forest bio-
mass back into the atmosphere from these natural carbon sinks. Such
burning strikes a double blow because it also destroys a dense living
biome with a huge perpetual appetite for CO,. Calculations indicate
that large-scale conversion of virgin land to biofuel production has al-
ready released and continues to release so much CO, into the atmo-
sphere that it may be centuries before this surge can be offset by the
recycled carbon in the resulting biofuels, if at all. The continued burning
of millions of acres of forest and peat lands to make room for oil palms
has made Indonesia the world’s third highest producer of CO,, after the
United States and China.®
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The Water Problem

A final downside to biofuels is water demand. Water footprint is the
term for how much fresh water is consumed or rendered unusable by a
particular activity. This can happen by evaporation, by removal to in-
accessible parts of the ecosystem, or by contamination with chemicals
such as industrial discharges or fertilizer runoff. Water use also represents
adimension of competition with food agriculture, but it is even more ur-
gent and fundamental in its own right. While “peak oil” continues to be
elusive (global petroleum production and proven reserves both set new
record highs in 2011),% “peak water” has already arrived for much of
the world. One third of all countries are today considered “water poor.”
Two of every five people do not have enough water for basic sanitation,
and nearly one in five do not have enough to drink.”® Many scientists
and economists observe falling water tables and depleting aquifers due
to overpumping (including the massive Central Valley and High Plains
aquifers in the United States) and predict this will expand to a global
water crisis before 2030.°! Much of the Middle East and a growing
number of other nations, including China, Japan, Australia, and Spain, are
now dependent upon desalination of seawater for a significant fraction
of their fresh water needs.”” To put this dependence into perspective,
consider that a US nuclear aircraft carrier can desalinate 400,000 gallons
of water a day.”® The current desalination demand of the world exceeds
78 million cubic meters per day with 11 percent annual growth.* This
equates to 51,500 aircraft carriers worth of desalination capacity with
5,600 more being built each year. Saudi Arabia is currently willing to
spend one liter of ethanol-equivalent energy in crude oil to desalinate
200-300 liters of water.”” How do these economics mesh with biofuels?

Conventional gasoline has a water footprint of 2.3—4.4 liters of water
per liter of ethanol-equivalent energy (L/L), including water injected
into the ground for enhanced oil recovery and water used in refining.”®
In contrast, global averages for biofuels range from sugar beet ethanol
(1,388 L/L) to corn ethanol (2,570 L/L) to soy biodiesel (13,676 L/L)
to rapeseed biodiesel (14,201 L/L) to jatropha biodiesel (19,924 L/L).”
Current state of the art for installed seawater desalination plants ranges
from 126 to 970 liters of water per liter of ethanol-equivalent energy.”®
So, under absolute best case circumstances, sugar beet feedstock cannot
produce enough ethanol fuel energy to desalinate enough water to grow
a replacement crop, let alone provide leftover ethanol as fuel. Biofuels’
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huge dependence upon water means they are not truly a renewable fuel
in any location where water is being depleted. Not one biofuel crop is re-
newable in desalinated seawater. Under the president’s recently published
update to Executive Order 13603 that specifies responsibilities under
the Defense Production Act, the secretary of defense is now responsible
for the US water supply.” That should cause some reflection regarding
the DoD’s promotion of biofuels. When Saudi Arabia and a third of the
world are willing to spend a liter of fuel for less than 1,000 liters of water,
how long can others get away with spending 10,000 liters of water for
one liter of biofuel?

Conclusions and Recommendations

Ultimately, biofuels are limited by the sun. If they rely exclusively
on solar energy to make biomass without adding fossil fuel energy, the
EROI can be high enough, but the power density will be far too low,
even at maximum theoretical photosynthesis performance. If yield is
boosted with fossil fuel hydrogen or carbon, fossil fuel use increases,
biofuel EROI plummets and drags overall EROI with it, power density
is still too low, and civilization ends up even more starved for power.
One way out of this dilemma is to create a plentiful supply of hydrogen
from a non—fossil fuel source. However the only prospect is to electro-
lyze hydrogen from water using nuclear power. If we had such a surplus
of nuclear power electricity and hydrogen, we would use it directly for
power, not for inefficient biomass conversion. This litany is the inescap-
able catch-22 of biofuels.

Converting natural gas hydrocarbons into ammonia fertilizer and
then into the carbohydrates of plant biomass is a sequence of transfor-
mations that irreversibly consumes some usable energy in each step. That
loss of energy can be justified if the crop being grown is food and is of
greater need than the energy used to grow it. However, completing the
circle by converting that plant’s carbohydrate biomass back into hydro-
carbons for fuel makes the whole process a futile analog of the perpetual
motion machine. Improvements in technology can reduce the amount of
energy lost in each conversion but cannot eliminate it. Any wood, grass,
peat, bagasse, coal, natural gas, or oil will deliver much more benefit to
civilization if used directly and efficiently as fuel by a consumer whose
needs are compatible with its limitations, rather than by using its energy
to make biofuels. As long as the preponderance of ammonia and free
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hydrogen and organic compounds used in agriculture are derived from
petroleum and natural gas, cultivating biofuels will defy all logic. Bio-
fuels can never be cheaper than nor replace fossil fuels while fossil fuels
comprise the bulk of the energy invested to make them.

Imagine if the US military developed a weapon that could threaten
millions around the world with hunger, accelerate global warming, in-
cite widespread instability and revolution, provide our competitors and
enemies with cheaper energy, and reduce America’s economy to a per-
manent state of recession. What would be the sense and the morality of
employing such a weapon? We are already building that weapon—it is
our biofuels program. For the sake of our national energy strategy and
global security, we must face the sober facts and reject biofuels while ad-
vocating an overall national energy strategy compatible with the laws of
chemistry, physics, biology, and economics. This revised strategy must
acknowledge several key aspects:

* Liquid hydrocarbons are unmatched as transportation fuel. Using
hydrocarbons to process biomass into transportation fuel is detri-
mental to civilization’s energy balance and must be avoided.

* Renewable fuels must be truly renewable in all their ingredients, and
all biofuels under consideration today fail in one or more categories
of water footprint, soil nutrient depletion, eutrophication, lifecycle
GHG, air pollution, and overall energy balance.

* Not even today’s best liquid biofuels have any prospect of simul-
taneously attaining the 6:1 threshold EROI necessary to support a
healthy modern civilization while also achieving the massive yields
per acre necessary to supplant any significant fraction of the national
energy supply. Boosting yields using fossil fuel for ammonia fertilizer,
pesticide and herbicide feedstock, farm equipment fuel, transporta-
tion fuel, processing plant energy, distillation energy, enzyme feed-
stock, or hydrotreatment hydrogen lowers EROI and undermines
every clean and green energy objective.

* Government energy policies that restrict domestic development of
a nation’s highest EROI energy sources and fuels—such as hydro-
power, coal, natural gas, and petroleum—are tantamount to caps
on thermodynamic efficiency, economic health, and international
competitiveness. Conversely, the nations that pursue the highest
EROI energy will have the greatest potential to grow their econo-
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mies and have every prospect of advantage over countries limited to
lower EROI sources. The US government should end subsidies and
market-distorting policies that encourage low-EROI energy sources

over high-EROI sources.

* Petroleum and natural gas are true primary energy sources and fuel
modern agriculture. To conserve petroleum as a limited resource, it is
best used directly as fuel. Use of fossil fuel energy to accelerate food
crop growth may be justifiable, but its use to accelerate energy crop
growth is ludicrous on its face, as the result is less overall efhiciency
of energy and greater net consumption of petroleum. Government
policy should restrict the use of artificial ammonia-based fertilizers to
food crops only.

* The price of oil, like that of any other global free-market commodity,
is volatile and subject to war, politics, and speculation. However, bio-
fuels are subject to both oil and agricultural market forces and are at
the mercy of weather as well. Biofuel prices have proven as volatile as
oil prices and are likely to be more so once subsidies end. In addition,
it is logically indefensible to buy a $30.00 per gallon fuel over worries
about the price volatility of a $3.00 per gallon fuel.

* 'The technologies most in need of Manhattan Project—level attention
by our global security strategists and national scientific laboratories
are water production and food agriculture to support the nine bil-
lion people of 2050. The government should cease funding biofuel
refinery construction and instead offer incentives for enhanced food
production and water desalination efficiencies.

* The best use of agricultural land and water is to produce sufficient
food for the United States and a surplus for the rest of the world.
This has been before and can once again be a major contribution to
security and stability in the world.

* Biomass is an ineflicient middleman between solar energy and fuel.
A better approach is to bypass the creation of biomass completely
and directly synthesize liquid fuel from sunlight. The US govern-
ment should cease funding biofuel research and instead offer prizes
for milestones in direct fuel photosynthesis, which is a much more
worthy line of research.!®
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* 'The only sensible use of biomass as fuel is to harvest unfertilized
biomass from unmanaged land and consume it as is (e.g., fire-
wood), without wasteful attempts to transform it into liquid fuel.

e 'The best-case power density predicted for any biofuel is already attained
by today’s PV solar panels. The US government should cease subsidiz-
ing biofuels and instead reward improved PV solar panel performance.

* Mandating the use of higher-EROI fossil fuels to make lower-EROI
biofuels requires the overall consumption of more energy to deliver
the same usable power output. Current US biofuels policy is acceler-
ating rather than decreasing the use of fossil fuels and also increasing
lifecycle ecological damage and GHG emissions due to destructive
global land-use change and harmful agrichemical side effects. This is
the exact opposite of “clean and green.” The government should set
policies that favor and optimize the use of hydrocarbons for fuel and
carbohydrates for food and not confuse or undermine the efficiency
of either by conflating them.

* CO, is not the only GHG. Agriculture is the leading producer of
nitrous oxide (N,O) and a major producer of methane (CH,), which
together comprise more than 26 percent of current total atmospheric
GHG effects.'”! The US government should apply any caps or levy any
taxes equitably across all greenhouse gases in proportion to their global
warming potentials. Any per-ton penalties imposed on CO, should be
levied against CH, at 69 times the rate and against N O at 298 times
the rate to reflect relative per-ton global warming potentials.'®

* The US military and federal government need to rationally and legally
define renewable, sustainable, and green and enforce empirical standards
for meeting these criteria based upon rigorous lifecycle analyses.
Section 526 of the Energy Independence and Security Act of 2007
specifies that the lifecycle GHG emissions of any alternative or syn-
thetic fuel purchased by the US government must be less than or equal
to such emissions from the equivalent conventional fuel produced
from conventional petroleum sources.'® In light of recent research, and
in the interest of curbing global warming, the US government should
reexamine all §526 certifications issued to date for biofuels and blends.
Any that do not consider the full biofuel lifecycle comprising land-use
change for fuel creation as well as combustion, or that neglect N.O
emissions, should be invalidated.
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* Global air and long-haul transportation and agriculture are currently
very dependent on fossil fuel energy. It is unlikely that physically superior
combustion fuels or fertilizers will be found. If the world runs out of
fossil fuels without an alternative source for massive amounts of
energetic hydrogen and carbon, civilization also immediately runs
out of transportation fuel. To the extent that fossil fuels are judged to
be running out, the government should ensure there is excess electrical
capacity from non—fossil fuel power plants to electrolyze sufficient
quantities of hydrogen from water for transportation fuel and agri-
cultural purposes.

We must understand that a national energy strategy is nothing less
than a national survival strategy. Those who would craft such strategy
or advise policymakers need to be well-grounded in chemistry, thermo-
dynamics, biology, and economics, so they might discern the difference
between promising avenues of research and perpetual motion schemes
that defy physical laws and waste our nation’s time and treasure. What
remains is for leaders and policymakers to catch up with the science and
adjust their energy and security strategies to match the objective facts.
An effective energy strategy for the United States must be informed by
history and science and must exploit rather than defy the laws of nature
to increase energy independence and global stability. e
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Assessing the US “Pivot” to Asia

There has been much commentary since President Obama’s tour of
the Asia-Pacific region in November 2011 of a US “return,” strategic
“pivot,” or “rebalancing” to Asia.! Much of this commentary comes
from Asian and European commentators—Asians have been generally
welcoming, while many Europeans express fears that the new strategic
emphasis will downgrade the traditional importance of transatlantic
ties. Despite widespread endorsement of the strategic shift within Asia,
China has been notably critical of the new policy—as virtually all
Chinese strategists and pundits see the initiative as thinly veiled “con-
tainment” of China. While there has been much commentary abroad,
there has been surprisingly less in US media, academic, think-tank, or
government circles. Much of the domestic commentary has been critical
of the use of the term pivot for signaling a downgrading of other regions
(notably Southwest Asia, the Middle East, and Europe) in US strategic
priorities—and this criticism put the Obama administration on the
defensive. The administration tried to recast the new initiative as a re-
balancing without “abandoning” long-standing commitments elsewhere
in the world. This essay goes beyond this reactive commentary, taking
stock of Washington’s new strategic initiative by viewing it historically,
describing its different components, and assessing the positive possi-
bilities and potential pitfalls.

Is the Policy Really New?

The new Asia pivot is both new and not new. That is, the Asia-Pacific
region has long been a high priority for the United States, but not always
the highest priority.

On the one hand, with the new so-called pivot, the United States has
embarked on a qualitatively new strategic prioritization by emphasizing
and increasing resources devoted to diplomacy, commerce, and security
in the Asia-Pacific region. The Obama administration is the first admin-
istration ever to explicitly elevate Asia to the primary global regional
strategic priority. This is new for the United States, which has long
prioritized its transatlantic ties, the Middle East, or previously, Latin
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America. Even at the height of the Vietham War and the Cold War
containment of China during the Kennedy and Johnson administrations,
Washington still maintained its overall priority on the western front—
the Cold War confrontation in Europe versus the Soviet Union.? Since
2001, the main strategic orientation during the “war(s) on terrorism”
has been Southwest Asia. The Middle East has also been a long-standing
strategic priority for the United States.

On the other hand, it is important to note that what we are witness-
ing is a relative shift, not a fundamental one. This is because of the well-
established involvement of the United States in Asia that dates back
many decades, indeed centuries. The United States has been a Pacific
power since the turn of the last century—in the wake of the Spanish-
American War of 1898 and Secretary of State John Hay’s “Open Door
Notes” of 1899-1900. Even more than a century before, with the sailing
of the clipper ship Empress of China in 1784 from New York to Guangzhou,
China, the United States established itself as a major commercial actor
in the region. Thereafter, during the nineteenth century, a US diplo-
matic, cultural, and religious (missionary) presence was established in
East Asia. This, in turn, triggered growing Asian immigration to the
United States.

Since then, the United States has long been an Asia-Pacific nation
by virtue of geography, ethnicity, commerce, culture, diplomacy, and
security engagements. Its post—Korean War involvement in the Asia-
Pacific region has been both deep and sustained. It is anchored on five
enduring bilateral alliances, a series of strong strategic partnerships,
intensive bilateral and multilateral diplomacy, deep cultural ties,
enormous “soft power,” and a growing Asian-American population.
Thus, if viewed historically, the pivot is not so new—as US ties to, and
roots in, the region run deep. Consider some of these elements in a more
contemporary context.

Economic Interests

Asia is the United States’ most important economic partner and has
been for more than three decades. The region surpassed Europe as our
leading trade partner in 1977. Today the United States has more than
twice as much trade with Asia as with Europe. In 2012, US trade with
Asia totaled a stunning $14.2 trillion.? Since 2000, Asia has become
our largest source of imports and second largest export market (outside

STRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017 127



David Shambaugh

North America). By 2010, Asia accounted for 32.2 percent of US total
merchandise trade worldwide. US exports to Asia totaled $457.2 billion
in 2012. Today, the United States trades more with South Korea than
with Germany, more with Singapore than with France, and more with
Japan than with the United Kingdom, Germany, and France combined.
China and Japan are the second and third largest trade partners for the
United States. Asia is also our most important export market—nine of
the United States’ top 20 national export markets are now in Asia, and
approximately one-third of all US overseas sales go to Asia. Growth in
exports to China has been the fastest worldwide for the past five years. If
East Asia continues to post only 5.5 percent growth in Gross Domestic
Product (GDP), US exports to Asia are estimated to contribute 5 percent
to US GDP. According to US government statistics, this translates into
4.6 million jobs domestically per annum.

The flipside of this, of course, is the huge trade deficizs the United
States accumulates with the region—particularly with China ($282 bil-
lion in 2011 alone). Overall, the United States imported $966.4 billion
from Asia in 2012, leaving a whopping $509.2 billion trade deficit.*

US economic and commercial ties to the Asia-Pacific region are grow-
ing deeper by the day. Bilateral free trade areas (FTA) and the prospect of
the multinational Trans-Pacific Partnership (TPP) will bind the United
States even more deeply with partner economies in the region (currently,
11 nations are negotiating to bring the TPP into force).

Cultural Interests

We should also note the significant cultural impact across Asia. US
culture—films, sports, authors, musicians, fashion, dance, innovation,
and so forth—has long attracted Asian interest. One recent indication
of US impact in Asia is the 2008 Chicago Council on Global Affairs
unprecedented survey of “soft power in Asia.”® The council developed a
complex set of 70+ metrics to measure a soft power index in five catego-
ries. Many interesting findings emerged from this survey—conducted in
the United States, South Korea, Japan, China, Indonesia, and Vietham—
but one of the most important concerned the overall strength of US soft
power in the region (see following table).
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Relative soft power in Asia (2008)

United States South Korea

Survey Countries China soft power  Japan soft power

soft power soft power
United States — A7 .67 .49
China 71 — .62 .65
Japan .69 .51 — .56
South Korea 72 .55 .65 —
Indonesia .72 .70 .72 .63
Vietnam .76 .74 .79 .73

Reprinted from Chicago Council on Global Affairs, Soft Power in Asia: Results of a 2008 Multinational Survey of
Public Opinion.

Of course, a long-standing and key element of US cultural engage-
ment with Asia has been higher education, with US efforts spanning a
century to build modern universities, medical, and other professional
schools. Even more important, particularly in the post—World War II
era, has been US university training of generations of Asians in a wide
variety of fields, many of whom have become private and public sector
leaders in their native countries. In the 2011-12 academic year, 489,970
Asian students were enrolled in US universities. The People’s Republic of
China led the way with 194,029, followed by 100,270 Indian students and
72,295 South Koreans.® US educators also fan out across Asia, teach-
ing in a wide range of Asian universities and vocational schools. The
Fulbright Program remains the flagship sponsor, sending US professors
and students to Asia and bringing Asians to the United States to teach
and study.”

One can offer many other examples of US cultural and intellectual
engagement with Asia (not the least of which is film, literature, arts, and
sports). But this is not to say all has been positive, as a distinct paternal-
ism and cultural arrogance has sometimes been apparent on the part
of Americans in Asia. On the whole, the United States is deeply and
positively culturally engaged in Asia.

Diplomacy

Generally speaking, despite the importance of Asia to the United States,
our diplomatic attention to the region has often been highly episodic,
sometimes neglectful, and not always deeply engaged—particularly in
Southeast Asia. US presidents have been infrequent visitors to Asia, while
cabinet secretaries have been slightly more engaged but not as regularly
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with their counterparts as they could or should be. Before President
Obama took office, Association of Southeast Asian Nations (ASEAN)
leaders and publics complained about the relative lack of interest from
Washington. But the Obama administration has made this a high priority
and thus alleviated some of the sense of neglect. The administration has
tried hard to reverse this perception. Secretary of State Hillary Clinton
was, by far, the best traveled ever in the region, having visited virtually
every country across the vast Asia-Pacific. Significantly, Secretary Clinton
took her first trip abroad to Asia and returned more than a dozen times
in four years. This included resuming regular and symbolically important
attendance by the secretary of state at the ASEAN Regional Forum
Annual Meeting.

President Obama himself has made Asia #he top US foreign policy
priority. As he said in his speech unveiling the pivot to the Australian
Parliament on 17 November 2011, “I have [therefore] made a deliberate
and strategic decision: as a Pacific nation, the United States will play a
larger and long-term role in shaping this region and its future.” Presi-
dent Obama has visited the region at least annually since taking office.
This includes the first-ever attendance by a US president at the East
Asian Summit and the ASEAN leaders meeting, hosting the 17th Asia-
Pacific Economic Cooperation leaders meeting, and paying individual
visits to Japan, South Korea, China, Australia, Indonesia, Singapore,
and India. At a more local level, US embassies and diplomats through-
out the region are—after a long dormancy—beginning to display a new
proactivity, even if the embassies themselves remain fortresses.

Secretary Clinton described this new diplomatic engagement as “for-
ward deployed diplomacy.” In a key Foreign Policy magazine article, she
outlined six elements of this regional diplomacy:

* strengthening bilateral security alliances;

* deepening working relationships with emerging powers, including

China;
* engaging regional multilateral institutions;
* expanding trade and investment;
* forging a broad-based military presence; and

* advancing democracy and human rights.®
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We have seen the Obama administration work to strengthen bilateral
relations with just about every country in the region since entering
office. Nations long neglected by Washington—Ilike New Zealand,
Indonesia, the Philippines, and small Pacific island states—have received
high-ranking US official visits. Perhaps the most noteworthy is Burma
(Myanmar), where the administration has fundamentally shifted from a
policy of isolation to engagement.

Regional powers India and China have also received sustained US
diplomatic attention. There is literally no country in the world with
which the US government and society is more deeply engaged than the
People’s Republic of China. Reflecting this, the United States and China
maintain more than 60 annual official dialogue mechanisms, while the
US Embassy in Beijing now has the largest staff in the world—1,400.
Building comprehensive and deep relations with India has also become a
significant priority for the United States. President Obama has described
the US relationship with India as a “defining partnership of the 21st
century.” Washington and New Delhi are now engaged in deepening
and expanding a variety of bilateral, regional, and global interactions.

At the same time, an intensification of US engagement in multilateral
diplomacy throughout the Asia-Pacific region is also apparent. By sign-
ing and acceding to the Treaty of Amity and Cooperation, the United
States is now a full participant in the East Asian Summit, and we have
witnessed a new surge of US participation in the “spaghetti bowl” of re-
gional intergovernmental and Track II organizations. Previously, Wash-
ington was frequently (and appropriately) criticized for “not showing
up” at regional multilateral and “minilateral” forums—but the Obama
administration has tried to reverse this perception.

While the new thrust of US diplomacy in the region is to be welcomed,
it cannot be taken for granted. It requires constant attention, diplomats
knowledgeable of regional and national dynamics, and sustained al-
location of resources. It also requires subtlety—something at which US
diplomacy has not always excelled. Because Northeast Asia, Southeast
Asia, South Asia, Central Asia, and Austral-Asia all have very different
dynamics, ethnicities, subregional institutions, traditions, and relations
with each other, different parts of the region require nuanced and dif-
ferentiated policies.

One of the big stories of recent years in Asian international relations is
the increasing integration across and among these five subregions. They
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used to act quite autonomously, but no longer. Today, they are increas-
ingly tied together via an intricate web of interstate and substate rela-
tions.? Despite these increasing intraregional interactions, Asia remains
remarkably diverse in all respects—politically, economically, religiously,
ethnically, culturally, and militarily. To be effective in the years ahead,
US diplomacy must both grasp the integrative forces—and become part
of them—as well as appreciate and respect intraregional differences.

Security Engagement

Finally, let us consider the security dimension of US engagement with
the region. It may seem obvious or even trite, but maintaining regional
security and stability is absolutely fundamental to advancing the totality
of US interests in the region—economic, cultural, and diplomatic—as
well as advancing the broader public goods of regional interactions. As
Joseph Nye astutely observed, the US contribution to regional security
is the “oxygen” that permits the region to “breathe” and thrive. Without
it, quite simply, the Asia-Pacific would very likely not have developed so
dramatically over the past quarter century.

Providing security and stability has at least four dimensions:
1. preventing the rise of a regional hegemon hostile to US interests;
2. preventing major power rivalry and polarization of the region;

3. preventing internal political-socioeconomic crises from spilling
outside national borders, thus causing destabilizing effects in the
region; and

4. enabling working relationships with others to jointly manage an in-
creasing range of transnational nontraditional security challenges.

In each of these areas, the United States maintains a “hub-and-spoke”
regional security architecture that includes at least five levels of security:

1. A unilateral, forward-deployed military presence including approxi-
mately 325,000 military and civilian personnel in the Pacific theater.
The Pacific Fleet alone includes six aircraft carrier battle groups
(CVBG), approximately 180 ships and submarines, 1,500 aircraft,
and 100,000 personnel. The US military stations 16,000 personnel
at sea, 40,000 in Japan, 28,500 in South Korea, 500 (rotationally) in
the Philippines, 4,500 in Guam (to grow to 9,000), and 250 Marines
in Australia (to grow to 2,500). US forces are forward deployed in
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Hawaii, Guam, the Mariana Islands, Japan, South Korea, Australia,
and Kyrgyzstan. Former Secretary of Defense Leon Panetta stated
the United States will now keep 60 percent of its naval assets in Asia.

2. Five long-standing bilateral alliances with Japan, the Republic of
Korea, the Philippines, Thailand, and Australia.

3. Nonallied but strong “security partnerships” with Singapore, New
Zealand,' and India (and increasingly with Malaysia, Mongolia,
and Vietnam).

4. Participation in a wide range of multilateral security arrangements,
multinational exercises, intelligence sharing, and professional mili-
tary education (such as IMET and the Asia-Pacific Center for Se-
curity Studies).

5. Bilateral security and military exchanges with countries that are
neither allies nor strategic partners, such as the People’s Republic

of China.

Through these means, the United States contributes to a robust set of
security engagements throughout the region. Moreover, the US Pacific
Command (PACOM) maintains a strong forward presence and wide
range of interregional cooperative programs it calls “presence with a pur-
pose.”!! Its five specific missions are somewhat duplicative of those above
and include (1) strengthening advancing alliances and partnerships, (2)
maturing the US-China military relationship, (3) developing the US-India
strategic partnership, (4) remaining prepared to respond to a Korean Pen-
insula contingency, and (5) countering transnational threats.

Meeting these challenges and fulfilling these missions will require
resources and sustained effort. Although we can expect US defense
spending to contract over the coming years, President Obama himself
has made it clear that cuts will not come from the Asia-Pacific theatre,
pointing out in his address to the Australian Parliament:

So, here is what this region should know. As we end today’s wars, I have directed
my national security team to make our presence and mission in the Asia-Pacific
a top priority. As a result, reductions in U.S. defense spending will not—I repeat,
will not—come at the expense of the Asia-Pacific. My guidance is clear.!?

Thus, we see a clear continued US commitment to undergird the se-
curity architecture in the region. However, it is important to emphasize
that this robust and multifaceted set of security commitments should
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not be viewed in isolation. They are important, but they are only part
of the more comprehensive economic, cultural, and diplomatic engage-
ment the United States has with Asia.

Concluding Perspectives

The pivot—or rebalancing—is 7oz a new policy; it is a deepening and
broadening of previous commitments. Part of this broadening includes
a geographic expansion of sorts—by including India and the Indian
Ocean in the broader Asia initiative. Thus, it is not just an East Asia initiative:
US-India relations are growing very robustly and positively even though
the five bilateral alliances remain the bedrock of US relations in the
region. Engagement of China also continues as a central element in US
strategy and diplomacy.

Despite the continuation and deepening of these previous commit-
ments, the new pivot policy nonetheless does illustrate a new level of
commitment—and it also indicates a new level of strategy. The resources
devoted to the Asia-Pacific are being increased—both absolutely and rel-
atively vis-a-vis other regions of the world, with Southeast Asia and the
South Pacific receiving new attention. It is also very important to recog-
nize that the new pivot policy is 70t being unilaterally thrust upon Asian
nations by the United States—quite the contrary. Although the Obama
administration began planning the reorientation as soon as it entered
office in 2009, with an eye toward winding down the wars in Iraq and
Afghanistan, it was the 200910 “year of assertiveness” by China that
triggered many Asian states to grow sharply concerned about Beijing
and therefore ask Washington to increase its presence and attention to
the region. Thus, to the extent China is an element of focus in the pivot
strategy (and it is), Beijing’s own assertive behavior is the cause.

The new strategic reorientation to the Asia-Pacific should work well as
long as the United States does several things:

e Allocates sustained resources necessary to the effort;
* Maintains sustained diplomatic attention to the effort;
e Balances bilateral ties with multilateral ones;

* Does not premise the policy on countering China (although, to
be sure, “balancing” China—which is different from “containing’
China) and continues to engage the PRC in a comprehensive fashion.
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No Asian nation wishes to be drawn into an anti-China coalition
or be put in the position of “choosing” between Washington and
Beijing. The pivot must, therefore, be an inclusive effort that tries
to involve and integrate China into the regional order. Any US
regional policy premised against China will fail.

As long as the United States takes care of these points, it should
achieve a successful strategy which will work not only to its own benefit,
but also the broad stability, security, and prosperity of the Asia-Pacific
region. NY®L

David Shambaugh
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In the twenty-first century, the foremost US national security interest
remains what it has been since 1776—to ensure a balance of power in
its two transoceanic flanking regions that keeps them internally divided.
US security has continually depended on this balance of power to pre-
vent European and East Asian powers from considering expansion into
the Western Hemisphere. Whereas, in the early years of the republic,
the United States could count on power balancing among European and
East Asian great powers, since World War II, it has had to participate
directly in balance-of-power politics in both regions. During the Cold
War, it faced challenges in Europe and East Asia that required simulta-
neous strategic engagement in both regions.

The current balance-of-power challenge for the United States is in
East Asia. Unless balanced by the United States, China’s rise could yield
regional hegemony. None of its Asian neighbors has the resources
necessary to balance Chinas rise. Japan’s decline has been precipitous,
and China’s other neighbors are too small to present a challenge. A balance
of power in East Asia will require direct US strategic involvement to
maintain a divided region.

During the first term of the Obama administration, the United States
undertook a strategic initiative to strengthen its presence in East Asia.
Often called the US “pivot” toward East Asia, this policy has been char-
acterized by development of enhanced strategic cooperation with a wide
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range of East Asia countries, including traditional allies and new
security partners. In many ways the pivot to East Asia has redefined US
policy there, with potential implications for great-power relations and
regional stability.

The first part of this article examines the underlying and fundamental
national security interests that have informed US grand strategy since
the nation’s founding and its implications for US national security
interests in East Asia, both in the past and in the twenty-first century.
The second part considers the long-term implications of the rise of China
and post—Cold War objectives and policies that have sustained the re-
gional balance of power. The third part looks at the Obama administra-
tion’s pivot to East Asia and its implications for US-China cooperation
and for US national security interests. The article concludes by examin-
ing implications of the pivot strategy for balancing the rise of China and
the long-term prospects for US security and regional stability.

US Grand Strategy since 1776

Fundamentally, US national security interest in East Asia is no dif-
ferent than in Europe. Both regions are contiguous to the oceans that
border US coastal regions—Europe across the Atlantic Ocean and East
Asia across the Pacific. Because these two major regions flank the North
American coasts, US security policy since its founding has depended on
balance-of-power politics in these regions and the strategic imperative
of a divided Europe and a divided East Asia, lest a regional hegemon
develop the capability and the ambition to reach across the oceans and
challenge US security.

President George Washington first explained this national security
interest in his 1796 Farewell Address. His admonishment to avoid “inter-
weaving our destiny with that of any part of Europe” and its “frequent
controversies” did not imply that the United States should not involve
itself in the international politics of Europe. On the contrary, he merely
warned the United States from engaging in “permanent alliances” and
“artificial ties,” for such entanglement would constrain its flexibility to
maneuver among the contending European states to maximize its security.
Flexibility and detachment from European interests would enable the
United States to “safely trust to temporary alliances for extraordinary

emergencies.”!
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Washington learned the value of “temporary alliances” during his
leadership of the war for independence against Great Britain, when the
Anglo-French rivalry and corresponding French assistance to US forces
were critical to the military successes of the former colonies. This was
especially so during the pivotal Battle of Yorktown. Not only did France
contribute approximately 40 percent of the troops and much of the heavy
armaments deployed in the siege of Yorktown, but it also used its navy to
block the British navy from supplying critical reinforcements and aid for
its troops, thus contributing to the surrender by Lt Gen Lord Cornwallis
in October 1781. The Battle of Yorktown was the last major battle of the
war and ultimately persuaded the British to negotiate independence.

The importance of a transoceanic divided flank to the new republic
was evident throughout the Napoleonic Wars of the late eighteenth and
early nineteenth century. Although the terms of the peace agreement of
1786 called for Great Britain to withdraw its forces from US territory,
it continued to deploy them at posts along the Canadian border. Only
in 1794, when faced with Napoleon’s growing continental coalition, did
Great Britain finally agree to the terms of Jay’s Treaty, which required
it to withdraw its forces from the frontier posts.®> Spain agreed to US
navigation rights on the Mississippi River and settled the US-Spanish
boundary dispute (Pinckney’s Treaty, 1796) because it feared British
retribution after Madrid defected from the Anglo-Spanish alliance and
signed a peace agreement with Napoleon. President Thomas Jefferson’s
opportunity to purchase the French territory of Louisiana in 1803 re-
sulted from the heavy cost of Napoleon’s continental ambitions and his
need to replenish France’s treasury to finance continuation of the war.’
The United States also benefitted from Anglo-French rivalry during the
War of 1812. The young US Navy fared poorly, including in the Battle
of New Orleans. Nonetheless, Napoleon’s escape from exile on Elba in
March 1815 forced Britain to accept a peace favorable to the United
States so it could redeploy its forces against a resurgent French army and
defeat Napoleon’s forces on 18 June 1815 at Waterloo.®

The United States continued to benefit from European rivalries
through the nineteenth century. Following a series of Southern military
victories during the US Civil War, Napoleon III gave serious consider-
ation to intervening on behalf of the Confederacy to alleviate the French
shortage of cotton. But in 1862, he told Confederate diplomats that he
was too preoccupied with conflicts in Italy and Greece to risk war with
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the United States. Moreover, he was concerned that if Great Britain did
not also intervene in the US Civil War, it would aim to entangle France
and thus destroy French commerce.” Shortly thereafter, Russian rivalry
following the Crimean War and preoccupation with its European security
conflicts contributed to its eagerness to sell Alaska to the United States
in 1867.8

US interests also benefitted from a divided East Asia in the late nine-
teenth century. In the Spanish-American War of 1898, no European
power was willing to support Spain for fear it would undermine security
vis-a-vis the other powers. Great Britain played a leading role in block-
ing European support for Spain, but Germany, France, and Russia were
all reluctant to jeopardize their interests in Europe and Asia by assisting
Spain.” The resulting isolation enabled the United States to defeat the
Spanish navy not only in Cuba, but also in the Philippines, where it secured
the islands as a colony and established a strategic presence in East Asia.
Subsequently, US security benefitted in the early twentieth century from
the multiple European countries vying for influence throughout East
Asia, including Great Britain, France, Russia, and Germany, as well as
Japan. The McKinley administration’s “Open Door” policy regarding
trade with China was premised on the unwillingness of the many great
powers, especially Great Britain, to allow any single power to dominate
the Chinese market.'”

On the other hand, danger clearly emerged for the United States in
the absence of balance-of-power politics in its East Asia flanking re-
gion following the 1939 battle at Nomonhon and the subsequent 1941
Soviet-Japanese Neutrality Pact. The Soviet Union’s preoccupation with
German ambitions and its corresponding vulnerability in East Asia led
Joseph Stalin to secure the eastern borders by conceding Japan’s supe-
riority in Northeast Asia. The resulting absence of a great power that
could balance against Japanese regional power encouraged Tokyo to extend
its military occupation to all of East Asia and ultimately to send its navy
across the Pacific Ocean to launch its preemptive attack on US forces at
Pearl Harbor.!!

The strategic lesson of World War II for the United States was that it
could no longer rely on balance-of-power politics to maintain its secu-
rity by dividing its flanking regions. Instead, it would have to directly
involve itself in European and East Asian politics to maintain the balance
of power and US national security. It fought World War II to resist
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German dominance of Europe.!? In East Asia it acquiesced to Japanese
expansion until Japan moved from occupying simply the Korean Peninsula
and China to seeking dominance throughout maritime East Asia, as
well.13 US resistance to German and Japanese expansion thus prevented
the emergence of a regional hegemon across its coastal flanks.

In the aftermath of World War II, US policymakers sought the same
grand strategy objectives—a balance of power that assured divided
regions opposite the eastern and western US coasts. It thus balanced
Soviet and Chinese power in Europe and East Asia. For US planners,
the lesson of World War II was that the United States could no longer
“free-ride” on other powers to assure its security. Rather, it had to assume
that responsibility by participating in the balance of power in Europe and
East Asia.'

US Grand Strategy and the Rise of China

The rise of China poses a challenge to US security in East Asia be-
cause, unless balanced, China could achieve regional hegemony. This could
occur regardless of Chinese intentions and policies. Given the historical
pattern of great-power politics, once China possesses the capabilities to
challenge the regional order, it will presumably seek a dominant strategic
position throughout East Asia. This has been the European experience,
repeated many times over the past 500 years and often characterized by
war. It has also been the experience in the Western Hemisphere since
1823, when the United States proclaimed its regional ambitions in the
Monroe Doctrine. And it has been the recent experience in South Asia,
where only Pakistan’s possession of nuclear weapons has prevented India
from achieving dominance throughout the subcontinent. Great powers in
search of security seek a region-wide sphere of influence. Should China
have similar aspirations, it would be neither good nor bad nor reflect
hostility toward the United States; it would simply reflect great-power
politics. On the other hand, even should China not have aspirations for
regional leadership, it will emerge as the regional hegemon unless its rise
is balanced by another great power. Local powers, responding to China’s
growing advantage in the balance of capabilities in the region, will gravi-
tate toward it rather than risk its hostility. In the absence of balancing,
the rise of China will challenge a cornerstone of US security—a divided
flank across the Pacific Ocean.
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The United States requires sufficient military and political presence in
East Asia to balance the rise of China and to deter it from using force
to achieve regional hegemony, should it become frustrated at the pace
of change. US strength will also reassure local powers that their security
does not require accommodation to China’s rise.!®

The optimal US grand strategy for East Asia will secure balance-of-
power objectives at the least possible cost to US blood, treasure, and
honor. To do otherwise would divert scarce strategic resources from
capabilities and missions that would better serve US security elsewhere
and would undermine achievement of critical nonstrategic objectives,
including economic development and social welfare. Balancing China’s
rise at the least possible cost will require continual modernization of US
capabilities while managing US-China relations to avoid unnecessary
yet costly conflict. The former is a military challenge; the latter is a po-
litical challenge.

US Military Presence in East Asia
and Balancing China’s Rise

The United States requires sufficient military capability in East Asia
to deter China from using force to realize its strategic ambitions and to
reassure US security partners that they can rely on the United States to
provide for their security against a rising China. This is how to maintain
the balance of power in East Asia.

China’s long-term strategy to challenge US military presence focuses
on access-denial capabilities. Rather than fund a large power-projection
and sea-control naval capability dependent on large and numerous sur-
face ships, it has developed low-cost, secure platforms that may chal-
lenge the ability of the United States to protect its war-fighting ships,
especially aircraft carriers. Chinese efforts primarily focus on the use
of relatively quiet and increasingly numerous diesel submarines.!® By
2000, China’s submarine force had awakened concern in the US Navy
over the wartime survivability of its surface fleet, especially its carriers.
More recently, Chinese research and testing of an antiship ballistic mis-
sile system and antiship cruise missiles deployed on submarines and
surface ships suggest China may eventually pose an even greater chal-
lenge to the US fleet.!” Should China’s People’s Liberation Army (PLA)

develop an effective intelligence, surveillance, and reconnaissance (ISR)
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targeting capability to inflict critical attacks on US naval assets, it may
be able to deter US intervention in its hostilities with local states or create
region-wide doubts that the United States has the resolve to defend their
security at the risk of war.'® If China believes it can deter US interven-
tion, it may be encouraged to use force against US allies.

Over the past 15 years, the United States has responded to Chinese
military modernization with an ongoing effort to sustain a military pres-
ence in East Asia for power projection. Following the 1996 confrontation
in the Taiwan Strait, the Clinton administration initiated the US strategic
transition toward East Asia with the first redeployment from Europe to
Guam of a Los Angeles—class submarine. Since then, the United States
has deployed nearly every type of air and naval weapon system to East
Asia, including its most modern ones as they come into operation. The
US Navy plans to deploy six Los Angeles—class submarines to East Asia.
It has also deployed the Virginia-class submarine and a converted Obio-
class SSGN (nuclear-powered, guided-missile-equipped submarine) to
East Asia, and it has home-ported an additional aircraft carrier at San
Diego for western Pacific operations. As early as 2006, the Department
of Defense (DoD) Quadrennial Defense Review called for the US Navy
to deploy 60 percent of its submarine force and six of its 11 aircraft car-
riers to the Pacific theater.!” In addition to its forces based in Japan, the
US Air Force has deployed F-15s, F-16s, the B-1 and B-2 bombers, and
the F-22 Raptor, its most-advanced aircraft, to Guam. It has also based
air-refueling aircraft on Guam and stockpiled air-launched cruise mis-
siles there.?

The United States has also strengthened its forward presence in East
Asia through cooperation with its regional security partners. Despite
domestic political complications in Japan over Marine Corps Air Station
Futenma in Okinawa, cooperation has continued to expand between
the US and Japanese militaries, including exercises focused on defend-
ing Japanese-controlled islands claimed by China. The 1999 completion
of the deep-draft-vessel pier at Singapore’s Changi port facility provided
the US Navy with a modern and comprehensive aircraft carrier facility
in the South China Sea. In 2005, Singapore and the United States signed
the Strategic Framework Agreement, consolidating defense and security
ties and enabling greater cooperation in joint naval exercises.?! During
the George H. W. Bush administration, the United States developed
greater defense cooperation with the Philippines. It expanded access for
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US naval ships to Philippine waters, and between 2001 and 2005, an-
nual US military assistance to the Philippines increased from $1.9 million
to approximately $126 million, making it the largest recipient of US
military assistance in East Asia.?? The US Navy also expanded its ac-
cess to Malaysia’s Port Klang in the Strait of Malacca.?> More recently,
during the Obama administration, the United States further expanded
US-Philippine cooperation with increased arms sales, including coastal
patrol ships and the expansion of US-Philippine naval exercises, while
reaching agreement for US Navy access to its former base at Subic Bay.?*
The administration has also developed improved defense cooperation
with Indonesia and New Zealand and reached agreement with Australia
for stationing US Marines on its military training base in Darwin.

Ongoing modernization of US defense capability has been especially
important for balancing the rise of China. The development of ISR-
based weapon systems, including remotely piloted aircraft (RPA) and
unmanned underwater vehicles (UUV), is an effective response to China’s
development of antiship missile capability. These systems will reduce the
vulnerability of US regional power-projection operations while contrib-
uting to its antisubmarine warfare capability vis-a-vis China’s growing
and advanced submarine fleet.”® The deployment of advanced arma-
ments in underwater platforms, including Tomahawk cruise missiles on
Ohio-class submarines, is a similarly effective response to Chinese mili-
tary modernization.

US defense modernization has sustained the ability to deter Chinese
use of force to challenge the regional order. Although the PLA dominates
China’s land borders, its navy remains grossly inferior to the US Navy.2 It
continues to depend on small coastal administration and coast guard ships
for its maritime activities in disputed waters in the South China Sea, and
its antipiracy activities in the Gulf of Aden consist of unsophisticated opera-
tions conducted by very few ships. China’s surface ship capability remains
weak; its new aircraft carrier is undersized, lacks aircraft, and is highly
vulnerable to US forces. It is primarily a prestige ship rather than a war-
fighting ship.?” China has just begun construction of its next-generation
guided-missile destroyer. Both the quantity and quality of these ships will
be vastly inferior to US Aegis-equipped destroyers. The DoD reported
that in 2011 less than 30 percent of PLA surface forces, air forces, and air
defense forces were “modern” and that only 55 percent of its submarine
fleet was modern.?® The recent eagerness of US regional strategic partners
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to consolidate defense cooperation with the United States reflects its
continued dominance vis-a-vis China and confidence that it can provide
for their security despite Chinese opposition.

The challenge for the United States in balancing China’s military
modernization is developing an effective response to its missile program
and thus neutralizing a developing access-denial capability. The growing
accuracy of China’s land-based medium-range missiles increasingly chal-
lenges the long-term efficacy of US aircraft carriers.”” US development
of SSGNs, RPAs, and UUVs is an effective response to this problem.
Nonetheless, continued US commitment to the aircraft carrier imposes
high financial costs on its defense budget that may undermine its long-
term ability to contend with Chinese defense modernization, thus
undermining US security in East Asia. Although the carrier is an effec-
tive platform for maintaining a maritime “presence” in East Asia, evalu-
ation of its financial value ultimately rests on its war-fighting capability
compared to the cost and effectiveness of other platforms. Given the carrier’s
expense and its growing vulnerability to land-based and sea-based mis-
siles, it may become a long-term liability rather than in asset in the ef-
fort to balance China’s rise. This is especially true given the relative cost
advantage of the offense versus the defense in the missile-carrier balance.

Given the growing constraints on the US defense budget, the sig-
nificant domestic social welfare demands, and the likelihood of slow
economic growth, continued funding of aircraft carriers may challenge
the US ability to balance China’s rise.’® It will limit funding for more-
capable and cost-effective platforms, including submarines, RPAs, and
UUVs deployed on smaller, less vulnerable, and less costly surface ships
and/or submarines. Moreover, China is better able than the United
States to contend in a cost-based arms race; its annual defense budget
increases will continue to be greater than annual US increases.

US Strategic Partnerships in East Asia and US-China Relations

As a geographically external power, the United States must determine
with which East Asian countries it must develop strategic partnerships
to enable it to deploy and operate forward-based forces and maintain
the regional balance of power. This determination must reflect the geo-
political significance of the regional real estate rather than historical relation-
ships or ideological aflinity. It will thus necessarily reflect the unique
geopolitical characteristics of East Asia.
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Large insular countries encircle mainland East Asia from the north-
east to the western reaches of the South China Sea. Together Japan, the
Philippines, Indonesia, Singapore, and Malaysia possess considerable
assets, including energy resources, well-situated and modern port facili-
ties, large land masses to enable critical deployments, and sophisticated
infrastructures that can support maritime operations. Further offshore
from the mainland, Australia and New Zealand offer substantial and
secure rear-basing facilities. This geopolitical environment enables the
United States to maintain a large and defensible regional presence that
can dominate maritime East Asia and thus contend with a mainland
great power.

The geopolitical contrast between Europe and East Asia is instruc-
tive.’! Following World War II, the United States determined that a sig-
nificant military presence in Europe was necessary to balance the power
of the Soviet Union. Great Britain did not offer sufficient land mass
or the geopolitical location necessary to maintain adequate forward-
deployed maritime presence to control Europe’s western coastal waters
should a continental hegemon emerge. On the other hand, in early
1950—as the Truman administration returned US forces to the Euro-
pean mainland and funded the economic recovery of Western Europe
to maintain a divided continent—after the Chinese Communist Party de-
feated Chiang Kai-shek’s Republic of China government, Secretary of State
Dean Acheson declared that the United States did not have a significant
national security interest in a strategic presence on mainland East Asia.
His definition of the US Pacific “defense perimeter” excluded the Korean
Peninsula, Taiwan, and mainland Southeast Asia, including Indochina,
Burma, and Thailand. According to Acheson, the US defense perimeter
only encompassed the region’s insular countries, particularly Japan and
the Philippines, and by extension, the South China Sea countries.>* US
military leaders concurred with Acheson’s assessment, and between late
1949 and early 1950 they argued that US national security did not re-
quire a strategic presence on the Korean Peninsula or on Taiwan.?

Eventually the United States developed strategic alliances with South
Korea, Taiwan, South Vietnam, and Thailand, but these alliances did
not reflect the intrinsic importance of their geopolitical location to US
security interests in a divided region. Rather, the United States inter-
vened in Korea to establish its determination to contain Soviet-led com-
munist military expansionism, wherever and whenever it occurred. It
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fought the Korean War to defend US credibility, not to defend strategic
territory critical to its security.** Once North Korean communist forces
invaded South Korea and the United States perceived China as a hostile and
expansionist country, previously secondary interests assumed greater
military importance. In the aftermath of the Korean War, the United
States signed alliances with South Korea, Taiwan, and Thailand and ex-
tended an alliance commitment to South Vietnam. These developments
tied the US reputation for resolve to defend its offshore allies, including
Japan, to the defense of its mainland allies and thus drew it into wars
and multiple crises, despite the secondary importance of these countries
to US interest in a divided East Asia.*®

The US post—Vietnam War retrenchment from the East Asian main-
land underscores its secondary importance to US security. The greatest
“tragedy” of the US involvement in Vietnam is that after 10 years of war
and significant losses of American blood, treasure, and honor, the with-
drawal from Indochina and the loss of military bases in Thailand had
an imperceptible impact on US security. The defense relationship with
Taiwan has been equally peripheral to US security. A military presence
on Taiwan in the 1960s supported US operations in Vietnam. Thus, in
early 1972, President Richard Nixon could easily concede to Beijing
that once the Vietnam War was over, the United States would withdraw
all of its military forces from Taiwan.?® In the twenty-first century, the
United States has not resisted Taiwan’s political accommodation to the
PRC’s growing coercive capabilities and its economic absorption into
the PRC economy. On the contrary, the George W. Bush administration
supported Taiwan’s effort to expand economic and political cooperation
with the PRC.?” The Obama administration has continued this policy.
Because the PRC has relied on its growing economic and military capa-
bilities to compel peaceful accommodation with Taiwan, it has not chal-
lenged US credibility or the US defense commitment to its maritime
security partners. This has allowed the United States to disengage from
the mainland China—Taiwan conflict without any measurable effect on
US security.

Also during the Bush administration, the United States began to dis-
engage from the Korean Peninsula. By 2008, as South Korea expanded
political and economic cooperation with China and increasingly relied
on it to manage the North Korean threat, the United States reduced its
forces in South Korea by 40 percent, ended its military deployments

146 STRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017



US Grand Strategy, the Rise of China, and US National Security Strategy for East Asia

between Seoul and the demilitarized zone, committed to relinquishing
operational control (OPCON) over the South Korean military by 2012,
and significantly reduced the size and frequency of US-South Korean
joint exercises. As with its disengagement from the Taiwan issue, the
United States could acquiesce to peaceful South Korean accommoda-
tion of the rise of China without any evident concern for its credibility
to defend its alliance commitments or for the effect on US security.

The Obama Administration and
US Strategy for East Asia

The Obama administration’s pivot toward East Asia reflects a sig-
nificant departure from prior US efforts to balance the rise of China.
Whereas prior administrations focused on strengthening security co-
operation with the region’s offshore states, this administration has ex-
panded relations with mainland states on the Chinese periphery—in
Indochina and on the Korean peninsula. Not only are these initiatives
unnecessary to sustain the traditional US effort to maintain a divided
East Asia, but they also impose potentially costly relationships on the
United States that ultimately cannot contribute to balancing the rise
of China.

After the US withdrawal from Indochina in 1975, successive administra-
tions avoided security cooperation with Vietnam, despite Hanofi’s apparent
interest in developing relations since 1991, and US administrations all
but ignored Cambodia. This changed in 2010, when, for the first time
since the end of the Vietnam War, the United States pursued a strategic
presence in Indochina. That year, Secretary of Defense Robert Gates visited
Hanoi, and Secretary of State Hillary Clinton visited the city twice. She
expressed US interest in developing a “strategic partnership” with Viet-
nam.’® Additionally, the United States carried out joint naval exercises
with Vietnam in 2010, 2011, and 2012. In June 2012, Secretary of
Defense Leon Panetta visited Cam Ranh Bay, where the US Navy was
based during the Vietnam War, and announced that “access for United
States naval ships into this facility is a key component of this relation-
ship [with Vietnam] and we see a tremendous potential here for the fu-
ture.” During the visit a senior defense department official observed that
“we are making significant progress in our military relationship with
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Vietnam.” The United States and Vietnam have also signed a memoran-
dum of understanding regarding civil nuclear cooperation.?

The United States has also strengthened security cooperation with
Cambodia. Visiting Phnom Penh in 2010, Secretary Clinton encouraged
Cambodian leaders to exercise greater independence from Chinese politi-
cal influence. Cambodia then joined for the first time the annual US-led
Cooperation Afloat Readiness and Training (CARAT) regional naval
exercises, and US Marines based in Okinawa conducted interoperability
exercises and maritime exercises with the Cambodian military.%

The Obama administration has also reversed Bush administration
policy toward South Korea. Following the 2010 North Korean sinking
of the South Korean naval ship Choenan, the administration reasserted
US strategic presence on the Korean Peninsula. It deferred relinquishing
wartime OPCON of South Korean forces from 2012 to 2015 despite
South Korea’s significant conventional military superiority vis-a-vis
North Korea and its increasing ability to contend with North Korean
forces unassisted. Since the summer of 2010, the scale and number of
US-South Korean joint military exercises has significantly expanded,
with their largest ever that year, and the United States has increased its
troop presence in South Korea. The two nations have reached four new
defense agreements: the South Korea—US Integrated Defense Dialogue,
the first joint South Korea—US Counter-Provocation Plan, the Extended
Deterrence Policy Committee, and an agreement on military space co-
operation.41 In 2012, the Pentagon developed plans to upgrade its capa-
bilities in South Korea, and the US Navy led the first US—Japanese—-South
Korean joint naval exercise, which took place in the Yellow Sea and in-
cluded a US aircraft carrier. It was the largest one-day, live-fire military
exercise since the Korean War.4?

These initiatives in Indochina and South Korea cannot enhance US
security. Because both regions are on China’s immediate periphery, US
naval power cannot effectively challenge Chinese coercive power. The
coercive capability of China’s contiguous ground force capability (with
support from its economic power) cannot be adequately mitigated by
US offshore presence. Even as a primitive fighting force in 1950, the
PLA held the US military to a draw in Korea. During the Cold War,
the PLA contributed to the defeat of France, the United States, and
the Soviet Union in Indochina. Today, PLA ground forces are far more
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capable than its neighbors along the entire Chinese periphery and the
US military.*?

From 2008 to 2012, South Koreas conservative leadership eagerly
sought improved defense cooperation with the United States. But during
the 2012 South Korean presidential campaign, both candidates promised to
improve relations with North Korea and to restore greater balance in rela-
tions between China and the United States. In January 2013, President
Park Geun-hye sent her first presidential envoy to Beijing. Chinese ca-
pabilities are far greater in Indochina today than in 1979, when the PLA
suffered massive losses in its border war with Vietnam. In the twenty-
first century, Chinese leverage vis-a-vis Vietnam will undermine US
efforts to expand US-Vietnam defense cooperation. Unless South Korea
and the Indochina countries are willing to once again host significant
US ground-force deployments and extensive basing facilities—therefore
once again incurring Chinese hostility—they will ultimately succumb
to the rise of China by distancing themselves from the United States,
thus accommodating China’s national security interest in border regions
secure from US strategic presence. Moreover, because China possesses
superior leverage on its periphery vis-a-vis the United States, US chal-
lenges to Chinese security along its borders cannot induce cooperation
with US interests.

Not only are recent US initiatives on mainland East Asia neither nec-
essary nor effective, but they will ultimately be costly to US interests be-
cause they will destabilize US-China cooperation. Chinese leaders view
US policy toward Indochina and South Korea as an effort to reestablish
a strategic presence on China’s periphery.*4 They view this as a challenge
to Chinese national security.

Since 2010, China has significantly strengthened economic and po-
litical relations with the North Korean leadership, undermining US
sanctions. It continues to provide North Korea with significant oil ship-
ments and free food aid, which increased substantially in 2011. Chinese
investment in North Korean mining, infrastructure, and manufacturing
and its import of North Korean mineral resources have also significantly
increased since 2009. It has also expressed little interest in cooperating
with the United States in pressuring North Korea to participate in the
Six-Party Talks.®> That structure is now irrelevant to Northeast Asian
security, and the United States has had to negotiate bilaterally with
Pyongyang. Washington negotiated the short-lived 29 February 2012
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agreement with North Korea outside of the Six-Party Talks venue. Since
then, it has continued to negotiate bilaterally with North Korea. Mean-
while, North Korea continues to expand its nuclear weapons capability.

China has used coercive diplomacy to pressure local powers to rethink
their cooperation with US strategic advancement on its periphery,
contributing to instability in the South China Sea. Sino-Vietnamese
tension over disputed waters escalated in spring 2010, with many Chinese
advocating use of force against the Vietnamese navy.%® China’s prolonged
maritime confrontation with the Philippines in 2012 over fishing near
Scarborough Shoal, which included the presence of combat-ready Chi-
nese naval patrols in disputed waters, similarly reflects Beijing’s eroding
tolerance for small-power cooperation with the United States. Before
2011, China had not detained any Philippine ships operating in disputed
waters nor sent government ships within disputed waters surrounding
the Spratly Islands, but since 2012, PRC ships have been operating
within 12 miles of Philippine-claimed islands. While Chinese oil compa-
nies had not previously operated in disputed areas of the South China
Sea, in 2012 Beijing announced that its companies would commence
oil exploration there.” Since US intervention in the territorial dispute,
there has also been greater tension within the Association of Southeast
Asian Nations (ASEAN). Whereas the Obama administration has tried
to promote ASEAN unity on the South China Sea territorial conflicts
and had hoped to work with the ASEAN to promote US presence in
Southeast Asia, China has relied on its partners within the ASEAN to
resist US policy. The ASEAN is more divided today than at any time
since its formation.

There is also reduced Chinese cooperation with the United States on
global issues. In the 1990s, Beijing cooperated with the United States
on humanitarian intervention, Indonesia, and, as recently as 2011, in
Libya. It also cooperated with both US military operations against Iraq,
but more recently, it has resisted cooperation over the violence in Syria.
It has blocked US initiatives in the United Nations, merely informed the
United States of its initiatives toward the Syrian government, and con-
tributed to Russia’s efforts to support the Syrian leadership. Regarding
proliferation of nuclear weapons, China now undermines US efforts to
curtail Iran’s nuclear program. Whereas from 2006 to 2010 China voted
for five UN Security Council resolutions imposing sanctions on Iran, in
2012 it opposed US efforts to tighten those sanctions, compelling the
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United States to impose sanctions outside the UN framework. Follow-
ing agreements by the United States, European countries, and Japan to
sanction Iranian oil exports, China reached agreement with Tehran to
purchase Iranian 0il.*® In South Asia, China has not assisted US efforts
to enhance Pakistan’s cooperation with the war in Afghanistan, and it
has not restrained Pakistan’s nuclear and missile programs.

Ongoing US strategic cooperation with the mainland states on China’s
periphery will not contribute to US security, but it will elicit increased
Chinese suspicion of US intentions and greater Chinese resistance to
US interests in East Asia and elsewhere. It will also lead to a deteriora-
tion of US-China relations, contributing to more destabilizing Chinese
behavior in the South China Sea, higher Chinese defense spending, and
diminished PRC cooperation on bilateral issues, including economic
conflicts and military-to-military cooperation. And it will contribute to
greater regional tensions and a greater likelihood of US-China conflict
over insignificant maritime territorial disputes.

Conclusion

Since 1776, US grand strategy has sought a balance of power in its
transoceanic flanking regions. When multiple great powers contended
in Europe and East Asia, the Western Hemisphere was secure from the
presence of extraregional powers, and the United States was secure from
challenges from rival great powers that might threaten its survival. Only
when a great power threatened to achieve hegemony in Europe and/or
East Asia was the United States gravely threatened, as from Japan and
Germany during World War II. Since World War II, the United States
has assumed the responsibility from the regional great powers for the
balance of power in the transoceanic regions, thus preventing flanking
powers from threatening its homeland. During the Cold War, it kept
Europe and East Asia divided, and in the twenty-first century it main-
tains the balance of power in East Asia.

In 1943, Walter Lippmann wrote that “foreign policy consists in
bringing into balance, with a comfortable surplus of power in reserve,
the nation’s commitments and the nation’s power.”*> An effective great-
power national security strategy requires awareness of the “Lippmann
gap,” and failure to maintain such a balance results in a costly squan-
dering of resources. At times the United States has fallen victim to the
Lippmann gap, such as when it waged a costly and protracted war in
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Indochina while simultaneously contending with Chinese power in East
Asia and Soviet power in Europe. US leaders erroneously believed that
the United States possessed important security interests in Indochina.

In the twenty-first century, the United States has responsibility for main-
taining the balance of power in East Asia. The cost of contemporary US
policy in East Asia does not remotely approach the cost of the Lippmann
gap during the Vietnam War era. Nonetheless, the US defense budget will
face increasing difficulties contending with China’s rise should it continue
to fund twentieth-century capabilities, including aircraft carriers, even as
it transitions to ISR-based twenty-first-century platforms.

Whereas post—Cold War US administrations refrained from assert-
ing US power on mainland East Asia, the Obama administration has
reversed course and is expanding US strategic presence on China’s main-
land periphery. The United States lacks the capabilities to sustain this
effort. China’s strategic advantage on mainland East Asia is greater today
than at any time since 1949. It now possesses the capability to coerce its
neighbors to accommodate its security. China’s economic resources are
also greater than ever and are increasing. On the other hand, the United
States is developing an expanded presence on mainland East Asia just
as constrained financial resources challenge the US military’s ability to
sustain its current level of spending. Moreover, the cost of US policy on
mainland East Asia will grow as its challenge to Chinese national secu-
rity will elicit ever greater Chinese challenges and contribute to height-
ened and costly tension in US-China relations.

Since the end of the Cold War, US national security policy has en-
abled the United States both to contend with the rise of China to sustain
a divided East Asia and to manage US-China relations to contain the
cost of US policy. The United States consolidated its strategic relation-
ships with its maritime security partners and benefitted from regional
stability and US-China cooperation on a wide range of regional and
global issues. Moreover, this policy elicited at most minimal controversy
in the United States. There were few voices calling for a more proac-
tive US policy toward mainland East Asia. The challenge for the United
States is to recognize the essential requirements for a national security
strategy that secures US interests in a divided region and to avoid the
temptation to adopt policies that unnecessarily raise the cost of US
national security. KO
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War on Our Doorstep

Not a Mere Crime Problem

James P Farwell
Darby Arakelian

The television show Miami Vice regaled viewers with stories of under-
cover agents as they battled to keep Colombians and their Miami cohorts
from smuggling cocaine and other illegal drugs into this country. In
real life, US authorities did even better. They proved so effective that
the Colombia cartels decided to shift operations west and outsourced
drug trafficking to Mexican gangs. Instead of cash, they paid the traf-
fickers in-kind, offering 30—50 percent of the drugs to sell on their own,
and the gangs graduated from transport to distribution. Drug trafhick-
ing through Mexico had long been a problem, but this change triggered
a great rise.!

While Western media focus heavily on the civilian deaths in Syria,
they often overlook our own backyard, where Mexican drug violence has
claimed 110,000 lives.> Former president Felipe Calderon pronounced
that “the most lethal war is the one being fought by criminal gangs
among themselves.”® That statement reflects only one element in the
story, because cartel violence greatly affects the United States.? As cartels
battle for turf among one another, the threat transcends borders and
raises pemispheric security issues that embrace the United States, Canada,
Mexico, and their neighbors in Central and South America. Mexican

security forces have made cross-border incursions into this country,
hundreds of US Customers and Border Patrol (CBP) agents have been
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attacked,’ and even US Soldiers have been suborned into acting as hitmen
south of the border.® The cartels are also increasingly active in US cities.

Although Calderon’s team boasts that it captured 25 of its 37 most
wanted criminals,” no one suggests the flow of drugs has been stopped.
In this high-stakes struggle, while Mexico may not be a failed state, the
war is eroding its credibility and ability to govern. It is also affecting
security in the region. In Guatemala, cartels reportedly control 40-60
percent of the entire country.® The Mexican Sinoloa cartel has formed
links with Mara Salvatrucha (MS-13), a gang started in Los Angeles by
Salvadoran immigrants.” Mexican cartels are also linked to murders in
Argentina and Peru.'

While the United States wants to stop trafficking and eliminate king-
pins, Mexicans want to stop kidnapping and violence. This has left both
Mexico and the United States without a cohesive strategy for combating
the cartels—a totally unacceptable situation. Most observers, including
the Mexican government, believe this to be a law enforcement problem.
We challenge whether that approach is most effective and argue that
conventional definitions for characterizing this struggle do not apply to
this emerging, unprecedented conflict. The required debate over how
to protect vital US security interests has barely commenced. What legal
authorities govern US action? What roles should our military or law
enforcement play? Do we rely upon conventional definitions of high-
intensity crime, terrorism, or insurgency to dictate solutions? What are
the tradeoffs for using the military or law enforcement to battle the
cartels? The threat to US national security interests calls for a different ap-
proach. A combination of law enforcement, social reform, covert intelli-
gence, military special operations, and, as appropriate, selective military
action by Mexico with indirect mission assistance from the US military
offers a plausible path to success.

Characterizing the Conflict to Determine Strategy

How the war is characterized matters as to what body of law governs
it—the law regulating law enforcement or the law of armed conflict?!!
The answer affects tactics and the nature of forces employed. For example,
while police can use deadly force against suspects who pose a threat of
serious physical harm, the principle of military necessity authorizes a
military to take all necessary measures not prohibited by international
law to defeat an enemy.'? The US and Mexican militaries have a role in
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low-intensity conflict, fighting an insurgency, or combating terrorism,
especially if those terrorist groups support al-Qaeda.'? Scholars like Paul
Rexton Kan argue that while drug cartels share certain organizational
and operational characteristics of terrorist organizations,'* the Mexican
drug war is not an insurgency because cartels lack a political agenda.
Kan’s key argument rests upon the widely—and mistakenly—held
view that terrorists seek political goals while criminals are motivated by
greed.!> Writing in Small Wars Journal, Brad Freden acknowledges that
elements of counterinsurgency (COIN) operations are useful in fighting
the cartels but argues that “the violence, drug trafficking, and lawless-
ness that we see in northern Mexico does 7oz constitute an insurgency.
Drug cartels have no ideology beyond profit, no aspirations other than
to be left alone, and no popular support beyond that which can be pur-
chased with money or intimidation” (emphasis in original).'® University
of Maryland scholar Shibley Telhami also views terrorists as linked to
political goals and defines them as those who deliberately target civilians
for such ends.!”

Those who oppose characterizing the Mexican drug wars as an in-
surgency argue that cartels have not “captured” the state to implement
a social or political agenda and are not seeking to overthrow the govern-
ment and replace it with their own, but focus on shoving the state aside
in their pursuit of profits. This thinking, ably argued by Kan, is that
“no insurgent or terrorist group . . . has been dismantled by rolling up
its financial networks,” a statement that would come as news to the US
Treasury and other agencies engaged in counterterrorism financing.!'®
The pivot of the argument is that cartels do not seck to “substitute their
ideology for the existing one or to achieve any other political goal that is
routinely associated with armed groups who instigate social upheaval.”"’

So, should fighting the drug cartels be limited to law enforcement and
political measures that effect a social reform agenda or is this a form of
counterinsurgency for which properly trained military geared to special
missions should play a key role? Most voices strongly oppose using the
military to combat drug trafficking. At its core, their argument rests
most importantly on three confluent propositions.

 The Mexican drug war is not an insurgency, terrorism, or low-
intensity conflict (LIC), but at most, a “mosaic cartel war” that
requires social reform and law enforcement.?’
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* 'The military is not well suited for waging this war. Rice University
scholar Tony Payan asserts that Mexico’s military strategy has produced
as many as 100,000 deaths and “let loose on the civilian population

the military and, increasingly, a militarized federal police.””!

* Institutional reforms to clean up Mexico’s criminal justice system
could provide meaningful social reform plus a better, cohesive col-
laboration with the United States.

Mexicos drug war presents a different kind of warfare, with different
players and political dynamics, for which success requires achieving
parallel political and security goals. Characterizing the war turns on
whether the drug cartels—sometimes called drug trafficking organiza-
tions (DTO) or transnational criminal organizations (TCO)—have a
political ideology and seek political power. Both factors apply to the
cartels. They espouse an ideology rooted in surprisingly specific stories,
narratives, themes, and messages that go well beyond what other groups
who are widely accepted as political, such as al-Qaeda, Italy’s Red Bri-
gades, Sendero Luminoso (Shining Path) in Peru, Colombia’s FARC
(Revolutionary Armed Forces of Colombia) and National Liberation
Army (Ejército de Liberacién Nacional, ELN), or Paraguay’s Ejército del
Pueblo Paraguayo (EPP) espouse. Those groups embrace the rhetoric of
ideology but offer little content to define one. They all seek political power,
either to overthrow the existing regime or, as in Mexico, to paralyze
and remove the government as a threat to their operations. And they
are all criminal.

Even then, the argument that the cartels do not present an insur-
gency because greed or profit, not a “political” agenda, motivates them
is flawed. There is no accepted definition for what constitutes a political
agenda. Yale political scientist Harold Lasswell probably came as close
as anyone to how politicians view politics: “Politics is who gets what,
when, and how.”?> Whether parties seek money legally or illegally may
affect their status as criminals or law-abiding citizens, but they may easily
qualify as criminals and political actors. Most politicians would scoff
at the idea that parties whose agenda in the political process is to seek
money are not political. Crime and politics are not mutually exclusive.
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Cartel Ideology

The notion of what constitutes an ideology lends itself to different
expressions. In politics, almost any approach constitutes a belief system,
although not all belief systems are ideologies.?® Broadly, ideology consists
of a collection of ideas that define goals, expectations, and actions and
express a cohesive basis for thought and behavior. Ideologies exert influence
over the beliefs and values that people share, how they see themselves,
and how they perceive the world and their place in it. Ideology guides
action and influences how people relate to one another. It defines hopes,
dreams, and aspirations.

A striking quality about organizations labeled “terrorist” is their
substantive lack of ideology. Harvard scholar Louise Richardson has
pointed out that terrorist movements do not describe meaningfully the
new world they intend to create.?4 All terrorist movements, she observes,
“have two kinds of goals: short-term organizational objectives and long-
term political objectives requiring significant political change.”* She
points out that their political causes have been about changing the status
quo, not offering an alternative vision for the future.

Colombian FARC leader Paul Reyes admitted he could not define
a ruling program. Tamil Tigers leader Velupillai Prabhakran’s descrip-
tion of the future was pabulum about a socialist state. Chechen Shamil
Basayev said he stood for “power to the people,” whatever that meant.
Shining Path’s Abimael Guzman brushed off questions about his vision
for the future, admitting that “we have not studied this question suf-
ficiently.”*® Colombia’s FARC and ELN and Peru’s Shining Path all
morphed into criminal entities that finance themselves from drug traf-
ficking, but all claim to fight for a political ideology. Except for regime
change, it is hard to discern much content to their views. They do not
discuss the exact form of government, health care, education, jobs, or
items that define what real political parties or actors offer.”” Al-Qaeda is
no different. Richardson observes that in defining his vision, Osama bin
Laden was “extremely vague.””® French scholar Olivier Roy eviscerated
bin Laden for his empty rhetoric.?’

By contrast, the Mexican drug cartels are remarkably concrete in spin-
ning a story, narrative, theme, and message that hold particular meaning
for their targeted audiences. Greed may drive cartels, but what has made
them effective is their ability to recruit and mobilize younger, alienated
Mexicans through messaging what the cartels offer that the state does
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not: social mobility, hope, opportunity, and prosperity. The Mexican
drug cartels net a 6,000-percent profit from trafficker to user; counting
from the purchase price paid to growers, the business yields an eye-popping
150,000-percent profit.>® In such a lucrative market, cartels easily find
a rich source of recruits among impoverished Mexicans, particularly
in Juarez assembly plants established in the wake of NAFTA that pay
$200-300 a month. The cartels reportedly can pay teenagers $5,000 for
a single act of violence.’!

Cartels articulate a story defining themselves as rooted in the romantic
nineteenth-century image of a bandito preying upon the rich and a
national history in which wealthy Mexicans and foreign investors have
controlled much of the economy, leaving most Mexicans impoverished.*
Cartel ballads and music videos stem directly from the Mexican folk
tradition of romanticizing revolutionary heroes and legend, except that
today’s songs glorify drug lords.*

The songs (narco-corridos), videos, social media, signs, and banners
(narcomantas) present a populist patina that celebrates the humble origins
of cartel leaders and their exploits. Ricardo Ainslie points out that this
strategic communication has shifted the terrain “for a political left long
accustomed to an adversary defined as the nation’s elites and long accus-
tomed to viewing itself as a movement that defended the downtrodden.”?*

The narratives help define a specific culture that appeals to teenagers
and younger people who the cartels vigorously recruit. It is manifest
in the attire: garish cowboy hats, ostrich-skin boots, flashy sneakers,
brightly colored baseball hats, tight dresses, gaudy jewelry, lavish homes,
fast cars, alcohol, and a glamorous life that offers the best food, beautiful
women, and action. The cartels provide a way of life that offers a macho
identity and pride for which recruits have no other means of access.*

Writing in Milenio, Tijuana writer Heriberto Yépez accurately observed
that the cartels have evolved from being an economy to an ideology that
saturates society. The term narco becomes conflated in “drug trafficker”
(el narco) and “drug life” (lo narco). Yépez argues that narco used to be
an adjective that described one aspect of Mexican culture. Now it is
culture: “narco and culture are synonyms.”*® The cartels offer meaning
and concrete opportunities that directly influence norms, values, beliefs,
attitudes, opinion, and behavior.

The messaging is directed as well to the military. Los Zetas recruits
by exploiting the fact that the minimum wage in Mexico is five dollars
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a day, unfolding banners—narcomantas—asking, “Why be poor? Come
work for us.”” One Zetas banner hanging over a major thoroughfare
declared: “Operative Group ‘the Zetas’ wants you soldier or ex-soldier.
We offer a good salary, food and benefits for your family. Don't suffer
any more mistreatment and dont go hungry.” Members of at least one
cartel, La Familia Michoacana, now succeeded by the Knights Templar
(Caballeros Templarios), view themselves as resistance fighters against
crime. They developed expertise in soft power to gain popular credibility.?®
They espouse an odd form of Christianity and run drug rehab clinics. The
cartel offers jobs and organizes popular protests against the govern-
ment.”> Of course there is a darker side. The cartels employ directed
violence to secure loyalty, extract revenge, send messages, claim turf,
and fill power vacuums.®’ In short, the cartels 4o espouse a political
philosophy that meets the hopes and aspirations, as well as playing on
the fears, of their targeted audiences.

Seizing Political Power

The cartels also aggressively seek political power. They have succeeded so
well that Calderon acknowledged, “This criminal behavior [by cartels] . . .
has become a challenge to the state, an attempt to replace the state.”*!
They have created an atmosphere of fear and intimidation that impairs
the government’s ability to operate in any normal fashion in providing
security or ensuring the welfare of the people. Tactics of intimidation
have choked off press freedom.%? They have “superseded or seriously
weakened” the government in a growing number of Mexican states, even
in places becoming a “parallel government.”** Reportedly, the cartels
spend a billion dollars annually to bribe police.** They have assassinated
political candidates and high-ranking military and law enforcement
officials. They engage in campaigns to subvert the Mexican government
at all levels.®® Their extortion has obstructed commerce.

Los Zetas stands out for why normal law enforcement will not defeat car-
tels, and drawing lessons, other cartels have stepped up their own capabili-
ties. Recruiting from Mexico’s special operations forces and arming itself with
AK-47s, IEDs, RPGs, and 50-caliber machine guns, Los Zetas has trained in
small-squad infantry tactics, uses social media adroitly, operates with sophisti-
cated intelligence capabilities, and could easily become an overt insurgency. It
will be difficult for a regular police force to tackle this type of militia.*” While
we disagree with how Paul Kan characterizes the drug war, we agree with a lot
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of his ideas on how to address it. His point that any strategy must take on the
Zetas first is prescient. Among all the cartels, this one offers the greatest threat
of evolving overtly into an antigovernment insurgency movement.“® But one
should never underestimate the lethality of the others.

Although concerned about the effect of labeling the Mexican drug
war an insurgency, Christopher Ljungquist summed up the point that
the cartels are political by stating that “the Mexican state is fighting power-
ful and atypical insurgencies, armed with virtually unlimited access to
firearms, including anti-aircraft batteries, and funded by an expert trade
in illegal narcotics worth billions of dollars.”*” Former secretary of state
Hillary Clinton is among those who concur that Mexico faces an in-
surgency, having declared that the cartels “are showing more and more
indices of insurgencies.”°

While not writing about Mexico per se, Bard O’Neil and David Kilcullen
seem to agree that a confrontation qualifies as insurgency only where it
is politically motivated and constitutes a political uprising.’! The Mexican
drug war meets that definition. It is a war tailored for a new form of
counterinsurgency defined as “an armed struggle for support of the pop-
ulation” that requires a holistic approach and unity of effort to achieve
security, drug eradication, social reform, judicial reform, crackdowns on
corruption, multinational partnerships with neighbors who the drug war
affects directly and indirectly, and special-mission military efforts against
heavily armed and trained cartels. It is an iterative, unique approach.>?

Not all criminal activity qualifies as insurgency.”® But the Mexican
drug war is a low-intensity conflict, and the cartels do qualify as insur-
gents, hostile combatants, and terrorists. The fact is the lines between
crime, terrorism, and insurgency are becoming increasingly blurred.
Indeed the US Drug Enforcement Administration (DEA) reports that
designated foreign terrorist organizations (FTO) involved in the global
drug trade have jumped from 14 groups in 2003 to 18 in 2008.%* There-
fore, it is imperative the United States, whose vital security interests are
linked with Mexico as well as the rest of the hemisphere in managing
and prevailing in this conflict, recognize what is happening in Mexico
and deal with it realistically.

A Different Approach

We start with two realities. First, Mexico’s priorities are to stop violence

and kidnapping, while the United States is focused on eliminating kingpins
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and stopping the flow of drugs.”® Until the early 1990s, the drug business
in Mexico was relatively peaceful. US citizens suffered, but the situation
worked well for Mexicans.*® Second, neither side has a strategy for manag-
ing or prevailing in this war—a problem complicated by extreme Mexican
sensitivity that the United States will intrude upon its sovereignty. Suc-
cess requires resolving these challenges. While there are no quick fixes,
these actions merit consideration:

* Approach the situation as a low-intensity conflict against insurgents
who are both criminals and terrorists—and treat them as terrorists.
Make no settlement with the cartels. They are in the business in
which they want to be. The cartels are an evil, and evil cannot be
defeated. It must be eradicated.

* Seize and restrict access to cartel finances. This is pivotal since their
wealth gives them exceptional power that must be broken. One chal-
lenge the United States confronts is the refusal of the Treasury Depart-
ment to deal with the reality of the drug war—or counterterrorism—as
requiring a combination of law enforcement and special operations.
'The Washington Post reports a proposal by the White House to target
cartel assets was declined by Treasury. That mistake must be rectified.””
Mexico could deplete cartel bank accounts and seize assets. The United
States could provide intelligence and technical support to help locate
such assets then defer to Mexico for action. If the United States seized
such assets, it should share them with Mexico as an incentive to
encourage Mexican cooperation. A key element of this approach
lies in disrupting the relationships cartels have with international
terror networks.

* Work with the Mexican government to develop a special-mission
military force that will avoid human rights violations and work well
with civilian authority but that has the expertise and military capa-
bility to take on and defeat heavily armed adversaries like Los Zetas.
President Nieto is backing away from his suggestion of creating a
national gendarmerie. Whatever the force is called, Mexico needs
an effective, well-trained special-mission force. Critics worry the
cartels will try to subvert and corrupt such a force. Be assured they
will make that effort. But Mexico and the United States must work
cooperatively to ensure an effective force is recruited, trained, and
retained. Though not an easy task, it should not deter us.
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The United States must persuade Nieto of the value of US assis-
tance, particularly intelligence, surveillance, and reconnaissance.
'The Washington Post reported last April that former president Calderon
had granted US spy planes access to Mexican airspace to gather
intelligence. US drones supported CBP patrols, and cyber technology
was employed to combat trafficking. The Post reported the United
States was also helping target and vet potential intelligence assets.’®
In Iraq, Gen Stanley McChrystal forged a task force that accounted
for between 11,000 and 13,000 members of al-Qaeda. Their British
counterparts accounted for another 3,500.> That was achieved
through a fusion team that identified key terrorist leaders and middle-
echelon loyalists and eliminated them. US-Mexican fusion centers
were established, the Post reported, in Mexico City and Monterrey,
as well as in regional headquarters. Apparently more limited than
McChrystal’s task force, this was still a step in the right direction.®
Nieto may eschew such help, but we must persuade him to reverse
course and make clear that vital US interests are at stake—and we
will act accordingly.

Except for its marines, who have proven relatively effective, Mexico’s
military should be employed with restraint. Those who argue that
most military personnel are not trained for law enforcement have a
valid point. Mexico’s experience in using its military has produced
mixed results, while alienating many Mexicans. The US Marines
should continue and step up efforts to work with Mexico’s marines
through indirect mission assistance in training and equipping.

Mexican leadership must persuade its population, especially its elites
(who arguably have too often helped, not fought, the cartels),’!
middle class, unions, and civil society organizations to support
the fight against the cartels—stop kidnapping, extortion, robbery,
human trafficking, arms smuggling, and drug trafficking. Calderon
failed to lay a solid political foundation for waging the war. Success
requires persuading Mexicans their own lives depend on defeating
the cartels.®? The challenge is difficult, but Nieto must avoid repeating
Calderon’s mistakes.

Work with Mexico to develop a joint strategy and support it with
the necessary resources. Violence does not affect the entire country.
One-third of Mexican states have violence levels similar to the
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United States. A strategy should focuses on the most violent areas;
the capital, Mexico City, and the financial center, Monterrey; and
tourist areas which contribute heavily to the nation’s economy,
such as Acapulco, Leon, San Miguel, Cuernavaca, Guadalajara,
and Toluca.

* Revamp the Merida Initiative.> Too much money went to US
contractors and too little to Mexicans who could make a differ-
ence. Mexico lacks the resources needed to properly implement the
institutional and social reforms needed to win this war. This is a
long-term challenge, but success requires achieving social justice in
Mexico. We can do more to help and we must.

* Forge border management solutions with realistic division of
responsibility between the United States and Mexico.

* Abrogate the Brownsville Agreement, which former attorney general
Janet Reno entered into in 1998. This agreement lacked foresight in
that it compelled the United States to notify the Mexican govern-
ment of undercover operations in Mexico. That agreement handi-
capped our law enforcement agencies on any number of fronts without
Mexican compromise.

* A hemispheric approach must be reviewed by looking beyond Mexico
to our regional neighbors. The drug war threatens Canada as well
as Central and South America. Coordinate with Canadian SOF
in providing training to Central and South American militaries for
counternarcotics and to the military in Guatemala, El Salvador, Hon-
duras, and other Latin allies through SOF assistance to help them
develop special-mission capabilities for defeating drug trafhckers.

The United States must move beyond defeatist rhetoric suggesting the
drug war can only be managed, not won. It can and must be won. But
that requires viewing it realistically and taking significant action against
the cartels to help Mexico gain control of the strategic situation. While
general-purpose military forces are unsuited for winning this conflict,
special-mission units are essential to defeat heavily armed, often well-
trained cartel forces whose capabilities can overwhelm any normal law
enforcement capability. Mexico lies on our doorstep, and much of what
affects its vital interests is entwined with vital US interests. Recognizing
that reality is the beginning, and it is time to get moving. K@
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Why Cyber War Will Not and Should
Not Have Its Grand Strategist
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Cyber war proponents often argue the domain needs its own Billy
Mitchell or Giulio Douhet—strategists with great vision who will de-
clare to the world what great power lies therein.! To be sure, cyber war
has no shortage of advocates. But as Colin Gray recently observed,
“When historians in the future seek to identify a classic book or two on
cyber power written in the 1990s and 2000s, they will be hard pressed
to locate even the shortest of short-listable items. . . . Certainly they are
nowhere near deserving (oxymoronic) instant classic status.”

But has the failure of cyber war to generate any such ideal necessarily
been a bad thing? There is a case to be made that it is too early to expect
such a classic. If the Owl of Minerva flies at dusk, in cyberspace the sun
is just above the yardarm; the information revolution is hardly a done
deal. But such a case is too easy. What if the fundamental features of
cyber war were to remain essentially as they are into the indefinite future?
Although highly unlikely, this is not so absurd a proposition. The late
Roger Molander of RAND would frequently remind me that the ques-
tions we wrestled with in the mid 1990s are no less relevant and no better
understood today than they were then.

Even assuming that the cyber domain has yet to stop evolving, it is
not clear that a classic strategic treatment of cyber war is possible, or,
even if it were, it would be particularly beneficial. In explaining why,
this article makes three points. First, the salutary effects of such classics
are limited. Second, the basic facts of cyberspace, and hence cyber war,
do not suggest that it would be nearly as revolutionary as airpower has
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been, or anything close. Third, more speculatively, if there were a classic
on cyber war, it would likely be pernicious.

The Limited Usefulness of Classics

Clausewitz’s On War was, is, and will continue to be perhaps #he classic
book on warfare, but it would be an exaggeration to argue that it was
an “instant classic.” It was published posthumously. Its influence spread
slowly—within a generation in Germany and not until after 1945 in
the United States. Furthermore, it really is not a book that gained its
reputation by talking about land warfare as such. True, all of its chapters
between the introduction and conclusion discuss that subject. But what
made it a classic was its treatment of war itself—that is, the role and purpose
of military force within the relations among states and the relationship
between the goals of war and its reality in battle (“fog and friction”).

In the naval domain the name Mahan is clearly front and center. Mahan
lauded naval power as essential to the maintenance of a seafaring state,
especially one that wanted to maintain a global empire—not an irrelevant
consideration circa 1890 when he published 7he Influence of Sea Power
upon History, 1660—1783 (such historic dates suggest he was not overly
impressed by technology fads). His book argued strenuously for large
battle fleets, which by their very presence and concentration (“fleet in
being”) could dissuade other states from trying to assert sea control on
their own behalf. He eschewed the Jeune Ecole preference for com-
merce raiding.

Mahan’s work was enormously influential inside the United States (an
inspiration for Theodore Roosevelts Great White Fleet), and perhaps
even more outside it. Kaiser Wilhelm was particularly enchanted by it,
as were, to only a slightly lesser extent, Jackie Fisher and the British
Royal Navy. Although the expensive Anglo-German naval rivalry cannot
be entirely laid at Mahan’s doorstep, his influence was not trivial, and
the rivalry over battleship building hardly played a calming role in that
bilateral relationship.

But as for naval strategy, Mahan’s work was not particularly helpful for
those who believed in his doctrine. The Kaiser’s love for his fleet kept it in
port for the two and a half years after the Battle of Jutland, even though
Germany might have had a chance—admittedly, with a substantial amount
of luck—to break the blockade on it and the Austro-Hungarian Empire.
This blockade ultimately accelerated the Central Powers breaking under
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the stress of war before the Allies defeated them on the ground, finishing
the job. Meanwhile, the naval action that nearly broke the war the other
way was the success of German U-boat attacks on Britain’s supply lines to
North America. In retrospect, the more decisive use for naval power in
World War I was closer (albeit with submarines, not surface ships) to the
commerce-raiding that Mahan disdained 25 years earlier in favor of grand
fleet actions. He had argued these fleet actions were the sine qua non of
naval power.

All this suggests that the global enthusiasm over Mahan’s writing—
which was an instant classic—was good neither for world peace nor a
productive naval strategy. Perhaps these are tough tests for any analyst
to pass, but if we are to laud the writing of great strategic formulations
these are not unfair evaluations.

Consider now airpower. Three individuals stand out in the develop-
ment of post—World War I strategic thought: the writer Giulio Douhet
and generals Billy Mitchell and Hugh Trenchard. All three argued that
air forces would become an increasingly important component of modern
militaries and that military strategy should, correspondingly, reflect that
fact. In that insight, they were correct.

Douhet went further to emphasize the role of strategic bombardment
in not only winning future wars, but also shortening them (in that respect—
if World War II was any indication—he was not correct). There is an
important distinction to be made between the tactical or operational
use of airpower (to aid ground and naval forces) and its strategic use: to
break the enemy’s will to resist and destroy its ability to arm itself. In
theory, air forces can do both operational and strategic missions; in prac-
tice, their resources are limited, and funds used for strategic purposes
compete for resources used operationally.

This leads to the question: Was World War II's emphasis on the strategic
campaign such a good idea? In the first major war in which this proposi-
tion could be truly tested, only three countries were capable of mounting
a serious strategic bombing campaign—first Germany, then the United
Kingdom and the United States. Germany’s efforts did not seem to have
accomplished much; it did not force the UK out of the war nor make
much of a dent in its war production. The US and UK bombing campaigns
certainly had effects, but these effects were purchased at great cost—the
Eighth Air Force alone suffered more than 27,000 deaths (by comparison,
the entire US Pacific campaign cost fewer than four times as many lives).
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The succeeding decades saw considerable controversy over whether such
bombing campaigns were worthwhile, with detractors saying they increased
Germany’s will to resist and, only toward the very end, impaired its ability
to produce war materiel. A recent prominent defense of strategic bombing
by Richard Overy maintains they were worthwhile,’ not for what harm
they did to the Germans, but for how much Germany spent (mostly
wasted) to counter them. Even if true, that is a far cry from Douhet’s
rationale (“air power will demoralize foes” to “air power will cause foes
to overreact in self-defense”). Admittedly, a B-29 loaded with nuclear
weapons can have a considerably greater effect than a B-29 loaded with
conventional weapons—a victory for airpower, but only for 15 years
until missiles were invented to do the job more efficiently and reliably.
Furthermore, it took until NATO’s campaign in Kosovo before there
was a first, albeit even then arguable, validation of Douhet’s thesis.

If the strategic implications of airpower were poorly understood by
virtue of their being exaggerated, the operational implications of air-
power a la Billy Mitchell (and many others at the time, if not so
dramatically) were on point. Airpower would rise in importance relative
to land and sea weapons. At sea, by 1942 the carrier was universally
recognized as the replacement for the battleship, although the carrier
was under firm naval control. Only a half-century after World War I,
success in gaining air control (the 1967 Six-Day War and Operations
Desert Storm and Iraqi Freedom) predisposed and foretold success in
ground combat (at least over uncluttered terrain).

The basis for Billy Mitchell’s optimism was, in retrospect, clear. Every
year, aircraft became faster; flew higher, farther and longer; and could
carry more weight (weapons but also cargo). Antiaircraft weapons were
improving but not so quickly (targeting radar and analog computing
helped but only somewhat). Nor were ground or sea-based weaponry
getting more impervious to bomb damage all that quickly. Technology
was inexorably shifting the dominance of battle to the skies. That being
so, every other decision about the conduct of battle would have to factor
the shift in power relationships from ground and surface to air accordingly.

As noted, nothing boosted airpower as much as the development of
atomic weapons, which seemed to have validated Douhet’s thesis, at least
ex post facto. The US Air Force came to absorb almost half of the na-
tion’s defense budget in the Eisenhower administration. Clearly, a single
weapon capable of knocking out cities was going to have a strategic effect
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on both war and warfare. So, were there any classics in this new azomic
field, and what good did they do?

The first place to look was a set of essays by Bernard Brodie for the
book, 7he Absolute Weapon: Atomic Power and World Order,* wherein can
be found his famous quote: “Thus far the chief purpose of our military
establishment has been to win wars. From now on its chief purpose must
be to avert them. It can have almost no other useful purpose.” His essays
do mention deterrence, but the thrust of his writing was not about how
to use atomic forces but to drive home the point that a country under
serious atomic attack (that is, thousands of atomic bombs) would be
effectively destroyed regardless of how well defended it was. Indeed, his
essay spends more time on how to lay out cities to maximize their sur-
vivability in an atomic war than it does contemplating what a strategy
of deterrence might mean for the construction and the use of forces. So,
instant classic quote but no instant classic work.

More works followed in the 1950s by Albert Wohlstetter (on the im-
portance of a second-strike capability),” Tom Schelling (on strategies that
“left something to chance”),®and Herman Kahn (on the need for escala-
tion dominance).” It was undoubtedly brilliant stuff, but was it necessarily
a wise way to fight—or, better yet, avoid—a nuclear war? The classic
model of a nuclear confrontation featured ultra-cool decision makers
rationally facing the prospect of mega deaths and maneuvering deftly
to avoid that and worse. The actual conduct of a nuclear crisis (Cuba
1962) suggested something a little different: world leaders, having stared
at the abyss, realized they had come far too close to a nuclear holocaust
and never ever wanted to get that close again. Reactions to that near
catastrophe included the hotline and the 1963 test ban treaty. Rather
than each side making noises as if it would throw the steering wheel out
the window (as Schelling’s strategy suggested), each instituted measures
to ensure and assure others that it had a much better grip. Similarly,
strategic thinking, deprived of direct evidence of Soviet thought, tended
to assume that the Soviet Union would approach a confrontation much
as Americans would—that is, by carefully delineating (if not necessarily
observing) a firebreak between conventional and nuclear operations. The
opening of the Soviet archives in 1989 indicated that such delineations
were not particularly important to them. Fortunately, no one ever had
to go to war based on these strategic theories.
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Incidentally, none of this infers that such thinkers did not educate the
mind by raising key questions. Even when wrong, one cannot help but
profit by working through arguments and, in some cases, asking whether
their logic applies to cyberspace. Unfortunately, when such thinkers are
cited as authorities—which they inevitably are—their arguments are
converted into answers, at least in the minds of their adherents.

The next two domains of conflict—space and spectrum—have no
comparably memorable strategic doctrines or assessments associated
with them at all. This, alone, should raise the question of why cyber-
space should. Once touted as the really high ground, outer space turns
out to be merely a nifty place to stick information collection/transmission
devices—surveillance satellites, communications relays, and timing/
navigation systems (e.g., GPS)—and it is not clear that space will always
remain competitive vis-3-vis networked unmanned air-breathing systems
for the first two roles. Space is not a particularly good place from which
to fight wars. It costs a great deal to get something into orbit, and the
price per pound has not appreciably fallen since the 1970s. Space-based
weapons are not only expensive but, in their current incarnation, take
longer to reach their targets than do simple missiles®—deorbiting some-
thing actually takes some time. Space systems are also quite fragile in the
sense that they can be destroyed by a very small object hitting head-on
at a relative speed of 36,000 miles an hour, assuming they are both in
low-earth orbit. In a contest between a ground-based missile and a satel-
lite, the odds (these days) are on the missile. So, much to the anguish
of the space community, here is a domain without a strategic concept,
and, at this point, not inappropriately. It is easy, incidentally, to get lost
in arcane debates over which orbit in space is truly the high ground that
dominates all the other orbits in space (true aficionados wax rhapsodic
about controlling the L1 point, which is roughly four times as far from
the earth as the moon and sits directly between the sun and the earth).

Finally, a word is needed in defense of the radio-frequency (RF) spec-
trum as a domain of warfare, mostly because this domain not only lacks
a strategic theory but also lacks a strong proponent for theory-building.
Yet, it is a physical domain in which dominance, in the sense that those
who can get their signal through and keep others from getting their
signal through, thereby gives its possessor a signal advantage in warfare.
No serious military power ignores electronic warfare, largely because
radio communications allow militaries to coordinate their operations and
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radar allows detection and tracking of all manner of enemy assets. But
the wizards in the business know the purpose of manipulating the use
of a spectrum is to enable physical warfare; by itself, electronic warfare
is next to worthless. Similarly, no one seriously thinks that one country
can wreak persuasive or dissuasive damage on another by unleashing its
electronic warriors on it, although the latter may be the source of some
interesting forms of annoyance, particularly if they can interfere with all
GPS applications and mobile devices.

The Significance of Warfare in Cyberspace

It should be fairly clear by now that this article will not close with a ringing
call for a strategic cyberspace doctrine. As oft noted, such doctrines—even,
or especially, if they meet with universal approbation—are as likely to be
wrong as they are right.

To start with, cyber warfare and cyber war need to be distinguished
from one another. Cyber warfare, like warfare itself, is about the conduct
of war, carried out inevitably to further the performance of combat in
the physical domain (it can also be considered operational or instrumental
cyber war). Cyber war is undertaken to affect the will of the adversary
directly (it can also be considered tantamount to strategic cyber war).
A similar distinction can be made between electronic warfare and elec-
tronic war—the difference being that no one talks about electronic war
as something interesting.

First we can ask whether cyber warfare can so alter warfare that warfare—
how it is conducted and what one can do with it—needs to be seriously
rethought. Although the ultimate answer to that question is empirical
and yet to be determined, it is easy to establish that such a question can-
not be answered without an important intermediate step. Cyber warfare
attacks systems and digital networks. Prior to the 1960s, militaries had
no digital networks to attack. A cyber attack carried out against a mili-
tary today can, at worst, return it to its prenetworked condition (as long
as it has something to revert to). To argue that cyber warfare can have a
revolutionary effect on the battlefield requires establishing that digital
networking is itself revolutionary. This is a step many proponents of
cyber warfare neglect to take.

So how much does digital networking improve the workings of a mili-
tary? First, one does not need digital communications to have RF com-
munications; the latter can be carried out with analog equipment as it
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was prior to the 1970s, and, to some extent, still is. Second, as helpful
as network-centric warfare may have been for the United States, every
other military in the world is less digitized and therefore less susceptible
to cyber war than the US military (notwithstanding the possibility that
the digital equipment they have is more vulnerable than the equivalent
in the hands of US forces).

Thus, the revolutionary impact of cyber warfare can be no greater
than the revolutionary impact of digital networking, which is not, itself,
a fully tested proposition. The question of how much less entails asking
how effective cyber warfare can be at nullifying the advantages of digi-
tal networking. The most it can be is 100 percent, but there are many
simple measures militaries can take to reduce it well below 100 percent.
One is electronic isolation. If a network is disconnected from the rest of
the world, it is very difficult for outsiders to penetrate it. In practice, as
Buckshot Yankee and Stuxnet proved, it is not enough that a network
lacks an Internet address (or a phone number). There also has to be no
way for errant bytes to get into these machines via RF links that can
leverage the strength of the attacker’s transmitter. These are challenging
problems but hardly insurmountable. For the most part, systems can be
immunized against much of cyber warfare if their instructions are dif-
ficult to alter without hands-on contact. This could be because the logic
is hardwired into the unit, or because the logic can only be replaced by
new hardware modules, or the update has to be digitally signed by a
known trustworthy source (using reliable cryptographic protocols imple-
mented correctly). This prevents malware or malicious software with
rogue instructions from being placed on the machines, which then limits
a machine’s actions to those prespecified in its programming. Stuxnet,
(and its relatives such as Flame) as well as much of cybercrime, and the
advanced persistent threat all depend on the possibility of malware (ar-
bitrarily altered instruction sets) to work.’

All this suggests that the effect of cyber warfare, if properly recog-
nized, will be far less revolutionary than the putatively revolutionary
effect of digitized networking.

In fairness, consider two objections to this argument. One is that
militaries cannot revert to their predigitized network state. This may be
empirically true, but if true, it says either that (1) such militaries have
abjured that option because they correctly recognize that the impact of
cyber warfare is something they can manage, or (2) the revolutionary
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impact of cyber warfare is incorrectly underappreciated by militaries who
consequently digitize without giving sufficient thought to what would
happen if cyber warfare were revolutionary. If the former is true, the issue
is settled. If the latter is true, then the only way cyber warfare could be
revolutionary is if those victimized by it fail to see it was going to be
revolutionary. This is the sort of error that is unlikely to be made more
than once, if it is even made at all. Consider, by way of example, Stuxnet.
If Iranians had understood what Stuxnet could have done to them, they
would have likely taken pains to ensure that no USB device was acces-
sible. Because it came as a surprise, Stuxnet worked. But can one assign
revolutionary strategic impact to a form of warfare that requires it be
systematically underestimated before it can work?

The second objection is that while cyber warfare is not much to look
at now, it is only to get more important as militaries continue to digitize.
This line echoes the argument that aircraft were going to get better every
year; thus, what was false today may be true tomorrow. Can the same be
said about cyber warfare?

At this point in the article, one distinction between cyber warfare and
warfare in all other media must be made: cyber warfare (as well as cyber
war) requires that the targets have made mistakes in their implementa-
tion and use of digital equipment. In theory, digital machines should
only obey their given instructions in service of their owners/operators.
In practice, there are variations between what a system actually does and
what it is supposed to do that permits cyber warfare to work. But neither
the form nor even the existence of these variations is inevitable. They are
artifacts of systems programming. Such artifacts can be reduced, perhaps
even effectively eradicated. As noted above, even if systems still have errors,
users—especially military users—have a great number of steps they can
take to reduce vulnerability to cyber warfare. Indeed, many such steps
are being taken—and, doubtlessly, more would be taken if the threat
from cyber attacks and the like were greater (or at least perceived to be
greater) than is currently the case. This is no proof that there will be a de-
clining threat from cyber warfare to advanced militaries (militaries that
have failed to advance have little or nothing to attack in cyberspace); it
may well grow. The fact that the threat from cyber warfare has to be
enabled by the target’s decisions weighs against the proposition that cyber
warfare can be revolutionary.
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Indeed, there is every indication that electronic warfare will continue
to generate more consequential effects on the battlefield than cyber war-
fare because electronic warfare is not an artifact of the other side’s poor
decisions. It is an unavoidable aspect of long-distance RF communica-
tions. And, as noted, there is no classic strategic treatment of electronic
warfare; nor is there indication that such effort is missed.

That leaves the question of whether strategic cyber war can be signifi-
cant enough to merit some twenty-first-century version of the Douhet
proposition: a form of war that can induce countries to stop fighting (or
better, avoid starting fights) without having been defeated or threatened on
an actual battlefield. Arguments similar to those above can be generated
to suggest that such a thesis is not terribly convincing today. Most cyber
attacks, once discovered, are resolved and the effects (apart from leaked
information) reversed within a period ranging from hours to days. In the
long run, even in the highly unlikely event that hackers will always be
able to control the systems they attack, the worst that can happen would
be to convince people to abandon networking and thus set economies
back to where they were in 1995 (when the Internet started to spread
beyond universities and defense-related sites).!° For advanced countries,
1995 is not that much further behind than they are in 2013. Thus an
economy subject to continuous, vicious, and expectedly successful attacks
would not retrogress as much as a society subject to World War II-level
bombing. And cyber attacks have yet to kill anyone. Granted, if societies
have evolved in ways that are difficult to reverse, the effects of cyber war
on such societies may be worse than if they had never adopted digitized
networks in the first place. But such effects, almost by definition, can be
used only once—and only if a society’s leadership systematically under-
estimates its vulnerability to cyber war. Of course, if cyber war turns out
to be weak, then perhaps they have not underestimated it at all.

Over time, the distance between 1995 and the then-current year will
increase, which will, in theory, lend cyber war more leverage than it
has today. Perhaps then, it will be possible to write how cyber war has
changed everything we know about warfare. Or maybe not. True, just as
aircraft grew monotonically more capable from their invention forward,
so societies are growing increasingly digitized, with little prospect that
they will move backward (unless, cyber attacks prove to be far more
powerful and unavoidable than they are today). But the correlation ends
there. Aircraft improvement was a contest against a fixed target (the laws
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of aeronautics, physics, and chemistry); cyber war is a contest against a
moving target wherein offense contends with defense. It is not obvious
that offense will get continually better, particularly when defense (in the
form of the target’s system and software) defines what the offense can
do. Granted, hackers are getting better, thanks in part to markets and
market-like mechanisms for sharing information about software vulner-
abilities. Furthermore, new uses for digitization (e.g., networked cars)
are constantly creating new vulnerabilities or new ways for vulnerabilities
to do serious damage. But defense is not catatonic. If the problem with
cyber attacks gets bad enough, there are more radical steps that can be
taken. One example is Apple’s iOS operating system, which has success-
fully resisted malware because it is a fairly closed system (although some
countries have been rumored to have prepared and stashed away attacks
on it). Another is the consensus reached by security professionals that
Java (software) should be disabled on all browsers because it is becoming
very difficult for its developer to stay ahead of all the vulnerabilities hackers
keep discovering in it. On purely technical grounds, every successive
version of Microsoft’s products is more malware-resistant than its prior
versions. These days operating systems are subverted by insecure applica-
tions rather than being attacked directly. So, the technology dynamic that
Billy Mitchell employed—even if aircraft cannot do it today, tomorrow’s
eventually will—does not necessarily translate into cyberspace, even if
cyber security may get worse before it gets better.

Then there is the possibility that the strategic effects of cyber war may
arise from the interaction of state actors that systematically overestimate
its effects (as quasi-apocalyptic statements from both US and Chinese
military officials suggest is quite possible). This could lead to unfortunate
dynamics, but in the longer run, the problem with such analyses is
similar to those analyses that posit leaders underestimate the effects of cyber
war and are therefore unprepared in ways that make it more dangerous.
Either way, this is an attitude capable of being corrected by events, and,
by its very nature, of temporary import (unless one can successfully argue
that the perception of what cyber attacks have done is systematically in
error, but that is a hard case to make).

Cyberspace, as it turns out, is ill-suited for grand strategic theories for
other reasons. As mentioned earlier, cyberspace is changing very quickly
in many important respects. Circa 1999, for instance, US cyber war
capability, such as it was, housed itself within the US Space Command
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(disestablished in 2002). In an era in which mischief in cyberspace was
most likely perpetrated by individual hackers who were adroit at getting
into systems, maneuvering deftly while discovering how they worked,
doing their job, and leaving quietly, its working ethos would have made
it a natural fit for something like the US Special Operations Command.
Fortunately, that never happened, because within a dozen years, it was
clear that hacking was less about individual rough-and-ready hackers
and more like a team-based enterprise building malware tools that took
commands from afar and otherwise went about their business based on
their programmed-in wits. Today, the original fit between cyber war and
the space business looks better—although the fit between US Cyber
Command and the National Security Agency is quite good itself.

Another difficulty in proposing a grand theory of cyber warfare is that
deception lies at the essence of cyber war. Systems, although meant to be
under the control of their owners/operators, are tricked into obeying the
commands of others. Once the precise nature of the trick is realized, it s
relatively straightforward to figure out how to foil that particular attack; this
requires hackers to come up with new tricks, which they often but can-
not always do. Deception, by nature, introduces its own self-defeating
dynamic, because its existence depends on two sides having different
notions of what something can do. Success, in certain key respects, is
often inherently unpredictable. Those who wrote strategic theory for, say,
airpower had the advantage of understanding the interaction between
the machine and its aeronautical environment and between weapons
and their targets. They could use that solid base to speculate on the rela-
tionship between the effects caused by aircraft and the goals for which
countries went to war. Those who would write strategic theory for cyber-
space have no such foundation. Everything appears contingent, in large
part, because it is.

The Possibly Pernicious Effects
of Writing a Cyber War Classic

To be fair, it is not easy to counter what some yet-to-be-written cyber
war classic would say. Setting forth here the brilliant insights of such a
classic would create the tome this article says cannot exist. Yet, if cyber
war’s forthcoming classic looks like classics in past domains, they are
likely to say (1) cyber war is totally important, (2) those who wield
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its power should fight to win wars on their own rather than helping
warriors in other domains, and (3) war fighters in those other domains
should take their strategic cues from what takes place in cyberspace.

To say that war in the virtual world can match the horrors of war
undergone or contemplated might seem a stretch, but anyone who ven-
tured such an opinion would not stand alone. Joining them would be
the US Defense Science Board (which imagined a cyber attack so severe
as to merit a nuclear response),'! some Chinese generals (one of whom
casually opined that a cyber attack could be as damaging as a nuclear
attack),'” and even Russian president Vladimir Putin (who said that a
cyber war could be worse than conventional warfare—this from the
head of a country that lost 25 million in World War II).!? There is noth-
ing quite like a good nuclear analogy to rally those in favor of an inde-
pendent cyber-war force. Yet, the mere argument that cyber war is going
to be very important hardly says what to do with cyber-war capabilities,
apart from keeping them well fed.

Empbhasizing the strategic aspects of cyber war over its tactical (alter-
natively, operational or instrumental) aspects is not necessarily wrong.
Because the operational uses of cyber war are neither ethically nor par-
ticularly strategically problematic'“—in that it only substitutes nonlethal
for lethal means—there is little reason 7o to use it against military targets.
But military targets are generally harder targets than civilian ones. What
may produce limited gains on the battlefield may produce huge payofs
off the battlefield, thereby tempting the elevation of the strategic over
the operational.'® But such elevation has consequences. It affects the al-
location of resources and manpower. If talented cyber warriors convince
themselves that strategic warfare offers a better shot at top command
slots, they will migrate accordingly. Perhaps if cyber war is that impor-
tant, there will be enough resources and manpower to go around—
although the current difhculties in finding enough cyber-security pro-
fessionals suggest that their supply is not infinite and only time will tell
how elastic. However, there are certain resources where serious choices
must be made: that is knowledge of vulnerabilities in software that al-
lows cyber warriors into many of their targets. To the extent military and
civilian systems rely on the same software and hardware—as they in-
creasingly do, although there are still major differences—then a vulner-
ability exploited for disruptive/destructive purposes (rather than espio-
nage) is likely to be a vulnerability that can be used only during a small
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time window. Its availability for strategic purposes limits its availability
for military purposes. Hence, choices, notably between operational and
strategic cyber war, must be made. Because systems have to be penetrated
well before they are attacked, such choices may have to be made well be-
fore the character of the upcoming conflict is clear.!®

Consider, too, that both forms of cyber war—the strategic and the
operational—compete with cyber espionage when it comes to allocating
vulnerabilities to exploit.!”” Those who want to reserve the exploit for
cyber espionage can make two strong points. First, since penetration,
in and of itself, tends to be deliberately stealthy, the vulnerability can
remain hidden longer than it can once a disruptive/destructive attack
takes place.'® Second, the yield from cyber espionage can be immediate,
while the yield from getting into a system that might be taken down is
contingent on a war starting.

Strategic cyber war is far more problematic than its operational cousin.
It raises laws-of-armed-conflict issues that operational cyber warfare
does not. Similarly, it is more likely to result in escalation and in ways
that make conflict resolution more difficult. By contrast, operational
cyber warfare ends when kinetic warfare ends, because there is no longer
any advantage in making targets more susceptible to kinetic attack when
kinetic attack terminates.

If the galvanizing theory emphasizes doctrines such as preemption,
further difficulties await. Although exactly how to preempt a cyber attack
remains a mystery, there is very little that can be destroyed, and only a
narrow class of attacks can be disrupted by actions taken outside one’s
network. If the doctrine is attractive enough, people will think they have
found a way to do so. Unfortunately, the many ambiguities of who is
doing what to whom in cyberspace suggest that understanding who is
preparing to do what to whom is even harder to discern. Grave mistakes
are possible—particularly if the decision to preempt attacks is delegated
from the president, as many have suggested it might be.!”

Finally, what might be those cues that warriors in today’s domains
should take from cyberspace according to some yet-to-be-written doc-
trine? Cyber war is sneaky stuff. It relies on deceiving computers, which,
in turn, requires deceiving humans who manage these computers. It
usually works a great deal better when it comes without warning. Insofar
as its success depends on the discovery of impermanent elements in the
target system, laid-in attacks have to be used quickly if they are to be
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used at all. Furthermore, because many of its effects are temporary, they
must be exploited in a very short time (as quickly as within hours and
days). In that sense, powerful cyber attacks can pull follow-up strategic or
operational actions behind them, whether or not the latter are, respec-
tively, appropriate or ready. Cyber war is also an elite activity in which
numbers of hackers count for little but the skills of the best of the best
count for a great deal.

Cyber operations are covered in heavy layers of secrecy. In some ways,
secrecy is deserved: vulnerabilities described quickly become vulnerabili-
ties eradicated. But in other cases, it is questionable: no country admitted
to having cyber-war forces until 2012. And in other ways, particularly
when disclosing information about vulnerabilities that the other side
found in the systems of commercial organizations, it can get in the way.
All this makes it difficult to have a serious public debate about the role
of cyber war in national security. To be fair, the common difficulty of
understanding cyberspace also interferes with useful public debate. Hence
the question: Would it be beneficial for the mores of physical war fighting
to reflect the inherent mores of war fighting in cyberspace? Perhaps not.

Conclusions

So, rather than bemoan the fact that there are no instant strategic clas-
sics on cyber war, or even well-percolated ones, perhaps we should count
ourselves lucky. Many of the strategic classics from earlier domains seem
to have been misleading, even harmful. War fighters that deal with the
more recent media, such as outer space or the radio-frequency spectrum,
seem to be doing just fine without them. And cyber war appears to have
even less basis for a strategic treatment than space warfare or electronic
warfare. Its efficacy—much less significance—has been postulated well
before it has been proven. By its very nature, cyber war has to continually
morph to retain its relevance. Furthermore, there are good reasons to
believe that its contribution to warfare, while real, is likely to be modest,
while its contribution to strategic war is a great deal easier to imagine
than to substantiate. NY®]

Notes

1. To those who think the argument in favor of finding a Billy Mitchell for cyberspace
is a straw man, note the following requests from Frank Cilluffo, former special assistant to

186 STRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017



Why Cyber War Will Not and Should Not Have Its Grand Strategist

the president for homeland security: “We must find the cyber equivalents of Billy Mitchell,
George Patton, Curtis LeMay and Bill Donovan—Ieaders who understand both the tactical
and strategic uses of new technologies and weapons,” http://www.gwumec.edu/hspi/policy
/Cilluffo_Knop.pdf); Stewart Baker, former general counsel of NSA: “As Brig Gen Billy
Mitchell predicted, airpower allowed a devastating and unprecedented strike on our ships
in Pearl Harbor. We responded with an outpouring of new technologies, new weapons and
new strategies. Today the threat of new cyber weapons is just as real, but we have responded
with an outpouring—not of technology or strategy but of law review articles, legal opin-
ions and legal restrictions,” http://www.steptoe.com/publications-8146.html; Robert Cringe-
ley, an influential columnist in the IT trade press: “My fear is that when it comes to cyber war-
fare there is no Billy Mitchell today in Washington,” http://www.cringely.com/2009/06/01
/remember-billy-mitchell/; George Stein writing in Air Power Journalin 1995: “In some ways,
‘info-warriors’ are like Gen William (‘Billy’) Mitchell and the pioneer league of airmen. They
see the potential. Mitchell’s vision of the potential for airpower drove, at great cost to himself
but great benefit to the nation, the development of a new form of warfare”; and Robert Lee
writing in Aéir and Space Power Journal in 2013: “theorists and military officers, including Gen
Giulio Douhet, Marshal of the Royal Air Force Hugh Trenchard, and Brig Gen William ‘Billy’
Mitchell, helped guide the direction of airpower. As cyberspace reaches its full potential as a do-
main of warfare equal to the traditional domains, we—like those leaders—must vector it properly.”

2. Colin S. Gray, Making Strategic Sense of Cyber Power: Why the Sky is not Falling (Carlisle,
PA: US Army War College Press, April 2013), viii, http://www.strategicstudiesinstitute.army
.mil/pubs/display.cfm?pubid=1147.

3. Richard Overy, Why the Allies Won (New York: Norton, 1997). Incidentally, his most
recent book, 7he Bombing War (New York: Penguin, 2013), is far more critical of the entire
air campaign.

4. Bernard Brodie, ed., The Absolute Weapon: Atomic Power and World Order (New York:
Harcourt, Brace, and Co., 1946).

5. Albert Wohlstetter, “The Delicate Balance of Terror,” Foreign Affairs 37, no. 2 (January
1959): 211-34.

6. Thomas Schelling, 7he Strategy of Conflict (Cambridge, MA: Harvard University Press, 1960).

7. Herman Kahn, On Escalation (Westport, CT: Praeger, 1965).

8. For a good general treatment, see Robert Preston, Space Weapons, Earth Wars (Santa
Monica, CA: RAND, 2002).

9. 'This does not eliminate all sources of cyber warfare. A class of attacks known as SQL
(structured query language) injection does not require malware to work, but it only works
against systems that accept structured queries, which very few weapons systems do.

10. In the short run, it is possible that an errant set of codes can break equipment, as
happened to Iran’s nuclear centrifuges following Stuxnet. There is considerable disagreement
about whether Stuxnet can be replicated. Its revelation, incidentally, by illustrating what is
theoretically possible may have made a repeat performance practically much more difficult
because systems managers came to understand they expose their sensitive production and
control equipment to the outside at their peril.

11. “The cyber threat is serious, with potential consequences similar in some ways to the
nuclear threat of the Cold War.” Defense Science Board, Resilient Military Systems and the
Advanced Cyber Threat (Washington: DoD, January 2013), ES-1.

12. “The United States and China held their highest-level military talks in nearly two years
on Monday, with a senior Chinese general pledging to work with the United States on cyber-

3%

security because the consequences of a major cyberattack ‘may be as serious as a nuclear bomb.
q jor cyl y

STRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017 187



Martin C. Libicki

Jane Perlez, “U.S. and China put Focus on Cybersecurity,” New York Times, 23 April 2013,
www.nytimes.com/2013/04/23/world/asia/united-states-and-china-hold-military-talks-with
-cybersecurity-a-focus.html.

13. “[Putin] warned that damage from cyberattacks could be higher than that of con-
ventional weapons.” “Putin Urges Readiness against Cyber and Outer Space Attacks,” RIA
Novosti, 5 July 2013, www.rianovosti.com/russia/20130705/182079750/Putin-Urges-Readiness
-Against-Cyber-and-Outer-Space-Attacks.html.

14. “Particularly” inserted to the extent there are not fully explored stability impacts of using
cyber war as the opening shot of a kinetic engagement or using any form of warfare where
attribution is less than obvious.

15. In March 2013, “The chief of the military’s newly created Cyber Command told
Congress . . . that he is establishing 13 teams of programmers and computer experts who could
carry out offensive cyberattacks on foreign nations if the United States were hit with a major
attack on its own networks.” Mark Mazzetti and David E. Sanger, “Security Leader Says U.S.
Would Retaliate against Cyberattacks,” New York Times, 12 March 2013, http://www.nytimes
.com/2013/03/13/us/intelligence-official-warns-congress-that-cyberattacks-pose-threat-to-us
.html. It would seem, from such comments, that these offensive teams would be oriented toward
strategic rather than tactical missions.

16. That NATO actions against Gadhafi were unforeseen months before they took
place was a key reason that cyber attacks were not used to take out Libyan air defenses. See
Ellen Nakashima, “U.S. Cyberweapons Had Been Considered to Disrupt Gaddafi’s Air De-
fenses,” Washington Post, 17 October 2011, http://articles.washingtonpost.com/2011-10-17
/world/35276890_1_cyberattack-air-defenses-operation-odyssey-dawn.

17. Not every exploit, however, requires a software vulnerability. Some can be penetrated and
exploited by poor systems administration, notably but not exclusively, poor password management.

18. A year is roughly the time that a typical (discovered) advanced persistent threat attack
lasts prior to its discovery. Mandiant, APT I: Exposing One of Chinas Cyber Espionage Units,
hetp://intelreport.mandiant.com/. A year is also roughly the time that a discovered vulnerability
sold on the vulnerability market remains undiscovered by anyone else. Nicole Perlroth and
David E. Sanger, “Nations Buying as Hackers Sell Flaws in Computer Code,” New York Times,
14 July 2013, www.nytimes.com/2013/07/14/world/europe/nations-buying-as-hackers-sell
-computer-flaws.html.

19. David Sanger and Thom Shanker, “Broad Powers Seen for Obama in Cyberstrikes,”
New York Times, 3 February 2013, http://www.nytimes.com/2013/02/04/us/broad-powers
-seen-for-obama-in-cyberstrikes.heml.

188 STRATEGIC STUDIES QUARTERLY 4 10TH ANNIVERSARY 2007—2017



Spring 2015
Busting Myths about Nuclear Deterrence

America is embarked on a quest for a world without nuclear weapons,
but we live in a world not yet safe from war and threats of war. Hence,
as long as nuclear weapons exist, the United States must maintain a safe,
secure, and effective arsenal—both to deter potential adversaries and to
assure US allies and other security partners that they can count on US
security commitments. Our nuclear posture communicates to potential
nuclear-armed adversaries that they cannot use nuclear threats to intimi-
date the United States, its allies, or partners or escalate their way out of
failed conventional aggression. The United States Air Force (USAF) will
continue to maintain its responsibilities as steward of two of the
nation’s three legs of the strategic nuclear triad and the nation’s associ-
ated nuclear command, control, and communications infrastructure.

Since the Cold War, three states (India, Pakistan, and North Korea)
have developed nuclear-weapon capabilities, while Iran remains on
course to do so. Moreover, ongoing nuclear modernization programs in
China and Russia point to the continued importance of nuclear deter-
rence and assurance for our allies and partners. Some countries now have
military doctrines that include potential first use of nuclear weapons in a
militarized crisis, and these countries regularly exercise those doctrines.
These threats require the United States to seriously consider its respon-
sibility to educate and advocate for the commitment and investment
needed to sustain nuclear deterrence capabilities in a dangerous world.

The commitment must resemble Voltaire’s Candide, dealing with the
world as it is, rather than succumbing to the quest of Cervantes’s Don
Quixote, tilting fatefully at windmills. Currently, there are too many er-
roneous popular myths accepted uncritically by too many people about
US nuclear capability. This commentary serves as a myth buster to elu-
cidate these beliefs and confront them with the facts about America’s
nuclear arsenal and the purpose that arsenal serves.

Myth #1: The United States
Does Not Use Nuclear Weapons

Although no nation has detonated a nuclear weapon in war since 9
August 1945, every US president since Harry Truman has used nuclear
weapons to deter or compel adversaries by communicating the message
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that the United States is fully capable of employing nuclear weapons under
circumstances determined by the National Command Authorities. US
Navy ballistic missile submarines (SSBN) and USAF intercontinental
ballistic missiles (ICBM) are used 24/7 to deter any nuclear-armed country
with hostile intentions against the United States. Moreover, USAF
nuclear-capable bombers also have been used to convey national resolve
to adversaries and allies.

This was the case with Pres. Barack Obama’s decision to fly B-52 and
B-2 bombers over the Korean peninsula in March 2013. North Korea had
just completed its third nuclear weapons test and successfully launched a
space-launch vehicle that clearly showed Kim Jung Un’s intent to develop
ballistic missiles capable of delivering a nuclear warhead against an Asian ally
and possibly US territory. When the global news media noticed a B-2 over
Seoul, one international news agency did not report that the bat-winged,
radar-evading aircraft had flown a regularly scheduled peacetime exercise.
Instead, the outlet stated that the “United States flew two nuclear-capable
stealth bombers on practice runs over South Korea . . . in a rare show of
force following a series of North Korean threats that the Pentagon said have
set Pyongyang on a dangerous path.”! Chinese, North and South Korean,
Russian, European, and US news outlets likewise focused almost exclusively
on the nuclear capability of the bombers used in this mission.

Any nuclear-armed state contemplating aggression against the United
States recognizes the overwhelming odds against its success and the
jeopardy it faces for foolhardy acts. Silo-based ICBMs deployed across
America’s heartland, SSBNs patrolling beneath the world’s oceans, and
our nuclear-capable bombers are constant, tangible reminders of the
price for nuclear aggression against the United States. Myth #1 Busted—
The fact is the United States uses its nuclear weapons every day.

Myth #2: Nuclear Weapons Have
Only Limited Utility for Their Cost

The USAF spends about $5 billion a year to maintain ICBMs and
bombers to deter nuclear attacks against the United States, and the
service is committed to a 10-year, $83.9 billion strategic modernization
plan for its portion of the nation’s nuclear deterrent. The Congressional
Budget Office reports that the federal government will spend $355 bil-
lion over the next 10 years for all nuclear weapons investments, including
those of the USAF, the Navy, the Department of Defense (DOD), and the
Department of Energy.” These actual and projected expenditures are by
no means insignificant, yet the cost of a weapon system is meaningful
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only in relation to the capability it provides and the broader purpose it
serves. Stated differently, one must measure the merits of a weapon be-
yond just its monetary cost relative to the threat it confronts.

By deterring the only existential threat that can destroy the United States,
nuclear weapons are a bargain. This does not diminish the warfighting
capability of conventional forces, but history has shown repeatedly that
conventional weapons are not an effective deterrent against major interstate
war, and certainly would not be in a nuclear-armed world. In the past, civilian
and military leaders often failed to anticipate the costly consequences of
war. One need only consider the millions killed in the two world wars of the
twentieth century to conclude that conventional forces alone do not deter
national leaders determined to undertake large-scale aggression.

Yet, foreign leaders today could hardly fail to grasp the consequences
of such aggression against the United States. Carl von Clausewitz
observed in his classic work, On War, that when the potential exists for
extreme violence, states should not take the first step toward war without
carefully considering the last step. Because the US nuclear arsenal clarifies and
sharpens nuclear-armed adversaries’ thinking about war in ways other
weapons cannot, those states are wary of taking the first step—because
they readily grasp the image of the last step. Nuclear deterrence is thus a
bargain against extreme forms of aggression. Myth #2 Busted—Nuclear
weapons are a priceless deterrent until nuclear weapons are verifiably eliminated
from all countries’ arsenals.

Myth #3: Nuclear Weapons Are Going Away

Why bother spending billions of dollars to modernize US nuclear
forces? Faith in the eventuality of a world devoid of nuclear weapons
is the clarion call of the arms control community for radically reduced
spending on nuclear weapons.? The hope for nuclear disarmament has
inspired many US presidents, most recently President Obama, but the
twenty-first century presents an incontestable reality of nuclear-armed
states, most notably China and Russia.? The Congressional Commission
on the Strategic Posture of the United States acknowledged this reality: “The
conditions that might make possible the global elimination of nuclear
weapons are not present today and their creation would require a funda-
mental transformation of the world political order.”

The commission observed—with specific reference to uncertainty about
China and Russia—that “the U.S. nuclear posture must be designed . . .
not just [for] deterrence of enemies in time of crisis and war but also assur-
ance of our allies and dissuasion of potential adversaries. . . . The triad of
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strategic nuclear delivery systems should be maintained for the immediate
future and this will require some difficult investment choices.”® In 2014,
nearly five years after the commission’s final report was released, the
commander of US Strategic Command affirmed that foreign “nuclear
powers are investing in long-term and wide-ranging military moderniza-
tion programs.”” Notable among these programs are China’s and Russia’s
growing nuclear capabilities.

China’s once modest nuclear force is rapidly evolving in size and in
quality. “Over the next three to five years, China’s nuclear program will
become more lethal and survivable with the fielding of additional road-
mobile nuclear missiles; five nuclear-powered ballistic missile submarines,
each carrying 12 sea-launched intercontinental-range ballistic missiles;
and ICBMs armed with multiple independently targetable re-entry vehicles.”
In late 2014 Beijing tested its first ICBM capable of carrying up to 10
warheads, a development that has been characterized as “a significant
advance for China’s strategic nuclear forces and part of a build-up that is
likely to affect the strategic balance of forces.” Even the less-favored air-
breathing leg of China’s nuclear arsenal will benefit from the addition
of the new H-6K bomber, which is equipped with long-range, nuclear-
capable Changjian-10 cruise missiles, effectively increasing the aircraft’s
combat radius to reach Okinawa, Guam, and Hawaii from the main-
land.'® Russia also continues a robust nuclear modernization program
that includes silo-based and mobile versions of the RS-24 and mobile
RS-26 ICBMs, both carrying multiple independently targetable reentry
vehicles; deployment of up to eight new Borei-class SSBNs, fitted with
16 launch tubes for new Bulava ICBMs (each carrying up to 10 inde-
pendently targetable warheads); and development of a new long-range
bomber to be outfitted with hypersonic missiles.!' Given the reality of
nuclear-armed states and nuclear-weapon aspirants, the United States
must make the difficult choices to sustain our nuclear deterrent. Myzh
#3 Busted—Nuclear weapons are not going away; rather nuclear states are
modernizing their arsenals, while other states seek these weapons.

Myth #4: The United States

Can Deter with Submarines Alone

This myth is predicated primarily on the notion SSBN survivability is
“easier to achieve” relative to fixed-site ICBMs and long-range bombers
that may be vulnerable on the ground and in the air.'"* However, there
are two risks with the submarine-only deterrent myth. First, while some
argue the stealth of SSBNs ensures their survival for second-strike mis-
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sions, the current US chief of naval operations has noted the limits of
stealth-based platforms. Adm Jonathan W. Greenert has observed that
the “rapid expansion of computing power also ushers in new sensors and
methods that will make stealth and its advantages increasingly difficult
to maintain above and below the water.”!> While adversaries probably
could not achieve antisubmarine warfare (ASW) breakthroughs in the
near term to threaten SSBNs, by divesting itself of the deterrent triad for
a SSBN-based monad, the United States would necessarily create a high
payoff incentive for adversaries to seek ASW capabilities to neutralize
US ballistic missile submarines. Rather than saving defense resources by
scrapping ICBM and bomber forces, a new and potentially destabilizing
arms race could occur as each side postures and repostures below the
world’s oceans.

The second risk of a submarine-only nuclear force is that the United
States would have no way to demonstrate intent to nuclear-armed re-
gional adversaries or to allies who rely on US extended deterrence to
preserve peace. Locational uncertainty is necessary for SSBNs to pre-
serve their second-strike capability; thus, submariners are highly averse
to revealing their position. This vulnerability surrenders their primary
method for survivability.'* However, being visible is exactly what is
needed to demonstrate resolve—thus, the reason nuclear-capable bombers
are so important. Ballistic missile submarines simply could not do what
the B-2 bombers did over Korea in 2013. As the Commission on the
Strategic Posture of the United States observed, “each leg of the triad has
its own value.”?> The commission further pointed out that the unique
and synergistic characteristics of the triad will remain “valuable as the
number of operationally deployed strategic nuclear weapons” declines.!
Myth #4 Busted—The United States cannot safely deter nuclear aggression
with an SSBN-based monad alone.

Myth #5: The USAF Is Stuck in a Cold War Mind-Set

Although the United States took an intellectual holiday from thinking
about nuclear deterrence following the Cold War, the USAF has under-
taken a fundamental transformation of its approach to thinking about
nuclear weapons in the twenty-first century.!” Secretary of the Air Force
Deborah James has noted the diminished understanding of deterrence
across the nuclear enterprise and within the USAFE even among senior
leaders, and she has made a forceful call for USAF professionals to
reestablish their intellectual leadership on deterrence. In addition to
dozens of immediate actions under its Force Improvement Programs,
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the USAF is undertaking longer-range reform of its doctrine, profes-
sional military education (PME) for all Airmen, and continuing education
of its nuclear professionals.

Established by the Nuclear Oversight Board, a governing body of
USAF senior executives chaired by the secretary and chief of staff, the
Air Force Nuclear Enterprise Flight Plan guides these initiatives. This
publicly available document articulates the USAF’s foundational under-
standing of the nature of deterrence and the role of Airmen in providing
the nation with nuclear deterrence capabilities.!®

The USAF Chief of Staff, Gen Mark Welsh, has instituted a quarterly
deterrence seminar for Air Staff principals. He leads this tabletop exercise,
employing staff and outside expertise to consider various plausible near-future
scenarios and debating contending solutions. USAF senior executives take this
seriously, and their debates are frank, open, and sometimes contentious.

The curriculum of all USAF PME institutions is under vigorous re-
view; new content and courses on twenty-first century nuclear deter-
rence are being introduced at every level. The Air Force Academy will
soon offer several new courses supporting a new nuclear weapons and
strategy minor for undergraduates. For all general officers and senior
executives (even the chief of chaplains) there is now a senior leader
course, “Nuclear 400,” that engages participants in problem-solving
case studies of real-world deterrence operations and nuclear enterprise
management challenges. Nuclear professionals are required to complete
weeklong continuing education courses to refresh and renew their expertise.

The Air Force LeMay Doctrine Center is bringing together nuclear
deterrence professionals from all across the USAF to make a funda-
mental transformation of the nuclear deterrence operations annex to
Air Force doctrine and to revise the treatment of deterrence across all
elements of Air Force basic doctrine. In November 2014 the Air Force
Studies Board of the National Academies concluded a two-year effort to
develop a comprehensive plan for developing new methods, approaches,
and tools for analyzing twenty-first century deterrence.!” General Welsh
directed the board’s recommendations be implemented to enable USAF
senior leaders to exert renewed intellectual leadership on deterrence.

America’s Airmen know deterrence and are ready to articulate twenty-
first century deterrence capabilities. The USAF has undertaken several
activities and initiatives to reverse the lack of attention and interest that
beset much of the DOD after the Cold War.? Moreover, the USAF will
sustain its commitment and effort to deter extant and emerging nuclear
threats in a post—Cold War world. Myth #5 Busted—The USAF is not
stuck in a Cold War mind-set—far from it.
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Busting Myths about Nuclear Deterrence

Conclusion

Although the United States is committed to the goal of a nuclear-
weapon-free world, as long as nuclear weapons exist in foreign arsenals,
there is simply no alternative path for the United States than to maintain
safe, secure, and effective nuclear capabilities. As a visible signal of our
intent to act if circumstances warrant, the US bomber force remains
crucial for extended deterrence of threats against allies and other partners
during times of crisis. ICBMs, widely dispersed around three Air Force
bases, are key for deterrence of attack against the United States, because
for the foreseeable future no aggressor has any prospect of disarming our
land-based missile force. Ballistic missile submarines patrol securely beneath
the world’s oceans, ensuring a secure second-strike capability even under
the direst circumstances. With the commitment of resources, the unique
attributes of each leg of the triad will continue to complicate adversaries™ of-
fensive and defensive planning and contribute to America’s security.

Nuclear weapons played an essential role in preventing superpower war
during the Cold War. Although the potential for major state-on-state war
today may be lower, it is not absent and may indeed grow; therefore,
USAF nuclear capabilities, as part of the US nuclear arsenal, continue to
provide essential contributions to preserve the peace. Difficult decisions
lay ahead, as the United States thinks about nuclear forces and nuclear
deterrence. However, focusing on facts and applying sound reasoning
can make the choices clearer. K@)

James A. Blackwell Jr.
Special Advisor to the Assistant Chief of Staff
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