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POLICY FORUM

Victory through Sgace Power

g Ithough the US Space Force was officially established on 20 De-

cember 2019, its future is hardly set. Nominally autonomous in its

current form, it is still subordinate to the Department of the Air
Force. With a minuscule personnel structure and budget relative to its
peers on the DOD organizational chart, the Space Force would be rather
easy to excise completely should future administrations wish to do so.

'The last word is far from written, though one of the most recent is from
Lt General Stephen Kwast, USAF, retired. Writing in Po/itico on 17 Janu-
ary 2020, he asserts that the US is “losing the race to space with China”
because the Air Force is “trapped in an industrial-age mindset” that pre-
vents it from effectively applying innovative solutions to the entirely
unique domain of outer space, or even building the right kind of equip-
ment.! He contends that the effectiveness of the Space Force—indeed its
survival—depends on complete separation from the US Air Force.

Kwast is not anti-Air Force. He is simply making an argument that has
echoed throughout America’s military history: it is the same one pro-
claimed in the need for an independent Air Force. That is, to maximize
effectiveness, any operational area understood to be a unique war-fighting
domain must have a fully autonomous service dedicated to it. Until it does,
its value to the nation will be stunted.

The first words on air-domain-based service separation from ground
torces were voiced during World War I, culminating in 1919 with the in-

auguration of Britain’s independent Royal %‘

Air Force. The essential arguments became
widely known through the works of Italian v l CTO RY
theorist Giulio Douhet and America’s | TH RO U GH
William “Billy” Mitchell in the 1920s. But

as far as American airpower goes, the most A I R :
comprehensive assessment was published ™ g
in January of 1942, just weeks after the YW I
bombing of Pearl Harbor. Victory Through
Air Power, by Army Air Forces major Al-
exander de Seversky, was an instant best
seller.? It was immediately picked up by |
the popular Book-of-the-Month Club
and sent out to its 400,000 subscribers. The
work was considered so vital that Walt

T ¥
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Disney financed and released a Technicolor feature film of the same name
starring De Seversky in 1943. The public—previously isolationist, but now
thrust into a global conflict and anxious regarding America’s prospects—
had quickly acquired a voracious appetite for treatises on military strategy
and capabilities.

'The situation appeared dire. Victory Through Air Power assured its read-
ers that America, trailing its enemies in both armaments and military
technology but possessing the indomitable character of its population,
would surely prevail so long as it embraced airpower as its guiding principle.
Unlike today, where no place on the earth is more than minutes away from
a military strike, America was then protected by vast oceans. It would have
the time to build a military juggernaut that would take the fight to Europe
and Asia only if led by armadas of aircraft.

Willpower, technology, and industrial might were not enough to ensure
victory, however. In the preface to the Book-of-the-Month Club edition,
the editors point out that “Major de Seversky’s main conclusion is that the
wisest air strategy cannot be expected from managers of the war who are
primarily navy-minded and army-minded; they must be primarily air-
minded; and this calls for a radical change in the very organization of
war-management: specifically, for an Air Force wholly separate from the
Army and Navy, but working closely with them as a third independent
arm” (xii—xiii).> To be sure, they stated, “the war cannot be won by either
side unless a total supremacy in the air is achieved, and this idea itself must
achieve total supremacy in the minds of our war-managers or we shall
never do all that is needed, and all that we can do, to bring the war to a
successful close for our side” (xiv). This argument resonates today with
General Kwast’s position on space power.

De Seversky begins his treatise by asserting that the US had fallen be-
hind the other great powers in military aeronautics and preparation,
“whether measured by the yardstick of military performance [or] by the
yardstick of planned strategy, tactics, and organization” (4). If the status of
space power is not perfectly analogous to that of De Seversky’s assessment
of airpower, it is certainly approaching that precipice if Kwast is correct in
apprising the rapid rise of China and the resurgence of Russia. For De
Seversky, a slumbering America was jolted from its insular malaise. He
cautions, “As dramatically as though it had been staged by providence as a
warning to the American people, our own entry into the war, on Decem-
ber 7, 1941, was signalized by a humiliating defeat through enemy air
power. ... The terrific danger was exposed for all to see” (4). Due to range
limitations of enemy aircraft, the US population and industrial base were
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not threatened directly and had time to recover. Such is simply not the
case today. Debilitating loss of space capabilities from a surprise attack;
direct assaults with ballistic and cruise missiles; cyber strikes; or, in the
near future, space-based weaponry could be anticipated within minutes.
At the very least, America’s military is currently ill-equipped to fight ef-
tectively beyond its borders without robust space support.

Given the situation in 1942, more armaments and better technology
could overwhelm the enemy in time, but that was only part of De Sever-
sky’s victory equation for America. He notes, “Whether it utilizes these
potentialities, or once more allows itself to trail along imitatively, depends
on how quickly and thoroughly we cleanse our air power from the accre-
tions of conservatism, timidity, and astigmatic leadership” (5). What fol-
lows is an argument for an independent Space Force directly lifted from
and supported by extensive direct quotes from Victory Through Air Power,
slightly altered by me [substituting space-relevant words] to accentuate
common themes from then to now. In doing so, like De Seversky for air-
power, “I hope to contribute toward that emancipation of American [space]
power. . .. Above all I hope to convey the sense of [space] power as a dy-
namic, expanding force, the growth of which must be anticipated by cou-
rageous minds. It happens to be a force that eludes static, orthodox minds
no matter how brilliant they may be” (5).

Modifying De Seversky for Space 2020

De Seversky’s observations about resistance to change remain pervasive.
From his perspective, “throughout history, new weapons have imposed
new tactical principles upon the science of war making. Throughout his-
tory, too, some nations have been quicker than others to recognize and
apply those principles. In this, as in every other field of human endeavor,
new ideas have had to contend with inertias of habit and enshrined prec-
edent. The very military leaders who should be most keenly alert to detect
and utilize new instrumentalities are often muscle-bound by traditional
thinking. Only that can account for the stubborn reluctance of our own
higher authorities . . . to project their thinking into the future, beyond
current events” (121).

Today, our most pressing need is for a “separate and independent [Space
Force], organized as an equal partner in the great triumvirate of our land,
sea, [and air] services. ... A new weapon functioning in a different element
calls for a specialized organization to meet its needs efficiently and expe-
ditiously” (254). But this view is far from universal. It had been opposed at
the highest levels of the Department of the Air Force until recently, with
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- the secretary and service chief voicing op-

- s - “ 5\,{\{ 2
VI CT GQRY | position in testimony to Congress as late

as 2018.* Air Force arguments against
TH RO UGH separating space lacked historical acumen
and were precisely the same as those of
R the Army against separating the Air Force
in 1947. According to De Seversky, “There
PQWER " is a kind of desperation in the illogic of
_ some of the arguments against freeing
[space] power from its present subordina-
tion to the older services. . . . The simple
( truth is that a separate [Space Force] is not
by a wonder-working device to guarantee
Ma]or Alexa”d"" Pde SeVersky automatic military ascendancy, but merely
" the minimal precondition for successful mod-

ern warfare” (emphasis added) (255).

For those who argue that a separate Space Force would violate the prin-
ciple of unity of command, De Seversky provides a unique rejoinder: “An
overall command of all our forces would be a futile anomaly unless [space]
had at least equal representation and authority in its councils” (257). This
is a clear acknowledgment that specialization within a broader organiza-
tion enhances cooperation and efficiency—it does not detract from it. De
Seversky adds an additional factor when he offers the example of a painter
who uses primary colors to achieve every possible combination of hue and

tint. Innovation through creativity, critical to prevailing in an ever-
changing battlespace, is lost without differentiation. Consequently, “an
overall command would be stymied if it did not have the primary military
services at its disposal” (257).

Setting up a separate and equal Department of the Space Force can be
done easily and quickly. This is “a necessary and preliminary step. A High
Command can be set up almost overnight when decided upon; it requires
only the selection of the proper persons and their investment with the
proper authority. But the full development of an organization to provide us
with [space] power will take some time and should be started without delay”
(258). In this passage, De Seversky presages the current status of the US
Space Force. Where Kwast differs is in his concern that the Space Force as
currently constituted is too small and subordinated to the Department of
the Air Force. His fear is that this will be the fina/ reorganization plan. As
a step in the right direction, it is laudable. As an end, it is lamentable.
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“Another set of objections rests on a misunderstanding of the scope of a
separate [Space Force]. It assumes that the new Department would arbi-
trarily gather in and control anything that [operates to, in, and from space].
‘Those who proceed from this false premise, those who advance such argu-
ments, are like Don Quixotes fighting windmills. [For example,] no matter
how military aviation may be organized, neither the sea nor the land service
can or should be stripped of airplanes logically and tactically a part of its
operations. Just as the Navy has Marines and other adjuncts which, in a
literal sense, are land troops—just as the Army has transport boats and
other sea-going auxiliaries—so both the Army and the Navy would con-
tinue to possess airplanes for their own specific purposes” (258). The same
argument applies to space. The Army, Navy, and Air Force will retain such
space assets necessary to their primary purpose—to command the land,
sea, and air, respectively. If command cannot be achieved, then to deny
command of those domains to adversaries is critical. Note, too, whereas the
Marine Corps (as a functional service) is appropriately situated as an ad-
Junct to sea power, De Seversky insists the Air Force (as a domain-based
service) will be suboptimally utilized as a mere adjunct to land power. Like-
wise, the Space Force should not be a mere adjunct to airpower.

“The distinction that needs to be made is between integration and co-
ordination. The U.S. Marines, for instance, are integrated with the Navy.
... The Army coastal batteries, though intended to help the fleet in ward-
ing off assaults on our shores, are merely co-ordinated with the Navy”
(emphasis in original) (258). Further, “in like manner, certain [space power]
auxiliaries should reasonably be integrated with the land, sea, [and air]
forces, as part and parcel of those military branches. That, however, does
not affect the broader question of a self-sufficient [ Space Force], developed
to conduct [space] warfare against an enemy [space] power, and also capable
of co-ordinated effort with the surface forces” (258-59). As is evident in
this supremely cogent point, it is perfectly reasonable that a force dedi-
cated to securing command of its unique domain should have the ability to
challenge command in adjacent domains. A ground force does not want
opposing air forces flying freely over it and so rightfully acquires surface-
to-air missiles. A Space Force would surely have need to contest the ability
to project power into it from terrestrial domains and must have the martial
means—weapons—necessary to contest access there. To do nothing from
space to oppose an attack info space from a ground-based antisatellite
weapon (as Russia, China, and India have all demonstrated) is in this con-
struction ludicrous.

STRATEGIC STUDIES QUARTERLY ¢ SUMMER 2020 7
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It follows that command of a domain is only truly possible from military
assets operating 7z the domain. We can envision an enemy being able to
scour the skies from the ground or sea, for example, but that does not guar-
antee it can operate there if I also have that ability. In this case the air do-
main would be mutually contested, but not commanded. When command
of the domain—either generally or locally, indefinite or temporary—is
achieved, only then can effects from the domain be delivered. If you cannot
get into the domain, you cannot use the domain. In times of war or conflict,
a military force must be prepared to fight its way into a domain to use it.
'This is the essence of the “boots on the ground” argument in a land cam-
paign. A similar argument is critical for the sea and air domain; let us call it
the “oars in the water” or the “wings in the air” principle, respectively. If space
power is as vital to America’s defense as General Kwast asserts, it cannot be
maintained much less achieved if it is lost unless and until the US Space
Force is allowed to develop the best means to fight iz and from space.

'This brings to fore issues of operational command that have been trot-
ted out in opposition to a separate Space Force, again obviated by the ex-
perience of airpower. Going back to De Seversky, “the Army may retain
minor aviation adjuncts—certain aerial transport facilities and local re-
connaissance auxiliaries, for instance. But in operations where Army and
Air Force are components of a larger team, there is no more reason for the
infantry to own and control the aviation than there is for aviation to own
and control the infantry and tank divisions. Whether the Army or the Air
Force will command a given operation will depend on the nature of the
job to be done. The success of the operation will depend upon how well
each of these components has been developed in its own sphere, and how
well they have been trained together. We can no more hope for maximum
exploitation of [space] possibilities—in readiness for such operations—if
development of the [Space Force] is subordinate to [air] minds than we
could expect the best development of ground forces by subordinating
them to naval minds” (259-60).

'The nature of the job to be done is the central issue of the preceding
paragraph. Airmen are acutely aware that their mantra “An Airman in
charge of the air campaign” enhances coordination and is vital to the suc-
cess of any large-scale joint operation. Further, “the guiding mind of a
High Command or Commander in Chief must be taken for granted at all
times. That applies to the Army and Navy [and Air Force] no less than to a
separate [Space Force]. No military service in wartime acts on its own
whims. Their coordination, however, does not require a merger of their
internal organizations. Each derives its strength from its specialized per-
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sonnel, its full sense of responsibility, its ability to extract the last ounce of
effectiveness without interference from an alien mentality” (260).

“The task of the guiding intelligence is, in fact, enormously facilitated
when it can deal with a self-sufficient [space] arm. There are then no lead-
ing strings held tight by the older services to hamper coordination. [ Space]
power would be available for use without bureaucratic impediments. The
very principle of effective coordination calls for true independence and
equality on the part of the collaborating elements. There can be no coor-
dination between [an] Air Force and a [Space Force] that is subordinate to
the [Air Forcel; in that case there can only be orders based on [aviation]
ideas and blind obedience by [space professionals]” (261).

“[Space], it cannot be too often repeated, is a separate element, distinct
from land and sea [and air]—an element with its own [spatial] relations,
its own laws and problems. It is a continuous and uninterrupted element
enveloping the entire globe; strategically speaking every political division
and every differentiation between [space]-over-land, [space]-over-water,
[and space-over-air] is artificial and meaningless. [It] calls for a continuous
and undivided [Space] Command and fully uniform [space] equipment,
co-operating where necessary with the Army, Navy, [and Air Force] ex-
pecting their co-operation where needed” (263).

“On examination it becomes clear that [these are] the official views of
the existing military Departments. These military minds are confusing
two categories of unity. No one denies that [the] Army, Navy, [and Air
Force] need unity of command in their respective spheres. This includes
authority over their various auxiliaries and authority over units of other
services working with them for specific tasks. If the sole function of [space
forces] were to serve as the adjunct to the surface forces, the [views] would
be entirely correct. Actually, it is only true so far as it goes—and unfortu-
nately it leaves out of consideration entirely the most vital and decisive
[spacefaring] which operates alone in its own environment” (emphasis added)
(263-64). Just as with land, sea, and airpower, there are critical missions
envisioned for space that require i# to be the supported force. The en-
trenched “military minds do not grasp this idea themselves—that co-
ordinated action with other services is a secondary function of [space]
power. The primary function of [military space] power is to destroy the
hostile [space] forces, to strike an enemy directly across long distances—in
brief to take and hold [space]. That is as distinct an undertaking as the
conquest and control of the seas by a navy used to be” (264). If all [space
capabilities] were possessed “by the ground, sea, [and air] forces [as mere]
adjuncts, [we] should have no genuine [space] power at all” (264).

STRATEGIC STUDIES QUARTERLY ¢ SUMMER 2020 9
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In an eerily parallel analogy, De Seversky was significantly concerned
with the reorganization of the land and air forces that had recently oc-
curred, much as Kwast is today skeptical of the less than fully independent
Space Force. De Seversky states, “The War Department in the late spring
of 1941 presented the country with a minor reform dressed up to look like
a major reorganization. It announced the ‘unification of its air activities in
a new unit to be known as The Army Air Forces.” In informing Congress
of the plan, the Secretary of War emphasized the ‘autonomy’ of the new
setup and its ‘unity of command’” (266).

He continues: “This verbal garnishing was most unfortunate. Insofar as
it created the illusion the Army had made a ‘compromise’ on the issue of
self-administered air power, the public was being misled. Actually the re-
organization merely revamped one of the Army’s subordinate sections,
while keeping it as subordinate as ever. The ‘unification’announced did not
even touch the basic issues raised by advocates of an Air Department. No
one can object to necessary internal reform of the Army’s aeronautical
structure. But there is every reason to object strenuously to an attempt to
palm off a departmental reform, such as frequently occurs inside any ser-
vice, as a substitute for a separate Air Force” (266).

“True, our General Staft now provides equal representation for air of-
ficers; the fifty-fifty arrangement ought to result in better air-ground co-
ordination,” De Seversky adds. “The air members, having had Army train-
ing, understand ground problems and can be most useful in formulating
co-operative efforts. The ground members, however, having had no . . .
aviation training, can make no real contribution to purely air strategy. On
the contrary, they will act as a brake on real aeronautical thinking and a
constant source of interference. The Air Forces will be even more firmly
tied into the ground strategy than before” (278-79).

'The similarity to the Space Force is striking. “The common denomina-
tor of all the objections to an independent [Space] Force is that the United
States has built [space] forces of a sort under the aegis of the [other] ser-
vices and can therefore improve them without limit under the same
monitorship. ... The answer is that a# present we have no [space] power at all
[emphasis in original]. We have a miscellany of [space assets], good, bad,
and indifferent, but no [space] power in the sense we have defined air
power in these pages [because] those [assets] will not reflect a unified
[space] strategy to be used by a unified [space] command” (279).

'The full emancipation of air and space forces is only the latest iteration
of a long debate. That is, “the inquisitive might go back to the debates on
a separate and independent Navy Department in the last decade of the
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eighteenth century, before the Navy was given autonomous status in 1798.
It is an enlightening experience. You will find that the War Department
used substantially the same arguments for holding onto the naval forces
that are now being used against emancipation of [space] power; and you
will find, too, that the spokesmen for genuine sea power used about the
same reasoning in support of their thesis that is being advanced today by
advocates of a separate [Space] Department” (282).

De Seversky reflects, “Reading the Congressional Record of April 25,
1798, I thought I was listening to typical . . . objections to the freeing of
air [and space] power. Congressman Livingston, for instance, grew ironical
about the silly business of a separate Navy. “To carry this idea to its full
extent, he explained, ‘it would not only be necessary to have separate de-
partments, but also a great variety of subdivisions; they must have . . .
commissioners of gun barrels and of ramrods.” How often have we heard
the same type of irony from naval men asking if we also wanted a separate
department of submarines or naval artillery” (282)!

“On the other side of the debate were men like Representative [Harri-
son Gray] Otis [Federalist-MA ] who insisted that ‘the services of the War
and Naval Departments were . . . perfectly distinct,’ adding, ‘as well might
a Merchant be sent to do the business of a Lawyer; a Lawyer that of a
Physician; a Carpenter that of a Bricklayer; or a Bricklayer that of a Car-
penter, as expect Army men to lead the Navy. And Representative [Sam-
uel] Sewall [Federalist-MA] declared that ‘it was well known that an of-
ficer might be well acquainted with the business of the army, without
knowing anything about the business of the navy.” Navy men opposing the
separate air [or space] power might recall the fact that the bill authorizing
the formation of a separate Navy passed the house by the narrow margin
of 47 to 417 (283).

'The echoes of that historic deliberation reverberate in Kwast’s argument.
Further justifications for separation—based not on a hatred of the parent
or extant services but a genuine desire for the full potential of the new
domain to be realized—follow logically. “The technology of war advances
with such rapid strides that it quickly outstrips the mental pace of hum-
drum old-style leaders. Today tactical vision must be coupled with engi-
neering vision. Military leaders must be able to foresee both the new equip-
ment and the tactical implications of that equipment.. .. Even men trained
in aviation have difficulty in visualizing the air power of tomorrow; how
hapless, therefore, are those trained in totally different fields, who psycho-
logically are incapable of considering space as a separate tactical sphere!
'That is why a realistic program calls for unequivocal separation of new
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weapons from old assumptions, especially in relation to [space] power, the
newest, the fastest-growing, and most revolutionary military force” (284).

“A new military art, such as inherent in [spacefaring], must not be re-
strained by subservience to ... old military conceptions. To do so is to lose
... by default. I am not reflecting on the intelligence or the patriotism or
even the professional competence of the Army, Navy, and [Air Force] strate-
gists. I am simply taking note that they think as infantry and naval [and
air] leaders and can never release their minds for [space] warfare. [They]
will accommodate [space power] to their strategy, instead of accommodat-
ing their strategy to [space power]. Only 100 per cent [space professionals]
can conceive and carry through a 100 per cent [space] strategy” (284-85).

Further evidence of entrenched and obsolete thinking is what happens
to so-called reformers. They are labeled radicals and zealots. They are vili-
fied, and their careers are threatened. De Seversky specifically recalls “the
crucifixion of General Mitchell,” who spoke out for full development of
airpower and was court-martialed for it (285). “Even if never expressed in
words or orders, those preferences percolate down through the ranks. They
make themselves effective in subtle pressures of obedience to authority,
loyalty to superiors, and honest hunger for promotion. To the extent that
a [space power] idea infringes on the traditional sphere of an older service,
or throws doubt on the efficacy of that service in a given situation, it is
slowed up and frequently doomed to premature death. The channels
through which it must move are adjusted to the needs and inertias of an
older tradition. Military services, like everything else that is alive, [instinc-
tually have] a will to survive which fights, consciously or unconsciously,
against every reality that limits their functions” (285-86).

“The most talented [space] strategist or designer cannot contribute all
that he has when he is condemned to work within the framework of lim-
ited and essentially false basic plans of strategy. It is not merely a matter of
‘guts’in speaking out. No one can deny the importance of discipline in the
armed forces. Once he has made his recommendations to his superiors, a
[space] officer feels it is his soldierly duty to say no more—even if he is
heartbroken by the manner in which his deeply felt views are filed and
forgotten. . . . The subject [of space power] is ringed with a taboo. . . . The
[space] industry, too, is effectively silenced. It does business with the same
generals and admirals. Moreover, it is sworn to secrecy in a manner that
precludes practical criticism of [space] policy” (286).

De Seversky quotes a then-recent Navy memorandum to complete his
point: “No officer in the Army or Navy who is even slightly familiar with
his profession fails to realize that aviation is a major and essential com-
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ponent of both services. Moreover, the airmen who are most vocal in
urging now the formation of an additional independent air force are men
who are not in the Army, not in the Navy, and are either unfamiliar with
or not keenly interested in the broader aspects of national strategy, na-
tional defense, and the science of modern warfare.” De Seversky responds
that “it does not take a mathematical genius to figure out why the most
vocal airmen are not in the Army and not in the Navy! The personal
tragedies of those who dared to be vocal are only minor items in the
larger tragedy of an American air force condemned to domination by the
older services” (285-86).

De Seversky goes on to cite a contemporary book of the time on air-
power by the chief of Army aviation, Gen Henry H. Arnold, as “a conve-
nient case in point (of airman’s inherent subservience, I suppose)” (289).
He notes Arnold’s admission that “the air forces of all countries will even-
tually be separated from land and sea forces” and, further, that in America
“this long step should be taken, if it is taken at all, only after careful plan-
ning and mature thought, and with no zest for radical reform. There should
be a stage of gradual evolution as against other knife-cutting of binding
ties.” De Seversky adds that Arnold “almost in the same breath . . . contra-
dicts himself by writing: ‘We shall be fortunate if our time for that reorganiza-
tion of an independent air force comes in the relative calm of peace or at worst
in the preparatory and not in the fighting stage (emphasis added)’” (289). A
continuing argument against an independent Space Force is that it will
not be ready until after it has armed combat experience in war, as in the
case of the Air Force. I am reminded of the story of the man who would
not go into the water until he knew how to swim. To wait until war comes
to be properly organized, trained, and equipped for war fully is not an ar-
gument made by serious military strategists.

De Seversky notes about Arnold that “this sort of double talk, if it is not
the product of honest confusion, may be a device for conveying the truth
to those who understand, without offending the powers that be. The gen-
eral surely knew when he wrote [this] that we were close to the reality of
war and that there was no time for the ‘gradual evolution’ he proposed. He
must be quite adequately aware that twenty years of delay—from the time
when General Mitchell first demanded independence of aviation, have
brought an evolution of approximately zero. Evolutionary processes, too,
can be arrested by artificial restraints” (289). Space power has suffered
even more impediments.

By 1958 the Air Research and Development Command (ARDC) was

soliciting ideas and developing plans that “outlined a rationale for an
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‘Earth Military Orbital Space Force’” in the “1965-1980 time frame.” In
April 1959, Adm Arleigh Burke, chief of naval operations, with the con-
currence of Army chief of staff Gen Maxwell Taylor, proposed creation of
a single unified military space command. However, Gen Thomas White,
Air Force chief of staff, “opposed the proposal because . . . it violated the
practice of treating space systems on a functional basis and integrating
weapons within unified commands. He argued that space systems repre-
sent only a better means of performing existing missions and should be
assigned to the appropriate unified or specified command.”® De Seversky
had deftly rebutted these arguments against independent airpower, as
cited previously in this article.

In late 1981, frustrated by the soaring costs and lack of progress that
appeared to have allowed the Soviet Union to leap ahead of American
military space capabilities, Congress passed House Resolution 5130 re-
quiring the US Air Force to report to Congress on the feasibility of es-
tablishing an independent space command.” Entrenched interests in the
DOD strongly opposed the move on the grounds it was not needed,
would duplicate bureaucracies, and would cost too much despite the find-
ings of a January 1982 General Accounting Office report that a separate
space command coordinating all military space activities would instead
result in overall cost savings. Two years later, the first US Space Com-
mand was inaugurated with the goal of transitioning to an independent
Space Force by the end of the century.?

And still, military space progress languished. In 1999 Congress autho-
rized a commission headed by former secretary of defense Donald Rums-
feld to investigate. The commission’s warnings were chilling. Its 2001 re-
port stated flatly that the US was unprepared for “a Space Pearl Harbor,”
a devastating attack in space that would render its military incapable of
projecting power effectively overseas.” Among the report’s recommenda-
tions was to begin preparations for the establishment of an independent
Space Force, beginning with a presidential advisory group within three
years and full transition within 10 years.!? Two years later, US Space Com-
mand was decommissioned.

History matters. Major de Seversky will get the last word in this es-
say—modified for today in terms that echo resoundingly in General
Kwast’s clarion call: “At bottom the objectives to true and independent
[space power] derive from a flaw in vision. The critics are unable to see the
potentialities of [space power] beyond the horizons of its present equip-
ment and its present tactics. They do not take in the full majestic sweep of
the inevitable progress of [spacecraft]; they base their thinking on [space-
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faring] as they know it today. . .. Not only developments around the corner,

but immediate possibilities which trained [space] minds know to be simple
and sober realities, orthodox strategists dismiss as fantastic and far-
fetched” (290).

“The eventual emancipation of [space power] from . . . its ‘subordinate
status’ is inevitable. With that emancipation will come a blossoming of
[spacefaring] talent, a heightened morale among [space] personnel, [and] a
long-delayed chance for American [space power] to come into its own. . . .
Every week of delay is a costly and futile restraint on that unfoldment, and
a postponement of victory” (291). K@

Everett C. Dolman
Air Command and Staff College
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The Great Divide
in US Deterrence Thought

Kzt B. PAYNE

Abstract

'This article assesses different sides of the nuclear deterrence debate by
examining opposing narratives supporting the relative simplicity versus
complexity of maintaining deterrence.” The “easy deterrence” narrative
posits that the essential requirements for stable mutual deterrence are not
difficult to understand or meet and that the functioning of mutual deter-
rence can be considered largely predictable and reliable. In sharp contrast
to this easy deterrence narrative, the alternative narrative envisions deter-
rence as difficult to establish and sustain and potentially requiring greater
nuclear capabilities, contingency planning, and for some, strategic defen-
sive capabilities. This article emphasizes the speculative nature of predic-
tions about deterrence but suggests that the “difficult deterrence” narrative,
with its recommended spectrum of deterrence threat options and focus on
credibility, seems the most prudent in the contemporary threat environ-
ment. While the easy deterrence narrative has considerable confidence in
deterrence because all rational or sensible leaders are expected to be cau-
tious when confronted with a threat of societal destruction, the difficult
deterrence narrative contends that such an expectation may be a “fatal er-
ror.” Difficult deterrence offers neither a definitive solution to the threat of
nuclear use nor ease. It offers no cooperative global transformation and
disarmament or confidence that deterrence will work easily and predict-
ably across time. Instead, the difficult deterrence narrative confronts a di-
lemma that the easy deterrence concept avoids.

%k % %k %k *k

or seven decades, the question at the heart of the US nuclear policy
debate has been how best to deter—specifically, the ease or difhi-
culty of acquiring and maintaining effective deterrence capabilities.
Contending easy and difficult deterrence narratives start from several

*This article is adapted from the author’s book Shadows on the Wall: Deterrence and Disarmament
published by the National Institute Press in March 2020.
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common realist assumptions but posit contrary expectations about oppo-
nent calculations, decision-making, and behavior. The different expecta-
tions separating these narratives establish largely incompatible standards
for deterrence and lead logically and directly to contrary definitions of
deterrence requirements and the conditions for stability. The difterences
separating the easy and difficult deterrence narratives are so stark that
proponents of the former often mistakenly contend that the latter is
preparation for nuclear “war fighting,” not a deterrence strategy. The con-
stant push and pull between these two alternative conceptions of deter-
rence and their respective requirements helps explain the decades-long
US public nuclear policy debate. Observers wanting to understand how
seemingly equally credentialed experts can make diametrically opposed
claims about deterrence requirements must first understand the two com-
peting narratives underlying those opposing claims. They must look be-
hind the curtain.

Proponents of each narrative often criticize the other for offering risky
force recommendations. They apply different and largely incompatible
metrics to answer the question, How much is enough for deterrence? and
unsurprisingly reach contrary conclusions. For example, depending on
which deterrence narrative is the basis for judging, maintaining the US
triad of strategic nuclear forces is either essential for continued deterrence
or an unnecessary, destabilizing waste of resources. The integrity of the
claim depends on the veracity of the narrative. However, neither side can
rightly claim to “know” what will be required for the deterrence of un-
known opponents in unknown circumstances over unknown stakes—it
must be a matter of some speculation given the woefully incomplete infor-
mation we have about the future. This article assesses both sides of the
debate and suggests that the most prudent choice in the contemporary
threat environment is the difficult deterrence narrative’s recommended
spectrum of deterrence threat options and its focus on the credibility of
those options. This suggestion, however, is made with full recognition of
the unavoidable speculation involved. When it comes to projecting the
tuture functioning of deterrence and its requirements against yet-unknown
opponents in yet-unknown conditions, we are all amateurs looking at
shadows on the wall.

The Easy Deterrence Narrative

During the Cold War, renowned academics—including Kenneth
Waltz, Thomas Schelling, Bernard Brodie, and Robert Jervis—advanced

basic points of an enduring narrative about mutual nuclear deterrence
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commonly referred to as a “stable balance of terror”™—“stable” meaning
that neither side would have irresistible incentives to employ nuclear
weapons or engage in provocations that would likely escalate to nuclear
use. The simplified (and popularized) easy deterrence narrative is a pas-
tiche that draws from these scholars’ innovative analyses. It incorporates
various points appearing in their works but does not reliably reflect their
variation, subtlety, or nuance. The discussion here does not suggest that
Waltz, Schelling, Brodie, or Jervis necessarily advanced or even accepted
all facets of the easy deterrence narrative, but that it incorporates various
points found in their works.

'The easy deterrence narrative posits that the essential requirements for
stable mutual deterrence are not difficult to understand or meet and cor-
respondingly that the functioning of mutual deterrence can be considered
largely predictable.! Those deterrence requirements are rational or “sensible”
leadership decision-making (or “a little common sense”) and properly
controlled and safeguarded capabilities for strategic nuclear retaliation
even after suffering an attack.? Schelling concludes that with such surviv-
able second-strike capabilities, “a powerfully stable mutual deterrence
results.” This narrative of relatively easy deterrence survived the Cold War
and continues to be a powerful theme in public discussions of deterrence
and its requirements.

The confidence of the easy deterrence narrative follows in part from
three traditional axioms of realist thought. First, the international system
is anarchic with mistrust among its members. Second, in this system,
great powers generally prioritize the pursuit of national survival in their
decision-making. Third, great powers are rational in that pursuit.* Easy
deterrence confidence follows from both a macro view of the interna-
tional system and its anarchic structure and from the expectation that
individual units (countries) will behave in predictable ways when facing a
severe nuclear threat. Leaders able to reason will seek to avoid those ac-
tions that could precipitate an opponent’s devastating nuclear response.
As Waltz states, “Deterrent policies derive from structural theory, which
emphasizes that the units of an international political system must tend
to their own security as best they can. . .. A little reasoning leads to the
conclusions that to fight nuclear wars is impossible and that to launch an
offensive that might prompt nuclear retaliation is obvious folly. To reach
those conclusions, complicated calculations are not required. . . . [Deter-
rence] depends on fear. To create fear, nuclear weapons are the best pos-
sible means.” He adds, “In a nuclear world, to act in blatantly offensive
ways is madness.”® In short, the priority goal of protecting national sur-
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vival and the fear naturally created by nuclear weapons combine to com-
pel caution and provide deterrence.’

In 1983, the Harvard Nuclear Study Group observed that since the es-
tablishment of nuclear deterrence, the international system had avoided
great power war despite many pressures that previously would likely have
triggered conflict. The study group attributed this stability to the nuclear
“balance of terror.” Why this unprecedented stability? It is because “nuclear
weapons have created what we call the cryszal ball effect. . .. This crystal ball
effect helps give the nuclear world at least some measure of stability. States-
men in the atomic age can envision the destruction of a full-scale nuclear
war and it makes them determined to avoid it” (emphasis in original).®

Using the same “crystal ball” metaphor, Waltz points to the unigue ef-
tectiveness of nuclear weapons for deterrence: “With conventional weap-
ons, the crystal ball is clouded. With nuclear weapons, it is perfectly clear.”
That is, “in a conventional world, deterrent threats are ineffective because
the damage threatened is distant, limited, and problematic. Nuclear weap-
ons make military miscalculations difficult and politically pertinent pre-
diction easy.”!® A properly structured balance of terror is an overwhelm-
ingly powerful deterrent because leaders must be cautious when national
survival is at risk.

President John Kennedy’s national security advisor, McGeorge Bundy,
observed that US and Soviet Cold War decision-making reflected this
powerful peacekeeping effect of nuclear deterrence: “The stalemate that
keeps nuclear peace between the superpowers is so deep and strong that it
is not affected by the relative ruthlessness of the two societies or their
different experience of twentieth-century war. What each can do to the
other, whoever goes first, is more than enough to stay every hand that does
not belong to a madman. . . . The imperative of avoiding nuclear war im-
poses great caution on both governments.”!!

Wialtz elaborates on the same expectation: “Differences among nuclear
countries abound, but for keeping the peace what diftference have they
made? ... In a nuclear world, any state—whether ruled by a Stalin, a Mao
Zedong, a Saddam Hussein, or a Kim Jong Il—will be deterred by the
knowledge that aggressive actions may lead to its own destruction. . . .
Who cares about the [differing] ‘cognitive’ abilities of leaders when no-
body but an idiot can fail to comprehend [nuclear weapons’] destructive
force.”1? Waltz also suggests that “in a nuclear world any state will be de-
terred by another state’s second-strike forces. One need not become pre-
occupied with characteristics of the state that is to be deterred or scrutinize
its leaders.”’®> Why is this so? The answer, according to Bundy, is that “in
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the real world of real political leaders—whether here or in the Soviet
Union—a decision that would bring even one hydrogen bomb on one city
of one’s own country would be recognized in advance as a catastrophic
blunder; ten bombs on ten cities would be a disaster beyond history; and
a hundred bombs on a hundred cities are unthinkable.”'*

For leaders who are not “mad,” war between nuclear powers in a proper
balance of terror simply must be avoided—no goal short of national sur-
vival could justify an action that would seriously risk “unthinkable” na-
tional destruction. Thus, “if decision makers are ‘sensible, peace is the most
likely outcome.”® This expectation regarding leadership decision-making
inspires confidence in the predictable functioning of nuclear deterrence
among states. Indeed, Bundy coined the term “existential deterrence”™—
meaning that a balance of terror creates the conditions needed for effec-
tive mutual deterrence without regard to many other factors—including
the character of the sides involved or their relative nuclear capabilities.'®
Waltz concurs, stating, “The [deterrence] effects of nuclear weapons derive
not from any particular design for their employment in war but simply
from their presence.”!’

'This point of the easy deterrence narrative leads to considerable confi-
dence in a balance of nuclear terror to produce the reliable functioning of
mutual deterrence. There are numerous popular, expert, and official Cold
War and post—Cold War illustrations of this confidence in the predictable
effect of nuclear deterrence. For example,

* “In US-Soviet relations, the current nuclear postures have substan-
tially solved the problem of deterring deliberate nuclear attack. Un-
der present conditions, no rational leader could conclude that his or
her nation would be better off with a nuclear war than without one.”®

* “In the light of the certain prospect of retaliation there has been liter-
ally no chance at all that any sane political authority, in either the
United States or the Soviet Union, would consciously choose to start
a nuclear war. This proposition is true for the past, the present, and
the foreseeable future. For sane men on both sides, the balance of
terror is overwhelmingly persuasive.”??

In short, this narrative deems deterrence to be reliably effective in pre-
venting large-scale attacks. In the absence of a “madman,” the crystal ball
effect unique to nuclear weapons is expected to provide even the most
aggressive leadership with clarity regarding the intolerable catastrophe
that would attend nuclear conflict, thus preventing nuclear war and con-
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flicts considered likely to escalate to nuclear war. A balance of terror pro-
vides existential deterrence.

Easy Deterrence Components

As noted, axioms of traditional realist thought underlie the easy deter-
rence narrative’s expectation of the predictable, effective functioning of
nuclear deterrence. However, three additional extra-realist propositions
about leadership decision-making and the functioning of deterrence con-
tribute to the conclusion that deterrence is largely predictable and “easy”:
societal threats, graduated options, and uncertainty.

Societal threats. The easy deterrence narrative typically contends that
the nuclear “second-strike” capabilities needed for deterrence are the sur-
vivable forces required to threaten punishment on an opponent’s societal assets.
Nuclear capability beyond that needed to threaten societal destruction
does not add to deterrence; it is unnecessary “overkill.”° The expectation
that a punitive threat of societal destruction can serve as the basic measure
of adequacy for reliable deterrence was particularly prominent in Cold
Wiar academic treatments of the subject and in official US declarations
regarding deterrence. Societal assets could include cities, industry, power,
transportation, and population. However, from early in the Cold War,
threats to population and cities became a type of shorthand for measuring
deterrence strategies: “A force sufficient to kill the enemy’s population and
destroy his wealth is an adequate deterrent,”! and “Deterrence comes
from having enough to destroy the other’s cities; this capability is an abso-
lute, not a relative, one.”?? The expectation of effective deterrence from
societal threats (cities) has continued to be a theme in public commentary
in the post—Cold War era: “Deterrence today would remain stable even if
retaliation against only ten cities were assured.”?

This general expectation that punitive threats against an opponent’s
society can deter reliably is not based on the unreasonable presumption
that all opponents are enlightened and dutiful civil servants. Instead, “what
government would risk sudden losses of such proportion or indeed of
much lesser proportion? Rulers want to have a country that they can con-
tinue to rule,”and this would be put at risk by nuclear deterrent threats to
their societies.?* Deterrence works reliably and predictably at nuclear force
levels that are easy to acquire and maintain because opponents with a
modicum of common sense will place decisive value on the preservation of
their nation’s societal assets—which generally are relatively few, un-
defended, and highly vulnerable to modest numbers of nuclear weapons.?
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Confidence in deterrence based on punitive societal threats was not lim-
ited to academic discussions. In the 1960s, Secretary of Defense Robert
McNamara’s public and then-classified pronouncements regarding nuclear
deterrence specified the US threat levels to Soviet society (population and
industry) considered adequate for reliable nuclear deterrence. The precise
numbers of his “assured destruction” metric for US deterrence capabilities
shifted somewhat over time, but in a declassified 1964 draft presidential
memorandum, Secretary McNamara defined US deterrence requirements
as the US ability to destroy “25 percent of [the Soviet] population (55 mil-
lion people) and more than two-thirds of [Soviet] industrial capacity.”?
McNamara’s “assured destruction” metric represented the “flat of the curve”
for the number of US nuclear weapons needed to threaten the specified
levels of destruction on the Soviet population and industry. Beyond a spe-
cific number of weapons, the additional level of societal destruction possible
with each additional weapon rapidly diminished. The computation of the
declining marginal value of additional US nuclear weapons against Soviet
societal targets determined the percentiles declared as deterrence standards
and the capabilities necessary to meet those standards.?’

By the mid-1960s, Secretary McNamara expressed great confidence in
the reliability of this type of deterrence threat: “Such a capability would,
with a high degree of confidence, ensure that we could deter under all
foreseeable conditions, a calculated, deliberate nuclear attack on the
United States.”?® He “had come to believe that the US deterrent capability,
the nation’s strategic offensive forces, not the damage-limiting strategic
defensive forces, protected American society.”?

'There is no single commonly agreed number of nuclear weapons deemed
adequate for deterrence based on punitive threats to an opponent’s societal
assets. However, many scholars suggest a range from “hundreds” to far
fewer.3? This deterrence narrative and metric has since become a promi-
nent, enduring theme in public commentary about US nuclear deterrence
requirements. The following are some examples:

* “Most professional analysts of the subject believe that the prospect of
about one hundred thermonuclear warheads exploding over urban
areas is more than enough to deter either side from starting a nuclear
war. ... I personally believe that very much smaller numbers are suf-
ficient to deter war; I have used numbers like one hundred only be-
cause it is customary to do so in such arguments.”!

* “No current or conceivable threat to the United States requires it to
maintain more than a few hundred survivable nuclear weapons. The
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delivery of fewer than a hundred warheads could destroy the society
and economy of any country, and tens of detonations could kill more
people than have ever been killed in any previous war.”?

* “A reasonably small force of several hundred weapons would allow
that state to strike back over 100 times before it had to negotiate. No
state on the planet could withstand that sort of punishment, and no
sane leader would run that sort of risk.”33

e “Ten to one hundred survivable warheads should be more than
enough to deter any rational leader from ordering an attack on the
cities of the United States or its allies.”3*

* “Fewer than 100 warheads is sufficient to inflict a wholly unaccept-
able level of damage on a continental-sized economy, and suggests
that—even for the most enthusiastic proponent of nuclear deter-
rence—maintaining an arsenal at higher than that level is

»35
unne CCSS&I'y.

In short, this narrative contends that deterrence is easy to achieve and
sustain because a punitive nuclear threat of societal destruction requires
relatively few weapons and is made transparent by the crystal ball effect. A
modest survivable second-strike capability will serve to compel all but
“mad” leaders to “draw back from the brink.”%

Graduated options for deterrence. An important additional element
of this easy deterrence narrative is the contention that US capabilities for
limited or graduated nuclear threats can help to deter limited attacks or
prevent escalation in the event an initial failure of deterrence leads to an
opponent’s limited attack. Schelling, Waltz, and Jervis essentially endorsed
the threat of graduated (limited) response options as part of a US deter-
rence strategy to demonstrate US will and thereby deter limited attacks
and help control escalation if deterrence initially fails.’” They identified
the capability for graduated demonstration-of-will threats as particularly
important for extending US nuclear deterrence coverage to allies.

'This rationale for graduated nuclear options is not based on the poten-
tial military effects of limited nuclear employment but on certain expecta-
tions. One is that brandishing limited nuclear threats can help deter an
opponent’s limited nuclear provocation by having proportional response
options. Another is that having graduated threat options can help deter an
opponent’s escalation if deterrence initially fails by demonstrating US re-
solve to escalate further if necessary—but doing so well below the ultimate
deterrence threat of societal destruction. That “ultimate threat” could be
held in reserve to help ensure that the opponent would continue to have

STRATEGIC STUDIES QUARTERLY ¢ SUMMER 2020 23



Keith B. Payne

an overwhelming incentive no# to further escalate a conflict for fear of
unleashing its own nuclear destruction.

This rationale for limited nuclear threats also does not presume that a
“limited” nuclear war could be fought safely or with any certainty that a
limited war would remain so in any meaningful sense. It also is not an
endorsement of nuclear “war fighting.” Rather, the existence of graduated
options is intended to contribute to both the deterrence of limited attacks
and the reestablishment of deterrence (“intra-war deterrence”) to bound
escalation following a limited attack. Brandishing limited nuclear response
options and thereby demonstrating resolve for these deterrence purposes
has been an apparent feature of declared US deterrence policy since the
mid-1970s.38 As Secretary of Defense James Schlesinger observed at the
time, “To the extent that we have selective response options—smaller and
more precisely focused than in the past—we should be able to deter such
challenges. Nevertheless, if deterrence fails, we may be able to bring all but
the largest nuclear conflicts to a rapid conclusion before cities are struck.
Damage may thus be limited and further escalation avoided.”” The capacity
to issue graduated nuclear threats necessitates the manifest planning and
control of forces that enable graduated threats to be known to opponents
for deterrence purposes.*

Uncertainty deters. The easy deterrence narrative typically includes
another expectation about the functioning of deterrence that facilitates the
conclusion that deterrence is easy and reliable. This second expectation is
that opponents’ uncertainty about whether, when, and how the United
States actually would execute its nuclear deterrent threat can provide ade-
quate credibility for effective deterrence. An opponent’s uncertainty about
the US deterrent threat can deter attack because the consequences of US
retaliation would be so catastrophic if executed: “Uncertainty of response,
not certainty, is required for deterrence because, if retaliation occurs, one
risks losing so much.”* Thomas Schelling posited that deterrence depends
not on an opponent’s certainty that nuclear catastrophe would follow its
highly aggressive action but on the “hance” that catastrophe would follow.
Schelling famously called this “the [deterrence] threat that leaves some-
thing to chance.”*?

Early in the Cold War, Schelling explained why uncertain nuclear
threats can deter in a balance of terror: “Any situation that scares one side
will scare both sides with the danger of a war that neither wants, and both
will have to pick their way carefully through the crisis, never sure that the
other knows how to avoid stumbling over the brink.”* The possibility or
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chance of great loss provides adequate deterrence because “alow probability
of carrying a highly destructive attack home is sufficient for deterrence.”**

This easy deterrence expectation that the chance of threat execution can
provide effective deterrence is particularly important to the integrity of
America’s extended nuclear deterrence umbrella to allies. It answers the
concern that America’s threat of employing nuclear weapons in defense of
allies should be seen as an unconvincing bluff, not an eftective deterrent,
because doing so could easily result in the destruction of the United States.®
However, extended deterrence can be sufficiently credible to work—even
it US execution of the threat would be self-destructive—because the op-
ponent could never be sure that the United States would not execute its deter-
rent threat by way of an irrational act or the fog of war, and that chance is
adequate to deter.* Consequently, the seemingly innocuous proposition
that uncertain nuclear threats can deter reliably plays a central role in the
easy deterrence narrative, particularly for extended deterrence.

'This contention that deterrence can be based on uncertainty regarding
the US nuclear threat contributes significantly to defining how much is
enough for deterrence in terms that are easily achieved and sustained.
How so? Effective deterrence does 7o require that the country attempting
to deter convince opponents that it would, in fact, deliberately, rationally
execute its nuclear deterrent threat if provoked. The country seeking to
deter can forego those offensive or defensive strategic capabilities that
might otherwise be thought necessary to fully convince opponents of the
certainty of its deterrence threat—that it surely would be executed as
threatened. Such additional requirements are unnecessary for effective
deterrence because threat credibility with that sense of certainty is un-
necessary. In short, not only are the required second-strike nuclear forces
relatively modest and easily sustained, but additional strategic capabilities
are unnecessary to convince opponents of the logical credibility of the threat.

Easy Deterrence: Reasons for Optimism

'This narrative leads to considerable optimism about the ease and pre-
dictability of deterrence. However, Waltz, Brodie, and Jervis acknowledge
that deterrence is not “ironclad” or foolproof. It could be upended by lead-
ers who are not “sensible” in that “a small-number system can always be
disrupted by the actions of a Hitler and the reactions of a Chamberlain.”*
Jervis elaborates on why this is so: “Miscalculations are possible, even in
situations that seem very clear in retrospect, and states are sometimes will-
ing to take what others think are exorbitant risks to try to reach highly

valued goals.”*
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Despite this caveat regarding deterrence that “nothing in this world is
certain,” considerable “comfort” and “cautious optimism” are warranted
with regard to the reliability of deterrence—not because leaders are reli-
ably virtuous but because the dangers involved in reckless behavior are so
obvious (the crystal ball effect).* According to Waltz, “With nuclear
weapons, it’s been proven without exception that whoever gets nuclear
weapons behaves with caution and moderation. Every country—whether
they are countries we trust and think of as being highly responsible, like
Britain, or countries we distrust greatly for very good reasons, like China
during the Cultural Revolution—behaves with such caution.” Brodie
adds, “The leaders of no country will wish to risk the total destruction of
their country. ... We should not complain too much because the guarantee
is not ironclad.”!

In addition, even if an individual leader is reckless, “those who direct the
activities of great states are by no means free agents.”? There may be a
variety of pressures contributing to sensible behavior that are beyond the
character of a particular leader or leadership, including the possible refusal
of those who carry out orders to engage in reckless actions. As 2007 Nobel
Laureate professor Roger Myerson says in this regard, “Our most danger-
ous adversaries are not lone madmen, however, but are leaders with politi-
cal support from many people who have normal hopes and fears. Psycho-
pathic militarists like Hitler become a threat to our civilization only when
ordinary rational people become motivated to support them as leaders.”
For nuclear deterrence in a proper balance of terror to fail, “one would
have to believe that a whole set of leaders might suddenly go mad.”*

Also, as noted, the absence of war among great powers since the end of
World War II suggests the predictable reliability of nuclear deterrence:
“Never since the Treaty of Westphalia in 1648 . . . have great powers en-
joyed a longer period of peace than we have known since the Second
World War. One can scarcely believe that the presence of nuclear weapons
does not greatly help to explain this happy condition.”> This extraordinary
history, according to Waltz, argues against the expectation that nuclear
deterrence is likely to fail. Indeed, he finds it “odd” that “a happy nuclear
past leads many to expect an unhappy nuclear future.”®

Finally, this narrative includes the expectation that if deterrence fails at
some point, graduated nuclear options and intra-war deterrence can help
prevent escalation. While there are no guarantees, “even if deterrence

should fail, the prospects for rapid de-escalation are good.™’
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Easy Deterrence Force Planning

'The force recommendations that follow from the easy deterrence narra-
tive focus on the need for survivable nuclear capabilities that are able to
hold an opponent’s societal assets at risk but are not able to threaten the
opponent’s own deterrence forces. What is the reason for this balance? Stable
deterrence follows from the ability to threaten the opponent’s societal as-
sets, but a capability to threaten the opponent’s own deterrence forces is
not consistent with a stable muzual balance of terror. Forces able to strike
an opponent’s offensive deterrence forces on the ground and air defenses
or ballistic missile defenses intended to protect cities are likely ineffective
and unnecessary for deterrence. And they would threaten to upset stability
by calling into question the opponent’s deterrence capability. Such forces
could cause an opponent to doubt the effectiveness of its deterrent and
thus drive the opponent to move in haste to gain the possible advantage of
striking first rather than waiting to absorb an initial undeterred blow.*®

Offensive or defensive forces that might threaten the pre- or post-
launch survivability of an opponent’s deterrence forces could in this way
create what Schelling called “the reciprocal fear of surprise attack.”’
Avoiding such “destabilizing” forces promotes reliable deterrence because
“the /ikelihood of war is determined by how great a reward attaches to
jumping the gun, how strong the incentive to hedge against war itself by
starting it, [and] how great the penalty on giving peace the benefit of the
doubt in a crisis” (emphasis in original).*

Confidence in the reliable working of deterrence also contributes to the
conclusion that attempting to physically protect society against strategic
nuclear attack not only is unnecessary for deterrence and potentially de-
stabilizing but also is of limited potential value because a stable balance of
terror provides reliable protection via deterrence—and does so in the ab-
sence of such defenses. Waltz summarizes this point with the rhetorical ques-
tion, “Why should anyone want to replace stable deterrence with unstable
defense?”®! He further states, “In a nuclear world defensive systems are
predictably destabilizing. It would be folly to move from a condition of
stable deterrence to one of unstable defense.”®?

Correspondingly, the easy deterrence narrative’s general guidelines for
stable deterrence favor the survivable, modest offensive capabilities able to
threaten societal assets, which could include “targets that are crucial to a
nation’s modern economy, for example, electrical, oil, and energy nodes
[and] transportation hubs.”®® However, the same guidelines argue against
(1) offensive nuclear systems able to threaten the pre-launch survivability of
an opponent’s own deterrence forces and (2) strategic defensive capabilities
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designed to physically protect one’s own society. The concern that strategic
defenses could destabilize deterrence has been a prominent theme in US
strategic thought and policy for decades and continues to be present.®*

In summary, based initially on several points of traditional realist
thought and the three elaborations described above, early in the Cold War
a compelling and even comforting deterrence narrative emerged that pos-
its the ease and efficacy of a balance of terror to prevent nuclear or large-
scale conventional war. US policy never followed this deterrence narrative
in its entirety, and official public characterizations of US deterrence re-
quirements became increasingly distant beginning in the mid-1970s.
However, the easy deterrence narrative’s relatively modest and narrow
force requirements for a stable balance of terror and related arguments
against “destabilizing” strategic offensive and defensive capabilities were,
and continue to be, prominent themes in the US public debate about de-
terrence and force requirements.

The Difficult Deterrence Narrative

During the Cold War, a largely separate set of prominent academics
and scholars contributed to a markedly different nuclear deterrence narra-
tive. This alternative narrative certainly concurs that deterrence is valuable,
even necessary, for the United States in an anarchic international system.
It includes some variation and has evolved over decades. However, in
sharp contrast to the easy deterrence narrative, this alternative narrative
envisages deterrence as difficult to establish and sustain and as potentially
demanding considerably greater nuclear capabilities, contingency plan-
ning, and for some, strategic defensive capabilities. Correspondingly, its
general force guidelines are quite different from those of the easy deter-
rence narrative.

This alternative deterrence narrative emerged early in the Cold War—
at least in part in response to the inadequacies some scholars saw in the
sanguine easy deterrence narrative. They included most prominently Her-
man Kahn and Albert Wohlstetter and, more recently, Colin Gray. For
example, Wohlstetter begins his famous 1958 paper, The Delicate Balance of
Terror, with the following:

I should like to examine the stability of the thermonuclear balance
which, it is generally supposed, would make aggression irrational or even
insane. The balance, I believe, is in fact precarious, and this fact has criti-
cal implications for policy. Deterrence in the 1960’ will be neither in-
evitable nor impossible but the product of sustained intelligent effort,
attainable only by continuing hard choice. . . .
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... While feasible, it will be much harder to achieve in the 1960’s than
is generally believed. One of the most disturbing features of current
opinion is the underestimation of this difficulty.%®

'This classic early work captures much of the basic criticism of the easy
deterrence narrative and points toward a competing deterrence narrative
derived from the works of Kahn, Wohlstetter, Gray, and others. In contrast
to the easy deterrence narrative, it sees the pursuit of deterrence as an
ongoing and difficult challenge, with no fixed approach and no corre-
sponding finite and fixed set of nuclear capabilities that can predictably
provide the desired deterrent effects.

Bernard Brodie’s commentary on Wohlstetter’s contention of a “delicate
balance of terror” illustrates a fundamental disagreement between these
two competing deterrence narratives: “I could never accept the implications
of [Wohlstetter’s] title—that the balance of terror between the Soviet
Union and the United States ever has been or ever could be ‘delicate.” My
reasons have to do mostly with human inhibitions against taking monu-
mental risks or doing things which are universally detested.”®® Brodie’s
comments demonstrate that while both approaches to deterrence share
some points of realist origin, they posit (1) strikingly different expectations
about possible leadership decision-making and behavior; (2) different ex-
pectations about the functioning of deterrence; and (3) correspondingly,
different answers to the question of how much is enough for deterrence.

While the easy deterrence narrative has considerable confidence in de-
terrence because rational or sensible leaders can generally be expected to
be cautious when confronted with a threat of societal destruction, the dif-
ficult deterrence narrative contends that such an expectation may be a
“fatal error.” This is because “not all actors in international politics calcu-
late utility in making decisions in the same way. Differences in values,
culture, attitudes toward risk-taking, and so on vary greatly.”®” Rational or
sensible leadership decision-making can include unique decision-making
factors that drive leaders’ perceptions and calculations of value, cost, and
risk in surprising, unpredictable directions. An examination of multiple
international crises leads to the assessment that “the personality of an in-
dividual determines the reaction to information and events. A leader’s
nationality, passion, idealism, cynicism, pragmatism, dogmatism, stupidity,
intelligence, imagination, flexibility, stubbornness, and so on, along with
mental disorders such as depression, anxiety, and paranoia, shape reactions
and decisions during a crisis.”®

Colin Gray points to the variability in leadership perceptions and calcu-
lations in his full rejection of the easy deterrence narrative. Such uncertain-
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ties present deterrence planners (and defense planners in general) with an
incomplete basis for confident prediction of opponent behavior “no matter
how cunning their methodology or polished their crystal ball.”®® As a result,
“there is massive uncertainty over ‘what deters’ (who? on what issue?
when?).””0

In short, the functioning of deterrence “is heavily context dependent.
'The confident expectation of an opponent’s sensible caution when con-
fronting a severe societal deterrence threat may be upset by a variety of
factors that may not be obvious in advance to an outside observer. For
example, an opponent’s hierarchy of values may posit an expectation of
intolerable cost associated with not acting; an opponent may be willing to
take great risks in unwavering pursuit of a cherished goal or be confident
that it need not conciliate because the deterrer itself will yield; an oppo-
nent may be unwilling or unable to recognize great risk; and unexpected
technical, operational, or organizational factors may prevent the hoped-
for deterrence outcome from prudent leadership decision-making.”?

A 2014 study by the National Research Council of the National Acad-
emy of Sciences emphasizes that accounting for such factors is critical in
considerations of deterrence.”? Indeed, advancements in cognitive science
have demonstrated the significant degree to which decision-making of-
ten is governed not only by prudent cost-benefit calculations but also by
many possible less predictable factors. These include people’s tendencies
to act on the basis of their emotional and cognitive biases, such as seeking
confirmation of their opinions; being overly optimistic; focusing on their
wins versus losses, or survivorship; and making decisions based on expec-
tations of normalcy versus planning for new or potential events.”*

Numerous analyses of historical case studies indicate that these types of
factors can affect leadership decision-making and thus the functioning of
deterrence. ”* In one such study, King’s College professor Richard Ned
Lebow notes that “even the most elaborate efforts to demonstrate prowess
and resolve [for deterrence] may prove insufficient to discourage a chal-
lenge when policy makers are attracted to a policy of brinkmanship as a
necessary means of preserving vital strategic and domestic political inter-
ests.” He further suggests that “these cases and others point to the impor-
tance of motivation as the key to brinkmanship challenges. To the extent
that leaders perceive the need to act, they become insensitive to the inter-
ests and commitments of others that stand in the way of the success of
their policy.””®

'The difficult deterrence narrative does not share the expectation that
the crystal ball effect will reliably mitigate all such inherently human

»71
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decision-making factors and thereby reliably lead to opponents’ caution
and prudence in response to even severe punitive deterrence threats. Be-
cause the definition of what constitutes “sensible” leadership thinking and
behavior can vary greatly, generalized expectations of how easily deter-
rence should function vis-a-vis sensible leaders and the finite forces that
should reliably deter them may be misleading at best apart from the specifics
of a case.”’ 'This conclusion contrasts sharply with the easy deterrence ex-
pectation that sensible leaderships can be expected to respond similarly to
a severe deterrence threat, that is, with caution.

Variation in Decision-Making

A reliably effective deterrent threat must overcome the possibly wide
variation in opponents’ perceptions, calculations, and decision-making.
For the difficult deterrence narrative the implications of this seemingly
academic point are enormous. For example, different leaderships may
place highest priority on different values, national or personal—poten-
tially dashing confident expectations of how deterrence shou/d function if
leaders are sensible. While Schelling, Waltz, Jervis, and Brodie clearly
recognize the potential of variability in decision-making and the fact that
deterrence is not “ironclad,” it is the difficult deterrence narrative that is
influenced greatly by the potentially distorting effects of this variation on
the predictable functioning of deterrence and on its requirements.

'The difficult deterrence narrative points to various historical case stud-
ies in which opponents did not reason or behave as expected by the easy
deterrence narrative as evidence that deterrence may not function as it
projects. While many historical examples are available, two brief cases il-
lustrate this point. The first occurred in 1962, when Nikita Khrushchev
moved nuclear weapons to Cuba despite his expectations that, as a conse-
quence, “they can attack us and we shall respond” and that “this may end
in a big war.”’® During the same crisis and in an expression of socialist
ideological zeal, the Cuban leadership urged Soviet leaders to launch a
nuclear attack against the United States despite its recognition that the
consequences would be a horrific war and the destruction of Cuba.”

In the second example, occurring in October 1973, Egypt and Syria
launched a massive armored attack against Israel to restore national honor
despite the reported possibility of Isracli nuclear retaliation.®® US leaders
were surprised by this large-scale attack on Israel and the Yom Kippur
War because, according to Secretary of State Henry Kissinger, “Our defi-
nition of rationality did not take seriously the notion of [Egypt and Syria]
starting an unwinnable war to restore self-respect. There was no defense
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against our own preconceptions.”®! The Egyptian and Syrian leaderships’
decision to risk another war with Israel followed from their extreme mo-
tivation to change the status quo and restore honor.?? Their motivation to
act overshadowed their caution, a dynamic that was outside Kissinger’s
“definition of rationality” and easy deterrence projections.

'The difficult deterrence narrative is driven by the point that this vari-
ability in leadership decision-making means that deterrence is not easy, in
part because deterrence planning must be done “with reference to the
unique details of the case in hand.”® It must, for example, reflect an under-
standing of the potentially unique values or assets held most dear by dif-
terent opponents because those values or assets may vary and yet must be
put at risk for deterrence purposes. In contemporary deterrence policy
jargon, this narrative has evolved to include the corresponding point that
deterrence strategies must be “tailored” to take into account the unique
context and characteristics of the opponent in question.

'The easy deterrence narrative typically contends that a punitive US
threat to an opponent’s societal infrastructure reliably constitutes a near-
universally applicable deterrence threat. But having an arsenal suited to
threaten “easy” societal targets may be inadequate for deterrence if the
material assets or intangible values opponents hold most dear are other
than societal assets. To focus only on one general form of punitive deter-
rence threat per the easy deterrence narrative risks having a strategy that
does not apply to the opponent in question when necessary. Conse-
quently, this difficult deterrence narrative contends that deterrence re-
quirements must include nuclear forces capable of threatening a spec-
trum of plausible opponent values and assets, potentially including an
opponent’s diverse and hardened military targets. Kahn insisted during
the Cold War that an “adequate” US nuclear deterrent “demands more
and better offensive forces” than the simple capability to threaten soci-
etal assets.® This call for greater and more diverse nuclear capabilities
does not reflect a “nuclear war-fighting” goal vice deterrence as easy de-
terrence critics often contend. Rather, it reflects a more demanding
definition of deterrence requirements. Indeed, the logic of the difficult
deterrence narrative is captured by Kahn’s observation that planning for
deterrence should not be limited to expectations of

a complacent and cautious enemy. Even a frown might do that [deter].
Our attitude should be the same as an engineer’s when he puts up a
structure designed to last twenty years or so. He does not ask, “Will it
stand up on a pleasant June day?” He asks how it performs under stress,
under hurricane, earthquake, snow load, fire, flood, thieves, fools and
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vandals. . . . Deterrence is at least as important as a building, and we
should have the same attitude toward our deterrent systems. We may not
be able to predict the loads it will have to carry, but we are certain there
will be loads of unexpected or implausible severity.5

Physically Defending against Nuclear Attack

The differences separating the easy and difficult deterrence narratives
transcend the latter’s greater requirements for strategic nuclear capabili-
ties. For a select cadre of those contributing to the difficult deterrence narra-
tive—including Herman Kahn, Donald Brennan, and Colin Gray—it
also included the requirement for some capabilities to physically defend
the United States from nuclear attack. Their argument for strategic defen-
sive capabilities follows again from the significance for deterrence of the
variation in leadership decision-making—in this case revolving around zbe
need for deterrence threat credibility.

Herman Kahn was particularly critical of the easy deterrence conten-
tion that uncertainty or chance can provide sufficient threat credibility for
reliable deterrence.?” He emphasized the connection between physically
defending the United States and having a sufficiently credible extended
nuclear deterrent for allies. Kahn insisted that a “not incredible” US deter-
rence threat is needed to extend deterrence coverage to allies reliably, and
that achieving zhat level of threat credibility is dependent on the US capability
to protect American society to some extent. Why so? Kahn argued, in a true
“balance of terror,” the US extended deterrent was likely to be incredible
because the opponent’s capability for a nuclear reply against US society
could be seen as precluding US willingness to employ nuclear weapons on
behalf of an ally. He believed that such an act could, in effect, be suicidal
for the United States and thus not adequately credible for extended deter-
rence, stating that “it will be irrational [for the United States] to attack
and thus insure a Soviet retaliation unless we have made preparations to
counter this retaliation.”®® His basic point was that deterrence credibility
is based not only on the US threat that can be posed against an opponent,
but on the punishment the opponent could inflict in return on the United
States if Washington were to carry out its deterrent threat.%? If an oppo-
nent’s punishment of the United States is likely to be seen as intolerable,
even if the US deterrent threat is recognized as severe by the opponent,
that threat may not be sufficiently credible to deter in a crisis.

Neither Kahn nor Gray suggests that for deterrence purposes such
defensive preparations must be “perfect” (likely a hopeless goal), but
rather sufficiently effective to lead the opponent to conclude that it cannot
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dismiss the US extended nuclear deterrent given US homeland vulnera-
bility. This point of the difficult deterrence narrative contends that US
extended deterrence responsibilities establish a requirement for some US
homeland defensive capabilities that the easy deterrence narrative typi-
cally deems “destabilizing.”°

Kahn and Gray also advanced a separate rationale for strategic defense
capabilities that follows logically from the difficult deterrence narrative’s
theme that deterrence is subject to potential failure. Kahn emphasized
that because deterrence can fail despite best efforts to deter, the United
States requires some defensive capabilities to reduce the level of possible
catastrophe in the event of war. This is a matter of national prudence. As
Kahn noted, “War can still occur and it is better to survive the war than
not. Therefore one needs to have systems that can reduce the damage done

in a war.”1

He emphasized that “so long as” strategic defensive capabilities
are “technologically and economically possible,” they are needed for both
extended deterrence credibility and “because it is prudent to take out in-
surance against a war’s occurring unintentionally.”®? Kahn’s colleague,
Donald Brennan, elaborated the case for strategic defense of the United
States during the Cold War, arguing that it was “bizarre” that US policy
should prioritize offensive threats to Russians over defensive capabilities
for Americans.”® Kahn, Brennan, and Gray were mindful of the technical
and financial challenges confronting these strategic defense goals. They
contended, nevertheless, that the level of defenses needed for extended
deterrence credibility was likely available and that a meaningful level of
strategic defense for society could be available with reasonable investment,
time, and policy attention.

US policy has moved incrementally and on a bipartisan basis over the
past several decades toward acceptance of strategic ballistic missile defense
capabilities for the United States against limited missile threats and thea-
ter missile defenses for allies and friends.* This move in policy in favor of
defensive capabilities for the United States against limited missile threats
appears to have been motivated by the emerging and unprecedented nu-
clear threats from “rogue” states. Remarked President George W. Bush,
“In such a world, Cold War deterrence is no longer enough. To maintain
peace, to protect our own citizens and our own allies and friends . . . we
need a new framework that allows us to build missile defenses to counter
the different threats of today’s world.”®® This shift also reflects an apparent
general belief that US missile defense capabilities are technically feasible/
affordable against a “rogue” state’s /imited strategic missile threat—as op-
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posed to the contemporary prospects for defending against the large-scale
missile threats posed by Russia and China.?

However, the acceptance of the need for physical protection of the
United States remains within some familiar easy deterrence—oriented lim-
its. The Obama administration’s unclassified 2013 Report on Nuclear Em-
ployment Strategy of the United States says that “the United States seeks to
improve strategic stability by demonstrating that it is not our intent to
negate Russia’s strategic nuclear deterrent.”” The Trump administration’s
2019 Missile Defense Review says, “The United States relies on nuclear de-
terrence to prevent potential Russian or Chinese nuclear attacks employ-
ing their large and technically sophisticated intercontinental missile sys-
tems” (emphasis added).”® US security against the large-scale nuclear
threats posed by these great powers appears to be based on deterrence, not
on capabilities for physical protection against such a nuclear attack. Con-
temporary US policy in this regard corresponds to Kahn’s call for strategic
defenses for the United States against limited nuclear missile threats, but
not against large-scale Russian or Chinese nuclear threats.

Implications for the Evolving Nuclear Policy Debate

Nuclear policy debates tend to focus on some specific nuclear system,
such as an ICBM or cruise missile. Advocates and opponents ofter con-
trasting claims that the system in question surely is needed for deterrence
or certainly is excessive and “destabilizing.” These conflicting claims gen-
erally are extensions of the difficult or easy deterrence narratives’ different
expectations about the functioning of deterrence and speculation about
the future contexts and types of opponents against which deterrence is
expected to operate. They often reflect one deterrence narrative or the other
as the basis for judgement because these narratives’ differing expectations
of context and character of the opponent determine how “stability” is de-
fined and how deterrence requirements are calculated. However, rarely do
the discussions focus on the narratives behind the competing arguments
that a nuclear system is essential or excessive for deterrence—it is much
easier simply to assert that “it’s destabilizing” or “it’s essential” as if there
is a known, objective basis for making such statements. There is not; there
are competing narratives based on differing speculative expectations
about the future.

If the easy deterrence narrative’s answers to the key questions about
context and opponent are considered the more valid, then the associated
easy deterrence force posture may be considered the most reasonable. If
the difficult deterrence narrative’s answers to these questions are considered
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the more valid, then its more demanding associated force posture require-
ments may be deemed the most reasonable. Each narrative is the most
reasonable if judged from the prism of its own respective assumptions and
logical framework. However, each is woefully wrongheaded if judged by the
other’s: the easy deterrence force requirements are wholly inadequate if
judged by the standards of the difficult deterrence narrative; the difficult
deterrence requirements, in turn, are excessive and destabilizing if judged
by the easy deterrence metrics. Both such judgements, however, are largely
speculative by definition because they concern the future functioning of
deterrence and its requirements—which will be shaped by currently un-
known details of context and opponent.

In short, definitive contemporary claims about what will or will not be
required for deterrence or what is excessive should be recognized for what
they are—based on the different speculative assumptions about the future
context and character of opponents underlying the competing narratives.
This speculation cannot be resolved with great confidence by better
methodologies or sharper analyses. There simply are too many inherent
unknowns regarding the many possible factors that can affect the future
functioning of nuclear deterrence and its requirements. As Kahn empha-
sized, there is a fortunate absence of empirical data regarding the out-
break of nuclear war on which to base definitive conclusions about the
functioning of nuclear deterrence.” Gray provides the implications of
this point: “It is all but self-evident that there can be no objectively cor-
rect answer. None of the candidate answers are testable, save by the ver-
dict of future events.”1%

Which narrative ultimately is the more accurate depends then on which
will prove to have captured the character of future contexts and opponents
more precisely: Will the potentially diverse opposing leaderships’ goals,
perceptions, values, and modes of decision-making render opponent be-
havior unpredictable, even seemingly irrational to American observers—
thereby making the functioning of deterrence particularly challenging—as
is anticipated by the difficult deterrence narrative? Or, as anticipated by
the easy deterrence narrative, will the contexts and character of opponents
render punitive societal threats and the uncertainty of their execution ade-
quate for deterrence to function predictably and reliably? If so, the easy
deterrence force recommendations should correspondingly be adequate
and the potentially “destabilizing” eftects of physical defenses may indeed
be of greater concern than the value of whatever level of added deterrence
credibility and protection they might provide. As noted, however, the an-
swers to these questions about the future cannot be known with precision
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and confidence in the present given the irreducible uncertainties pertinent
to the functioning of deterrence. Looking back from the twenty-second
century, it may be clear via the unraveling of history that one of these nar-
ratives or the other offered a more accurate basis for deterrence policy in
the mid to late twenty-first century, but that simply cannot be known with
confidence in the present.

This lack of certainty does not fit well with the political demands for
policy planners to identify with great confidence the specific effects of
moving in one direction or another, but it may be the best that honestly is
possible. Nevertheless, as Kahn observed, in the absence of the cooperative
global transformation enabling nuclear disarmament, preparation for de-
terrence must go forward. Abdicating in frustration because it is impos-
sible to predict with certainty the composition of “stability,” the precise
requirements for deterrence, or a policy direction that ensures the func-
tioning of deterrence would be to consciously leave all to chance and
luck—a notoriously bad strategy. Instead, policy guidance for deterrence
must be as informed as possible with full recognition that the unavoidable
uncertainties about the future preclude credible claims that one narrative
or the other is “objectively correct.” With this significant caveat about de-
terrence and nuclear policy, here is the key question: Given what may be
anticipated about future contexts and opponents, is it possible to suggest
whether the easy or difficult deterrence narrative offers an approach to
deterrence policy hat is more prudent? As Hans Morgenthau emphasized,
in matters of national security, prudence should be the priority considera-
tion given the stakes involved.!%

Where Is Prudence?

Which deterrence narrative ultimately is the more prudent depends on
which seems to be more suitable to deter war in the future given the
limited information available in the present. No “objectively correct an-
swer” is possible, but informed commentary is. For example, it is possible
to observe that evidence from history and contemporary studies of cogni-
tion suggest strongly that opponents are likely to have a diversity of goals,
perceptions, values, and modes of decision-making—some known to
outsiders, others unknown. Leaderships have frequently pursued surpris-
ing goals and risked national security in ways that observers, including
those in the United States, considered highly unlikely and even irrational
at the time.!92 The easy deterrence narrative may be correct in its expecta-
tion that uncertain punitive nuclear threats will enforce caution in all
rational or sensible opponents and thus have the needed deterrent eftect;
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it is impossible to claim otherwise with certainty. But the driving concern
of the difficult deterrence narrative is reasonable: at least some future
opponents’ decision-making and behavior may be contrary to easy deter-
rence expectations—as has been the case in the past—and affect the func-
tioning of deterrence in unexpected ways—again, as it has in the past.
This expectation is buttressed by the expanding number and diversity of
nuclear threats to the United States—including from revisionist, expan-
sionist states and states with leaderships that are unfamiliar and/or highly
eccentric by familiar Western norms. This dynamic appears to increase
the probability that the decision-making of diverse opponents will be
varied and shape the functioning of deterrence in surprising directions.

Given the potential stakes at risk, it would seem that the burden of proof
is on the easy deterrence narrative to explain why those responsible for US
national security should now be confident that contexts and opponents will
predictably and reliability fit the comforting profile it posits of opponents
who will, when necessary, be deterred by uncertain US societal threats, that
is, easy deterrence. But this explanation must acknowledge that the charac-
ter, behavior, and apparent calculations of some pertinent past leaderships
have been well outside that particular profile for a variety of reasons. Why
can it now be expected with confidence that the potential variability in
opponents’ future decision-making will 7oz lead them to surprising—even
apparently irrational—behavior? What new factors in state behavior now
point with high confidence to opponents whose decision-making and be-
havior can be relied upon to prove so predictably sensible and cautious that
deterrence can be expected to work easily? Easy deterrence proponents are
welcome to present the evidence and logic behind confidence in this expec-
tation. The implications for US deterrence policy and considerations of
proliferation are profound if it is deemed most plausible.!

There is, however, a challenge in doing so. Assurances of predictably
prudent opponent behavior seem open to serious question given the reality
of eccentric, occasionally reckless behavior of some US opponents—now
including those with growing or potential nuclear capabilities, such as
North Korea and Iran—and also given the significant role nuclear weap-
ons appear to play in Russia’s and China’s respective efforts to recover or
expand their places “in the sun.” Even during the Cold War, Herman
Kahn acknowledged that it would be “reckless” for an opponent to strike
the United States with nuclear weapons, but “even more reckless” for the
United States to rely on an opponent’s “extreme caution and responsibility”
for security 2 la easy deterrence.!%*
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The difficult deterrence-recommended diverse and flexible nuclear
threat options and planning cannot ensure the functioning of deterrence
in every possible contingency—as its contributors fully acknowledge.
Nothing can “ensure” deterrence because opponents ultimately decide to
be deterred or not. But a broader and more flexible range of threat op-
tions may help expand the parameters for deterrence to apply to oppo-
nents who require more than an uncertain threat of societal destruction
to be deterred. Having a spectrum of deterrence threat options and focus-
ing on threat credibility seem only prudent in the contemporary threat
environment given the diversity of opponents and their nuclear threats,
the potential variability of their decision-making, and the range of pos-
sible deterrence goals.

In addition, it seems particularly imprudent to place so much confi-
dence in the reliable functioning of deterrence that little or no provision is
made for physically defending against even the /imited nuclear attacks that
might be mounted or threatened by a North Korea, Iran, or other new
nuclear power in the future. Here again, the difficult deterrence narrative
seems the more prudent; easy deterrence offers no provision for the reduc-
tion of damage if deterrence and intra-war deterrence fail—its focus is on
societal threats and argues against strategic defenses. In short, Waltz’s easy
deterrence—oriented rhetorical question of why anyone should want to
replace stable deterrence with unstable defense now seems easily an-
swered.!® In the contemporary security environment, some strategic de-
tense capabilities may be wanted not to replace deterrence, but to help
protect society in those limited attack scenarios in which the reliable func-
tioning of deterrence is suspect and strategic defenses offer some potential
for meaningfully limiting the consequences of deterrence failure. To be
sure, there is room to debate the prospective threats that fit this category,
but some almost certainly do.

'The prudence of difficult deterrence also includes a continuing role for
diplomacy—Kahn emphasized the possible value of negotiations and
agreements that are in the mutual security interests of the United States
and opponents.'% The realist’s caveat to this point, however, is to recognize
that most, perhaps all, opponents are likely to pursue diplomacy, including
arms control negotiations, to advance their own self-interested strategic
goals—not as a selfless act for the greater global good or to advance an
easy American concept of nuclear deterrence stability. Expectations other-
wise are likely to be frustrated.
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Conclusion

The easy deterrence narrative is encouraging, even comforting, when
compared to the alternative narrative that deterrence is difficult, requires
tailoring to specific opponents, and takes constant effort to sustain—and
even with that, the prospects for war still cannot be dismissed. The difficult
deterrence narrative hardly offers a definitive, satisfying, or in any way
comforting prescription, and it sits atop the foreboding realist perspective
that the international system is anarchic; it seems designed to lack appeal.

Nevertheless, the Obama administration’s commitment to rebuild the
US strategic nuclear triad of bombers, ICBMs, and sea-launched mis-
siles—after decades of relative US inactivity—appears to reflect some ba-
sic themes of the difficult deterrence narrative and correspondingly the
need for US nuclear modernization.!?” Proponents of sustaining the triad
largely follow the difficult deterrence narrative’s definition of requirements
and emphasize the need for the flexibility and credibility provided by the
triad. In contrast, critics of the modernization program charged that the
Obama administration had “lost focus and momentum” and was pursuing
“excessive strategic capabilities.”'% They opined that “it is past time for the
Obama administration to take a hard look at where the US nuclear arsenal
is heading. ... It is time to change course.”’” Yet the Obama administra-
tion sustained its triad modernization plans, and the same underlying dif-
ficult deterrence themes appear to be reflected in the Trump administra-
tion’s continuation of the US rebuilding program.

In short, contemporary positions for or against the nuclear triad mod-
ernization program tend to follow one narrative or the other as the basis for
their respective arguments. Largely following the easy deterrence narrative,
critics make confident claims about force requirements for deterrence and
in doing so tend to see no deterrence need for, and considerable potential
instability in, comprehensive plans to modernize the strategic triad. In line
with the difficult deterrence narrative, proponents conclude otherwise.!?
Today’s competing arguments are largely unintelligible in the absence of an
understanding of the divergent easy and difhicult narratives because the
contending arguments about what is or is not “stabilizing” or required for
deterrence are extensions of their different assumptions and projections. As
the triad modernization debate picks up, a narrative roadmap truly is
needed to understand the meaning behind the competing arguments.

The easy deterrence narrative is comforting and convenient in many
ways while the difficult deterrence narrative can only be described as dis-
comforting, even jarring. Herman Kahn acknowledged that his difficult
deterrence prescription lacked popular appeal: “This is a difficult, unpleas-
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ant, and emotional subject: the points raised are often irritating or dismay-
ing, and many readers transfer their irritation and dismay to the author.”!!
Nevertheless, Kahn insisted that facts and logic did not allow him an al-
ternative, more attractive course. When criticized by a congressman dur-
ing congressional testimony for “putting this cold war logic of nuclear war
and overkill for two peoples in such remorseless terms,” Kahn replied, “Do
you prefer a warm human error, a nice emotional mistake?”112

There is little chance that the difficult deterrence narrative will be de-
scribed as comforting or appealing. Difficult deterrence offers neither a
definitive solution to the threat of nuclear use nor ease. It ofters no co-
operative global transformation and disarmament or confidence that de-
terrence will work easily and predictably across time. Instead, the difficult
deterrence narrative confronts a dilemma that the easy deterrence narra-
tive avoids: the contention that deterrence is necessary because coopera-
tive global disarmament is unlikely, but also difficult and fallible because
leadership decision-making is variable and unpredictable. This is a pro-
found dilemma. In response, difficult deterrence ofters the following for
the foreseeable future: (1) tailoring deterrence to be as effective as possible;
(2) diplomacy to ease friction when possible; and (3) if deterrence fails,
mitigating to the extent possible the humanitarian consequences with
intra-war deterrence and feasible defensive preparations. This is a trou-
bling prescription in many ways. It includes no promised ease or certain
happy ending, but it is critical to understand if its basic points are the most
plausible. If so, this narrative that appears least appealing is, nevertheless,

also the most prudent. N®]_
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PERSPECTIVE

Surviving the Quantum
Cryptocalypse

Jon R. LINDsAY

Abstract

'The quantum threat to cybersecurity is an example of a self-denying
prophesy: the more credible the threat narrative, the more concerted the
effort to counter it. Quantum computing poses a security threat because
digital encryption currently depends on the computational difficulty of
certain mathematical problems such as factoring large numbers that would
be exponentially easier to solve with a quantum computer. Although ex-
perimental machines are not yet powerful enough to undermine public
encryption, they do demonstrate that quantum computers are able, under
some circumstances, to outperform the fastest classical supercomputers.
Indeed, the quantum threat is so credible that the scientific community
has been working on cryptographic countermeasures that will soon be
certified for public use. Research is also well underway on new quantum
networks that can enhance cryptographic security. The size of the quan-
tum window of vulnerability depends on relative rates of engineering
progress in quantum computing and quantum-safe alternatives, as well as
political considerations about how long secrets need to be protected. There
are reasons to be cautiously optimistic that countermeasures are maturing
faster than the threat. Nevertheless, the quantum threat should be taken
seriously, which is precisely why it might never materialize.

%k %k 3k %k %k

he security of almost every digital application on classified and
unclassified networks relies on a small number of cryptographic
protocols. The security of key protocols such as Rivest-Shamir-
Adleman (RSA) relies on the computational intractability of certain
mathematical problems, such as factoring large numbers. Quantum com-
puters might be able to solve these problems exponentially faster. Quan-
tum information science is a fast-developing field at the intersection of

*T am grateful to Ben Garfinkel, David Meyer, and several anonymous reviewers for comments
on the technical portions of this paper. Any mistakes are my responsibility.
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quantum physics and computer science. It uses counterintuitive concepts
from quantum physics that make it possible to perform calculations that
are impossible for even the fastest classical supercomputers. In principle, a
large-scale, fully functional, universal quantum computer could factor very
large numbers in a matter of hours.

'The maturation of quantum computing would thus pose a categorical
threat to the confidentiality, integrity, and availability of the entire cyber
domain.! An intelligence adversary with the right kind of machine could
potentially break RSA, decrypt classified data, and forge digital signatures.
All networks and applications on those networks, public and private, using
vulnerable cryptography would be put at risk. Because military operations
in all physical environments—land, sea, air, space—rely on many of the
same information technologies and networks that power the global
economy, a systematic vulnerability in the cyber domain would become a
systematic vulnerability in all domains. Classified information could be
collected, altered, or deleted. Personal, financial, legal, logistic, and opera-
tional data could be manipulated to influence tactical and strategic opera-
tions. Malware could be installed at will to enable espionage or disrupt
critical infrastructure. Disinformation could be disseminated from the se-
cure accounts of senior officials, heightening the credibility of foreign de-
ception efforts. The authentication codes protecting sensitive equipment
and weapons stockpiles could be falsified, facilitating illicit proliferation.
Given the ubiquitous importance of cyberspace, the systematic compro-
mise of cybersecurity would be a strategic problem of the first order.

The threat of a spooky quantum vulnerability is easy to exaggerate,
which makes it tempting to downplay the threat.? Indeed, history is lit-
tered with expectations of technological transformation that never came
to pass.® Threats in theory are often limited by challenges in practice, so
the realization of the quantum threat will likely depend on institutional
capacity as much as scientific potential.* Nevertheless, the quantum threat
cannot be dismissed out of hand since the scientific state of the art is ad-
vancing rapidly.® Recent breakthroughs in the lab have demonstrated that
it is possible for experimental quantum machines to perform some calcu-
lations faster than classical supercomputers, even as the ability to break
RSA is still a long way off. The window of vulnerability to quantum com-
puting has not yet opened, but it is increasingly plausible that it could
open in the future. Indeed, it is precisely because scientific progress in
quantum computing has made the threat so credible that the crypto-
graphic community has redoubled eftorts to field countermeasures.
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Prophesies that are both believable and undesirable tend to become self-
denying. The more that progress in quantum computing portends a “cryp-
tocalypse,” the more likely that scientists and policy makers will take steps
to keep this from happening.® Cryptographers have already identified al-
ternatives to RSA that rely on different mathematical problems believed to
be intractable for both classical and quantum computers. The US National
Institute of Standards and Technology (NIST) is currently evaluating, and
will soon certify, new standards that can be incorporated into cyber sys-
tems. Furthermore, quantum mechanics can also be leveraged to create
totally new types of secure data networks. Operational prototypes exist in
China, Europe, and North America. Chinese scientific progress in quan-
tum information science has been especially motivating for the US govern-
ment, and both China and the US have dramatically increased their invest-
ment in this area in recent years. One implication of this investment is the
liklihood that “quantum safe” offsets will be available and implemented
long before anyone is able to field a threatening quantum computer.

In this article I explain why the quantum threat may be a self-denying
prophesy. First, I provide a quick overview of the quantum threat to public
encryption. Next, I discuss the potential impact of quantum computing on
the balance between cyber offense and defense. Third, I review progress in
the development of countermeasures to the quantum threat, then offer
three scenarios based on different assumptions about engineering progress
in quantum technology. Finally, I conclude with some cautious optimism
about the prospects for quantum defense over offense.

The Quantum Threat to Public Encryption

'The quantum threat emerges at the nexus of cybersecurity, cryptology,
and quantum computing. The security of cyberspace depends on the com-
putational difficulty of certain mathematical functions, which turn out to
be vulnerable to certain quantum algorithms. The threat of quantum
cryptanalysis (code breaking) has also inspired the development of various
forms of quantum-safe cryptography (code making) such as classical post-
quantum cryptography (PQC) and quantum key distribution (QKD).”
Table 1 parses out these different technologies. This section focuses on the
offensive (cryptanalytic) threat posed by quantum computing, while the
defensive (cryptographic) remedies of PQC and QKD are discussed in a

later section.
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Table 1. Classical and quantum information technologies compared

Cryptologic Classical information Quantum information
applications technology technology

General Intelligence, communication, Scientific modeling and simulation,
applications administration, command and control, | quantum sensing and

that rely on automation, governance, diplomacy, measurement, data storage and
cryptography | law enforcement, science, search, machine learning and

for security engineering, manufacturing, finance, | artificial intelligence

commerce, advertising, entertainment

Classical Rivest-Shamir-Adleman (RSA) Shor’s algorithm provides an

cryptography | Diffie-Helman (DH) exponential speedup vs. RSA, DH,

vulnerable to | Elliptic Curve Cryptography (ECC) and ECC.

quantum Advanced Encryption Standard (AES) | Grover’s algorithm provides a

cryptanalysis | Secure Hash Algorithm (SHA) polynomial speedup vs. AES and
SHA.

Quantum-safe | Post-Quantum Cryptography (PQC) Quantum Key Distribution (QKD)
cryptography

Pundits often assert that quantum computing is “equivalent to opening
a combination lock by trying every possible number and sequence simul-
taneously” or that it can easily solve hard problems like “the traveling
salesman problem.”® Such descriptions are either wrong or extremely mis-
leading. Quantum computing leverages the counterintuitive phenomena
of quantum physics to solve mathematical problems. Whereas a digital bit
must be one or zero, a quantum bit (qubit) can be a “superposition” of one
and zero. Multiple qubits can be “entangled” to represent more informa-
tion than can be represented with separate qubits. It is important to ap-
preciate that quantum computers offer performance improvements only
for mathematical problems for which a suitable quantum algorithm has
been discovered. Furthermore, physical implementations of quantum
computers must be able to run quantum algorithms at scale (i.e., with
thousands or millions of qubits) while detecting and correcting errors.
Difficult outstanding engineering challenges abound. The online appendix
summarizes a few key technical concepts to explain how quantum com-
puting works in principle and why it is difficult to implement in practice.’

In principle, quantum computing imperils the security of popular cryp-
tographic protocols like RSA. RSA is an example of an asymmetric pro-
tocol, which uses different keys for encryption and decryption.!® Asym-
metric encryption, invented independently by British intelligence and
American academics in the 1970s, is invaluable for secure internet com-
munication.™ It is distinguished from symmetric encryption, which uses
the same key for both operations; prominent examples include the famous
Enigma machine and modern block ciphers like Advanced Encryption
Standard (AES). Distributing the same key throughout a large dispersed
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organization has always presented a serious security challenge; for example,
the Allies were able to break into Enigma networks when they captured
German ships carrying common key material.l> In asymmetric encryp-
tion, by contrast, the so-called public key can be openly revealed to allow
other people to send encrypted messages that only the recipient can de-
crypt by using a secret private key. The private key can also be used to
create digital signatures that anyone can verify with the public key.

A critical requirement of asymmetric encryption is that it must be ex-
tremely difficult to guess the private key from the public key. Modern RSA
works because the public key is based on a very large number (i.e., two to
the power of 2048) while the private key is based on its prime factors. With
ordinary classical computers, it is easy to multiply two large prime numbers
together, but it is exponentially harder to factor the result. A typical desk-
top computer would need more than six quadrillion years to crack 2048-bit
RSA.13 However, in 1994 Peter Shor discovered a quantum algorithm that
can theoretically factor prime numbers (and calculate discrete logarithms)
exponentially faster than the fastest known classical methods.! If one as-
sumes the existence of a powerful quantum computer, therefore, Shor’s al-
gorithm could in principle enable successful cryptanalytic attacks in a mat-
ter of hours, an astounding improvement compared to the countless
lifetimes required by the fastest classical supercomputers today.'

RSA is widely used in implementing public key infrastructure (PKI),
which links real-world individuals and organizations to cryptographic
keys to facilitate secure communication and digital authentication.'
Military PKI systems, for example, employ a common access card (CAC)
with an embedded chip that stores the keys enabling an authorized user to
log on to classified and unclassified networks. PKI underwrites the secu-
rity of military communications, financial transactions, and intellectual
property and the privacy of civil society around the world. Digital signa-
tures produced with RSA certify the authenticity of digital messages and
facilitate the installation of software from trusted vendors. Breaking RSA
would make it possible to decrypt secure data and install arbitrary code on
protected networks.

RSA is not the only protocol that matters in modern cryptosystems.
Quantum computing provides only a modest advantage against symmet-
ric ciphers like AES or Secure Hash Algorithms (SHA) using other
methods such as Grover’s algorithm. Unfortunately, PKI necessarily relies
on asymmetric ciphers like RSA, Diffie-Helman (DH), and Elliptic Curve
Cryptography (ECC), all of which can be defeated with Shor’s algo-
rithm.!” RSA is the linchpin of most modern implementations of PKI,
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and there are no quick fixes short of replacing vulnerable asymmetric pro-
tocols with something else. The development of a functional quantum
computer able to break RSA, and thereby compromise PKI, would imperil
the privacy and authenticity of the entire cyber domain.

Shor’s algorithm has been known since 1994, but for many years it
seemed like little more than a theoretical curiosity. For all practical pur-
poses, it appeared infeasible to build an actual quantum machine powerful
enough to run Shor’s algorithm with reliable error correction. Completely
eliminating all PKI dependence on vulnerable protocols, moreover, would
have required a massive update of government and private sector crypto-
systems, or the construction of an entirely new quantum communications
infrastructure based on immature technology. These would have been ma-
jor undertakings, to say the least. The theoretical threat posed by Shor’s
algorithm thus did not seem like a practical urgency.

'This perception changed in the 2010s as academic and corporate labs
demonstrated working prototypes. A solid-state machine in 2012 was able
to “run a three-qubit compiled version of Shor’s algorithm to factor the
number 15, and successfully find the prime factors 48% of the time.”!8
Since then, quantum computers have factored numbers much larger than
15, but still nothing as large as a 2048-bit RSA key. The most dramatic
experimental breakthrough to date occurred in September 2019, when a
53-qubit machine known as Sycamore achieved a milestone known as
‘quantum supremacy.” Sycamore, built by Google and physicists at the
University of California, Santa Barbara, ran a quantum algorithm faster
than could be simulated by the world’s fastest classical supercomputer (the
IBM Summit at the Oak Ridge National Laboratory).t?

To crack RSA with the most efficient known method, a quantum com-
puter must be able to keep 20 million qubits in coherence (i.e., maintain-
ing superposition and entanglement without losing quantum information)
for several hours, which is what is required.?’ There is still a long way to go
before this will be possible. Prototype machines have been able to main-
tain fewer than 100 qubits in coherence for short amounts of time. In
2017, IBM maintained 50 qubits in coherence for 90 microseconds.?! In
2019, Google’s Sycamore maintained 53 qubits in coherence for three
minutes, a dramatic improvement to be sure but a long way from cracking
RSA. Sycamore might be likened to the Wright Flyer: a gross contraption
compared to what might come later, yet nonetheless a harbinger of a new
technological era.?? The many unknowns and major engineering chal-
lenges ahead make it difficult to hazard a guess about whether a large-
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scale quantum computer remains 10 or 100 years away, but anything less
seems overly optimistic.

The Offense-Defense Balance
in Cyberspace

'The ability to break RSA would in principle provide a capable intelli-
gence adversary with a formidable offensive advantage. Yet quantum in-
formation science (in particular PQC or QKD) also has the potential to
restore the advantage to defense, again in principle. If defensive offsets are
not developed in time, however, a dangerous window of vulnerability to
quantum attack could open. Windows are important in international rela-
tions because political actors are tempted to jump through them.?* An
actor with an uncontested capability to perform quantum cryptanalysis
would be tempted to use it to gain intelligence advantages, which might
then be parlayed into military or economic advantages.

'The race between offensive measures and defensive countermeasures is
as old as war itself. Offensive advantage, moreover, is never just an im-
mutable characteristic of weapon systems. The offense- defense balance in
any era depends on organizational and geostrategic context, not simply
technology.?* Yet scientific principles and engineering feasibility constrain
the strategic and operational art of the possible.? Technical trends estab-
lish the boundary conditions for any potential window in which offense
has the advantage. This window can and does change as actors take the
initiative to build new weapons and find new ways to use them.

For example, between the world wars technological trends shaped the
offensive potential of bombers and the defensive potential of radar. The
Royal Air Force (RAF) worked out an air defense scheme after World
War [ that relied on acoustic mirrors along the Channel Coast able to
detect an aircraft 10 or more miles away.?® Yet as aircraft speeds increased,
acoustic mirrors could no longer provide sufficient warning of incoming
bombers in time to launch fighters to intercept them. Technological in-
novation made the “Channel gap” a pressing strategic problem for the
RAF, which was not resolved until the emergence of radar a few years
before World War II. Importantly, the exploitation of the technological
potential for both strategic bombing and air defense required comple-
mentary organizational innovation, an area in which Britain performed
well while Germany did not.?” While offensive advantage can be fleeting,
it can still be a very real and consequential factor for strategic competition
in the window of time before defensive innovation prevails. The question
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is how long it takes for any given threat, or countermeasures to it, to be-
come practically feasible.

Quantum computing has the potential to alter the offense-defense bal-
ance in cyberspace, but this is not a simple proposition. The cyber domain
is often described as intrinsically offense dominant, but in fact the balance
is mutable.?® The hacker does not always get through, in part because cyber-
security has appreciably improved in recent years.?’ There are many reasons
for this development, to include the emergence of a multibillion-dollar
information security industry, the increased use of active network moni-
toring and counterintelligence methods such as threat hunting, and the
rise of specialized government agencies focused on cybersecurity and
military units such as US Cyber Command. These improvements do not
imply that we can simply ignore serious cyber threats, however, as recent
episodes like the 2016 Russian influence campaign and 2017 NotPetya
attacks make clear. On the contrary, it is precisely because we do have to
worry about serious cyber threats that we have become better at detecting
and defending against them. If cyberspace is a contested domain, it is also
contestable.?® Offense does not categorically hold the advantage.3!

The contest between offense and defense in cyberspace is dynamic and
conducted at many levels. Hidden vulnerabilities and clandestine exploits
are the coin of the realm for offensive cyber operations. Attackers have
incentives to keep their exploits secret because revelation can prompt the
defender to patch or reconfigure systems. Many vulnerabilities in software
systems tend to be transitory because they can be quickly patched or
mitigated once revealed, yet vulnerabilities at the hardware or protocol
layers can take longer to remediate. It can take a while to develop and ac-
quire viable substitutes, and even once available, network dependencies
can raise the costs of testing and switching to the new components.*2

Unlike with many cyber vulnerabilities, unfortunately, mere knowledge
of the quantum threat to RSA is not enough to close it. Shor’s algorithm
has been known for a quarter century, as noted, but not yet mitigated.
There is no simple patch available because entirely new cryptosystems are
needed. The quantum threat is a striking instance of what cybersecurity
professionals call a “class break,” a vulnerability that categorically affects
an entire class of technology versus just particular targets.?3 Shor’s algo-
rithm is about the biggest class break imaginable.

According to one prominent physicist, “If a quantum computer is ever
built, much of conventional cryptography will fall apart.”3* As the general
council of the National Security Agency (NSA) explains, “The strategic

advantage here would be for one country to surreptitiously acquire such a
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capability and maintain it for perhaps several years or more. Other coun-
tries would not realize that everything from their weapons systems to fi-
nancial transactions would be vulnerable during that period; and that
would include not only current activity but also the historic, encrypted
communications collected and retained by the winner in anticipation of
this very capability.”> The former president of a major research university
argues that Chinese progress in quantum technology “presents the United
States with its new ‘Sputnik moment.’. . . Whoever gets this technology
first will also be able to cripple traditional defenses and power grids and
manipulate the global economy.”¢

Chinese developments thus provide a sense of urgency in these matters.
China has named quantum informatics a key plank in its “13th Five-Year
Plan” for technology and innovation, and it is building the world’s largest
quantum laboratory.3” Even though China has historically struggled to
catch up in science, in quantum information technology it has been the
first to achieve several important milestones.’® China launched the first
satellite for quantum science, demonstrating the ability to leverage the
entanglement of particles—described by Einstein as “spooky action at a
distance” —from orbit, an unprecedented distance. China has also built a
large-scale experimental quantum network between Beijing and Shang-
hai. China hopes not only to improve its general economic competitive-
ness by investing in quantum technology but also to shore up its perceived
vulnerability to US cyber operations—highlighted by the Snowden
leaks—by developing more secure quantum networks. Chinese strategists
have started writing about “quantum hegemony,” and the United States is
taking note.®

It is important to appreciate that quantum networking is a related but
distinct category of technology from quantum computing. Both technolo-
gies draw on quantum mechanics, but the similarities end there. China’s
recent achievements in satellite-enabled quantum experiments and its
Beijing-Shanghai link are all in the realm of quantum communications
rather than computation. Chinese progress in quantum computing has
been less impressive, and here North America remains the leader. Quan-
tum computing offers advantages to the offense (cryptanalysis) while
quantum communications offers advantages to the defense (cryptogra-
phy). However, these cryptologic advantages do not map directly onto
military advantages. Cryptographic security (defense) is needed to cover
plans and preparations for a military offensive, and cryptanalytic achieve-
ments (offense) can provide intelligence that helps to strengthen military
defenses against surprise attack. Furthermore, both types of quantum
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technologies are systemic variables, whereas the offense-defense balance
in any given case usually depends more on dyadic factors such as the orga-
nizational capacity of rivals.*

It is far from clear how well either China or the United States will be
able to operationalize quantum technology, even as there are reasons to
suspect that the US military and intelligence community may have impor-
tant relative advantages in this respect.* What is clearer is that geopoliti-
cal competition has become a major catalyst for both countries to invest in
quantum information science. Active political rivalry on the scientific
frontier makes the cyber offense-defense balance more important, even as
it tends to make it more ambiguous.

Defending against the Quantum Threat

Scientific breakthroughs can give rise to new threats to national secu-
rity, and scientific research can also produce countermeasures to them.*?
Yet this counteraction does not happen by itself. To realize any effective
countermeasure, actors must invest resources and political will. Actors
may show little interest in preventative action when a threat is diffuse, far
away, or hard to understand. Yet as time horizons shorten and threats be-
gin to seem more palpable, the imperative for preventative action becomes
more urgent.*> The incentives to invest in applied scientific research will
also tend to increase when a geopolitical rival invests in the same threaten-
ing technology. The quantum threat has long seemed diftuse and uncer-
tain. Yet real achievements by a real competitor like China are helping to
dramatize the urgency of the problem. Balancing in politics and balancing
in science can become one and the same.*

Quantum-safe cryptography, as I use the term here, includes both PQC
and QKD. These innovations are inspired, in part, by the threat posed by
Shor’s algorithm and experimental progress in quantum computers. If
offsets can be fielded soon, the quantum threat window may not ever open
in the first place.

PQC works by using mathematical problems difficult for both classical
and quantum computers to solve (i.e., PQC is not vulnerable to Shor’s al-
gorithm). Candidate problems include finding the shortest vector in a lat-
tice, decoding error-correction codes, and solving systems of multivariate
equations over finite fields.* PQC runs on classical computers, providing
security against classical and quantum attacks. Because quantum comput-
ers have very specialized applications, classical computers will almost cer-
tainly remain the best choice for many applications. Even quantum systems
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will still incorporate some classical components. Therefore, PQC will be
needed to ensure the security of classical computers in the future.

In the United States, the NIST “has initiated a process to develop and
standardize one or more additional public-key cryptographic algo-
rithms . . . that are capable of protecting sensitive government information
well into the foreseeable future, including after the advent of quantum
computers.” The NIST has received, and is evaluating, nearly 70 submis-
sions from two dozen countries.*’ The NSA, meanwhile, has signaled that
it “will initiate a transition to quantum resistant algorithms in the not too
distant future,” cautioning against adopting strong protocols like ECC
and instead waiting for PQC.*® While the NIST should approve PQC
alternatives within the next few years, the full transition could still take a
decade more. Previous transitions (e.g., to AES) took much longer than
anticipated due to economic and organizational constraints. In the ideal
case, new PQC protocols would simply be swapped in for current crypto-
graphic primitives to minimize the need to reengineer all the other sys-
tems that depend on them. More likely, however, “PQC standardiza-
tion . . . will need a new wineskin to hold the new wine.”* So long as
classical computing power continues to increase, the additional computa-
tional overhead of PQC will probably not pose a general barrier to imple-
mentation. However, the greater resource-intensiveness of PQC could
pose a problem for more constrained and bandwidth-limited military ap-
plications (such as ship-to-shore networks). This problem might be miti-
gated by judiciously limiting the use of computationally intensive primi-
tives within the overall cryptographic system, just as slower RSA is used
to open a session conducted with faster AES today.

'The alternative to PQC is QKD. Quantum mechanics can be leveraged
to create new kinds of communication networks that use a totally different
approach to cryptography. QKD exploits the Heisenberg Uncertainty
Principle to detect the presence of an eavesdropper. Since the act of mea-
suring quantum data can change them, an eavesdropper in the channel
would increase detectable error rates. QKD thus makes it possible to se-
curely distribute unique keys between geographically separated parties
(which was the original justification for inventing asymmetric encryption
like RSA).*° The practical feasibility of QKD over large distances, includ-
ing between satellites in orbit and ground stations, has been demonstrated
in numerous experiments.’! Research is underway to develop quantum
routers and networks that can preserve entangled states while scaling up
to greater numbers of users, higher bandwidths, and longer distances,
along with reliable quantum repeater and memory devices that do not
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destroy quantum state.>? These challenges are perhaps less formidable than
those associated with general-purpose quantum computing, but they are
still difficult. Yet there are also promising signs of progress.>®

QKD is hardly a silver bullet. The same mechanism that prevents the
eavesdropper from copying the data (i.e., the act of tapping the quantum
circuit causes an increase in random errors) also enables the adversary to
impose a service denial attack on the quantum channel. An attempt to
copy data every time it is transmitted has the potential to force every
connection to reset. QKD also does not protect data integrity against side
channel attacks on the engineering implementation of the system or so-
cial engineering attacks on the gullibility of human operators. Elabora-
tions such as “measurement-device-independent QKD” can close some
loopholes, but they still assume that the preparation of photons for trans-
mission will be unobserved and that communicators will also have an
authenticated classical channel.>* This does not preclude some types of
man-in-the-middle attacks.

Any transition to quantum communication networks (with QKD) will
also be difficult. Quantum networks rely on very different principles than
does the installed base of classical digital networks around the world. If
switching to PQC will be hard, QKD could be even harder. Adoption of
PQC, insofar as security motivates consideration of quantum networking,
will probably be more feasible for most organizations and states. As cryp-
tographer Tom Berson wryly notes, QKD is a “new, difficult, expensive
way to achieve an outcome which we have, for decades, been achieving
easily and cheaply.”> For most practical network applications, PQC to
shore up classical networks will be available more quickly, feasibly, and
reliably without attempting to transition to a wholly new quantum net-
work architecture protected by QKD. Quantum networking may yet be-
come attractive for novel applications other than cryptography that have
no classical equivalent, such as certifying deletion or sharing out quantum
computational resources.*

Assessing the Quantum Window of Vulnerability

It is difhicult, even irresponsible, to make specific predictions about prog-
ress at the scientific frontier, but it is possible to gain some clarity about the
relative bounds of the problem. In particular, it is possible to say something
about the size of the technological window of vulnerability based on rela-
tive estimates about the maturation of offensive and defensive innovation.
Nontechnical considerations also affect the size of the window. Foremost
among these is the length of time that secrets need to be kept.
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'The latent value of secrecy will vary depending on the encrypted data’s
content and policy priorities. Some secrets are extremely perishable, such
as the current location of mobile military assets in war or a negotiating
position in a deal that will be concluded in the next few days. By contrast,
weapon designs and other capabilities that require significant investment
may need longer protection if revelation would enable an adversary to
develop countermeasures. Politically sensitive covert action might be kept
secret for a long time if revelation would be embarrassing to the govern-
ment or allies or concerns activities of exceptionally long duration.’” In-
telligence sources and methods are particularly sensitive. Historical data
can enable the adversary to better understand an adversary’s doctrine or
even identify long-running operations. For example, the US Army inter-
cepted a batch of KGB communications about agent operations in the
West in the 1940s and was able to decrypt some of them due to improper
reuse of one-time pads by KGB agents.’® The Army decrypted only a
small fraction of these messages (known as the Venona files) before the
Soviets discovered the compromise and switched to a different system.
Nonetheless, the ongoing decryption and analysis of the Venona trove
enabled the Allies to uncover the Cambridge Five spy ring (including
Guy Burgess and Kim Philby) as well as operations against the Manhat-
tan Project (including Julius and Ethel Rosenberg). Venona continued to
illuminate KGB methods and facilitate Western counterintelligence
throughout the Cold War.*

Figure 1 summarizes three different scenarios based on three succes-
sively longer estimates of the time it will take for an attacker to field a fully
functional, large-scale quantum computer that can crack RSA.®° The
threat window is bounded on the attacker’s side by the rapid development,
slightly delayed development, or extremely delayed development of quan-
tum computers, denoted by tqc-rapid, toc-delayed, and tqc-extreme-delay. These might
be considered as 5, 20, or 50 years from now, respectively, but any specific
estimates would be misleading. My focus here rather is on the relative size
of the window. The window is bounded on the defender’s side by the
amount of time it will take the defense to transition to quantum-safe
cryptosystems secured by PQC or QKD (denoted tqate) and the amount
of time that organizations want to keep their secrets from an adversary (up
to tsecrer). The point tesae is the earliest possible point that quantum-safe
encryption is technically feasible, even as any organizational implementa-
tion will take some additional time. Whether or not a target can imple-
ment PQC or QKD properly is a critical factor in any given case, but my
focus here is on technological boundary conditions.
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Figure 1. Windows of vulnerability to quantum decryption

Scenario 1 (tqerpid) is the best case for offense; scenario 3 (tqc-extreme-delay)
is the best case for defense; and scenario 2 (tqe-delayed) is a mixed case. The
first scenario assumes a breakthrough in quantum computing in the next
tew years, occurring either in public or in secret, that enables an intelli-
gence agency to begin bulk decryption of data secured with contemporary
PKI. No quantum-safe offsets are available at the time of this break-
through (i.e., tg-rapid < tg-safe for whatever reason). At that point, most finan-
cial transactions, military communications, private personal information,
and other data will be exposed. It would still be necessary for the attacker
to be able to access, assess, analyze, and disseminate sensitive data, which
are all nontrivial organizational performances. If these (difficult) condi-
tions are met, however, then the quantum-enabled attacker could read
confidential data, forge digital signatures, and install arbitrary code. Even
perishable, time-sensitive, current data would be exposed in the time be-
tween a quantum computing breakthrough and the introduction and
adoption of viable quantum-safe cryptosystems (i.e., the interval from
ta-rapid tO to-safe). Access to time-sensitive data might even enable an adver-
sary to manipulate markets or disrupt operations. Such an ability could
provide intelligence and influence in the short term and erode trust in the
global economy in the long term.

Scenario 1 is the worst case for the defender because the quantum com-
puting breakthrough occurs prior to the implementation of quantum-safe
cryptography. Even after quantum-safe cryptography is deployed at tq-sf,
any data encrypted and stored prior to that date, using old encryption
protocols, will still be vulnerable. Any data encrypted prior to te-ufe in an
unsafe protocol may retain some strategic or tactical value for as long as
tecerer and will thus remain vulnerable to quantum decryption up until tq-afe

62 STRATEGIC STUDIES QUARTERLY ¢ SUMMER 2020



+ teerer. After that point, all historical secrets will have lost their intelli-
gence value for understanding military operations or political policy.

In the other two scenarios, defensive innovators are first past the post,
allowing current data to be protected from quantum decryption. These
cases differ depending on whether any historical data is also exposed. The
second-best (or second-worse) case for the defender is scenario 2, where a
quantum computing breakthrough is delayed until just after quantum safe
implementation (i.e., tgsafe < tqe-delayed). Scenario 2 is problematic because
some old data that were encrypted in the old format will become exposed
after the quantum breakthrough, and these will still have some intelli-
gence value to the adversary. All historical data encrypted and stored prior
to tg-wfe Will become readable to the adversary in the interval from tqe-delayed
to tqsafe + tsecrer. A proactive intelligence adversary might even begin har-
vesting encrypted data before the quantum computing breakthrough in
anticipation of decrypting them afterwards.

The best case for the defender is scenario 3, where a breakthrough is
delayed until long after the quantum-safe transition. In this case, there is
nothing valuable left to decrypt after toc-extreme-delay. If progress in quantum
computing is so delayed, or quantum-safe offsets are available so soon,
then no valuable data are exposed. Perhaps the engineering obstacles of
entangling millions of fully functional coherent qubits will prove too for-
midable. For whatever reason, quantum-safe offsets are in place far in ad-
vance of the emergence of a powerful quantum computer. When that day
finally comes, all data that retain any political or economic utility have
long since been encrypted in quantum-safe formats. Any ancient data re-
maining on servers, still encrypted in unsafe formats, will have long since
gone stale (i.e., tgsafe + tsecrer < tqe-extreme-delay). The adversary will thus find no
value even in decrypting the old data that it has stockpiled in anticipation
of acquiring a quantum computer.

Scenario 3 provides a cushion for the transition to PQC or QKD that
is missing in the other two scenarios. This margin (i.e., the interval be-
tween tosafe + tecret ANd tqc-exeme-delay) is important because rolling out the
PQC standards that are eventually certified by the NIST is sure to be a
long and difficult process. The longer a quantum breakthrough is delayed,
or the sooner the quantum-safe offset is available, the more time organiza-
tions will have to upgrade their cryptosystems. Those organizations that
highly prioritize cybersecurity may be able to upgrade to PQC relatively
quickly, once it is available. Many others will delay because of the difficulty
of ensuring backward compatibility with their legacy installed base of
software. If a quantum computer becomes available during the period of
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incomplete transition to PQC, then systems that do not use PQC, or data
exchanged with systems that do not use it, will remain vulnerable. In effect
this would amount to a localized reversion to scenarios 1 or 2 for some
organizations, despite the global availability of PQC per scenario 3. Rather
than a discrete point in time, tq-«te should really be thought of as a fuzzy
band that will vary by organization and industry.

In the final analysis, I assess scenario 1 (early quantum computing
breakthrough) to be /east likely while scenario 3 (the triumph of quantum-
safe defense) is far more likely. Scenario 2 (some historical data exposed to
quantum cryptanalysis) deserves to be taken seriously, both because there
might be a surprising breakthrough in the midrange and because the
quantum-safe transition will be uneven.

How to Stop Worrying and Love the Cryptocalypse

The prospect of a devastating quantum threat to cybersecurity is an
example of a self-denying prophesy. The magnitude and credibility of the
threat inspires the search for countermeasures to mitigate it. The more
convincing the doomsayer’s prophesy, the harder its potential victims work
to postpone catastrophe.’ Quantum computing has the potential to cre-
ate a dramatic “class break” in the computational infrastructure of modern
military and economic power. This threat should be taken seriously thanks
to recent engineering progress in quantum computing. Indeed, scientists
and states are taking it so seriously that the most dangerous eventuality is
unlikely to come to pass. The US government is taking the quantum
threat—and opportunity—particularly seriously because China is betting
big on quantum technology.

Self-denying prophesies are common in military history. British prime
minister Stanley Baldwin famously said in 1932 that “the bomber will
always get through.” In 1940, of course, German bombers did not always
get through. British fears of strategic bombing, heightened by the RAF’s
own rhetoric, encouraged the RAF in the interwar years to build the as-
tonishingly successful air defense system that won the Battle of Britain.
Likewise, in the eternal race between code makers and code breakers, the
looming threat of quantum decryption is already encouraging innovation
in quantum-safe encryption. This does not mean that future systems will
provide perfect operational security, any more than the RAF’s integrated
air defense system could intercept every bomber. Baldwin would have
been considerably less motivating, however, had he cautioned that the
bomber only sometimes gets through, depending on a complex interaction
of social and technical factors.
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Predicting the interaction of scientific progress, international politics,
and secret intelligence is especially difficult. Resolution of the many un-
certainties and empirical speculations mentioned in this article will take
further assessment of technical progress; and indeed, further technical
progress. How much confidence can we have that the quantum threat
window will not open? My estimates are informed by current trends, but
a future breakthrough is always possible. A well-resourced intelligence
agency like the NSA might develop a working quantum computer in se-
cret before the completion of PQC implementation. Documents leaked
by Edward Snowden suggest that the NSA has included funding for re-
search into “a cryptologically useful quantum computer” as part of an $80
million research program on “Penetrating Hard Targets.”®? If the NSA
were to succeed, is it realistic to believe that its quantum coup could be
kept secret? In the 1940s, Bletchley Park secretly developed its Bombe and
Colossus machines to break the Enigma and Lorenz cryptosystems, re-
spectively. Britain kept its triumphs secret for decades in order to keep on
exploiting Warsaw Pact countries using similar cryptosystems.®> However,
this feat is unlikely to be replicated in the age of quantum computing. The
conditions of absolute operational security at Bletchley Park differ starkly
from today’s world of pervasive leaks and penetrating intelligence. Bletch-
ley Park had a virtual monopoly on the computer scientists of its day (in-
cluding the brilliant Alan Turing), but the locus of innovation in computer
science has long since passed out of government hands. Major firms like
Google and IBM are racing to be the first to develop quantum computers
for lucrative commercial and scientific applications beyond the national
security domain (such as drug discovery and scientific modeling), and
there is a cottage industry of reporting on quantum progress in the techni-
cal trade press. There is so much investment pouring into commercial and
academic quantum science that cryptographers will have plenty of warn-
ing well before the quantum threat becomes imminent, an eventuality that
remains many years if not many decades away. According to quantum
computing expert Scott Aaronson, “It seems improbable that the NSA
could be that far ahead of the open world without anybody knowing it.”¢*

'The PQC transition, by contrast, is already underway and should be well
advanced within the next decade. One might reasonably expect PQC to
mature sooner and ultimately be more widely implemented than QKD, if
only because PQC protocols are designed to be analogous with current
cryptographic protocols. Quantum networking technology is perhaps more
mature than quantum computing, but, nevertheless, the implementation
problems in large-scale quantum communications are legion. It will likely
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be PQC rather than QKD—classical rather than quantum protocols—that
will provide widespread protection against the threat of quantum crypta-
nalysis. The widespread implementation of PQC is going to be especially
difficult for military systems with widespread dependencies on legacy crypto-
systems (and RSA). A thorough survey of military systems will be crucial to
ensuring that critical functions and data are prioritized for protection. This
transition will inevitably have to be phased, with local upgrades installed
and tested in less critical areas to gain confidence in the fixes. This process
is sure to be long and complicated, but progress may be expedited if senior
leadership gives cybersecurity the priority it deserves.

Quantum cryptanalysis may still be decades away, but some secrets
might retain their value for many decades. There are likely things of inter-
est about the early Cold War that remain hidden in the secret archives of
intelligence agencies. Given the longevity of some secrets, there is no room
for complacency about the quantum threat. Indeed, the entire argument
here relies on practitioners zof being complacent. It is the very plausibility
and danger of the threat that mobilize scientific and institutional action.
'The prospect of quantum decryption sometime in the next few decades is
sufficiently likely, and the risks of relying on vulnerable protocols like RSA
for cryptographic security are sufficiently great, that effort to develop and
implement quantum-safe networks should be a high priority.

Current US government interest in quantum information science is
encouraging in this regard. As of this writing, the Trump administration’s
fiscal year 2021 budget request features generous funding for “industries
of the future” like “artificial intelligence (Al), quantum information sci-
ences (QIS), 5G/advanced communications, biotechnology, and advanced
manufacturing.” Even as the administration slights scientific research in
other areas, including biosecurity, the budget includes “6210 million for
the National Science Foundation (NSF) for QIS research, doubling the
FY 2020 Budget for QIS,” and “$237 million for DOE’s [Department of
Energy’s] Office of Science to support QIS research. This will bolster
quantum information efforts at the national laboratories and in academia
and industry.”® Nearly half a billion is earmarked for quantum technology,
including $25 million to build a quantum internet connecting 17 national
labs.®® While Congress is unlikely to pass the 2021 budget intact, it is
suggestive of the administration’s priorities. Moreover, funding for quan-
tum science is likely to be spared the squabbles that embroil more contro-
versial budget items. Despite the extreme polarization in contemporary
American politics, there is bipartisan support for increasing investment in
quantum science. As the DOE under secretary for science points out, “The
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dollars we have put into quantum information science have increased by
about fivefold over the last three years.”®’ This funding is motivated in no
small part by the concern that China could leapfrog ahead of the United
States. Investment in quantum information technology has thus become
an important component of what the 2018 National Defense Strategy
describes as “the re-emergence of long-term, strategic competition be-
tween nations.”®®

If the prospect of quantum-safe security via QKD is not enough of a
motivation for investing in quantum networking, there are other positive
reasons to invest. Quantum networks may enable some applications that are
simply infeasible with classical networks. These include encryption schemes
allowing users to certify the deletion or retention of data, detect tampering,
and create unique time windows for decryption.®* Quantum computing also
holds great promise for scientific modeling and drug discovery.

'This article has only explored the technical bounds of the possible, but
many other social factors affect the window of vulnerability. Organiza-
tional institutions, human behavior, industrial policy, and strategic inter-
action can squander technological advantages. They can also compensate
for technological weaknesses. Even if quantum-safe networks are not
available before quantum computers (scenario 1), protecting some secrets
will still be possible. Target organizations will still find ways to hide their
most valuable secrets by using physically isolated networks or abstaining
from digital encoding altogether. Conversely, even in a world of secure
quantum-safe networks (scenario 3), it will be still possible to collect se-
crets by attacking the insecure human endpoints of the network. Strong
cryptography, classical or quantum, does not automatically translate into
strong information security. Gullible humans, flawed security policy, and
sociotechnical complexity can inadvertently expose data protected by
quantum-safe systems.””

Endemic friction in the sociotechnical implementation of cryptology is
something of an insurance policy for both offense and defense in any of the
three scenarios. The actual performance of either quantum decryption or
quantum-safe encryption is unlikely to live up to its full potential. Even if
I am too pessimistic about the scientific prospects of quantum computing
relative to quantum-safe alternatives, quantum computers will still have to
operate in human organizations that offer little reason for optimism. The
practical implication is clear. Organizations cannot rely solely upon tech-
nology for cryptologic advantage. Information assurance begins and ends
with a workforce that understands and cares about the confidentiality,
integrity, and availability of relevant data. More complex information
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technologies require an even higher level of technical acumen and aware-
ness from personnel, and an even stronger commitment on the part of
leadership to maintaining a robust cybersecurity posture. Offensive cyber
advantage, conversely, depends on knowing how to exploit the behavior of
organizations that fail to maintain their guard.

No technical advantage can be sustained forever, if indeed it can be
realized in the first place. In the case of quantum computing, the credible
fear that a geopolitical adversary might realize a major intelligence ad-
vantage has already mobilized considerable effort for prevention. It is
important to sustain this effort. Quantum computing may yet have other
important military applications, but we should make sure that an expo-
nential improvement in cryptanalysis will not be one of them. The 2"
horsemen of the cryptocalypse should be just believable enough to make
themselves irrelevant. NN®]
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Hypersonic Technology:

An Evolution in Nuclear Weapons?
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Abstract

Hypersonic delivery systems are a grave concern because they are po-
tentially fast and maneuverable enough to evade existing defensive sys-
tems. As the US military considers upgrading its nuclear arsenal, hyper-
sonic delivery systems are one possible option. Increased research on
hypersonic technologies over the past two decades demonstrates there is
technical feasibility for hypersonic conventional weapons. The case for
nuclear-armed hypersonic weapons (NAHW) is more complicated. This
article considers NAHW:s from the point of view of deterrence thinking
and suggests a NAHW is consistent with current US thinking about de-
terrence with respect to existing ballistic missiles, cruise missiles, and mis-
sile defense systems. However, we conclude that there are few advantages
to hypersonic nuclear delivery systems relative to existing nuclear weapon
delivery systems.*

%k % %k %k *k

he Department of Defense under secretary for research and engi-

neering, Michael Grifhin, recently declared hypersonic technology

to be his top technology priority.! The former commander of US
Strategic Command, Gen John Hyten, says the US currently does not
have “any defense that could deny the employment” of hypersonic weap-
ons.? These statements demonstrate how hypersonic weapons present
unique strategic opportunities and challenges. For example, hypersonic
weapons promise to defeat existing missile defense systems—something
limited salvos of intercontinental ballistic missiles (ICBM) may be un-
able to do.? Currently, the US, Russia, and China are actively working to
develop advanced hypersonic weapon systems, and other countries are
interested as well.* Public reports describe US hypersonic development in

*The authors would like to thank Dr. James Platte, Dr. Carrie Lee, and Dr. Bob Greendyke for

helpful discussions.
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terms of conventional systems capable of providing a prompt, long-range
strike capability.®

There has been significant discussion of conventional hypersonic
weapons. Much of this research considers whether conventionally armed
hypersonic weapons might prove destabilizing.® However, there has been
little specific examination of whether hypersonic delivery systems for
nuclear weapons may prove destabilizing. We argue that US nuclear-
armed hypersonic weapons (NAHW ) will not be destabilizing in terms
of nuclear deterrence.

The analysis starts by considering how evolutionary technological
changes developed concurrently with deterrence thinking and how previ-
ous scholars evaluated technology’s impact on deterrence thinking. Then it
assesses how a NAHW might affect deterrence thinking. We compare
tuture NAHWs against three existing nuclear-related technological sys-
tems: ICBMs, cruise missiles, and missile defense. The analysis examines
the historical development of each element to show that US hypersonic
technology is evolutionary relative to these elements. It also considers
whether the elements will combine synergistically. Next, our analysis ap-
praises the potential implications of two sides having NAHWs, again in
the context of the key parameters of existing systems. Ultimately, we con-
clude that hypersonic development is evolutionary; therefore, NAHWS
will not be destabilizing relative to existing nuclear weapons delivery tech-
nology or offer great advantage. While a historical analysis of hypersonic
component technology shows rapid advancement, no NAHW has been
openly fielded.

Evolutions and Technology

Hypersonic vehicles, commonly characterized as highly maneuverable
systems traveling at speeds of at least Mach 5, comprise two classes of
hypersonic systems: hypersonic cruise missiles and hypersonic boost glide
vehicles.” The word Aypersonic generally refers to these two systems. ICBMs
and submarine-launched ballistic missiles (SLBM) travel faster than
Mach 5 but are not maneuverable, so they are not considered hypersonic
weapons for purposes of this article. Here the focus is on the implications
of high-speed, maneuverable nuclear weapon systems. Maneuverability
allows NAHWs to potentially evade missile defense systems. This makes
them potentially useful against adversaries with effective defenses against
ICBMs, SLBMs, or nuclear-armed cruise missiles.

Hypersonics is not actually a single technology. Rather, it is a class of
related technologies that must be combined together to form an opera-
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tionally useful system. The Defense Advanced Research Projects Agency
(DARPA) reports that successful hypersonic systems require the effective
combination of a number of technologies, including high-speed super-
sonic combustion ramjet (scramjet) engines, high-temperature materials
capable of managing the high heat loads associated with hypersonic flights,
advanced manufacturing techniques, and advanced vehicle configurations.®
An analysis of the journal publications in each area, shown in figure 1,
demonstrates that hypersonic technologies have been changing rapidly
over the last few decades.!”

Hypersonic Technology Progress, Measured by Journal Publications
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Figure 1. Number of journals published yearly reporting progress in hyper-
sonic and hypersonic component technology

'The rapid changes to hypersonic technologies do not necessarily lead to
radical alterations in our thinking about deterrence. Many technological
changes are evolutionary improvements in technology that only catalyze
evolutions in strategic thinking. However, in the case of nuclear weapons,
the capability improvement was so radical that the new technology revo-
lutionized how nations thought about war. When a new technology like
hypersonic delivery systems is developed, how should it be evaluated in
terms of deterrence thinking? Will it turn out to be a breakthrough that
significantly changes deterrence, or will it rather be an important but in-
cremental change in existing technology?

Bernard Brodie proposed nuclear deterrence in 1946 in response to the
tremendous power of nuclear weapons. To him, nuclear bombs represented
a 700-fold increase of the destructive power provided by bombers, en-
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abling a single aircraft on a single mission to potentially destroy a city.!?
While B-29s were vulnerable to various defenses—including fighter air-
craft, antiaircraft weapons, or even preemptive ground attacks—the po-
tential for destruction represented by nuclear-armed bombers was so great
that Brodie argued the main purpose of nuclear weapons was prevention,
not fighting.12

'This concept was a revolutionary development in the thinking about
war. Large armies had been used for centuries both to prevent attacks and
to carry them out. As Thomas Schelling explained, prior to the advent of
nuclear weapons, only the loser was punished—and then, only after it
lost.!® Nuclear weapons could destroy so much and so quickly, he argued,
that annihilation could come to either side at any time during the conflict.
Brodie and Glenn Snyder reasoned that nuclear weapons fundamentally
changed warfare, making the case that the only purpose of nuclear weap-
ons was to deter.!* Schelling further expanded the ideas of deterrence, in-
dicating that although nuclear bombs were not exploded during conflicts
such as the Korean War, the Cuban missile crisis, and the Vietnam War,
the specter of nuclear weapons loomed large in the minds of great pow-
ers—deterring escalation to even greater levels of conflict.’> Writing in
1996, Robert Pape considered the role of bombing campaigns in war and
suggested that nuclear bombs were far better suited to threats than to ac-
tual attacks.® In many ways, the theme of deterrence remained remark-
ably consistent over time.

While scholars wrestled with deterrence, nuclear weapons technology
morphed to create new and improved bombs, delivery systems, and de-
fenses. Great powers went from mere nuclear bombs to thermonuclear
bombs; weapon yields increased from tens of kilotons to tens of megatons,
tripling or quadrupling the size of a city that could be obliterated.!” Bomb-
ers leveraged a combination of novel guidance technologies and new con-
figurable wing-design technology. This flexibility allowed them to switch
between fuel-efficient, high-altitude flights over friendly territory and less
risky, low-altitude flights over enemy territory—greatly increasing aircraft
range and survivability.!®

Ballistic missile technology stemming from World War II was adapted
to the US nuclear arsenal. US ICBMs were operational in 1958, and the
first sea-launched ballistic missiles were deployed in 1960.1” A whole host
of technologies went into improving the range and accuracy of ICBMs,
including high-precision inertial components, transistors for miniaturized
navigation computers, smart fuses to handle missile navigation errors, and
rapid retargeting technologies to reduce the number of missiles needed to
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attack targets.?® Air-launched, nuclear-armed cruise missiles were opera-
tionally deployed in 1958 with a warhead about 10 times as powerful as
the weapon used in Hiroshima.?! Air-launched cruise missiles supported
standoft attacks by bombers and small engine technology increased effec-
tive missile ranges.?? New materials allowed higher engine operating tem-
peratures, in turn increasing fuel efficiency and range.??

Defenses against nuclear weapons advanced as well. Soviet develop-
ments in radar, command and control, and fighter technology further
threatened bombers, driving requirements for missiles with improved
standoff attack range.?* More accurate ICBMs potentially threatened the
survivability of adversary ICBM forces.?® The survivability of ICBMs was
increased by developing systems and technology for hardening, redun-
dancy, multiple warheads, concealment, and mobility.?® Increasingly ac-
curate delivery systems developed to thwart hardening and concealment
are increasingly being offset by increased intelligence, surveillance, and
reconnaissance (ISR) capabilities.?”” In-flight missile survivability im-
proved through technologies such as decoys, chaff, alternate trajectories,
radiation hardening, and electronic countermeasures.?® In the 1980s, the
US explored a host of new defenses against ballistic missiles under the
aegis of the Strategic Defense Initiative.?” Even after decades of unparal-
leled technological changes, the US nuclear arsenal remains postured in a
way familiar to Brodie, Snyder, Schelling, and others. If defenses against
and counters to hypersonic weapons eventually emerge, hypersonic weap-
ons may not appreciably change strategic nuclear postures.

Writing in 1957, Kissinger evaluated the impact of coupling nuclear
warheads to missile delivery systems, a relatively new technology at the
time. His arguments can be grouped into two criteria.’® First, technology
should be evaluated relative to the advantages provided to one side, par-
ticularly in terms of existing systems. Second, eventually technological
parity would be reached, and thus technology should be evaluated regard-
ing the implications of both sides possessing the technology.

Using these benchmarks, Kissinger was skeptical about the utility of
upgrading the missile-based delivery systems of the 1950s. Using the first
criterion, he argued that once a missile was capable of traveling 5,000
miles in half an hour, additional increases in speed would “prove only mar-
ginally significant.”?! He added, “After a certain point, superiority in de-
structive power no longer pays strategic returns.”? Kissinger reasoned that
thermonuclear warheads were more advantageous to the Soviets than to
the US because at the time, the US possessed a larger nuclear force.®
Kissinger further noted that Soviet ballistic missiles were not a break-
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through because short-range missiles provided minimal advantage relative
to the existing Soviet bomber force.** Each argument compared the capa-
bilities of new and improved weapons to existing weapons and concluded
that the small increases in capability were evolutionary.

Using the second criterion, Kissinger evaluated the implications of both
sides having upgraded weapons. He reasoned that survivability through
concealment, mobility, or dispersion made a successful first strike impracti-
cal for both sides.3> Kissinger acknowledged that technical parity did not
always equal strategic parity, arguing that SLBMs were more threatening to
a naval power than to a landlocked nation.*¢ This second criterion comple-
ments the first by considering technological developments relative to the
overall strategic situation rather than simply in a vacuum. Considerations
such as relative force sizes and force postures influence whether a technology
has evolutionary or revolutionary implications for deterrence thinking.

Kissinger also considered future technology developments when ascer-
taining the implications of current technological developments. He stated
that as one side builds missiles, the other side would reach parity relatively
quickly.3” Technology levels, he reasoned, are not inherently stable. In his
mind, there is no such thing as equilibrium in terms of technology-based
capabilities because parity is a fleeting thing.’® Colin Gray used similar
arguments to conclude that arms races are rarely destabilizing because as
one side gains a technological advantage, the other develops a counter-
measure. While supportive of pursuing technological changes, Gray re-
mained unconvinced that new technologies would fundamentally alter the
principles of deterrence because each technological advance would even-
tually be countered.®’

These contentions acknowledge that major changes in military tech-
nology like the development of nuclear weapons altered the way nations
viewed weapons and warfare. However, subsequent changes in weapons
and weapon delivery technology have been evolutionary and have not sig-
nificantly changed thinking about nuclear deterrence. While each side
pursued technological developments to gain some advantages, historical
analysis shows that when changes were evolutionary, the resulting insta-
bility was temporary. This brief overview of nuclear weapon delivery tech-
nology shows that scientific developments have been an ongoing evolu-
tionary process. Most of the aforementioned improvements were adaptions
of existing technologies. Despite all these technology changes, the basic
form of the nuclear triad for deterrence is still largely recognizable even
well over a half-century later. In 2018, the United States Nuclear Posture
Review declared that the US continues to use a combination of nuclear-
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armed bombers, SBLMs, and ICBMs to deter nuclear attack, stating that
US adversaries must understand that “any nuclear escalation will fail to
achieve their objectives.”*

'This analysis clearly shows that most hypersonic component technolo-
gies are developing at an expeditious rate, especially compared to historical
trends. However, while hypersonic technology is improving, technology
improvements cannot be considered in a vacuum. Instead, determining
whether hypersonic delivery technology is evolutionary or revolutionary
requires a comparison with existing nuclear weapon delivery technologies.
Reference points, such as the performance of cruise missiles or ICBMs, are
needed against which to benchmark the progress of hypersonic technology.

Comparing Existing Nuclear Systems and
Nuclear-Armed Hypersonic Weapons

One way to benchmark the impact of a potential future system is by
analogy to existing systems. Many existing systems have a long history
and have been thoroughly analyzed in terms of their impact on deter-
rence thinking. Second, any new system is going to potentially comple-
ment or replace existing systems, making them an appropriate baseline.
ICBMs, cruise missiles, and missile defense are three analogs that have
been analyzed regarding their impact on deterrence postures and think-
ing. Each component shares some similarities with a NAHW. A super-
position of these three component features describes all the essential ele-
ments of NAHWs and provides key parameters that can be analyzed to
determine if hypersonic technology is revolutionary or evolutionary for
each component.

A ballistic missile, defined as “a projectile that assumes a free-falling tra-
jectory after an internally guided ascent,” travels very fast—a characteristic
of all forms of hypersonic technology.*! Thus, ICBMs are a good analog to
tuture long-range NAHWs. There is keen interest in increasing the range
of hypersonic weapons, suggesting that the long range of ballistic missiles
is another reason to include them in the model.*> However, ballistic mis-
siles are inaccurate and generally follow predictable flight paths, indicat-
ing that additional elements are needed for a working model useful for
analyzing the range of future capabilities promised by NAHWs.

A cruise missile is defined in part by the Intermediate-Range Nuclear
Forces (INF) Treaty of 1987 as “an unmanned self-propelled guided ve-
hicle that sustains flight through aerodynamic lift for most of its flight
path.”® Cruise missiles are maneuverable, meaning they can make course
adjustments to improve their accuracy or to avoid obstacles and defenses.**
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'The maneuverability of cruise missiles makes it difficult for defenders to
determine their destination, potentially reducing the reaction time of mis-
sile defense systems. On the other hand, cruise missiles are relatively slow,
making their maneuvers easy to track and leaving substantial time for
defenders to react.

Missile defense systems are extremely complicated.* Just as there are
many types of missiles each with its own combination of vulnerabilities
and defenses, there are multiple types of missile defense systems, each a
complex collaboration of sensors and shooters. Coordinating between
the various elements presents huge technical challenges, especially for
targets defended by layers of missile defense systems. Coordination be-
tween the various layers means missile defenses need enough time to
operate effectively—a luxury that hypersonic weapons may not allow.

From a mathematical point of view, NAHWs can be seen as a super-
position of three elements: ICBMs, cruise missiles, and the negative (op-
posite) of missile defense systems. The stability implications of NAHWs
should be considered relative to changes in these three elements. The
central features of NAHWs (speed, range, accuracy, and missile defense)
are evaluated by considering whether hypersonic systems are a revolution
or an evolution in the key technology associated with each element. The
first three factors are evaluated quantitatively while the evolution of mis-
sile defense is evaluated qualitatively. The analysis concludes by consider-
ing whether the individual elements might combine synergistically to
create a new path to a revolutionary technology combination.

Intercontinental Ballistic Missiles

ICBMs, the first component analog of hypersonic technology, will be
analyzed in terms of changes to speed, range, and accuracy. It is important
to consider ICBMs in the context of the other legs of the nuclear triad, so
the development of SLBMs is considered here as well. The bomber leg of
the nuclear triad is considered later in this section in terms of the techno-
logical evolution of cruise missiles. Gravity weapons employed as part of
the nuclear triad are not considered in this analysis because gravity bombs
have less in common with potential NAHWS than with existing missiles.

Figure 2 plots the speed of US ICBMs and SLBMs as a function of the
year various systems obtained an initial operating capability (IOC). The
system IOC is used because it provides a useful historical marker noting
when a technology transitions to operational employment. Other mea-
sures of technological progress are possible, such as dates and results of key
missile test flights. However, there is often considerable additional devel-
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opment necessary to go from a proof-of-concept test system to an opera-
tionally fielded system. For example, operational systems represent opti-
mization between multiple contradictory requirements. Unlike prototypes,
operational systems have additional requirements, such as terms of initial
and recurring costs, usability, manufacturability, and sustainability in real-
world environments. Furthermore, operationally deployed systems may
have a different impact on deterrence than test systems that may fail to be
operationally deployed.
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Figure 2. Speed of US ICBMs and SLBLM:s as a function of the year 10C obtained*

Figure 2 further shows how sequential versions of ICBMs and SLBMs
did not appreciably increase their speed over the last 50 years. Instead,
speed remained relatively constant or even decreased. Increasing speeds
may not matter for prompt nuclear strikes since SLBMs and other
shorter-ranged ballistic nuclear weapons can already strike targets very
rapidly.*” This graph also shows that current US hypersonic technology
lags ICBM and SLBM technology in speed. So far, hypersonics is an
evolutionary technology relative to the speed of existing ballistic nuclear
weapon delivery systems.

Ballistic missiles have a much longer trajectory than hypersonic weap-
ons, suggesting that raw speed is a poor comparison. James Acton et al.
estimated that early warning satellites could provide up to 30 minutes of
warning time for an attack by ICBMs and slightly longer in the case of
boost-glide hypersonic weapons. While satellites might provide a much
shorter (16 minute) warning against hypersonic cruise missiles, this time

82 STRATEGIC STUDIES QUARTERLY ¢ SUMMER 2020



Hypersonic Technology: An Evolution in Nuclear Weapons?

frame would be similar to the warning times provided against intermediate-
range ballistic missiles.*® SBLMs are estimated to be able to reach their
targets in about five minutes in many scenarios.* NAHWs are unlikely to
change warning times of the overall arsenal. Furthermore, it is difficult to
see the strategic advantage of even faster attack times, especially consider-
ing the aforementioned analyses estimate it will take at least seven or eight
minutes to notify the president of the United States of an impending
nuclear attack. While there are other potential advantages to hypersonic
delivery systems, there is little to gain by simply increasing speed relative
to that of existing nuclear weapon delivery systems.

Another key component of a nuclear weapon delivery system is range.
'The historical evolution of cruise missiles, ICBMs, and SLBMs provides
context for evaluating the range of potential hypersonic nuclear delivery
systems. As seen in figure 3, the range of US ICBMs did not substantially
increase over time. Since they could already cross continents, additional
range improvements were gratuitous.’® Technology did improve the rela-
tively short ranges of US SLBMs, and they grew to eventually equal the
range of US ICBMs. This development arguably increased the operational
attack range of submarines, making them harder to find in a vast ocean
and thereby increasing their survivability. Overall, historical technological
changes in ICBM range were small while the range of SLBM technology
increased steadily over time. However, current US hypersonic technology
is dwarfed by existing ballistic technology in terms of range.
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One virtue of conventional hypersonic weapons is that they may be
accurate enough to destroy individual vehicles, suggesting they may even-
tually provide significantly greater accuracy than provided by ICBMs.
Increasing weapon accuracy by a factor of two is functionally equivalent to
increasing yield by a factor of eight, meaning an accurate bomb is often
better than a bigger bomb.>? Missile accuracy is defined in terms of circu-
lar error probability (CEP), the range described by a circle within which a
missile has a 50 percent probability of striking.”® As figure 4 depicts, US
ICBMs generally increased their accuracy through each technology up-
grade. A similar analysis shows that Russian and Chinese ICBMs and
SLBMs were characterized by evolutionary changes in speed, range, and
accuracy.’* While little data is available about US hypersonic delivery sys-
tems, the accuracy of ICBMs is significantly less than that of cruise mis-
siles. Therefore, a NAHW will probably be significantly more accurate
then ICBMs.
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The range and speed of US ICBMs has been relatively stable over time.>°
US hypersonic missiles show little sign of leapfrogging ICBMs in terms of
these parameters. However, hypersonic missiles will likely prove to be more
accurate than ICBMs. On one hand, increasing the accuracy of a nuclear
weapon delivery system by a few tens of meters may be inconsequential for
strategic nuclear weapons with blast radii measured in miles. On the other
hand, increased accuracy allows smaller-yield nuclear warheads to be con-
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sidered for various missions. Accuracy is an important characteristic of
cruise missiles, the next element considered in our model of NAHWE .

Cruise Missiles

Figure 5 shows the range of cruise missiles as a function of the year they
obtained IOC. The range of cruise missiles has remained relatively fixed
over the last 70 years. While limited range presents some operational con-
straints, many cruise missiles are released from mobile platforms like ships
or aircraft capable of independently maneuvering close to their targets.
Historically, acquiring bases close to the Soviet Union was an important
consideration in overcoming the range limits of aircraft. In any case, the
current unclassified range of hypersonic weapons is well within the range
of existing cruise missiles. From the perspective of range, NAHWs are an
evolution—rather than a revolution—relative to cruise missiles.

Historical Cruise Missile Ranges
6,000

Snark

5,000 ©
4,000
E
=
()
2
£ 3,000
o«
2
a AGM-86C, block 1
2 2,000 Griffin ACM AGM-86D, block 2
JASSM, block A
[ [ ]
Mace AGM.865 2 JASSM, block B
1,000 e ° o AGM-86C block 0
o © - Hounddog Tomahawk ° o o ¢
i HARPOON ¢
0 Regylus 1 AGM-130 9 hd X-51A Waverider
1940 1950 1960 1970 1980 1990 2000 2010 2020

Year 10C Obtained

Figure 5. Range of US cruise missiles as a function of the year 10C obtained*’

Figure 6 shows that US cruise missiles have operated at speeds of less
than Mach 2 for the last 50 years. Figure 6 contains fewer data points than
figure 5 because the operational speed of several current US missiles re-
mains classified.’® It should be noted that this data compares an experi-
mental test system (X-51A) to operational systems, an inevitable limitation
since hypersonic weapons have not been fielded. Also, the classified nature
of most recent cruise missile data may mask a recent evolution in cruise
missile technological capability. However, while hypersonic missile speeds
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exceed the known speeds of existing cruise missiles, the reported speed of
some hypersonic weapons is still considerably slower than for ICBMs.
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While little data is available on the accuracy of cruise missiles, a com-
parison between figure 4 and figure 7 (below) shows that the accuracy of
cruise missiles is much greater than for ICBMs and that cruise missile
accuracy increased over time. However, as with nuclear weapons, it is un-
clear why increases in accuracy on the order of meters might prove decisive
with weapons whose blast radius is measured in kilometers.
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Figure 7. Accuracy of US cruise missiles as a function of the year 10C obtained®
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As shown in the previous graphs, technology to improve the speed,
range, and accuracy of ICBMs and cruise missiles took years or even de-
cades to develop. This growth is an evolution compared to how nuclear
weapons increased bomb yields by a factor of 700 over the course of a few
years.®! This revolutionary improvement dramatically changed national
strategies and policies. Even though it has been researched for decades,
hypersonic technology has not yet leapfrogged existing nuclear missile
delivery technology. This suggests that hypersonic technology is not revo-
lutionary. Therefore,a NAHW can be described using existing deterrence
thinking. This does not imply that hypersonic technology is meaningless.
As discussed earlier, technology evolution is an important part of nuclear
weapon delivery system technology. The evolutionary nature of hyperson-
ics is simply a strong argument that coupling nuclear weapons with hyper-
sonic delivery vehicles is consistent with historical technological develop-
ments and with current US thinking about nuclear deterrence.

In terms of range, speed, and accuracy, sequential versions of ICBMs
are best described by evolutions in technical capability rather than by
revolutions in technology. In terms of range and speed, hypersonic tech-
nology did not leapfrog the capabilities of existing ICBMs and cruise
missiles in three of the four metrics used in this study. The individual
strategically relevant component technologies have been evolving slowly.
Furthermore, the component technologies will likely combine in a linear
way to form NAHWs. Therefore, NAHWs are an evolution relative to
existing nuclear delivery technology. Using hypersonic technology for
nuclear weapon delivery may provide strategic advantages, but it will likely
not prove to be destabilizing.

Missile Defense

Hypersonic technology is remarkable because it provides another means
to improve missile survivability. The combination of speed and maneuvera-
bility may give hypersonic weapons the potential to mitigate existing mis-
sile defense technologies. Missile defenses need time to observe a launch,
deduce the object is a missile, classify the missile flight parameters, distin-
guish the missile from decoys or other noise, and continue tracking.®?
Hypersonic systems reduce the amount of time available for all of these
tasks. In the case of a ballistic missile, once the defender has identified it
as such, it has a good idea of where the missile is going and can use that
knowledge to cue midcourse and terminal defenses. Since hypersonic
weapons are maneuverable, defenders are not sure which of their systems
will be positioned to defeat the incoming missile.
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However, early nuclear cruise missiles, such as the Snark, were vulner-
able to antiaircraft fire.%3 After cruise missiles sank an Israeli destroyer in
1967, the US began to develop antimissile ship defense.®* Air defenses
motivated Britain to move from a bomber-based to a missile-based nuclear
force.%> Congress authorized the first US ballistic missile defense system
in 1969.%6 ICBM designs and tactics dealt with the problem of surviva-
bility by incorporating decoys, chaff, alternate trajectories, radiation hard-
ening, electronic countermeasures, and launch-on-warning postures.®’
Multiple independently targetable reentry vehicle (MIRV) systems pack-
ing multiple warheads onto a single missile were another response to mis-
sile defense technology.®® These examples show how missiles and missile
defense technology tended to coevolve.

From a historical point of view, hypersonic delivery systems for nuclear
weapons can be viewed as a response to a long line of developments in the
competition between missiles and missile defense. Technology advance-
ments often provided an evolutionary technological edge, but the tempo-
rary advantage lasted only until a compensating technology was devel-
oped. While hypersonic weapons again promise that the missile will
always get through, history suggests that new defenses against them will
eventually thwart these new technologies. NAHW:s are unlikely to prove
revolutionary enough to catalyze the development of a new class of de-
terrence thinking.

'This analysis assumed hypersonic delivery technology to be a linear
combination of its constituent elements. This assumption is justified as
there is a significant overlap in missile defense against cruise missiles and
missile defense against ICBMs. This point is important because it sug-
gests that hypersonic weapons are a combination of cruise missiles and
ICBM:s. Since defenses against both ICBMs and cruise missiles exist, it
seems reasonable that defenses against hypersonics are quite possible.

According to the latest US Missile Defense Review, multiple missile de-
tense systems are capable of defending against a mix of ballistic and cruise
missile threats. For example, the Patriot PAC-3 missile defense system is
capable of defending against cruise missiles and short-range ballistic mis-
siles.®” The F-35 is currently capable of defending against cruise missiles,
and there are plans to include a capability to defend against boost-phase
ballistic missiles.”” The SM-6 missile of the Aegis system is also capable of
defending against both ballistic and cruise missiles.”! Since several exist-
ing systems can defend against cruise and ballistic missiles, it is reasonable
to expect that future systems will be capable of defending against missiles
that are a combination of the two.
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'The reason that existing missile defense systems can defend against
cruise and ballistic missiles is that the dividing line between them is am-
biguous.”> While there are clear differences, there are significant similari-
ties. For example, short-range ballistic missiles spend a significant por-
tion of their time in the atmosphere and have more aerodynamic features
than longer-range missiles that spend more of their flight time in space.”
Furthermore, ballistic missiles and cruise missiles generally have a similar
flight path in the terminal phase. This is important because many missile
defense systems are designed to attack missiles in their terminal phase.

Finally, ballistic missiles do not always follow a completely ballistic tra-
jectory. When Terminal High Altitude Area Defense missiles execute an
energy management maneuver to burn fuel as required for short-range
engagements, the missile executes a very non-ballistic loop.”* MIRV
weapons are designed to attack multiple targets, demonstrating that a lim-
ited maneuvering capability has previously been incorporated into ballistic
missile delivery systems. Since maneuverability is possible in some ballistic
missiles, maneuverable NAHW:s can be viewed as an evolution in ICBM
technology rather than as a revolution.

One final evidence of the evolutionary nature of NAHW technology is
the fact that missile defenses for hypersonic weapons are already being
developed. The 2019 US Missile Defense Review states that the US is cur-
rently working on developing systems to defeat hypersonic weapons.”
DARPAs recently announced Glide Breaker project is one example.”®

This analysis has shown that NAHWSs will constitute an evolution
rather than a revolution in technology. Missile defense technology is
capable of defending against maneuverable weapons such as cruise mis-
siles and high-speed threats such as ICBMs. Reasonably, it follows that
missile defense technology may evolve to address weapons like NAHW
that combine both capabilities.

Implications for Both Sides Having Weapons

In terms of speed, range, accuracy, and missile defense, there seem to be
tew differences between both sides having NAHWs and both sides hav-
ing significant numbers of ICBMs, SLBMs, and nuclear-armed cruise
missiles. Missile defense is incapable of defeating the hundreds of nuclear
weapons in the Chinese arsenal, much less the thousands of nuclear weap-
ons possessed by the US and Russia. NAHWS do not increase the first-
strike advantage against powers with large, diverse nuclear arsenals. Even
it a hypersonic weapon successfully defeats existing missile defenses and
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delivers a nuclear weapon, China, Russia, and the US can still deliver an
overwhelming retaliatory strike.

Acton and others suggest that conventional hypersonic weapons intro-
duce significant risks specific to these fast, maneuverable missile weap-
ons.”” The risk that a conventional attack is confused with a nuclear strike
(warhead ambiguity) and the risk that a country mischaracterizes an at-
tack on a neighbor as an attack on itself (destination ambiguity) should be
considered in terms of the relative level of risk posed by other legs of the
nuclear triad.”® Deploying NAHWs while simultaneously deploying con-
ventional hypersonic weapons may significantly exacerbate concerns re-
garding warhead and destination ambiguity. However, US bombers were
capable of carrying both nuclear and conventional weapons as early as
1956.7° The current US aircraft fleet also includes dual-capable aircraft.®
'The US believes that Russia has a “large, diverse, and modern” set of dual-
capable weapon systems.®! Likewise, bombers and cruise missiles can
change course, meaning they have the potential for destination ambiguity,
although their smaller speeds make this less of a concern. Dual-capable
bombers have long been part of the strategic environment without prov-
ing hugely destabilizing, suggesting that warhead ambiguity may not be
an issue for NAHWs.

Conclusion

This article examined whether a future NAHW can be understood by
existing deterrence logic by considering hypersonic weapons as an evolu-
tion in nuclear weapon delivery technology. The analysis considered a
NAHW to be a superposition of existing technologies analogous to hy-
personic missiles: ICBMs, cruise missiles, and missile defense. The ad-
vancement of each of these systems was analyzed through the perspective
of historical development and compared with unclassified information
describing hypersonic systems. Key quantitative parameters such as range,
speed, and accuracy were used alongside more qualitative data. Analyzing
these analogous technologies suggests that the relevant elements of hyper-
sonic technology will evolve slowly enough to remain consistent with ex-
isting thinking about nuclear deterrence.

There are several limitations of this study. First, operational data on
hypersonic systems and their capabilities (range, speed, and accuracy) are
not widely available because these systems are still under development and
potentially classified. As more information on operational hypersonic sys-
tems comes available, it is possible that new systems may provide notable
improvements relative to existing nuclear weapon delivery systems. Sec-
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ond, by comparing hypersonic weapons to existing systems, we implicitly
assumed that NAHWs will be used the same way as existing systems and
ignored the possibility that NAHWSs might be used differently. In novel
applications, range, speed, accuracy, and avoiding missile defenses may not
be paramount considerations. As Kissinger pointed out, technology is not
everything. Instead, real advantages stem from “subtler and more discrim-
inating uses rather than adding to [weapon] power or speed.”®? Perhaps
this is the case with hypersonic weapons. This does not imply that hyper-
sonic delivery systems are a useless military innovation. The risks of nuclear
retaliation described by nuclear deterrence are more relevant to nuclear
weapons than to conventional weapons.

However, policy makers do not have the luxury of choosing a develop-
ment path based on a perfect, full-fledged knowledge of future fielded
systems and how they will be used. Other authors have investigated the
ways hypersonic technology may shape strategy and policy. For example,
in their War on the Rocks commentary, Heather Venable and Clarence Ab-
ercrombie predict that hypersonic technology will face technological
countermeasures and will not be destabilizing.?> On the other hand, nu-
clear strategy and emerging technology researcher Alan Cummings ar-
gues that simply having the capability to launch rapid strikes may provide
strategic advantages.®* The Defense Intelligence Agency director predicts
that “developments in hypersonic propulsion will revolutionize warfare by
providing the ability to strike targets more quickly, at greater distances,
and with greater firepower.”%

Our analysis uses existing systems and operational concepts as a start-
ing point to consider the policy implications of NAHWSs. While NAHW:
may evade missile defense systems in small numbers, ICBMs will probably
defeat missile defense systems if used in large numbers.3 NAHWs cannot
prevent nuclear reprisal by Russia or China unless they are used as part of
a massive first strike capable of destroying adversary second-strike capa-
bility. In terms of missile defense, a large salvo of NAHWs is nearly iden-
tical to a large salvo of ICBMs as both may overwhelm a missile defense
system, suggesting NAHWs offer little advantage for large-scale nuclear
strike missions relative to ICBMs or SLBMs. Even if revisionist powers
possess highly robust defenses against existing ICBMs and nuclear-armed
cruise missiles, their nuclear arsenals are too small to offer a credible

second-strike capability, suggesting NAHW: offer little advantage.

STRATEGIC STUDIES QUARTERLY ¢ SUMMER 2020 91



Nathan B. Terry and Paige Price Cone

One way that NAHWs may tangibly affect US deterrence policy is in
their potential role for “tactical” nuclear weapons, otherwise known as
low-yield nuclear weapons. The 2018 NPR discusses the need for having a
flexible option and ensuring that there is no adversarial misperception
about US capabilities. Hypersonic nuclear weapon delivery systems may
provide advantages for delivering tactical nuclear weapons.®” Consider a
scenario in which a small “tactical” nuclear warhead is employed to destroy
a difficult target with only minimal collateral damage. If nuclear weapons
are viewed as gargantuan classical bombs, tactical nuclear weapons are
simply another form of war fighting in which accuracy is extremely im-
portant. Cruise missiles are more accurate than ICBMs, and so cruise mis-
siles might be more useful than ICBMs for highly precise nuclear strikes.
Since cruise missiles are more vulnerable to missile defenses than are hy-
personic delivery systems, a NAHW may be advantageous relative to ex-
isting weapons for tactical nuclear strikes.

However, nuclear weapons are not simply bigger, more effective con-
ventional bombs.%® Tactical nuclear weapons carry a risk of nuclear re-
taliation if used against a nuclear-armed adversary. Extended deterrence
suggests there is a risk of nuclear retaliation if nuclear weapons are used
against a nation allied to a nuclear power. The risk of retaliation by a nu-
clear superpower is not mitigated by using a NAHW to “guarantee” suc-
cessful delivery of a small number of tactical nuclear weapons because the
arsenals of the world’s great powers are probably too large and diverse to
allow a successful first strike.?” Using a NAHW against a nation possess-
ing a small nuclear arsenal only provides an advantage if the adversary
also retains an effective missile defense system. Otherwise, nuclear-armed
cruise missiles or nuclear-armed ballistic missiles are presumably equally
as effective as NAHWs.

There appears to be little advantage to upgrading the existing US nu-
clear arsenal to include hypersonic delivery systems. Based on the research
conveyed in this article, one conclusion is that there is little advantage to
upgrading the existing US nuclear arsenal to include hypersonic delivery
systems as their advantages in speed, range, and accuracy are on the mar-
gins and the monies required may be better used elsewhere. A NAHW
provides few advantages relative to cruise missiles or ICBMs in terms of
speed, range, or accuracy. While hypersonic delivery systems appear to
provide some capability to defeat missile defense systems, this potential
advantage may only be temporary—especially if current efforts to develop
missile defenses against hypersonic weapons continue. KW@
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PERSPECTIVE

Power, Profit, or Prudence?
US Arms Sales since 9/11

A. TREVOR THRALL
JORDAN COHEN
CAROLINE DORMINEY

Abstract

By law and executive branch policy, every decision to sell American
weapons abroad must reflect an assessment of strategic interests, economic
considerations, and risk. Little work, however, has been done to determine
how much relative influence each of these factors has on such decisions.
This article evaluates arms sales in the post-9/11 era and finds evidence
that strategic interests and economic considerations significantly impact
arms sales but no evidence that risk assessment does so. It concludes with
suggestions about how to better incorporate risk assessment by making the
cost/benefit trade-offs more explicit in the arms sales decision process.”

%k %k %k %k *k

rom 2002 through 2018 the United States sold over $200 billion in
major conventional weapons to 169 countries. Thirty-one of those
countries purchased at least $1 billion in arms.! By 2018 the United
States extended its dominance as the leading exporter of weapons with a
36 percent share of the global market compared to 21 percent for Russia
and 6.8 percent for France, the second- and third-ranked exporters.?
Previous research into US arms sales finds that they are driven mainly
by strategic and economic factors.’ The conventional view among inter-
national relations scholars is that strategic considerations loom largest.
Writing about American decisions whether to provide alliance commit-
ments or arms sales to client states, for example, Keren Yahri-Milo, Alex-
ander Lanoszka, and Zack Cooper argue that “U.S. decisionmakers fo-
cused primarily on the commonality of security interests and the local
military balance in determining which bundles of military assistance to
give client states.” This view also appears to prevail in Washington, where

*The authors would like to thank Mike Guillot for his editorial guidance and several anony-
mous reviewers for their help in improving the final manuscript.
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policy makers see arms sales as a valuable tool of foreign policy that can
strengthen the military capability of allies, leverage the behavior of re-
cipients, and promote regional stability in critical areas worldwide.’

'The main competitor to the strategic narrative is the argument that
economic considerations play a more decisive role in determining arms
sales, at times outweighing strategic considerations.® Though selling weap-
ons to other governments is a matter of US policy, the revenues from arms
sales accrue directly to American companies. Presidents and members of
Congress are well aware that arms sales represent jobs and corporate profits
for Americans and American companies. President Trump has repeatedly
echoed this rationale publicly. Reflecting on a major deal with Saudi Ara-
bia, he stated, “It will create hundreds of thousands of jobs, tremendous
economic development, and much additional wealth for the United
States.”” Trump’s desire to create wealth from arms sales has been more
transparent than most, but every president since Clinton has made clear in
policy documents that economic benefits are a key consideration of the
arms sales approval process.

Another factor receiving little explicit discussion in previous work about
government decision-making is risk sensitivity—specifically, how risk is
measured. All arms transfers, including those with important strategic
rationales, carry the risk of negative strategic and humanitarian conse-
quences. Recent history presents many examples. These cases run the
gamut from weapons falling into the hands of criminals, terrorist groups,
or rogue regimes; to weapons being used by recipient governments to
commit human rights violations against their own people; to accidentally
amplifying conflicts and arms races; and in several cases, to American
weapons being used against American troops on the battlefield.® Every
arms sale is thus a calculated gamble that the expected strategic and eco-
nomic benefits will outweigh the potential costs. The risk does not have to
be zero, but any negative consequences must be low enough to make the
decision worth it in the long run.

In recognition of the risks of arms transfers, the US government has
taken steps to tilt the odds in favor of positive outcomes—at least on paper.
In 1976 Congress passed the Arms Export Control Act requiring the ex-
ecutive branch to conduct a risk assessment before approving a major arms
sale to ensure that it “would not contribute to an arms race, aid in the de-
velopment of weapons of mass destruction, support international terrorism,
increase the possibility of outbreak or escalation of conflict, or prejudice the
development of bilateral or multilateral arms control or nonproliferation
agreements or other arrangements.”
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'The United States amplified the importance of risk sensitivity in the
arms sales process when in 1997 Congress passed the first version of the
Leahy Law, designed to prohibit security assistance—including arms
transfers—to military units for which there was credible information im-
plicating them in the commission of gross violations of human rights.?
Since then the law has been expanded, becoming a permanent part of the
Foreign Assistance Act in 2008. More generally, presidents from Jimmy
Carter onward have all issued policy directives emphasizing the care that
the United States must take when considering selling weapons abroad.
'The Trump administration’s update of the Conventional Arms Transfer
Policy, for example, adds new emphasis on preventing civilian casualties
caused by American weapons in the hands of its clients.!!

Though it makes sense to imagine that all three factors play a role in
decisions about how much to sell to which countries, we are aware of no
study attempting to assess their relative importance. How strategic is the
arms export process? Other things being equal, one expects arms sales to
be higher where the strategic value is high. It is less certain, on the other
hand, what to expect in the absence of clear strategic benefits. In such
cases, is the promise of economic benefits enough for the United States to
approve arms sales even where the risks of negative consequences are sig-
nificant? The existing literature offers little insight into how much impact
the risk assessment process has on decisions to approve arms sales. One
can imagine that pressing strategic considerations will overrule concerns
about risk, especially in cases where the risks are long term, but how much
does risk matter in cases where the only benefits are economic?

Based on our analysis of a range of strategic, economic, and risk factors,
we find considerable evidence that strategic and economic factors drive
arms sales, but no evidence to suggest that risk plays a meaningful role.
Downside risks are rarely considered explicitly or appear to have ever af-
fected the transfer of weapons. Moreover, by our measures, the United
States has taken increasingly higher risks from 2001 to today. Our find-
ings raise important questions about how well the United States is man-
aging the trade-offs between strategy, economics, and risk. Critics have
long argued that the United States is too quick to approve sales to non-
democratic clients with poor track records of human rights. Efforts in
Congress to stop arms sales to Saudi Arabia over its intervention in the
Yemen civil war are a recent illustration of the policy relevance of the de-
bate.!? And despite the new emphasis on preventing civilian casualties, the
Trump administration has also highlighted economic security as a justifi-
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cation for arms sales and is working to increase the federal government’s
role in promoting arms sales around the world.!

This article starts with a brief summary of patterns in US arms sales
decisions and then develops our expectations about the roles of strategic,
economic, and risk factors in decision-making. Next, we offer our analysis
and findings and consider some potential objections. Finally, we present
the arms sales risk-reward matrix to help policy makers consider the
trade-offs between strategic considerations and risk.

Explaining Patterns of American Arms Sales

The United States government regulates the export of all weapons,
which fall into one of three broad classes using 15 categories in the United
States Munitions List (USML). The first class incorporates those things
that the United States simply does not allow companies to sell to foreign
customers. This includes anything having to do with nuclear, biological,
and chemical weapons, in accordance with various international treaties.
'This class also includes some high-end weapons technology that is pro-
hibited from export to preserve America’s qualitative edge. The most visible
system on this list is the Lockheed Martin F-22 Raptor. Advanced drones,
until very recently, were also seen as too technologically sensitive to allow
for widespread export.!*

The second class includes small and light weapons (SALW ), along with
certain types of ammunition and equipment, that the government allows
companies to sell directly to foreign customers with minimal government
intervention through direct commercial sales (DCS). Even though small-
arms sales are not always approved, critics have complained about the
devastating effects of lightly regulated sales of small arms abroad. The
implicit presumption behind these sales is that these weapons are unlikely
to spawn large-scale negative consequences and thus need no risk assess-
ment and only minimal oversight. SALWs exported via DCS fall in cate-
gories 1 through 3 of the USML, everything from ammunition for close
assault weapons to flamethrowers.’ In 2018, US companies sold almost
$30 billion of these weapons to 29 different nations.

The third class includes what are categorized as major conventional
weapons (MCW). Categories 4 through 15 of the USML include planes,
tanks, ships, missiles, and everything in between. Since World War II the
United States has been the dominant exporter of MCWs, and its 36 per-
cent global market share attests to this.}” This weapons category not only
is the greatest influencer of the global balance of power but also is the crux
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of arguments about the strategic nature of arms sales. Thus, this category
is the focus of our article.

For a country to purchase MCWs from the United States, it must first
place a request with the Pentagon or State Department. The two agencies
then work together to assess the strategic and political implications of the
proposed purchase. The risk assessment required by the Arms Export
Control Act is carried out by country-level teams, after which the admin-
istration makes a final decision. If approved, the State Department issues
a notification of the sale to Congress.!® Congress has between 15 and 30
days (depending on the recipient) to review the sale and, if there is opposi-
tion, to pass a resolution in both chambers to block the sale. After the re-
view period has passed, the sale becomes official and the delivery of weap-
ons can take place. To date, Congress has passed just one bill in an effort
to block a sale (to Saudi Arabia in 2019) since the Arms Export Control
Act was passed in 1976. However, it has used the threat of blocking a sale
to alter the terms of a deal on a few other occasions. This record of ap-
proval seems to nullify any concern over the risk of inaction (non-sale).
For perspective, Congress has been notified of 1,970 arms sales, 707 of
which were of major conventional weapons.!’

The Logics of Arms Sales: Power, Profit, and Prudence

As noted, the two most prominent explanations for the pattern of
American arms sales are strategic and economic considerations. The role
of risk assessment has received considerably less attention despite US law
and policy. Making the debate interesting are the trade-offs and tensions
within the process. Sole focus on maximizing any one of the goals in the
arms sales process would require making concessions on other goals. Sell-
ing weapons without any concern for who receives them in the attempt to
maximize economic benefits, for example, would inevitably raise the risk
of negative outcomes and confound the pursuit of strategic goals. Mini-
mizing risk, on the other hand, would limit the ability to pursue economic
and strategic gains. By definition, then, US arms sales reflect these trade-
offs, whether made strategically or by default.

Strategic Considerations

From a strategic perspective, arms sales have many purposes, but their
impact occurs through two basic mechanisms: shifting the local or re-
gional balance of power in favor of American interests and exerting lever-
age over the conduct of recipient nations.?” By increasing the military ca-
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pabilities of the recipient nation, arms sales can—in theory—help allies
win wars, deter adversaries, and promote stability or buttress friendly
governments against insurgencies and other internal challenges. The at-
tractiveness of arms sales in these cases stems primarily from the fact that
selling weapons to allies is less risky and less costly than basing American
troops on foreign soil or having them fight alongside allies, though they
also allow the United States to signal intentions to both allies and poten-
tial adversaries.! American foreign policy and the flow of American
weapons indicate that the strategic logic of arms sales often played an
important role during the Cold War. Throughout the Cold War, the
United States used arms sales as one element of its strategy for defending
Western Europe and containing the Soviet Union around the globe.?

Arms sales are also widely believed to provide the United States lever-
age over recipients, especially those who rely heavily on the United States
tor their military capability. The United States has used arms sales to gain
access to overseas military bases, pressure countries to vote with the United
States at the United Nations, discourage conflict, and encourage domestic
political reforms. Andrew Shapiro, former assistant secretary of state for
political-military affairs, notes that “when a country acquires an advanced
U.S. defence system, [it is] not simply buying a product to enhance [its]
security, [it is] also seeking a relationship” with the United States. . .. This
engagement helps build bilateral ties and creates strong incentives for re-
cipient countries to maintain good relations with the United States.”?

There is good reason to expect that strategic considerations play an
important role in determining where the United States is willing to sell
major conventional weapons. And indeed, the historical record suggests
that strategic motivations were a powerful driver of arms sales during the
Cold War. US arms sales between 1950 and 1991 were restricted to allies
and other nations the United States believed were useful partners in the
struggle with the Soviet Union.?* After the Cold War ended, however,
the United States began selling weapons to a much broader set of cus-
tomers, including nations formerly part of the Soviet bloc as the global
strategic landscape changed.? In the wake of 9/11, the war on terror has
been a major driver of American foreign policy, and arms sales patterns
have shifted yet again as a result.

Economic Considerations

There is little doubt among scholars or policy makers that the pursuit of
profit and other economic benefits has always driven arms sales. For advo-
cates, the economic benefits from arms sales are obvious and come in the
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form of exports, employment, economies of scale, and the general health
of the defense industrial base.?® The United States has long been the
world’s leading arms exporter.?” Since 2002, American arms exports have
ranged between $15 and $75 billion per year, representing as much as 4 to
5 percent of total American exports annually. The civilian defense industry
employs almost two million people, and though American military spend-
ing provides the majority of revenue for most defense firms, exports can
help sustain jobs and keep plants open. Arms sales advocates also argue
that exports help lower costs for the Pentagon. By increasing the total
number of orders for expensive weapons systems like the F-35, exports can
in theory shrink the per unit cost for the US military and lower down-
stream costs for spare parts. Others also note that competing in the global
market can help preserve the innovative capability and financial well-being
of American defense firms.?8

Economic motives for pursuing arms exports have been more explicit
since the end of the Cold War.?® For arms sales advocates, increased ex-
ports grew more important as the United States military budget drew
down and domestic procurement of big-ticket items began to shrink.>
Boosting arms exports also fits neatly with the Clinton administration’s
focus on the economy more generally. Presidents Bush and Obama con-
tinued in the same vein, with arms sales increasing considerably after the
terrorist attacks of 9/11. In 2010, discussing reforms to arms export regu-
lations, President Obama stated that “by enhancing the competitiveness
of our manufacturing and technology sectors, they’ll help us not just in-
crease exports and create jobs, but strengthen our national security as
well.”3! The most explicit statement of the importance of economic mo-
tives appeared in the Trump administration’s update of the US Conven-
tional Arms Transfer Policy in 2018, asserting that “when a proposed
transfer is in the national security interest, which includes our economic
security, and in our foreign policy interest, the executive branch will advo-
cate strongly on behalf of United States companies.”?

In short, the question is not whether economic motives affect US arms
sales decisions, but how powerful they are relative to other considerations.
Though up until the Trump administration American policy has always
articulated the importance of strategic considerations, critics complain
that strategy often seems to take a back seat to the profit motive. The de-
tense industry spends a great deal of time and money lobbying Washing-
tons policy makers to keep arms sales flowing. Beyond millions in cam-
paign contributions and other soft-money contributions to both parties,
the defense industry has worked hard to make sure the most visible benefits
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of arms exports—factories and the jobs that go with them—are well dis-
tributed in congressional districts throughout the country.®® The result,
critics argue, is a tendency to sell weapons to almost any nation that wants
them, regardless of whether the United States has a strong strategic inter-
est in doing so and what risks might be associated with the sales.

Risk Considerations

Arms sales can generate undesirable strategic and humanitarian effects
on three levels: direct negative consequences for the United States like
blowback and entanglement; consequences for the buyer’s neighborhood
such as the dispersion of weapons, arms races, and increased instability;
and consequences for the purchasing nation itself such as increased levels
of corruption, social violence, human rights abuses, and civil conflict.3

History suggests that these risks are not simply far-fetched possibilities.
A more common example is when American troops end up fighting other
torces armed with American-made weapons that the United States had
willingly provided, as happened in Somalia in 1991 with weapons exported
during the Cold War.3* Tens of billions of dollars in arms sales to Saudi
Arabia and the UAE have also enmeshed the United States in the inter-
vention in Yemen.>® An extreme example of blowback is the 1979 Iranian
Revolution, when the revolutionary government took possession of bil-
lions of dollars’ worth of American fighter jets and other weapons, an ar-
senal that Iran has used ever since.?’

Arms sales and transfers can also harm the regions into which Ameri-
can weapons flow. One danger is dispersion—when weapons sold to a
foreign government end up in the hands of criminal groups or adversaries.
'This risk is highest with sales or transfers to fragile states that are un-
prepared, unwilling, or too corrupt to protect their stockpiles adequately.
For instance, despite America’s efforts to train and equip the Iraqi army,
Islamic State fighters in 2014 captured three Iraqi army divisions worth of
American equipment—including tanks, armored vehicles, and infantry
weapons—fueling their campaign.3® American arms sales can also prolong
and intensify interstate conflicts. Although the goal might be to alter the
military balance of a conflict to facilitate a speedy end, sending weapons
can also encourage the recipients to continue fighting even with no chance
of success, leading to more casualties.

Finally, US weapons sales in the name of battling terrorism and insur-
gency can undermine US national security when they are made to corrupt
regimes and to nations with a history of human right violations. American
firepower can enhance regime security and enable oppressive governments
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to mistreat minority groups and wage inhumane actions against insur-
gents or terrorist groups. In countries where serious corruption is endemic,
American weapons can be diverted from their intended recipients and
wind up in the wrong hands. For example, as a result of military and police
corruption, the small arms and light weapons that the United States sends
to Mexico and to several other Latin American countries in support of the
war on drugs often lead to increased gun violence and facilitate the very
crimes they were meant to stop.>’

'The Arms Export Control Act and the Leahy Law are attempts to re-
duce the downstream risks of arms exports. As noted, these laws require
the executive branch to assess every sale to ensure that the national secu-
rity benefits outweigh the risk of sparking, amplifying, or enabling arms
races, proliferation, conflict, or human rights violations. Since the Carter
administration, every version of the Conventional Arms Transfer Policy
has reiterated a list of potential risks to be avoided. Even the Trump ad-
ministration, widely seen as the most pro-export administration since
Nixon’s term, explicitly identifies a host of risk-related criteria that will—
at least in theory—guide US arms sales decisions in the 2018 arms trans-
ter policy:

* 'The transfer’s consistency with United States interests in regional stability.

* The recipient’s ability to prevent the diversion of sensitive technology to un-
authorized end users.

* The risk that the transfer will have adverse economic, political, or social ef-
fects with the recipient country.

* The risk that the transfer may be used to undermine international peace and
security or contribute to abuses of human rights, including acts of gender-
based violence and acts of violence against children, violations of humani-
tarian law, terrorism, mass atrocities, or transnational organized crime.

* Whether the United States has knowledge at the time of authorization
that the transferred arms will be used to commit: genocide; crimes against
humanity; grave breaches of the Geneva Conventions . . . [;] attacks inter-
nationally directed against civilian objects or civilians who are legally pro-
tected from attack; or other war crimes.

* 'The risk that the transfer could undermine the integrity of international non-
proliferation agreements.*’

'Though declaratory policy does not always match reality, history does
provide some evidence that risk matters for American decision-making
under certain circumstances. The Nixon Doctrine and more recently the
Obama administration’s “light footprint” strategy were both efforts to re-
duce risk by substituting American weapons for American boots on the
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ground. And as noted, the United States typically does not sell its most
advanced technology outside the NATO alliance, nor does it allow export
of sensitive nuclear weapons-related technology. Moreover, the United
States currently bans 19 nations from purchasing American weapons—
including not only obvious competitors like Russia, China, and North
Korea but also countries like Sudan, South Sudan, Somalia, Syria, and
Cote D’Ivoire—which present obvious risks thanks to ongoing civil con-
flicts and fragile political systems.

On the other hand, the American record since 9/11 casts doubt on the
influence of such considerations. Since 2001, the United States has sold
major conventional weapons to 169 countries; many of them are auto-
cratic, have long records of human rights violations, or are involved in
conflict. In those cases, it appears that strategic and/or economic factors
have outweighed whatever risks have been identified. Making it difficult
to adjudicate among these influences is that the fact that the State De-
partment does not provide any public summary of the decision-making
process or its assessment of the relative weight of strategic, economic, and
risk considerations.

Roles of Strategic, Economic, and Risk Factors

To assess the relative importance of power, profit, and prudence, we
conducted two sets of analyses on cumulative arms sales from 2002
through 2019 on these measures of strategic, economic, and risk factors, as
well as a third analysis of annual sales over the period. We collected data
concerning arms purchases, ally status, bilateral trade, military expendi-
tures, risk indicators, and other control variables on 183 countries, 169 of
which as noted purchased American weapons during the time period.*

Measuring the precise strategic value of any individual weapons deal is
difficult. A comprehensive analysis would require not only an assessment of
the strategic value of the American partnership with the customer but also
the potential strategic benefits from the specific weapons being sold over
the life span of the weapons system. Moreover, to be useful in a quantitative
analysis, the assessment would have to be conducted in a manner that al-
lowed comparison across cases. How, for example, should one quantify the
benefits of selling weapons to Norway versus Taiwan? We are unaware of
any granular analyses of this sort in the literature.

We took a more modest approach, beginning with the assumption that
weapons sales to allies are more valuable strategically than sales to non-
allies, other things being equal. Though clearly not all allies have the same
importance,and though at times non-allies are quite important to American

STRATEGIC STUDIES QUARTERLY ¢ SUMMER 2020 109



A. Trevor Thrall, Jordan Coben, and Caroline Dorminey

national interests, using allies in our framework allows a commonsense
starting point. After all, if allies are not more important to the United
States than other nations, other things being equal, then the entire concept
of alliances runs aground and any argument about the strategic value of
arms sales is likely doomed. Moreover, using allies as a proxy sets a low bar
for the argument that strategy matters and thus serves as a bulwark against
conclusions that other considerations weigh more heavily than strategy.

Following previous work, we consider a nation an ally if it has signed a
tormal alliance or defense pact with the United States, if the US has des-
ignated the nation as a major non-NATO ally, or if scholars have typically
included the country as an informal ally despite the lack of binding legal
treaties.*? The result is a list of 74 American allies. Though simple, this
approach provides an explicit measure of strategic value and a straight-
forward first step in assessing whether strategic logic drives arms sales.

Measuring the impact of economic motivations on a specific arms sales
decision is also difficult. Since most sales predicated on a strategic ratio-
nale will also have economic benefits, it is hard to know where one motive
ends and the other begins. When the United States encourages its allies to
buy the new and more expensive F-35 instead of the older and less expen-
sive F-16, for example, it is difficult to know whether strategic or economic
logic is at work, or simply both. In cases where there is no obvious strategic
rationale, the clear default expectation from the arms sales literature is that
the rationale is economic.

We measure economic incentives by assessing the correlation of bilat-
eral trade and state military expenditures with American arms sales.
‘Though heavily regulated, the global arms market remains a market—one
with a strong and steady demand for the products the United States is
selling. Given this, it is reasonable to imagine that the flow of arms will be
higher between the US and countries with which it also conducts a good
deal of other business. This might be due to a higher level of business
contacts between the two nations, greater similarity of political and eco-
nomic systems, or more experience dealing with the other country’s busi-
ness and political cultures.*> We measure imports and exports between a
given country and the United States since 2002 with data from the Inter-
national Monetary Fund.*

Similarly, in a global market it makes sense that exporters will sell more
products to customers with higher levels of demand. A straightforward
proxy for the demand for major conventional weapons is a nation’s annual
military expenditures. Though some high-spending nations also have their
own defense industries, and could thus spend large sums on defense with-
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out buying from the United States, in practice the impact of this circum-
stance is muted by two factors. First, most nations buying weapons do not
produce much major conventional weaponry. Second, even rich European
nations that export weapons themselves also buy advanced weapons from
the United States, particularly expensive aircraft. As a result, we measure
potential demand for American weapons by collecting data from the Se-
curity Assistance Monitor on each nation’s 2017 military expenditures.*

To date, few published efforts measure the risks of arms sales quantita-
tively. To assess risk, we use an updated version of the Arms Sales Risk Index
(ASRI).* In the absence of a detailed historical record about the outcomes
of American arms sales, good or bad, the ASRI is an effort to gauge the risk
that weapons sold or transferred to any particular country will lead to the
sorts of negative consequences outlined in the Arms Export Control Act
and other federal policies. The index assesses the overall “riskiness” of each
potential customer for US arms on a 0100 scale based on the equal weight-
ing of six factors (outlined below) that the literature suggests correlate with
the likelihood of negative consequences occurring (fig. 1).
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Figure 1. Risk and arms sales, 2002-19

We construct the ASRI by first identifying four underlying risk factors
likely to lead to the kinds of negative outcomes noted above. The first is
corruption. States with high levels of corruption should pose a much
greater risk for diversion, that is, weapons being stolen and then sold to
third parties including criminal gangs, insurgents, terrorist groups, or un-
authorized local military units. To assess this factor, the index relies on
Transparency International’s Corruption Perceptions Index ranking 180
countries and territories by their perceived levels of corruption.*®
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'The second risk factor we consider is the stability of the recipient na-
tion. Fragile states have weak economies, lack the ability to deliver services
effectively, have difficulty managing internal security, and are often beset
by internal political divisions. Arms sales to these states pose a greater risk
for a wide range of negative outcomes including diversion and the misuse
of weapons by government forces, as well as for the amplification of exist-
ing conflicts. To measure fragility, we consult the Fragile States Index
produced by The Fund for Peace.®

The third risk factor is a state’s behavior toward its own citizens. States
with a poor record of human rights or that regularly use violence against
their own citizens pose a greater risk for human rights abuses and gener-
ally using American weapons in harmful ways. We include Freedom
House’s “Freedom in the World” Index to assess a state’s commitment to
human rights and freedom and the US Department of State’s Political
Terror Scale to account for state use of violence against civilians.*

Finally, conflict is a significant indicator of risk. States engaged in inter-
state conflicts or facing higher insurgency or terrorist threats likely pose
much greater risks for dispersion, blowback, entanglement, arms races,
regional instability, and human rights abuses. To measure state engage-
ment in conflict, we rely on the Global Terrorism Index, which ranks
countries according to the level and impact of terrorism on the domestic
front, and the Uppsala Conflict Data Program/Peace Research Institute
Oslo (UCDP/PRIO) Armed Conflict Dataset, which codes each state’s
participation in external conflicts on a simple scale (high level, low level,
and no conflict).’!

'The 2020 ASRI scores range from a low of 2 to a high of 95, with an
average of 39 and a standard deviation of 24.2. Though these risk metrics
are commonsensical, they should be considered hypotheses in the absence
of quantitative validation rather than actual measurements of risk. In the
meantime, however, there is good reason to believe that nations scoring
higher on this index are indeed riskier customers even though we cannot
be certain about the precise weighting of different components. The
world’s least risky nations are Norway, New Zealand, Switzerland, Lux-
embourg, and Denmark. The riskiest nations are Syria, South Sudan, Ye-
men, Afghanistan, and Somalia. Countries scoring at the global average
include Senegal, Armenia, South Africa, UAE, and Belarus.

American policy leads us to expect the United States to sell fewer
weapons to the nations scoring highest on the risk index, other things
being equal. Of course, in foreign policy things are rarely equal, and we do
not expect that risk should have the same impact in all cases. As noted, a
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rational approach does not require zero risk but simply ensuring that the
potential benefits outweigh the potential risks. Sometimes, as in the case
of Afghanistan and Iraq, the United States will sell (and give) billions of
dollars of weapons to nations scoring very high on the risk index because
decision makers believe the strategic case warrants doing so. Given this
dynamic, it is impossible to determine a priori where the tipping point
between the potential strategic and economic benefits and the potential
risks might be, making it difficult to assess how much impact risk has on
American sales decisions. Even so, if risk sensitivity is a significant feature
of the arms sales decision process, and if selling weapons to allies carries
greater strategic value than sales to non-allies, we should expect risk to
have a greater impact on sales to non-allies.

Findings, Implications, and Objections

Our analysis reveals three broad findings. First, controlling for other
factors, it finds strong support for the importance of strategic considera-
tions in shaping the flow of American arms sales. Figure 2 breaks down
arms sales by ally status, revealing that sales to allies clearly outpaced sales
to other nations between 2002 and 2019. The 74 American allies pur-
chased $135 billion of weapons compared to $75 billion for the 124 non-
allies. Figure 2 also shows that, since 9/11, non-NATO allies have received
considerably more weapons than those in the treaty organization. In our
regression analysis, ally status correlated positively and significantly with
both cumulative arms sales and annual arms sales.’® According to our
analysis, the United States sells over twice as much to allies as to non-
allies, holding other variables at their mean.>
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Figure 2. Allies and arms sales
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Second, we find clear evidence for the importance of economic consid-
erations. The United States sells more weapons to countries it trades most
with and that spend more on their militaries. The trade and military ex-
penditure variables correlated positively with arms sales in the regression
analysis, indicating that trade and customer demand influence US arms
sales even after considering the effect of alliances. Bilateral trade had a
greater impact on cumulative arms sales than on annual variation in arms
sales, suggesting that trade relationships may explain long-term arms sales
patterns while variations in national military expenditures are more help-
ful in understanding year-to-year fluctuations. Marginal effects analysis
shows that moving from the lowest to the highest value for bilateral trade,
while holding other variables at their means, leads to a predicted increase
of $491 million in arms sales. Doing the same for military expenditures
leads to a predicted increase of $372 million in sales.

Finally, we find little evidence that risk has any important effects on
arms sales decisions. The risk variables failed to reach statistical signifi-
cance in our analysis. Our analysis suggests the proximate reason for this:
both the least risky and most risky nations purchase more American
weapons than nations scoring in the middle of the risk index. Table 1
shows that the list of leading customers includes both low-risk nations
like Australia and Japan and higher-risk nations like Saudi Arabia, Egypt,
and Turkey. Moreover, the regression analysis in figures 3 and 4 disavows
the idea that the United States weighs risk more more heavily when con-
sidering sales to non-allies than to allies.

'The most obvious implication of our findings is that the United States
significantly privileges strategic and economic considerations over concerns
about risk as it assesses potential arms sales. The most powerful explanatory
factors for the pattern and volume of sales are whether a country is an ally
of the United States, the level of trade conducted between a country and
the United States, and how much a country spends on its military each
year. Contrary to American statutory requirements—beyond compliance
with the United Nations arms sales bans and limits on sales to obvious
adversaries like Russia, China, and North Korea—we found no signs that
the risk of negative downstream consequences impacts weapons sales even
in cases where the strategic benefits appear to be marginal. Since 9/11 the
United States has, on average, sold almost as much to the riskiest countries
in the world as to the least risky, sold more to countries rated “not free” by
Freedom House than to free or “partly free” countries, and sold almost
twice as much to countries engaged in a conflict as to those that are not.
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Table 1. Top 20 customers of US major conventional weapons, 2002-19

Country ($%rsm rfﬁsl;l:ES) Ally status 2020 srclf)l;:ndex
Saudi Arabia 31,380 Informal ally 71
Egypt 17,640 Non-NATO ally 78
Taiwan 16,010 Informal ally 1
Israel 15,790 Non-NATO ally 52
Australia 11,700 Non-NATO ally 9
Iraq 10,680 Non-ally 85
Japan 10,360 Non-NATO ally 12
South Korea 9,252 Non-NATO ally 8
United Kingdom 6,825 NATO ally 16
United Arab Emirates 6,660 Non-ally 39
Greece 6,381 NATO ally 25
Turkey 6,282 NATO ally 77
Kuwait 5,552 Non-NATO ally 36
Canada 4,222 NATO ally 9
Poland 4,072 NATO ally 19
Pakistan 4,051 Non-NATO ally 78
Singapore 3,671 Non-ally 12
Netherlands 3,525 NATO ally 8
Jordan 3,090 Non-NATO ally 42
Germany 2,935 NATO ally 12
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30,000

20,000

Sum of US Arms Sales in Billions of USD
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Figure 3. Total military expenditures and US arms sales, 2002-19
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Figure 4. Bilateral trade and US arms sales, 2018

Interpreting our findings, however, requires caution. The apparent lack
of risk sensitivity can be explained in at least two different ways. One view,
common among critics, is that arms sales decisions privilege short-term
strategic and economic benefits while discounting potential downstream
negative consequences. This interpretation not only aligns with the analy-
sis but also fits with a good deal of literature on political and governmen-
tal decision-making. After all, though the immediate benefits of arms
sales are quite obvious—and presidents, policy makers, and CEOs of de-
fense contractors can take credit for actions taken in the present—the
future is difficult to predict. Any negative consequences will occur on
someone else’s watch many years from now.

It would be too hasty to conclude that the US government simply
dismisses concerns about risk. However, the presumption that US strate-
gic and economic concerns outweigh risk concerns raises an important
challenge to overly simplistic interpretations of our findings. An advocate
of American arms sales might point out, for example, that the risks of
arms sales are often correlated with the strategic benefits. Several of the
riskiest consumers of American weapons since 2002—Saudi Arabia, Iraq,
Egypt, and Pakistan, for instance—have also been involved in conflicts
and other situations that raised the potential strategic benefits of Ameri-
can engagement (or to put it another way, each situation presented the
possibility of serious negative consequences if the United States did not
get involved). Since 9/11, the United States has chosen to transfer bil-
lions of dollars of weapons to some extremely risky clients largely due to
the greater risk of inaction.

116 STRATEGIC STUDIES QUARTERLY ¢ SUMMER 2020



Power, Profit, or Prudence? US Arms Sales since 9/11

Similar care should be exercised when interpreting our findings about
strategic considerations. For instance, the data make clear that the United
States simply sells much more to allies (an average of $2.3B) than to
non-allies (an average of $600M). But ally status is a blunt measure of
strategic value that could be problematic in either of two directions. First,
it might fail to measure the potential strategic benefits of selling weapons
to non-allies. Though on balance it makes sense that sales to allies yield
higher benefits, clearly there are cases where selling weapons to other
nations will make strategic sense. For example, the United States has sold
$120 million of weapons to Nigeria since 9/11, mostly with the aim of
enabling the government to combat Boko Haram. Therefore, it is possible
that our analysis underestimates the strategic nature of American arms
sales to some degree.

Assigning strategic value to an arms sale just because the customer is an
ally is also problematic. Some critics of American foreign policy have ar-
gued that the United States has too many allies—there are 74 in our data
set—and that many are simply free riders seeking protection rather than
true allies furthering American national security.>* By one accounting, the
United States is responsible for coming to the aid of 25 percent of the
world’s population should their homelands come under attack.>®> And yet,
thanks to its favorable geography, size, wealth, and military capability,
none of these allies adds much to the actual security of the United States.>
Moreover, many analysts believe that some nations we coded as allies—
Saudi Arabia, Pakistan, and Turkey, for example—should not be con-
sidered allies at all. And though the United States may care about other
strategic interests like regional stability, the protection of friendly regimes,
and terrorism, a single alliance variable cannot capture the range of strate-
gic benefits involved across those 74 nations. Thus, our analysis possibly
overestimates the impact of strategic considerations by assuming that all
sales to allies have strategic value.’

Finally, our analysis clearly indicates that economic incentives matter.
Bilateral trade and customer demand for American weapons influence
sales to allies and non-allies alike and to risky and nonrisky nations. On
one hand, it should surprise no one to discover that economic concerns
help drive arms exports. On the other hand, when considered in light of
the discussion about risk, our findings do little to quell the concerns of
critics who believe that the United States and other arms exporting na-
tions too often ignore downstream consequences to make money in the
short run. Since 9/11, the United States has sold to many countries scoring
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high on the risk index but for which the strategic benefits are dubious or
the track record of negative outcomes is already long.

Balancing Costs and Benefits:
The Arms Sales Risk-Reward Matrix

If, as our analysis suggests, the United States is doing too little to incor-
porate risk assessments into arms sales decisions, how might the process
be improved? Though the law requires the government to weigh risks and
benefits, it does not define how to make the calculations. The problem for
policy makers is that several challenges make assessing the expected costs
and benefits of arms sales difficult. First, policy makers often clash over
defining benefits and costs. Strengthening a NATO ally, for example,
might carry very different weight for Donald Trump than for previous
presidents. Similarly, whether an arms sale affects the rate of gun violence
in a client nation might matter a great deal to some but very little to oth-
ers. Second, the government lacks the necessary historical data to identify
and measure the potential benefits and costs in a way that encourages
comparison and reasoned trade-offs. Third, forecasting is difficult under
the best of circumstances, and forecasting arms sales risks is even more
challenging given the complex interdependence of international affairs.
US actions often cause unexpected reactions from others. Finally, the bal-
ance between risk and reward is a moving target. Just as the potential
benefits vary widely from case to case, so does the amount of acceptable
risk. There is no simple heuristic and no specific amount of benefit or risk
that one can use to determine the point at which the United States should
or should not sell weapons.

Despite these challenges, it is possible to think more rigorously about
balancing the strategic benefits and potential risks of arms sales. Below we
outline a simple tool that we believe offers a useful first step for policy
makers trying to balance arm sales’ risks and rewards. Given the consider-
able uncertainty on both sides of the equation, a useful decision-making
tool, we believe, will encourage policy makers to take a more conservative
“do no harm” approach that avoids overstating the easy-to-see benefits and
underselling the hard-to-see risks of arms sales. By design such an ap-
proach would forgo maximizing the upside potential of arms sales in return
for a reduction in the most common, predictable negative consequences.

We also argue that economic considerations should take a back seat in
the calculus. Though the economic benefits from selling weapons are cer-
tainly positive, we believe that they pale in comparison to the potential
strategic benefits on the one hand and to the potential negative outcomes
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on the other. From an economic security perspective, the American de-
fense industrial base is already so much larger and more robust than that
of any other nation that the notion of arms exports as integral to its health
rings hollow.>® From an economic growth perspective—compared to the
strategic value of strengthening NATO, for example—shaving a few dol-
lars off the Pentagon’s F-35 per unit acquisition costs, adding a few thou-
sand jobs, or making a few billion dollars in sales for American companies
is a rounding error. And when American forces in Iraq took fire from Is-
lamic State fighters using stolen American weapons, any suggestion that
economic benefits might have justified the harm is inappropriate.

With these assumptions in hand, we then used our data to construct a
simple tool we call the Arms Sales Risk-Reward Matrix. To create the
matrix, we began by using a nation’s ally status to determine at a very basic
level whether the potential strategic benefits are likely to be significant. As
noted, according to the Department of Defense, the United States cur-
rently counts 74 nations as allies. One can—and should—argue about the
value of specific allies or the benefits of the specific weapons being sold.
However, in the interest of keeping things simple, as a first step most
would agree that selling weapons to allies versus non-allies is more likely
to bring strategic benefits.

We next looked at each nation’s individual Arms Sales Risk Index
components to identify red flags. We define a red flag as any instance
where a nation scored in the riskiest category for a particular indicator. To
earn a red flag, a nation had to do one of the following: score as “not free”
in the Freedom House index (47 nations), fall in the “alert” category in
the Failed States Index (31 nations), engage in any kind of military con-
flict (57 nations), experience “political violence everywhere” (nine na-
tions) as rated by the US State Department, or suffer a “high impact”
from terrorism as scored by the Global Terrorism Index (18 nations).
Since many nations earned more than one red flag, this process identified
a total of 76 red-flag nations.

Using these two measures, we classified nations into one of four catego-
ries, summarized in table 2. These categories, we believe, offer a useful
starting point for discussion about the wisdom of exporting weapons.
Low-risk allies are those for which one might most easily embrace a pre-
sumption of approval for arms sales. The strategic value of helping these
nations maintain capable militaries is clear in many cases, none are en-
gaged in active military conflicts, and all enjoy political systems stable and
competent enough to manage and use their arms responsibly. The list of
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these 60 countries includes Japan, South Korea, Mexico, all NATO mem-
bers except Turkey, and several Caribbean nations.

Table 2. Arms sales risk-reward matrix

Not an ally Ally
n=47 n =60
2002-19 sales: $7.4B 2002-19 sales: $101.8B
Top customers Top customers
No red flags Singapore ($3.6B) Taiwan ($16B)
Finland ($1.2B) Australia ($11.7B)
Switzerland ($976M) Japan ($10.4B)
Malaysia ($554M) South Korea ($9.3B)
Sweden ($424M) United Kingdom ($6.8B)
n =62 n=14
2002-19 sales: $24.5B 2002-19 sales: $81.7B
fo) Top customers Top customers
ne or more Iraq ($10.7B) Saudi Arabia ($31.4B)
red flags UAE ($6.7B) Egypt ($17.6B)
India ($2.2B) Israel ($15.8B)
Oman ($1.8B) Turkey ($6.3B)
Indonesia ($703M) Pakistan ($4.1B)

In the lower left-hand quadrant, on the other hand, are the 62 nations
to which it might make sense to stop selling weapons entirely. This group
includes the 17 nations already banned from buying American weapons,
as well as others suffering from a host of problems ranging from civil
conflict and widespread terrorism to unstable governments and disastrous
human rights records. The chances for negative downstream consequences
in these cases are very high, while the strategic benefits are debatable.

'The remaining two categories present somewhat less clear guidance and
require more input from decision makers. In the upper left-hand quadrant
are low-risk nations that are not allies. Advocates of arms sales might ar-
gue that this is precisely the group of nations where economic benefits
could be the deciding factor. Since the risks are low, why not allow arms
sales to proceed? From a risk-reduction standpoint, however, one might
point out that there is no such thing as zero risk. Not only is there is a
robust international black market for American weapons, but thanks to
the lifespan of most weapons systems, the horizon for calculating risk is
quite long. Nations that seem stable today might not seem so two decades
from now. Adjudicating this tension will require policy makers to decide
whether the modest economic gains from arms sales to this category of
nations are worth the potential risk.

'The final category, in the lower right-hand quadrant, is high-risk allies.
'Though the smallest category with just 14 countries, it holds the potential
to generate some of the most heated debate over arms sales. This group
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includes Saudi Arabia, Israel, Afghanistan, Turkey, Pakistan, Thailand, and
Colombia. This category is difficult to assess because the cases come with
both compelling strategic interests and potentially large downside conse-
quences. Policy disagreements over these cases will hinge in part on views
about American grand strategy and in part over retrospective assessments
of policy success and failure. For those who believe that the United States
must lean forward and take an active role in managing regional balances
of power, these risks are likely to look more palatable. For those who ad-
vocate a more restrained grand strategy or who believe the war on terror
has been a costly failure, for example, arms sales may be less risky but still
not worth the gains. And in either case, the red flags suggest that the
United States should look for approaches to achieving strategic goals in-
volving those allies that would not involve the same level of risk.

'This risk-reward matrix, we believe, can be useful regardless of one’s own
specific assumptions about the costs and benefits of arms sales. Starting
with the initial classification, decision makers can then use their own cri-
teria to reclassify nations with respect to risks and benefits. To assess spe-
cific arms deals, officials can create more detailed assessments of benefits
and risks by accounting for the weapons in question and by incorporating
current conditions and intelligence forecasts. The risk-reward matrix’s
utility lies primarily in encouraging decisions makers to identify risks and
benefits more explicitly to weigh them against each other more effectively.
Those calculations, in turn, can be used as a baseline for assessing the
downstream outcomes with client states, both positive and negative, as
data for improving future decisions about arms sales.

Much more research needs to be done to inform future arms sales deci-
sions. Though the risk index and the risk-reward matrix are useful tools for
thinking about why and where negative outcomes might occur, they rep-
resent a set of testable hypotheses for research aimed at establishing a
more rigorous basis for future decision-making. The current debate relies
more on assumptions than on evidence about the impacts of arms sales.
‘Though there have been several efforts to assess the impacts of arms sales,
there is little broad agreement about the conditions under which arms
sales lead to either positive or negative outcomes.”® Improving our under-
standing of these dynamics would be a major contribution to the practice
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PERSPECTIVE

American Grand Strategy for an
Emerging World Order

Scort LAWLESS

Abstract
Since the end of the Second World War, the United States has secured

its core national interests primarily through the creation and maintenance
of the liberal international order. Today, this order is being challenged in
ways that will define the twenty-first century context. America’s most
pressing foreign policy challenge is finding strategies to counter a poten-
tially illiberal global order. Neo-authoritarian states are seeking to establish
spheres of influence by violating territorial norms, undermining the liberal
order via coercive economic measures, and weakening democratic regimes
through unconventional political warfare. The current liberal order is ill-
equipped to face these challenges because of two global trends: the erosion
of its legitimacy and the shifting global balance of power. In a changing
environment such as this, where the ends of American grand strategy re-
main fixed while its relative means are eroding, the US must revise the ways
in which it seeks to achieve its strategic objectives. The shifts in geopolitics
today necessitate a revitalization of American grand strategy and the estab-
lishment of a new security order—namely, a Concert of Democracies—to
secure American interests, reestablish liberal legitimacy, and shape the
emerging international order toward a stable future.

%k % %k %k *k

he liberal international order that emerged triumphant over fas-

cism and communism during the twentieth century is a testament

to the institutions, alliances, and norms US statesmen established
to avoid the revival of great power conflict. Though these structures have
granted the United States and its allies several decades of unparalleled
security and prosperity, it is unclear as to what is invoked by the term /i4-
eral international order. The modern world is characterized by what is re-
terred to as the international system or the global assemblage of sovereign
nation-states that is the primary structuring mechanism for interstate re-
lations. Order, however, requires that this international system operates
within two basic conditions: “a set of commonly accepted rules that define
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the limits of permissible action and a balance of power that enforces re-
straint where rules break down.” Rather than being a monolithic structure
with which the United States has promoted stability, economic opportu-
nity, and freedom around the world, the liberal order exists as a collection
of many suborders depending on the type of interactions taking place. The
liberal order includes three suborders—the security order, the economic or-
der, and the political order—that have come to define the nature of inter-
national relations. Yet today, each of these areas is being challenged in
ways that will define the emerging context, and countering strategies to
subvert the liberal order is our most pressing foreign policy dilemma.

'The liberal security order implies that the international system is inher-
ently rules based and not simply determined by power relations. Rather,
international laws and norms restrain the action of states to bring an end
to global disorder that has too often been “organized into rival blocs or
exclusive regional spheres.”” The economic order builds upon this notion
of rules-based interaction and embraces international markets defined by
openness, manifesting “when states trade and exchange on the basis of
mutual gain.”® Moreover, the economic order is increasingly becoming
difficult to distinguish from globalization or the “breaking down of artifi-
cial barriers to the flow of goods, services, capital, knowledge, and people
across borders.” Lastly, the political order is “a kind of fusion of two dis-
tinct order-building projects.” The first dates back to the creation of the
modern state system. Encapsulated within the treaties known as the Peace
of Westphalia were the concepts of state sovereignty, the inviolability of
national borders, and noninterference in another state’s domestic affairs.
The second element is built upon the ascension of liberal values, such as
political, civil, and universal human rights as a collective standard, charac-
terized by the rise of liberal democracies across the world.® Thus, the lib-
eral order we conceive of today was defined by the formation of the West-
phalian system, “on top of which various forms of order have developed
that have become gradually more liberal over time.””

Challenges to the Evolving Liberal Order

After the Cold War, many American strategists envisioned a world in
which former communist states, devoid of their ideological foundation,
would converge with the West, facilitating the “end of history” and the
emergence of a “new world order.”® In such a world, geopolitical rivalries
would dissolve as states would converge around universal values and a
united conceptualization of global order. Though much of the world con-
tinues to benefit from the liberal order the United States champions, the
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global order is evolving and not necessarily in the predicted or desired
direction. Countries espousing neo-authoritarianism, the belief that soci-
eties are best served by stability rather than political and economic liber-
alization, are actively subverting the current liberal order. According to
Will Marshall, president of the Progressive Policy Institute, “for much of
the 20th century, the main threat to liberal and democratic societies came
from militant and totalizing ideologies: fascism and communism, or revo-
lutionary socialism.” However, the current context is characterized by the
active targeting of liberal societies “to undermine [them] from within and
overwhelm [them] from without,” thereby stripping “liberal democracy of
its moral allure” and elevating authoritarianism as “a plausible, alternative
path to national development and prosperity.”* While authoritarianism is
nothing new, the objective and tactics wielded by neo-authoritarian re-
gimes today define the twenty-first century context and pose new strategic
quandaries. Altogether, what authoritarians seek is the creation of an il-
liberal and multipolar global order—thereby making the world safe for
neo-authoritarian regimes—by establishing spheres of influence, under-
mining the liberal order, and weakening democratic regimes. It is essential,
then, to identify the specific ways in which the liberal order is being chal-
lenged to devise a sound counterstrategy.

Security Challenges

The liberal order faces a number of security challenges from both revi-
sionist and revanchist neo-authoritarian states. Most notably, the current
context is “characterized by [a] decline in the long-standing rules-based
international order—creating a security environment more complex and
volatile than any we have experienced in recent memory.”!! Russia has
violated the sovereignty of Georgia and annexed Crimea, all the while
breaching arms control treaties and modernizing its nuclear arsenal. Putin
has thrust himself into conflicts in the Middle East and South America to
support dictators and to revive Russia’s standing on the international stage.
Meanwhile, China continues to militarize the South China Sea so as to
facilitate implementing an antiaccess/area denial (A2/AD) strategy. Both
Russia and China are attempting to carve out spheres of influence through
the “acquisition and consolidation of territory using force and in violation
of international law.”*? Iran and Saudi Arabia continue to support proxy
wars in the Middle East in their bout for regional hegemony while North
Korea has developed nuclear and ballistic missile capabilities able to
threaten two of America’s strongest allies. Each of these states is under-
mining and seeking to alter the security order to “shape a world consistent
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with its authoritarian model—gaining veto authority over other nations’
economic, diplomatic, and security decisions.”’?

Economic Challenges

Economic statecraft has always been a tool to influence foreign policy;
however, the methods being used today undermine the economic order by
overtly coercive measures. Countries like China have experienced suc-
cesses in this regard due to the relative size and importance of the Chinese
market, and “it does so to bolster its territorial claims and national sover-
eignty or to advance other core interests.”!* States are employing “hybrid
economic measures” including “politically conditioned loans and business
deals” and coercive business, trade, and investment restrictions to target
those competitors espousing critical political perspectives. China’s Belt
and Road Initiative (BRI) is using conditional loans, deals in the form of
development projects, and other economic measures as its principal for-
eign policy tool in Eurasia. Moreover, China often utilizes predatory trad-
ing practices such as import and export restrictions, popular boycotts, and
tarift and nontariff trade barriers directed toward democratic states to
“target politically influential constituencies.”®® The effectiveness and scale
of these tools make it likely that neo-authoritarian states will continue to
supplement their security strategies with coercive economic measures to
undermine the liberal order.

Political Challenges

'The liberal order faces political challenges that involve unconventional
political warfare to weaken democratic regimes as well as a “clash of
social models” between liberal and neo-authoritarian states.!® Political
warfare “refers to the employment of military, intelligence, diplomatic,
financial, and other means short of conventional war to achieve national
objectives.”” Its current “hybrid” adaptation is unconventional in that it
involves tactics such as the weaponization of traditional and social media,
sophisticated propaganda, and the widespread use of disinformation
campaigns to sway public opinion, discredit liberal politicians, and sow
distrust for democratic institutions. Russia, for instance, is actively
“exploit[ing] European and transatlantic fissures and support[ing] popu-
list movements to undermine European Union and NATO cohesion.”!8
Meanwhile, China is targeting the United States’ companies, govern-
ment, and allies as part of its ongoing cyber-espionage campaign to steal
trade secrets, intellectual property, and advanced technology. What’s more,
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the political order is experiencing a clash of social models in which states
such as Russia and China “believe in the virtues of a strong central gov-
ernment and disdain the weaknesses of the democratic system.”” Thus,
collective political convergence has never been realized because autocratic
leaders “concluded that if the liberal order succeeded globally, it would
pose an existential threat to their regimes.”?

Legitimacy and Power

However, neo-authoritarian states are not solely responsible for the
evolving context in which we find ourselves. The current liberal order is
experiencing a lack of cohesion from a combination of two global trends:
the erosion of its legitimacy and a shift in the perceived balance of power.
'The first occurs “when the values underlying international arrangements
are fundamentally altered, abandoned by those charged with maintaining
them.”! As the leader of the liberal order, the United States is experienc-
ing a crisis of legitimacy on the world stage. The overt hostility with which
the Trump administration regards the liberal order and its utility is illus-
trated by the administration’s withdrawal from numerous international
agreements, opposition to multilateralism more broadly, and its “condi-
tional approach to once inviolable US alliance commitments in Europe
and Asia.”*? However, this sentiment—defined by disdain for globalism
and president Trump’s rise as the paragon of American nationalism—is a
reflection of a rationale that has been fraying since the end of the Cold
War. President Trump is not an aberration in American foreign policy;
rather, he is the culmination of a 30-year trend toward American disen-
gagement in global affairs.

Orders are created by powerful states to suit their interests, and the
same is true for the United States in its creation of the liberal order.
Throughout the Cold War, the United States opened US market to for-
eign exports, ensured the freedom of navigation to protect free trade, and
established security guarantees in Europe and Asia. These were American
investments made to subsidize a global alliance with the primary aim of
combating and deterring the Soviet Union. However, once the Cold War
ended, these various security commitments no longer seemed indispens-
able. Without the Soviets lurking as an existential threat to the United
States, justifications for the continuation of the liberal order began to be
challenged. Thirty years later, the liberal order is being contested by an
American populace that views these commitments as burdensome and
costly without any tangible benefits. However, the various suborders are
not eroding at equal pace. While the economic and political orders still
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maintain incentives for further integration, the global security order is
fracturing in part due to US disinterest. A new global order is emerging in
which the United States has enduring global reach but waning global in-
terests. This slow retreat from its role as the guarantor of global security
spreads doubt about US reliability moving forward, and its foreign policy
missteps since the end of the Cold War have only exacerbated and eroded
its legitimacy.

Though the West claims to operate within an open, rules-based liberal
order, it was the US that often “broke the rules” of the security order dur-
ing the post—-Cold War era. NATO’s military intervention in Kosovo,
without authorization from the United Nations Security Council (UNSC),
was perceived as a violation of international law by Russia and China.
Western military action in Iraq and Libya, as well as the passivity with
which the West stood by and permitted the invasions of Georgia and
Ukraine, undermined the stated core principles of the political order such
as the preservation of sovereignty and inviolability of national borders.
Additionally, the UNSC has largely failed in its mission “to maintain
international peace and security and . . . to take effective collective mea-
sures for the prevention and removal of threats to the peace.”? As a result
of increasing American disinterest and a breakdown in a rules-based secu-
rity order, neo-authoritarian leaders are forecasting a world in which the
United States continues to disengage and are choosing to become the
guarantors of their own well-being.

The second trend occurs when a global order “proves unable to accom-
modate a major change in power relations. In some cases, the order col-
lapses because . . . a rising power may reject the role allotted to it by a
system it did not design, and the established powers may prove unable to
adapt the system’s equilibrium to incorporate its rise.”**The US-dominated
unipolarity of the post-Cold War era is slowly transitioning to increasing
multipolarity, defined by a more equal distribution of global power. This
emerging multipolarity is characterized by a “militarily and economically
dominant, but not all-powerful, United States; a rising China and India; a
resurgent Russia; an economically potent but militarily declining Europe;
an unstable and violence-prone Middle East; and a proliferation of weak
and failed states.”® States such as Russia are relying on its increasing
military capabilities to intimidate and coerce political concessions from its
neighbors while China, due to its economic successes, is more inclined to
challenge the economic and political orders. What’s more, the emergence
of multilateral institutions such as the Eurasian Economic Union, the
Shanghai Cooperation Organization, and the Asian Infrastructure Invest-
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ment Bank signifies that these states seek to establish spheres of economic
and military influence at the exclusion of the liberal West. These tactics are
being utilized with the intent of creating a multipolar global order in
which neo-authoritarianism has a more influential role within the global
balance of power. Due to these two global trends, the liberal order will
continue to face meaningful structural opposition in the twenty-first cen-
tury. However, through a clear-eyed realization that the global balance of
power is shifting as well as an honest effort to restore its legitimacy ac-
cording to liberal principles, the United States may be able to usher in a
more sustainable global order.

An American Grand Strategy for the Emerging World Order

Whether we like it or not, a new global order is emerging: one that is
increasingly multipolar and characterized by a growing number of neo-
authoritarian states seeking to expand their influence. The current liberal
order is ill-equipped to face these primary challenges. Neo-authoritarian
states are carving out spheres of influence through the violation of territo-
rial norms because the West has also broken the established rules of the
security order, thereby diminishing its legitimacy. Economic coercion un-
dermines the openness of the economic order while still operating within
it to build exclusive economic relationships and to exert further political
influence. Meanwhile, unconventional political warfare is eftective because
it erodes confidence in liberal institutions and democratic governance, al-
lowing for the prospect of alternative political models to take root and
spread. In light of these realities, our objective cannot simply be promot-
ing the current liberal order in a context where it is deemed illegitimate
and is actively being undermined. Instead, “the world’s democracies need
to begin thinking about how they can protect their interests and defend
their principles in a world in which these are once again powerfully
challenged.”? The shifts in world politics today necessitate a revitalization
of America’s grand strategy for the twenty-first century by redefining its
legitimacy as the leader of the liberal order and leveraging its power and
influence to shape the emerging global order in its favor. What we seek is
an evolution in American foreign policy, and the “current reflexive opposi-
tion to multilateralism needs to be rethought” to make sure the transition
from one order to another does not result in crisis.?” Just as the creation of
the liberal order thwarted the totalizing ideologies of fascism and com-
munism, our current strategy must reflect the emerging threats to free
societies and evolve alongside them.
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Grand strategy is “the use of all instruments of national power to secure
the state.”?® An effective strategy encompasses the desired political ends to
be achieved through the utilization of societal 7zeans and ways, and it must
be “based on a set of overarching premises and principles that will allow us
to chart a consistent general course in the world.” The ends of American
grand strategy, otherwise known as core national interests, have remained
consistent since the establishment of the liberal order, namely the protec-
tion of the American people and way of life by securing the homeland,
preserving an open and dynamic global economy, and fostering a stable
international environment. Means, however, involve all manifestations of
a society’s power, including but not limited to military, economic, political,
and cultural influence. Examples of traditional American means include “a
strong and survivable nuclear deterrent, capable military forces that can
project power globally, and intelligence services that can ensure global
situational awareness.”>® Moreover, these are “intrinsically linked to a
powerful economy and industrial base, advanced technology, an educated
and technically skilled population, and a political system based on classi-
cally liberal democratic values.”! Most notably, the ways in which a soci-
ety chooses to resist threats to its core national interests are the most vital
aspect of grand strategy because these involve effectively understanding
the political environment and employing prudent action when seeking to
alter it. For the past 70 years, the principal way in which the United States
has secured its core national interests has been through the creation and
maintenance of the liberal order. The first step to revitalizing a grand
strategy is to put the ends in context and assess how the remaining ele-
ments either prevail or transform accordingly.

Securing the Homeland

'The primary aim of any grand strategy should and must be the security
and defense of the homeland. This encompasses several vulnerabilities that
are increasingly threatened. An effective strategy must be able to safeguard
the United States from territorial conquest by a foreign adversary, attacks
against its citizens and infrastructure—both physical and virtual, and as-
saults to its institutions vital to sound governance and the advancement of
civil society.3? In an era characterized by the return of great power rivalry,
conventional military capabilities continue to threaten the homeland while
unconventional political warfare will become more prevalent. Moreover,
the threats associated with international terrorism have not subsided with
the relabeling and the de-emphasizing of the war on terrorism. In fact, the
“threat of nuclear terrorism looms greater than any other nuclear threat
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because of the limits of traditional concepts of deterrence.”® Beyond the
purview of direct and violent attacks, various infrastructure networks are
more vulnerable than ever before, including “our economy, our utilities,
our health care system, and our principal means of communication from a
catastrophic cyber-attack.”* What’s more, rival states will continue to
utilize virtual platforms to erode confidence in democratic forms of gov-
ernance, our constitutional values, and multilateral institutions promoting
a rules-based security order.

Preserving an Open and Dynamic Global Economy

Essential to both US national security and the prosperity of its citizenry
is the preservation of a global economy characterized by openness and
dynamism. Of all the suborders that have emerged since the end of World
War 11, the global economic order is most ubiquitous, having expanded to
nearly every state. The lessons learned from the interwar period are that
“economic hardship can be immensely destabilizing” and, by contrast, that
“global economic development and international economic integration
contribute to stability and peace within countries and regions.”® The in-
clusiveness of this order has brought about an era of unprecedented eco-
nomic growth and bound states to practices enshrined within global eco-
nomic institutions. Increasingly, however, states that consider these rules
to be inherently beneficial to American and Western interests seek to
undermine regulations they deem illegitimate. Moreover, with the share of
American economic influence in decline, the rise of new economic powers
such as China and India is cause for concern. Ensuring that these states
continue to seek mutually beneficial opportunities through an open eco-
nomic order rather than exclusive economic advantages will be a central
challenge of the twenty-first century. Also, the economic development of
growing economies such as Brazil, Mexico, Nigeria, and South Africa of-
ters “enormous opportunities to the world’s consumers and producers
alike . .. [,] but managing these countries’ growth, integrating them fully
into evolving regional and global economic institutions, and addressing
their concerns will be a challenge that we must meet.”*

Fostering a Stable International Environment

Following the calamity of the Second World War, the United States
learned an important lesson that it had been grappling with since its
founding. Americans learned that the security of the homeland and the
American way of life are not isolated from circumstances around the
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world. Rather, “we learned that aggressors in faraway lands, if left un-
checked, would someday threaten the United States.”3” We decided once
and for all to play a leading role in global politics. In doing so, we used the
nascent liberal order to build a stable international community, under-
standing that security and prosperity for the nations of the world would
help shape “a world environment in which the American system can sur-
vive and flourish.”® We implemented this vision through the establish-
ment of worldwide alliances to alleviate regional security anxieties, the
building of international economic institutions to assist in revitalizing the
global economy, and the advancement of liberal democratic values to ex-
tend the breadth of like-minded states—all making it easier to pursue our
interests. However, if states like Russia, China, Iran, and the United States
continue to violate principles of international law that prohibit the “use of
force against the territorial integrity or political independence of any
state,” then the rules-based security order we have come to appreciate will
soon devolve into a more volatile global arena where states once again
resort to unbounded power relations to secure their interests.>’

With our ends put in context, it is clear that the American advance-
ment of the liberal order as a grand strategic imperative has produced
profound and lasting benefits. Not only has it sustained the primary inter-
ests of the US, but it has bestowed international legitimacy to American
efforts and leadership. At the broadest level, there is no reason not to retain
the defense of the liberal order as the foundational goal. However, the
global order is changing, and what is needed to secure the liberal order is
changing with it. For this reason, the United States must reformulate how
it achieves its strategic objective, that is, how it pursues its grand strategy.

Strategic Options: Selective Retrenchment versus Engagement

'The first strategic question then is, Do global trends necessitate restraint
and the curtailing of US international commitments, or are these trends
more favorable for effectively sustaining the liberal order to secure Ameri-
can interests? One possible answer is that due to the adverse effects of
American overreach, the path to preserving the liberal order lies not in
expansion but in crafting more prudent strategic choices to ensure liberal
outcomes and legitimacy, albeit limited in scope. Another advocates for a
concerted effort by the US and its liberal partners to make the world safe
for democracies by deepening and advancing the liberal order. These two
responses encompass the debate regarding US selective retrenchment ver-

sus further engagement.*
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The central argument for selective retrenchment is that the US, while
still preeminent, faces limits on what it can achieve in a more challenging
international environment. Thus, supporters of the liberal order must be
more prudent in selecting when, where, and how to engage. Pursuing a
strategy that advocates a scaled-back US presence overseas might “under-
cut support for anti-American terrorism and reduce the need for other
powers to develop their own weapons of mass destruction.”! Moreover,
proponents of selective retrenchment look to the failures of Iraq and Libya,
“where liberal inclinations produced decidedly illiberal and counterpro-
ductive results,” as case studies for overreach and the erosion of US legiti-
macy.*? Though the preservation of the liberal order is in the best interest
of the United States and the world, “liberal overreach .. . is likely to gener-
ate damaging blowback that will weaken the liberal order abroad and un-
dermine its political support at home.” Instead, according to champions
of retrenchment like John Mearsheimer, the United States should engage
militarily only when local powers are unable to effectively balance against
an emerging regional hegemon, particularly in Europe, Northeast Asia,
and the Persian Gulf due to the strategic significance of these regions.*

There are, however, detrimental side effects to retrenchment that may
be worse than the risk of overreach. Initially, paring down the US defense
posture around the world not only would make it more difficult to pre-
serve existing security commitments but also could further embolden
states inimical to US interests.** As Robert Gilpin claims, “retrenchment
by its very nature is an indication of relative weakness and declining power,
and thus retrenchment can have a deteriorating effect on allies and rivals.
... Rivals are stimulated to ‘close in,” and frequently they precipitate a
conflict in the process.”* Most importantly, the signaling of retrenchment
to US allies could douse their support for maintaining the liberal order,
thereby exacerbating instances of regional instability as well as embolden-
ing the encroachment of neo-authoritarian social models. Retrenchment
might simply accelerate the challenges to the liberal order, generating an
erosion of rules-based behavior that will prove costlier to address in the
tuture. Without the United States leading a global order that assures sta-
bility and inclusiveness, it runs the risk of creating power vacuums that
other, less benign forces will happily fill.

Proponents of an engagement strategy argue that though American
predominance has indeed declined since the early post—-Cold War era,
states that support the liberal order maintain geopolitical dominance. The
“liberal coalition still commands a clear majority of that power in eco-
nomic and military terms alike, and at a share far greater than that of any
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conceivable illiberal counter-coalition.”*” Additionally, engagement advo-
cates assert that the global allure of liberal ideas and values remains sub-
stantial and more resilient than critics claim. The “democratic recession”
the world has experienced over the past decade does not “represent a fun-
damental historical turn away from the liberal ascendancy, but rather a set
of difficulties that can be overcome via a sufficient investment of effort and
resources by the United States and its liberal partners.”8 Further engage-
ment, therefore, builds upon the many successes we have achieved and
plays to our strengths. But to do so effectively, states within the liberal
order cannot simply rely on their collective power to serve as a mandate
for action in international affairs. Rather, power must be perceived as le-
gitimate if it is to yield a sustainable global order.

Thus, the proponents of retrenchment are correct in that the key to
preserving the liberal order is for the United States to be more prudent in
its strategic choices, thereby mitigating the consequences of overreach and
exhaustion. Careless US interventions without much strategic foresight
have validated this main critique of engagement by needlessly inviting the
condemnation of much of the international community. But the liberal
order need not retrench. Instead, it could take this critique into account
when devising a more thoughtful, deliberate engagement strategy—one
that seeks to reestablish domestic and international legitimacy. Such a
foreign policy agenda would strive to avoid past pitfalls to yield more lib-
eral results. In doing so, not only would more tangible and realistic suc-
cesses strengthen the liberal order, but collective participation could miti-
gate domestic exhaustion, enhance engagement’s legitimacy globally, and
increase the likelihood of pushing back the proliferating influence of neo-
authoritarianism. Consequently, “a reinvigorated liberal oftensive appears
a plausible and potentially rewarding course.”*

There are inevitable trade-offs with any strategic approach. However, “in
the end a forward strategic presence . . . is very useful for American inter-
ests,” and the US must continue to engage the global order to thwart the
challenges of the emerging context.® Though the ends of American grand
strategy have essentially remained unchanged, the means required to im-
plement them are indeed evolving. American advantages in the global
share of economic and military power, though significant, are diminishing
relative to regional powers and revanchist regimes.’! Thus, in a changing
environment such as this, with our ends fixed and our relative means erod-
ing, the US must become more clever in its ways to achieve the objectives
of its grand strategy. The United States must reform and reinvigorate the
liberal order so that it may adapt to the myriad challenges of the twenty-
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first century. Success in this endeavor will enable the United States to le-
verage the full influence of the various suborders in a way that restores
domestic and international legitimacy to its foreign policy. Therefore, the
US must establish a new and transformational security order, namely a
Concert of Democracies, as part of a renewed engagement strategy to simul-
taneously sustain, deepen, and advance the liberal international order.>?

Concert of Democracies

A Concert of Democracies is not a new idea. During President Clin-
ton’s second term, Secretary of State Madeleine Albright established an
international coalition known as the Community of Democracies with the
principal aim of strengthening democratic institutions, norms, and values
around the world. Ivo Daalder and James Lindsay advocated for a Concert
of Democracies during the George W. Bush administration to bring to-
gether “the world’s most capable states in terms of military potential, eco-
nomic capability, and political weight . .. to prevent and, when necessary,
respond to threats to international security.”>* Even Senator John McCain
during the 2008 presidential campaign proposed the creation of a global
League of Democracies that would largely focus on bringing together
“like-minded nations in the cause of peace.”* However, rather than con-
centrating on values promotion or interstate aggression, this league would
tackle a range of issues including deepening economic ties, managing
humanitarian and health crises, and implementing environmental policies
to mitigate the harm caused by climate change. Each of these initiatives is
admirable and warrants the attention of the global democratic commu-
nity. However, taking on such an extensive range of issues runs the risk of
creating an institution that is utterly ineffectual. Instead, a Concert of
Democracies should concentrate on the most immediate threat facing the
liberal order: the disintegration of the global security order.

Building the Concert

In its efforts to secure its interests, reestablish legitimacy, and shape the
emerging international order, the United States must spearhead the crea-
tion of a new global institution capable of reducing the volatility in the
security environment it cannot and does not seek to solve unilaterally. The
establishment of a Concert of Democracies would serve as the vanguard
of a reinvigorated liberal order as US predominance gives way to a more
equitable, multilateral global order. Such an institution would collectively
manage security in a multipolar world and facilitate burden sharing among
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democratic nations. Currently, the international community lacks institu-
tions that are capable of prompt and eftective action, and the states of the
free world require new means of gauging and granting international le-
gitimacy to its endeavors. Existing institutions like the United Nations
Security Council fail to serve this purpose because “they have become
hopelessly paralyzed by the split between its autocratic and democratic
members.”> However, the creation of a concert would not replace the au-
thority or influence of current multilateral institutions such as NATO or
the United Nations. It would ideally operate within these existing forums,
but if they fail to defend and advance the liberal order—as they have often
done—then the concert must act independently.

Characterized by shared values, decision-making procedures, and threat
perceptions, states within this concert would constitute a “guiding coalition
of states at the heart” of the emerging order, a “critical mass of like-minded
states that form the center of gravity in international politics.”® Such a
coalition, representing a majority of global defense expenditure and GDP,
would reinforce global security guarantees and diminish regional strategic
anxieties. Moreover, the concert would serve as a collective forum to more
effectively employ competitive and coercive measures to stem neo-
authoritarian influence. It could help bestow the desired legitimacy the
emerging order requires “on actions that democratic nations deem neces-
sary but autocratic nations refuse to countenance.”’ Conversely, a concert
may attempt to shape the behavior of revisionist states through cooperative
initiatives as well. It must continue to engage challengers in both regional
and global aspects of the liberal order. However, if the chance at coopera-
tion proves unconvincing, the United States can rely on the members of the
concert, with their shared interests and values, to make the world a safer
place for free societies. It is the case that “orders grow out of broader reali-
ties in world politics,” and it is time for the states comprising the free world
to collectively defend and advance their interests.*

A Concert of Democracies would initially encompass a selective group
of member states that are not only dedicated to the principles supporting
liberal democracy but would also agree to a number of obligations, such as
“pledg[ing] not to use force or plan to use force against one another;
commit[ting] to holding multiparty, free-and-fair elections at regular in-
tervals; [and] guarantee[ing] civil and political rights for their civilians
enforceable by an independent judiciary.”’ This selective group could ini-
tially include the United States, NATO and non-NATO European de-
mocracies, Japan, South Korea, Australia, and New Zealand. Although
these initial members are the most integrated into the security, economic,
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and political suborders and will seek to further engage in order-building
behavior, the concert need not be exclusionary. Mechanisms must be in
place to facilitate the inclusion of emerging democracies seeking to join
the liberal community. These emerging democracies might include Brazil,
Argentina, India, South Africa, Mexico, Indonesia, and others. The con-
cert’s inclusion of these states would garner further legitimacy in that it
would “constitute a major effort to integrate non-Western democratic
powers into a global democratic order.”®® Though an ever-increasing
membership would only benefit the concert, it must be able to enforce
penalties or excommunication if member states fail to uphold the obliga-
tions outlined within its charter. Thus, the long-term strength of the con-
cert would lie in its legitimacy as an institution to ensure democracy as the
foundational element of membership rather than power or historical ties.
'These measures might serve as a structural framework for an effective con-
cert. However, for it to reduce volatility in the security environment and
restore order, a new set of commonly accepted rules would be required
that define the limits of permissible behavior. Such a set of directives must
be made explicit to garner legitimacy and signal to opposing states the
concert’s intentions and expectations. What follows is an outline of the
specific roles required of such an institution and the strict guidelines for
using military force.

A Renewed Security Order

'The security role for our concert is twofold. It must sustain alliances by
promoting security cooperation among liberal democracies to discourage
neo-authoritarian states in their attempts to carve out spheres of influence.
Furthermore, it must underwrite the reconstruction of a rules-based secu-
rity order, one in which the concert serves “as the core military capability of
a global veto on interstate aggression.”®! Consequently, several courses of
action must follow. First, the United States should “sustain the military
predominance of liberal democracies and encourage the development of
military capabilities by like-minded democracies in a way that is consistent
with their security interests.”®? Maintaining this military predominance is
necessary to avert the military adventurism with which revisionist states
like Russia, China, and Iran have conducted their foreign policies. Thus,
reinforcing the global balance of power in favor of liberal democracies will
require elevated defense budgets on behalf of all member states to prevent
aggression. Additionally, to legitimately serve as a global veto on aggres-
sion, the concert must become an acceptable forum “for the approval of the
use of force in cases where the use of the veto at the Security Council
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prevented free nations” from defending the liberal order.®> Codified within
its charter, the concert could approve of the use of force by a supermajority
of member states, with no veto power. Rather than undermining the Secu-
rity Council in its efforts to maintain international peace and security, the
concert would serve as a legitimate and viable alternative without the ob-
structionism often employed by neo-authoritarian states.

‘Though the security roles taken on by the concert will assist in protect-
ing the American people, there will be instances in which the United States
acts unilaterally to secure its fundamental interests. Within any institu-
tional relationship there exists a trade-oft between the advantages of inde-
pendent engagement and the benefits of united action. However, the
United States must not abuse this prerogative if it seeks to further its inter-
ests over the long term. In keeping its decisions to use military force closely
tied to concert action, the US will demonstrate its credibility and bestow
turther credence to the concert as a whole. However, it is beyond the scope
of this strategy to outline the utility of unilateral American action. Rather,
it is important to stipulate under which circumstances the concert should
authorize the use of military force. The concert must be capable of answer-
ing several questions provided by Henry Kissinger “to play a responsible
role in the evolution of a twenty-first-century world order”:

What do we seek to achieve at all costs, and if necessary, alone?

What do we seek to achieve, even if not supported by any multilateral
effort?

What do we seek to achieve only if supported by an alliance?

When should we avoid military force, even if urged by multilateral
groups or alliances?®*

It is helpful to think of these questions under the framework of Miro-
slav Nincic’s three functions of military power: defense, deterrence, and
compellence.®® Each of these functions serves to answer one of Kissinger’s
questions in a way that ensures the legitimacy of concert or US unilateral
action while remaining true to the intent of the concert. Defense can be
understood as simply the “repelling of foreign aggression” and involves the
destruction of an adversary’s capacity to do harm once its intent has been
made clear by the application of force. Deterrence focuses on affecting an
adversary’s intent to use force by “ensuring through threatened retaliation
... [or denial] . .. that acts against the country’s national interest and se-
curity are not attempted.” Compellence, then, is employed once a provoca-
tion has occurred and seeks to “alter, by force, an existing state of affairs in
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pursuit of a policy objective.”®® With the functions defined, we can now
answer questions in a manner that ensures prudent action.

First, what the concert seeks to achieve at all costs and alone, if neces-
sary, is the defense of concert members from foreign aggression. Second, what
it seeks to achieve, even if not supported by any non-concert multilateral
effort, is deterrence against foreign aggression through the sustainment of alli-
ances, the promotion of security cooperation, and the adherence to its defense pact
obligations. Subsequently, what it seeks to achieve only if supported by an
alliance is compellence against foreign aggression toward non-concert states, if’
called upon by said states, fo ensure international peace and security. Lastly, the
concert should avoid military force—even if urged by multilateral groups
or alliances—during calls for offensive engagement or cases of intrastate con-

flict, including civil war, regime change, or humanitarian intervention. Under
these circumstances of intrastate conflict, the concert would preferably
intervene by other means, including the provision of economic and politi-
cal assistance, to facilitate the reconciliation between warring parties. Thus,
there is only utility in the application of military force under these limited
circumstances where international legitimacy is preserved and power is
wielded responsibly to achieve the reinvigoration of the liberal order.

While the three functions of military power justify the use of force to
defend concert members, deter against neo-authoritarian aggression, and
forcibly coerce states into abiding by the rules-based security order, there
are limitations to its utility regarding offensive engagements and intrastate
conflicts for several reasons. To start, if a concert were to become involved
in these conflicts, it would result in an asymmetry of motivations and po-
litical will.®” The justification for concert engagement would involve ends
that it deemed limited, or “discrete policy goal[s] affecting some aspect of
the [concert’s] interest, not its core purposes.”®® Conversely, the adversary
would be fighting for existential reasons such as territorial integrity, na-
tional survival, or political survival.®” This would inevitably lead to a consid-
erable difference in cost tolerance throughout the conflict and limit a con-
cert’s ability to achieve its ends. Secondly, there could be consequences
resulting from conflicts that involve powerful states pitted against weaker
opponents. Such asymmetries in relative power would result in strategic
decisions that typically do not favor a powerful coalition. According to Ivan
Arreguin-Toft, each side in an asymmetric conflict can choose either a “di-
rect” strategy to eliminate an adversary’s armed forces or an “indirect” one
that focuses on weakening the opponent’s political will. The more powerful
state, especially a Concert of Democracies, is essentially incapable of adopt-
ing an indirect strategy because it would involve “depredations against
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non-combatants,” and such “barbarism” would not be tolerated by the in-
ternational community.”® Consequently, the concert would face a constraint
in its strategic choices and thus be likely to lose an asymmetric conflict.
Finally, there is often the assumption that external intervention in internal
conflicts can solve problems that do not capitulate to force. This perspective
tends to “view military victory as an end in itself, ignoring war’s function as
an instrument of policy.””! This isn’t to say that the concert should never
intervene in internal conflicts, but rather that the application of force will
fail to produce desired political outcomes. Instead, the remaining dimen-
sions of societal power (political, economic, and cultural) are better suited
to attain policy goals that are resistant to coercive action.

Conclusion

While serving as secretary of state, John Quincy Adams famously de-
clared on 4 July 1821 that America “goes not abroad in search of monsters
to destroy.” However, he insisted that America would always champion
the pursuit of liberty and that “wherever the standard of freedom and in-
dependence has been or shall be unfurled, there will her heart, her bene-
dictions, and her prayers be.””? This message underscores the manner in
which strategy for the twenty-first century should be conceived. Con-
structing and leading the liberal international order has been the focal
point of American grand strategy since the end of the Second World War.
However, the current global order faces immense challenges, and the
emerging context will not privilege American strategic interests. Without
addressing the erosion of liberal legitimacy and the emergence of a more
multipolar global order, the liberal international order as a grand strategic
project cannot survive. By striking the balance between legitimacy and
power, the US can lead a guiding coalition that represents a critical mass
of states seeking to further engage in liberal order building. To do so ef-
tectively, this Concert of Democracies must galvanize the world’s value-
sharing democracies into action and seek deeper levels of cooperation
with all states, depending on the issue and suborder at stake. It must work
together to reconstruct a global order that is compellingly rules based, that
is, free from interstate aggression. Only such an order can dissuade neo-
authoritarian challengers, embolden the free world to advance its interests,
and offer all states a critical and viable choice.

Reinhold Niebuhr often warned against the excessive use of American
power in world affairs. Yet he also believed that “the world problem cannot
be solved if America does not accept its full share of responsibility in solv-
ing it.”” In this sense, he and Adams recognize that the United States is
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truly indispensable in the defense and pursuit of liberty. The establishment
of a new security order would be a foundational step in accepting this global
responsibility while ensuring America shares the responsibility and burden
with the rest of the free world. Moreover, “the future international order
will be shaped by those who have the power and the collective will to shape
it.”7* The creation of a coordinated, self-identifying Concert of Democra-
cies would go a long way toward aggregating the necessary power and col-
lective will needed to shape the emerging world order in our favor. N@]_
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Shadows on the Wall: Deterrence and Disarmament by Keith B. Payne. National Institute
Press, 2020, 187 pp.

Shadows on the Wall: Deterrence and Disarmament is the latest installment of deter-
rence thought from Dr. Keith B. Payne and takes on the strategic nuclear deterrence
policy debate from a unique perspective. This well-conceived and well-researched book
reviews three competing philosophical viewpoints regarding expectations of human and
state behavior vis-a-vis nuclear weapons and strategic deterrence within the current
international system. These competing narratives share the same goal of precluding
nuclear war but envision very different routes—from nuclear disarmament to the pres-
ervation of robust nuclear capabilities. These are the philosophical foundations for the
contending arguments in the US nuclear policy debate. While Payne concludes as he
begins, that “nuclear war must be prevented and deterrence remains a critical tool for
this purpose,” his assessment of these three narratives can educate the reader using a
framework and acumen to inform effective nuclear war prevention strategies.

Dr. Payne is cofounder of the National Institute for Public Policy and professor
emeritus at Missouri State University. He contributed to the 2018 Nuclear Posture Re-
view and authored, coauthored, or edited over 100 published articles and 17 books and
monographs.

The central thesis of this book is an assessment of the contending philosophies or
“narratives” underlying the US nuclear policy debate from the 1960s to the present. This
assessment is constructed around three narratives: a nuclear disarmament assertion re-
flecting idealist thought and two very different deterrence approaches that share some
initial points of realist thought. Payne labels these latter two narratives “easy” deterrence
and “difficult” deterrence.

First, Payne delivers perhaps the most eflicacious and contextual understanding of
realism and idealism as they pertain to competing world views and national priorities.
'These philosophies are informed by varying conjectural expectations of human and
state behavior within the contemporary international system. He reminds us that for
realists, the enduring interstate system is an anarchic “self-help” world that involves
competition and the potential for aggression and conflict. Conversely, Payne reviews
the idealist’s anticipation of a cooperative global world order and goal of transforming
the international system into one that facilitates and enforces peaceful resolutions of
interstate conflict. These two divergent perspectives of the world form the context for
his elegant presentation.

Next, Payne deconstructs the idealist’s goal of international transformation and
nuclear disarmament as the means to remove the omnicidal risk of nuclear war. The
belief is that the current international order can be transformed via a rigorous, mutu-
ally complaisant effort so compelling that individual states willingly surrender their
nuclear arsenals in favor of “alternative global security mechanisms.” Payne surmises
that to a nuclear idealist, the continued existence of nuclear arsenals poses a greater risk
to global security than would their voluntary retirement, and a policy of nuclear deter-
rence is “an impediment to disarmament because it suggests a positive and important
value for nuclear weapons.” Unfortunately, Payne opines that international transforma-
tion and disarmament demand a preceding level of enlightenment, mutual trust, and
cooperation that has not been seen in the history of mankind and generally is not
deemed plausible by realists.

Payne then presents two alternatives to the idealist nuclear disarmament narrative.
Couched as “easy” deterrence and “difficult” deterrence, Payne’s bifurcated expressions of
nuclear deterrence have common realist starting points but diverge from there. His as-
sessment of these competing alternatives offers the reader a cogent understanding of
deterrence that rivals the Kahn-versus-Schelling principles. Since international co-
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operation cannot be expected and “the world lacks an overarching authority with suffi-
cient power to regulate interstate behavior reliably and predictably,” nation-states must
act in their own national interests, sovereignty, and security. Consequently, states are “on
their own” to pursue sufficient power to ensure their own existence and purpose. In the
realist’s worldview, nation-states generally act in their own survival interest first and fore-
most. For the realist, “nuclear weapons are a symptom of the enduring realities” of today’s
international system, according to Payne. His narratives of “easy” versus “difficult” deter-
rence provide a splendid framework by which to consume this expert’s rationale.

Under “easy” deterrence, Payne posits that the “essential requirements for stable
mutual deterrence are easy to understand, easy to meet, and are largely predictable and
reliable.” This narrative, derived from the works of Schelling and Waltz, relies on ratio-
nal or “sensible” adversaries, “crystal ball” effects, and relatively modest second-strike
nuclear capabilities. The key is an obviously easy mental transaction based on mutual
fear of intolerable catastrophe or existential destruction. However, Payne carries this
deterrence narrative into a clarity that any layman can comprehend. For the modern
idealist, the disarmament narrative envisions the fear of nuclear war as a catalyst to
enable global disarmament and enlightened transformation. Contrastingly, the “easy”
narrative envisages the fear of nuclear war as a reliable means for minimizing the po-
tential of actual nuclear war. These are two very different routes to the same goal of
precluding nuclear war.

“Difhicult” deterrence, Payne theorizes, shares the goal of precluding nuclear war but
acknowledges that deterrence is a never-ending and messy pursuit of peace and stability,
devoid of standard formulas or fully predictable behavior. Unlike “easy” deterrence, “dif-
ficult” deterrence does not assume all rational adversaries would behave in a foreseeable
manner or necessarily calculate the costs and benefits of war akin to American values.
Payne clearly describes “difficult” deterrence as an ongoing, complex challenge “with no
fixed approach and no corresponding finite and fixed set of nuclear capabilities that can
predictably provide the desired deterrent effects.” Moreover, he states, to think other-
wise would be a “fatal error.” Thus, the lesson of this narrative is that deterrence strate-
gies must be “tailored” to each adversary and account for each opponent’s characteristics,
values, and goals—an effort made difficult because it is imprecise and ever-changing.

Of the three narratives explored, idealism and “easy” deterrence offer society much
greater comfort and perhaps a false sense of stability and security. Idealism projects a
new and more peaceful world order without nuclear weapons while “easy” deterrence
expects deterrence to preclude nuclear conflict without the need to transform the inter-
national order. Payne’s clear-eyed assessment questions both the idealist solution of a
timely, profound transformation of the international system and the “easy” deterrence
expectation that all sensible leaders will respond with predictable caution if confronted
with a nuclear deterrent threat to their societies. He adds, however, that the “difficult”
deterrence narrative offers little comfort or ease; it alone confronts the two apparent
realities that the timely, global, and cooperative transformation necessary for disarma-
ment is unlikely and that effective deterrence ultimately is far from easy “because leader-
ship decision-making is variable and unpredictable.” Payne concludes that this is the
challenge that must continually be met because “nuclear war must be prevented and
national security preserved.”

'This book is a must-read for those serving in the nuclear enterprise or those inter-
ested in international relations. Dr. Payne’s 187-page disquisition presents the most
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cogent review of today’s competing nuclear narratives, and his conclusions provide a new
framework by which to devise a strategy to achieve a stabilizing deterrence effect.

Curtis McGiffin
Associate Dean, School of Strategic Force Studies
Air Force Institute of Technology

The Future of Strategy by Colin S. Gray. Polity Press, 2015, 150 pp.

Colin Gray is one of the most important strategy scholars of our time. He advised the
US and UK governments and authored more than 30 books and numerous articles on a
broad range of topics, from nuclear weapons to geopolitics to the theory of strategy. In
many ways he Future of Strategy is a summary of Gray’s previous ideas (he cites 10 of his
own books in the 117 pages of text). If one did not want to read or assign to students 364
pages of Modern Strategy (Oxford University Press, 1999) or 257 pages of The Strategy
Bridge (Oxford University Press, 2011), then The Future of Strategy captures many of
Gray’s previous ideas, though in much less detail.

Gray suggests that the book’s purpose is to show the universal qualities of strategy. The
introduction and chapters 1 and 2 discuss Gray’s intent and arguments about the need
for a theory of strategy. Chapters 3 and 4 emphasize the difference between the theory of
strategy, which remains unchanged throughout history (and will remain so into the fu-
ture), and the practice of strategy, which is altered by time, location, and technology,
among other things. Chapter 5 touches on grand strategy and geostrategy. Chapter 6 and
the conclusion focus on the threat of nuclear exchange and how that would void his argu-
ments about future strategy.

On initial reading, the lack of new ideas was disappointing, and anyone familiar with
Gray’s work will likely react the same way. The Strategy Bridge considers the permanent
nature but changing character of strategy and differentiates between a theory of strategy
and strategies (aka plans), while Modern Strategy explores how the context of strategy
changes as well as the relationship between strategy and politics. On closer inspection,
though, and after rereading some of his previous work, although 7he Future of Strategy
restates many of his ideas, it also shows some of the evolution of Gray’s thinking.

Gray has written so much on strategy that some of his ideas in Zhe Future of Strategy
seem to contradict earlier thoughts, without mention of how his thinking evolved. The 23
dicta (pp. 47-48) that make up his general theory of strategy are incredibly useful for
classroom discussions and are easily defensible as necessary elements of strategic thought.
However, they are similar to the 21 dicta in Strategy Bridge and to many of the 40 maxims
in Fighting Talk (Praeger, 2007). Many of those same 23 dicta reappear in the more re-
cent Theory of Strategy (Oxford University Press, 2018), though they are now key prin-
ciples and are organized differently. It is not a problem that his ideas evolve over time; in
fact, that is admirable. But if the same concepts appear as maxims, dicta, and then prin-
ciples, these revisions might confuse rather than clarify our understanding of strategy,
and it would be useful to know what prompted the changes.

While Gray’s definition of strategy appears to remain constant, there is a shift some-
where between Modern Strategy, where strategy involves only the military instrument of
power, and Strategy Bridge, where it now includes any instrument of power (Gray has
separate definitions for strategy and military strategy to account for this shift). This change
suggests, probably accurately, that a strategy can involve nonmilitary instruments and still
achieve political aims.

One weakness in Gray’s work is his insistence on equating models with theory. A
theory explains a phenomenon while a model is a representation of reality. Gray’s general
theory of strategy involves his 23 dicta as well as the ends/ways/means model of strategy.
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By incorporating all of these into his theory, Gray both complicates and confuses the
concept of a theory of strategy. Carl von Clausewitz claims that the nature of war is a vio-
lent, political, contest of wills; that is not a theory of war but a description of it. A theory
of war is more akin to Thucydides’s argument that war stems from fear, honor, and interest.

An appropriate parallel comes from physics. The laws of physics explain the unchang-
ing nature of the world around us (its essence). Theoretical physics is a discipline in-
tended to explain behavior as constrained by those laws. The theories rarely change, but
could if confronted with new information or new technology (character). Applied phys-
ics and engineering put those theories to the test (conduct). To connect strategy with
Clausewitz’s view of war, I would offer that the nature or essence of strategy involves
many of Gray’s dicta—it is political, it is a bridge between politics and operations, and so
forth. The ends/ways/means of strategy may be unchanging in the abstract, but that is not
the essence of strategy—it is a model of strategic choices (or the character of strategy).
Finally, strategies and plans are implementations of that model and represent the con-
duct of strategy.

One final issue is that Gray’s discussion of strategy rarely addresses risk, and it is not
a part of The Future of Strategy. His ends/ways/means model incorporates assumptions,
and there is probably a link between those concepts; the more assumptions one makes,
and the more heroic those assumptions, the greater the risk to one’s strategy. More explo-
ration of that connection would have been a welcome addition.

Like all of Colin Gray’s books, The Future of Strategy is an important read for those
who think about, teach, or create strategy. There is not much new material if one is famil-
iar with his earlier work, but it is a more condensed version of his ideas and therefore
more accessible to those first engaging the study of strategy. At the same time, this book
seems to bridge his earlier work and the more recent Theory of Strategy, which further
develops his ideas. While I disagree with some of Gray’s views of strategy, his contribu-
tion to the field is immeasurable, and The Future of Strategy is another example.

Dr. Gregory D. Miller
Air Command and Staff College
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IN MEMORIAM

COLIN S. GRAY
1943—2020

We honor the memory of author, scholar, and strategist Dr. Colin S. Gray, one of
the original Strategic Studies Quarterly advisers. As a dual US-UK citizen, he served
as a strategy and policy consultant in Washington, DC, and London. Dr. Gray earned
a bachelor’s degree in economics from the University of Manchester in 1965 and a
doctorate in international politics from Oxford in 1970. Among his published works
are more than 30 books and 300 articles, including Airpower for Strategic Effect (2012),
The Airpower Advantage in Future Warfare (2007), and Understanding Airpower (2009)
with Air University Press.

Professor Gray taught at universities in Britain, Canada, and the United States;
became assistant director of the International Institute for Strategic Studies
(London); and worked with Herman Kahn at the Hudson Institute. In 1981 he
founded the National Institute for Public Policy and then served on the President’s
General Advisory Committee on Arms Control and Disarmament. In April 1987
he was presented the Superior Public Service Award by the US Department of the
Navy. In 1997-98 he served on the Panel of Experts on the UK Strategic Defence
Review. Dr. Gray was also a member of advisory panels for the Congressional Office
of Technology Assessment (strategic defense initiative and space weapons), the
Department of the Army (tactical nuclear weapons), the Department of the Air
Force (innovations), and the US Space Command (future of space forces).

Few scholars were ever more influential in the theory and practice of strategy, the
dialogue about policy versus military force, or the value of history for educating policy
makers. He will be sorely missed by Air University and Strategic Studies Quarterly.
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