STRATEGIC
STUDIES
QUARTERLY

—

FALL 2020 VOL. 14, NO. 3

Shining a Light on Cyber:
An Interview with John C. “Chris” Inglis

Assessing the Singapore Summit—Two Years Later
Kelly A. Grieco

FEATURE ARTICLE

Ready, Set, Getting to Go:

US Nuclear Test Readiness Posture
Lt Col Geoffrey Steeves, USAF

A National Strategy for Synthetic Biology

Lt Col Marcus A. Cunningham, USAF
John P. Geis II

The Future of the Transatlantic Alliance:
Not Without the European Union

Sven Biscop

Challenges to the Nuclear Non-Proliferation Treaty

Manseok Lee
Michael Nacht

Twenty-First-Century US Nuclear Power:
A National Security Imperative

David K. Gattie
Joshua N. K. Massey




STRATEGIC
STUDIES

QUARTERLY

Chief of Staff, US Air Force
Gen Charles Q. Brown, Jr., USAF
Chief of Space Operations, US Space Force
Gen John W. Raymond, USSF
Commander, Air Education and Training Command

Lt Gen Marshall B. Webb, USAF

Commander and President, Air University
Lt Gen James B. Hecker, USAF

Director, Academic Services

Mehmed Ali, PhD

Director, Air University Press
Maj Richard T. Harrison, USAF

Editor
Col W. Michael Guillot, USAF, Retired
Managing Editor Illustrator
Jeanne K. Shamburger Daniel M. Armstrong
Print Specialist ‘Webmaster
Megan N. Hoehn Kevin V. Frey
Advisers

Contributing Editors

David C. Benson, PhD
Mark J. Conversino, PhD
Kelly A. Grieco, PhD
Michael R. Kraig, PhD
Dawn C. Murphy, PhD
David D. Palkki, PhD
Nicholas M. Sambaluk, PhD
Wendy Whitman Cobb, PhD

Gen Michael P. C. Carns, USAE Retired
James W. Forsyth, PhD
Christina Goulter, PhD

Robert P. Haffa, PhD
Jay P. Kesan, PhD
Charlotte Ku, PhD

Martin C. Libicki, PhD

Q

2y
oy

. Up <>
NUR FORC uy I\/EY\s

hetps://www.af.mil/ heeps://www.aetc.af.mil/ https://www.airuniversity.af.edu/


https://www.af.mil/
https://www.aetc.af.mil/
https://www.airuniversity.af.edu/

STRATEGIC STUDIES QUARTERLY

An Air Force—Sponsored Strategic Forum on
National and International Security

FALL 2020 VOL.14,NO. 3

POLICY FORUM

3 Shining a Light on Cyber

An Interview with John C. “Chris” Inglis

12 Assessing the Singapore Summit—Two Years Later
Kelly A. Grieco

FEATURE

22 Ready, Set, Getting to Go:

US Nuclear Test Readiness Posture
Lt Col Geoffrey Steeves, USAF

PERSPECTIVES

49 A National Strategy for Synthetic Biology
Lt Col Marcus A. Cunningham, USAF
John P. Geis IT

81 The Future of the Transatlantic Alliance:
Not Without the European Union

Sven Biscop

95 Challenges to the Nuclear Non-Proliferation Treaty
Manseok Lee
Michael Nacht

121 Twenty-First-Century US Nuclear Power:

A National Security Imperative
David K. Gattie
Joshua N. K. Massey



EDITOR’S EPILOGUE

143 Editor's Epilogue

W. Michael Guillot, Editor

BOOK REVIEWS

145 For Want of a Nail

by Amy Franceschini and Michael Swaine
Reviewed by Lt Col Scott C. Martin, USAF

146 Double Jeopardy: Combating Nuclear Terror and

Climate Change
by Daniel B. Poneman
Reviewed by Lt Frederick Metzger, USAF

147 Assured Destruction: Buildin g the Ballistic Missile Culture

of the Air Force
by David W. Bath
Reviewed by Dr. Heather Venable

149 Burn-In: A Novel of the Real Robotic Revolution

151

by P. W. Singer and August Cole
Reviewed by LTC Kirby “Bo” Dennis, USA

War in 140 Characters: How Social Media Is Reshaping

Conflict in the Twenty-First Century
by David Patrikarakos
Reviewed by Dr. John-Michael Arnold
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Shining a Light on Cyber
An Interview with John C. “Chris”’ Inglis

Former Deputy Director, National Security Agency
Member, Cyberspace Solarium Commission

Conducted 4 July 2020

The Cyberspace Solarium Commission was established through the 2019
National Defense Authorization Act (NDAA) and charged with answering
two questions: “What strategic approach will defend the United States
against cyberattacks of strategic consequence? And what policies and legis-
lation are required to implement that strategy?” The Commission began in
the spring of 2019 and included four legislators; the deputies of the Depart-
ments of Defense, Justice, and Homeland Security; the director of national
intelligence; and six commissioners appointed from the private sector by the
majority and minority leaders of the House and Senate. It conducted over
300 engagements across the private and public sectors, including 30 face-to-
face Commission meetings. The Commission report of 11 March 2020
recommended an overall strategy along with 82 proposals centered around
six key areas: government organizational reform, international norms, na-
tional resilience, reshaping the cyber system, private-sector collaboration,
and the military instrument of power. The entire report can be found at
https://www.solarium.gov/. This interview with commissioner Chris Inglis
is a behind-the-scenes view of cybersecurity and the Commission’s work.

§80: How bad is the threat to our national security, and is the threat
worse in one area, such as infrastructure or commerce?

JCI: The digital era has brought economic growth, technological innova-
tion, and an improved quality of life to nearly every American. It has also
created a strategic dilemma. The more digital connections we make and data
we exchange, the more opportunities adversaries from criminals to nation-
states have to intrude on national defense, disrupt critical functions, and
damage our economic and democratic institutions. The Solarium Commis-
sion worked over the past year to identify and address several key national
security problem areas, including the defense of our critical infrastructure.

First and foremost, our nation lacks an integrated national cyber
strategy. There are inconsistencies and gaps across the various departments
and agencies, and our nation does not have a cohesive vision for how to
work together across the federal enterprise, let alone with the private sec-
tor. Second, most of our critical infrastructure is owned and operated by
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the private sector and faces increasing attacks by malicious cyber actors on
a daily basis, to include adversarial nation-states. And while the skirmish
lines of cyberspace are quite literally manned by the private sector, the
government can and must do more to support its efforts with a robust,
proactive, and collaborative application of the full suite of government-
unique authorities and capability. Third, we must get faster and smarter,
improving the government’s ability to organize concurrent, continuous,
and inherently collaborative initiatives to build resilience, respond to cyber
threats, and preserve whole-of-government options that signal capability
and willingness to impose costs on adversaries.

$80: The report critiques current US organization and structure for
cyber as inadequate and proposes a new national cyber director, but it
does not recommend eliminating any of the current competing organi-
zations. Why not?

JCI: The Commission determined that the fundamental problem across
the federal cyber enterprise was a lack of coherence—not duplicative ef-
forts or competition—a problem significantly exacerbated by the lack of a
person or organization accountable for anticipating and preparing for co-
ordinated action. Looking at the history and current structure of the ex-
ecutive branch, three clear institutional challenges emerged. First, the
tederal government lacks consistent, institutionalized leadership in the
White House on cyber and cybersecurity. Second, due to the lack of a
consistent advocate, cybersecurity is inconsistently prioritized in the con-
text of national security. Third, the United States lacks a coordinated, co-
hesive, and clear strategic vision for cyber. While a national-level cyber
coordination position has existed in various forms within the White
House through the years, it has never been Senate confirmed. It also in-
herently did not have a robust ability to influence the president’s budget
or to convene decision makers to prepare and recommend a coordinated
strategy and lines of effort to the president. In considering how best to
implement such a role, we did not find any organization currently assigned
to it, leading us to conclude that we needed to create the role rather than
eliminate one or more of the stovepipes.

$80: The tone of the recommendations appears quite aggressive. Is
this an accurate description, and was this the intent?

JCI: The report and its recommendations are aggressive, but it is impor-
tant to note their overwhelming focus on defense and deterrence. It is past
time for the US to seize the initiative ceded to adversaries by our collective
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failure to increase the cost of their aggression as a deterrent to their further
escalation. The central message embedded in the Commission’s recom-
mended strategy is that the US intends to undercut the advantage adver-
saries have enjoyed in being able to selectively target and defeat weak links
in our system. Henceforth, an adversary will find the US more resilient,
unified, capable, and willing to impose costs for bad behavior. The Com-
mission’s recommended strategy is therefore one of “layered cyber deter-
rence” based on investments in norms, resilience, proactive defense, cost
imposition, a more robust public-private partnership, and leverage accru-
ing from international coalitions.

The Commission recognized the strategic merits of the Defense De-
partment’s “defend forward” 2018 cyber strategy. At its heart, defend for-
ward is about protecting the things the United States holds dear, like its
democratic institutions, economy, and way of life.

The concept of forward defense has long-standing historical roots.
American grand strategy during the Cold War was anchored in this con-
cept. Moreover, there are also risks associated with inaction or, worse,
tolerating bad behavior. Defend forward will include taking actions at the
operational and tactical levels that will change how our adversaries under-
stand our priorities and decision calculus and, in turn, choose to operate in
the domain. We also have to be more proactive in communicating the
United States’ intentions, goals, and means. This is why signaling is so
important and why we need a more robust signaling strategy. We can bet-
ter manage any potential escalation risks that may arise and better com-
municate with adversaries as well as our allies. In all of this, the Commis-
sion deliberately took into account potential escalation risks.

Some reviewers have raised concerns that the Commission’s affirmation
of the defend forward concept suggests the United States become more
offensive in its defense of cyberspace. We wanted to make clear that, in
keeping with the defend forward concept as understood by both the Com-
mission and the Department of Defense, it is an inherently defensive
strategy that incorporates early warning and early action against material
threats to US interests. More importantly, the Commission recommends
that the US extend the concept to the use of all instruments of national
power, applying legal, diplomatic, and financial tools in a coordinated
fashion that adheres to international law and the associated standards of
necessity and proportionality.

§80:Is it probable that democracies may be able to counter what ap-
pears to be authoritarian regime advantage in cyberspace?
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JCI: Authoritarian regimes certainly have undeniable advantages in
cyberspace. They can subordinate individual citizen interests to those of
the state and are better positioned to present a unified front, long term, in
various international fora that determine the internet’s norms, standards,
and protocols. However, the authoritarian approach stifles innovation—
which remains the vital engine on which cyberspace continues to be
built—and brings with it unacceptable restrictions on human rights along
with the imposition of state surveillance and control. The Commission
recommends that the United States work with like-minded countries to
counter the malicious actions of authoritarian regimes by building on the
vitality and innovation delivered by free, open, diverse, and democratic
societies while creating coalitions that act in concert to detect, respond to,
and punish bad behavior. In the end, we are more likely to be an attractive
alternative to nonaligned states by delivering better performance along-
side the values America, its partners, and allies hold dear.

§80: Can cybersecurity norms realistically prevent malicious activi-
ties when many offensive cyber operations seem to violate norms?

JCI: Norms in and of themselves do not prevent malicious activities,
but they are the vital foundation on which incentives and consequences
affecting human and nation-state behavior must reside. The Commis-
sion’s proposed deterrence strategy depends on the concurrent and inte-
grated application of three lines of effort: shaping behavior by working
with the private sector, partners, and allies to define and promote re-
sponsible behavior; denying benefits to adversaries who would violate ac-
cepted rules of behavior; and imposing costs on those who do. The ulti-
mate targets of deterrence then are the humans who—singly or
collectively—promote, tolerate, or undertake malicious action in cyber-
space. They will respond to incentives and consequences if we are clear
in articulating them, unified in applying them, and diligent in following
through on “promises made”in the form of incentives or cost imposition.
Authoritarian regimes, like China and Russia, sometimes have tactical
advantage in cyberspace as they violate international norms through op-
erations that disregard agreed rule of law and impinge on human rights.
But international norms implemented and reinforced by a coalition of
states willing to call out and impose costs for transgressions will aftect
the decision calculus and ultimately the behavior of rogue actors. This is
why the Commission recommends creating and appropriately funding a
new Cyberspace Security and Emerging Technologies Bureau led by a

new assistant secretary at the Department of State. The assistant secre-
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tary will be responsible for coordinating engagements with partners and
allies to build and support that coalition.

§80: Are you concerned about the intersection and comingling of
technologies such as cyber, artificial intelligence, quantum computing,
and space?

JCI: The Commission recognizes that emerging technologies such as
artificial intelligence and quantum information science pose both opportu-
nities and risks. Several of our recommendations touch on this very issue.
More importantly, the Commission recommends that the national cyber
director take on the additional responsibility for coordinating federal ef-
forts to anticipate and address emerging technologies. The Commission’s
report contains specific recommendations that address federal research and
development funding levels, quantum computing, related funding support
for the National Institute of Standards and Technology (NIST), and sup-
port for the President’s National Security Telecommunications Advisory
Committee (NSTAC) cyber “moonshot” initiative. This initiative recom-
mends a transformative effort to reengineer the underpinnings of cyber-
space to yield an inherently more robust, resilient, and defensible domain.

§80: What's the best way to get the private sector to take cybersecu-
rity seriously?

JCI: Many in the private sector do take cybersecurity seriously and
make the types of investments necessary to secure their networks. Clearly
some do not. The Commission’s recommendations offer a mix of incen-
tives, accountability, and consequences to significantly improve the mobili-
zation and commitment of private-sector capabilities needed to create and
defend digital infrastructure largely owned and operated by the private
sector. While the Commission’s recommendations display a preference for
the use of market forces and incentives, they also include compulsory ac-
tion when and where necessary by private- and public-sector entities.

However, mobilizing the stakeholders in cyberspace within their re-
spective silos is at once necessary and insufficient. A private company act-
ing alone will be unable to prevent all breaches and successfully defend
against a well-resourced, sophisticated nation-state adversary. The govern-
ment must also become a valued partner in the defense of cyberspace,
employing the full range of its intelligence assets and inherently govern-
mental powers in a mutually beneficial collaboration with the private sec-
tor. The US government can thus play a powerful role, supplying compa-
nies with threat information that heightens awareness and advances
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security without raising private-sector costs and applying the full power of
the government to a whole-of-society effort alongside the private sector.
To be clear, the government will not patrol and defend private-sector net-
works, but it can and must stand alongside, and sometimes out in front of,
private-sector defenders in a full-throated collaboration

To advance collaboration, the Commission’s recommendations focus
on expanding and increasing private-sector participation in voluntary
threat detection programs, creating a “joint collaborative environment”
between the public and private sectors, and working with the federal gov-
ernment to “strengthen and codify processes for identifying broader
private-sector cybersecurity intelligence needs and priorities.” Where a
given sector’s criticality and/or risk was deemed to be particularly sig-
nificant, the Commission provided more specific and tailored recom-
mendations. One example is the US defense industrial base that the
Commission recommends should participate in a significantly improved
threat intelligence sharing program with the US government and increase
threat hunting on its owned networks.

§80: The Commission proposed that the US observe, pursue, and
counter adversaries short of armed conflict. Where is the line? How do
we stay below the line, and under what circumstances should the US
consider (and signal) our clear intent to cross the line?

JCI: 'The specific definition of whar would constitute the line to be
crossed or what would rise to the level of armed conflict remains an inher-
ently political decision. The Commission believes this should continue to
be the case in cyberspace as well. The United States can and must clearly
signal the kinds of unacceptable activities that would trigger such thresh-
olds, but without constraining the ability of political leaders to maneuver
and adapt in the midst of a crisis. To change adversaries’ behavior, it isn't
sufficient to simply detect and react by only responding to their initiatives,
countering their campaigns, and imposing costs. Rather, the United States
must signal capability and resolve, as well as communicate the changes it
seeks in adversary behavior, to shape the strategic environment. Beyond
deterrence, signaling is also essential for escalation management so actions
are not unintentionally perceived as escalatory. This is why the Commis-
sion recommends a multitiered signaling strategy aimed at altering adver-
saries’ decision calculus and addressing risks of escalation. It is multitiered
because it includes signaling mechanisms at the strategic level through
traditional channels as well as signaling at the tactical and operational
levels through overt and covert means.
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$80: The report states that the public and private sectors should be
allowed to defend themselves and strike back. However, it does not ad-
dress changes to the Computer Fraud and Abuse Act (CFAA). Is this a
problem? And what are the implications of hack back?

JCI: The Commission does not envision or recommend that the private
sector engage in “hack-back” activities. We find them to be ineftective and
ill advised when applied by organizations lacking the ability to ensure that
cyber response actions are coordinated with other government tools (legal,
financial, intelligence, and diplomacy key among them) and, as your ques-
tion notes, the ability to be consistent with US and international law. How-
ever, the Commission does recommend the concurrent and coordinated
application of all private- and public-sector capabilities and authorities. It
moves away from a division of effort between the private and public sectors
toward a robust collaboration. It also acknowledges that cyber defense will
always have a significant dependency on the underlying efforts of the own-
ers and operators of private networks and infrastructure operating under
current authority to prepare and defend their digital infrastructure.

§80: Can you foresee the prospect of cyber as an existential threat,
and if so, how might this occur?

JCI: Considering the issue of a catastrophic cyberattack, it is important
to acknowledge the millions of daily intrusions that disrupt everything
from financial transactions to the inner workings of our electoral system.
When viewed through that lens, we experience a cyber Pearl Harbor every
day. It is just not registered as a shared event in the collective conscious-
ness of the American people. This steady erosion of cyber system integrity
married with increasingly bold adversary behavior sets up an increasing
possibility of a catastrophic event. As noted throughout the report, critical
functions underpinning commerce, travel, health, and safety rely on net-
works of digital devices. A major cyberattack on our nation’s critical infra-
structure mounted by a nation-state adversary capable of preparing and
sustaining a dedicated campaign would create chaos and lasting damage.
'The United States can do much to reduce the risk of major attacks through
improving deterrence, resilience, and response. The Commission’s 82 rec-
ommendations offer a strategy and blueprint to mobilize all available re-
sources and authorities to better defend the US in cyberspace and against
destructive cyberattacks.

STRATEGIC STUDIES QUARTERLY & FALL 2020 9
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$80: The report laments that it was not able to solve all the chal-
lenges. What were some of those you would have liked to solve? Which
solutions required too great a compromise?

JCI: While we discussed the challenge of aligning various national per-
spectives on the use of encryption, we did not come to a consensus. While
encryption is an essential tool for the protection of the foundations of
critical functions in cyberspace, it is also a tool used by some to hide their
depredations from legitimate law enforcement. This remains a critical is-
sue on which we wish we could have done more work.

§80: What do you imagine as the best-case scenario from the Com-
mission’s work, and what is the worst-case outcome?

JCI: The Commission recommended 82 actions with specific outcomes,
timelines, and action owners. Of these, 57 require legislative action, and
the Commission drafted proposed legislation for consideration by a spe-
cific committee of jurisdiction. With that preparatory work in hand, the
best case is that the 25 nonlegislative proposals will be broadly adopted by
the executive branch and the private sector at whom they are aimed. Ad-
ditionally, a substantial portion (50 percent or more) of the Commission’s
legislative proposals would be adopted within the 2021 National Defense
Authorization Act or other legislative vehicles over the next six to 18
months. Legislative proposals not adopted in the present Congress have
enduring value as “break glass” proposals that remain at the ready for im-
plementation when political will and the conditions of cyberspace align.

'The worst case is that the Commission’s recommendations join those
of other previous commissions already on the shelf, and the nation carries
on toward a sure and certain crisis in cyber for which we could have

prepared—but failed to do.

§80: Do you believe this Commission’s recommendations will make
a difference? If so, how will you know?

JCI: I do think they will make a difference. Within 90 days following
the Commission’s report, 11 of our proposals were included in the Senate
markup of the NDAA. These will help shore up the military instruments
of power—a key pillar in our report. We have hosted or participated in
dozens of sessions engaging a diverse array of private-sector, think tank,
and government leaders whose efforts will determine the success or failure
of the remainder of the Commission’s recommended strategy. The reviews
and promise of support have been solid at every turn, though the proof
will be in the execution. We anticipate that many more of our recommen-
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dations will be enacted by Congress or taken up as a shared effort by
government and private industry. This will lead to renewed engagement in
cybersecurity thinking and planning.

'The Senate and the House are currently working to extend the Com-
mission, with a smaller footprint, for another year through the NDAA.
We will use that opportunity to continue to facilitate implementation us-
ing an assessment tool that will track progress and hone the Commission’s
body of work through the production of white papers on specific topics of
interest. Cyber workforce development is but one example.

§80: On behalf of Team $SQ and the SSQ audience, thank you Mr.
Inglis for serving on the Solarium Commission and for sharing your in-
sights on what may well be the most difficult security challenge of the
twenty-first century. NN@]_
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Assessing the Singapore Summit—
Two Years Later

met in Singapore for the first-ever meeting of a sitting US presi-

dent with the leader of North Korea. The two men, to much fan-
fare, shook hands in front of a row of six American and six North Korean
flags. The now iconic image of the Trump-Kim handshake heralded the
possibility of a better future between the two nations. At the conclusion of
the summit, Trump and Kim cast aside 70 years of mutual enmity between
their two nations, jointly pledging “a new future” of peaceful relations and
the “complete denuclearization of the Korean Peninsula.”! President
Trump hailed the summit as a triumph. “Everybody can now feel much
safer than the day I took office,” he declared on Twitter. “There is no longer
a Nuclear Threat from North Korea.”

‘Two years later, that optimism is gone. A second Kim-Trump summit,
held in Hanoi, Vietnam, in 2019, ended abruptly without even a hand-
shake, much less an agreement on how to move forward on denucleariza-
tion or progress on sanctions relief.3 A few months later, the two leaders
met once more—this time in the heavily fortified demilitarized zone
(DMZ) separating the two Koreas—and agreed to restart negotiations.*
But that meeting has since proved little more than a photo op. Working-
level talks between the US and North Korea have stagnated. The last round
of talks, held in October 2019 in Stockholm, Sweden, ended after only
eight hours of discussion. The two sides were deadlocked over how much
the US would lift sanctions in exchange for Kim’s dismantling his main
nuclear complex.’ Since then, both countries have stepped back from di-
plomacy: the US imposed new sanctions while North Korea resumed
short-range ballistic missile tests, continued to enrich uranium, and ex-
panded the size of its nuclear arsenal.®

The last embers of optimism burned out on the second anniversary of
the Singapore Summit. “Even a slim ray of optimism for peace and pros-
perity on the Korean Peninsula had faded away into a dark nightmare,” said
North Korea’s foreign minister, Ri Son-gwon.” Having long threatened to
“find a new way” if diplomacy with the US failed, Pyongyang has returned
to its old playbook: ramping up tensions, exploiting loopholes in agree-
ments, and buying time to advance its nuclear and missile arsenals in a
dangerous game of brinksmanship.® For all the rhapsodizing about his re-

O n 12 June 2018, President Donald J. Trump and Kim Jong-Un
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lationship with Kim—the praise of “beautiful letters” and the public mus-
ings that “we fell in love”—President Trump’s efforts failed.” He made a
series of concessions, including the unilateral cancellation of annual mili-
tary exercises between the US and South Korea, but got very little in re-
turn.'® Washington finds itself back where it started, but with North Korea
now more nuclear capable and less isolated and its leader more self-assured.

'The US can still learn a great deal from the events of the past two years.
'The diplomatic outreach to North Korea has exposed the limitations of
personal diplomacy and the urgent need for the US to recalibrate its stra-
tegic objectives from denuclearization to limitations on the size and so-
phistication of the North’s nuclear and missile arsenals. A comprehensive
freeze is the best outcome at this point, but it will be harder to achieve
after the string of failed diplomatic maneuvers. Washington and Pyong-
yang walked away from those talks convinced that “maximum pressure”
works against the other. With the US and North Korea set to play a dan-
gerous game of brinksmanship, the risks of miscalculation, inadvertent
escalation, and war are now greater.

President Trump’s personal diplomacy with Chairman Kim has done
much to discredit the great man (or great woman) theory of history. Dur-
ing the 2016 presidential campaign, he extolled his “deal-making” skills,
asking Americans to place their trust solely in him. Claiming that “I alone
can fix” the foreign policy problems, he vowed to end the “international
humiliation” and restore American prestige abroad.!! Solving some of the
toughest global challenges was simply a matter of striking deals with other
world leaders. What mattered were the statesmen, not the structural forces
shaping international politics or realpolitik calculations. Touting his expe-
rience negotiating business deals, the president claimed to know how to
cultivate the kind of personal relationships that would resolve foreign
policy disputes on terms more favorable to the US and elevate America’s
global standing in the process.!? That personalized approach to diplomacy
has been on full display in his dealings with the North Korean leader.
Since the start of diplomatic outreach to Pyongyang in 2018, Trump has
touted his personal relationship with Kim, stating, “I have a good chemis-
try with him.” The president claimed the relationship was responsible for
a reduction in the North Korean threat to the US and its allies. “Look at
the horrible threats that were made,” Trump argued. “No more threats .. .
No missiles.”?® The president also credited his strong personal rapport
with Kim for averting a war on the Korean Peninsula. He asserted, “Many
good conversations with North Korea—it is going well. . . . If not for me,
we would now be at War with North Korea!”*

STRATEGIC STUDIES QUARTERLY & FALL 2020 13
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But those claims do not stand up to scrutiny. For one, President Trump
seems to forget that he was the one who ramped up tensions with Pyong-
yang, famously calling Kim “Rocket Man” and threatening to “totally de-
stroy” North Korea in an address to the United Nations General Assembly.
What personal diplomacy accomplished was a reprieve from the tit-for-tat
insults and mutual threats of preemptive strikes and nuclear war. Beyond
that, the “bromance” produced meager results. North Korea returned re-
mains of 55 US service members killed during the war, but 450 sets of re-
mains—many of them later found not to be Americans—have been sent
back in previous administrations.!® Pyongyang reportedly still has the re-
mains of hundreds more US service members in its storage facilities, kept
as bargaining chips in future negotiations.!® The North released three
American detainees from its custody, but it has made similar gestures in the
past, including 11 Americans freed during the Obama administration.'”

Nor can the president take credit for Kim’s moratorium on long-range
missile and nuclear tests. On 21 April 2018, Kim declared that his country
would cease intercontinental ballistic missile and nuclear tests in the lead-
up to the Singapore Summit. Kim’s stated reason was entirely strategic,
not personal: the North had “finished its mission.” He added, “We no
longer need any nuclear test or test launches of intermediate and intercon-
tinental range ballistic missiles.”*® In other words, the North Korean leader
was now confident enough in his nuclear and long-range missile arsenals
so as to make future testing of limited value. In coercion parlance, it con-
stituted a “cheap signal.”’ Kim has incurred few costs with his self-
imposed testing pause, rendering it of little use in assessing whether his
commitment to a diplomatic solution was credible or a bluff.

Despite heaping praise on Kim for being a “great leader” and “very
smart guy,” President Trump was not able to parlay his personal relation-
ship with Kim into a diplomatic breakthrough.?® On 4 May 2019, two
months after the failed Hanoi Summit, North Korea fired a new type of
solid-fuel, short-range ballistic missile and tested two separate multiple
launch systems. Since then, North Korea has conducted some 20 short-
range missile tests.?! These tests did not break any promises made to the
Trump administration since Singapore. However, the real significance lay
in what they tell us about the limits of personal diplomacy. North Korea
initiated missile tests in direct response to the US and South Korea’s start
of a combined military exercise, called Dong Maeng—a scaled-back exer-
cise compared to the Foal Eagle and Key Resolve exercises carried out in
previous years. Despite the reduced scope of Dong Maeng, North Korea
perceived the exercise as threatening and a violation of the joint agree-
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ment signed with the US. “They seriously rattled us,” Kim admitted, and
in his view, the exercise was evidence of Washington’s “open hostile policy”
toward Pyongyang. North Korea responded to the exercise with “corre-
sponding acts”—missile tests calibrated to match the scope of allied
drills.?? In short, Kim's personal rapport with the president held little sway
in North Korea’s strategic calculations.

If President Trump thought he could translate his personal relation-
ship with Kim into a comprehensive nuclear deal, he was sorely mistaken.
The efforts did not even end low-level provocations, and North Korea
stated as much. Foreign Ministry adviser Kim Kye Gwan admitted his
country’s leader has “good personal feelings about President Trump” but
cautioned that “they are, in the true sense of the word, ‘personal.””?* Warm
personal feelings are not enough to resolve the nuclear standoft between
the two countries.

Trump is not the first US president to forge close bonds with foreign
leaders. President Franklin D. Roosevelt and Prime Minister Winston
Churchill attempted to foster a strong personal relationship during the
Second World War, meeting in person nine times, sending each other gifts
and birthday greetings, and exchanging personal letters.?* To be sure, the
camaraderie between Roosevelt and Churchill helped in maintaining alli-
ance cohesion during the war, but it could not settle their differences. Each
pursued his country’s definition of its national interests, allies or not.?
'They would have likely identified with the sentiments of President Rich-
ard Nixon, who observed, “There is an intangible factor which does not
affect the relations between nations. . .. When there is trust between men
who are leaders of nations, there is a better chance to settle differences
than when there is no trust.”?® Nixon harbored no great illusions about the
shortcomings of personal diplomacy. “A smile or a handshake or an ex-
change of toasts or gifts or visits,” he remarked, “will not by themselves
have effect where there are great differences.””’

'That is the case with North Korea today. President Trump’s trademark
personal diplomacy did not fail because he and Kim did not like each
other. Rather, Kim operated under the structural constraints and limita-
tions imposed on his country’s foreign policy by its place in the interna-
tional system. In this realpolitik world, he could not do personal favors for
the American president when bargaining over his country’s nuclear pro-
gram. Given the enormous strategic consequences, he simply could not
accept a deal against his country’s national interests, even if he might like
the man seated across from him at the negotiating table.
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In clarifying each country’s notion of its national interests, strategic
preferences, and bargaining positions, the diplomatic process has oftered a
valuable lesson.? If Washington learns anything from the past two years,
it should be to give up the illusion it could ever provide Pyongyang with
sufficient incentives to denuclearize. For the impoverished country, nuclear
weapons—and a credible delivery capability—are the best means to en-
sure survival and deter a US attack. As Vipin Narang argues, North Korea
has most likely adopted a nuclear strategy of asymmetric escalation—
threatening to use short-range nuclear weapons early in a military conflict
against the US to degrade a conventional attack while retaining long-
range nuclear missiles to deter nuclear retaliation by Washington. Given
its conventional inferiority, Pyongyang would likely use nuclear weapons
first to damage US and allied military bases in South Korea, Japan, and
Guam for a chance to slow or halt a US attack. #’ Thus, having a credible
nuclear weapons capability is inextricably linked to North Korean survival.

Beyond that, nuclear weapons also advance other long-standing North
Korean aims, such as weakening US alliances with Japan and South Korea,
preserving its strategic independence from China, and acquiring interna-
tional prestige and recognition.’® After all, it was Kim’s nuclear and missile
weapons programs that led to direct negotiations with a sitting American
president—a feat neither his father nor grandfather could claim.3! It is not
hard to see why the Kim regime would never surrender its nuclear capa-
bilities. No deal could ever offer the regime sufficient security guarantees or
adequate compensation for the loss of its nuclear standing.

In Singapore, Kim and Trump agreed to “work towards complete de-
nuclearization of the Korean Peninsula.” However, denuclearization is a
term of art, subject to each side’s interpretation of its precise meaning. For
Wiashington, it meant the North would eventually hand over its nuclear
weapons and missile systems and allow international inspectors into the
country to monitor compliance. Denuclearization was shorthand for “com-
plete, verifiable, irreversible denuclearization” (CVID). To Pyongyang, it
meant something else altogether. North Korea interpreted the phrase to
mean the eventual end of the US military alliance with South Korea—in-
cluding the US provision of a nuclear umbrella—and, more broadly, global
nuclear disarmament.?? The vague wording of the Singapore joint declara-
tion allowed Trump and Kim to paper over those differences, as neither
leader committed to taking concrete actions on denuclearization.

It was hardly surprising, then, that Washington and Pyongyang found
themselves at odds when they attempted to turn that vague pledge into
substantive steps toward denuclearization. North Korea has stuck stub-
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bornly to the same negotiating position, which rejects nuclear reversal out
of hand. Similarly, the Trump administration has doubled down on the
goal of complete denuclearization. Following the collapse of the Hanoi
Summit, a senior official in the Trump administration insisted that “no-
body in the administration advocates a step-by-step approach.” “In all
cases,” he added, “the expectation is a complete denuclearization of North
Korea as a condition for all the other steps.”3 In response, North Korea
accused the Trump administration of advancing a “unilateral and gangster-
like demand for denuclearization.”*

On the second anniversary of the Singapore Summit, Pyongyang com-
plained that Washington continues to make “nonsensical remarks that
denuclearization of the Korean Peninsula is still a secure goal of the US”
and suggested it would expand its nuclear weapons program in response.®
Put simply, North Korea has repeatedly told the US that it is a nuclear
power, and it has no intention of going back. Should Washington never-
theless persist with its ill-conceived pursuit of denuclearization, it will
only meet with failure. Whereas the US goal of denuclearization once
required discouraging the North Koreans from acquiring nuclear weap-
ons, it now requires persuading them to reverse course and relinquish ex-
isting capabilities—a much greater task. What was once a situation of
deterrence has turned into one of compellence. The latter is harder because
Pyongyang would have to publicly give way to Washington’s demands
even though it would risk regime survival, loss of face, and damage to its
international reputation.®® The US thus needs to recalibrate its expecta-
tions about what it can hope to accomplish with diplomatic negotiations.
It may want to denuclearize the country, but what does it need to live with
a nuclear North Korea? It is a question that needs an urgent answer.

Each day that passes without an agreement is one that gives North
Korea more time to expand its nuclear programs and evade international
sanctions.*” In the two years since the Singapore Summit, Pyongyang has
amassed enough fuel for about 20 additional nuclear weapons.>® Gen John
E. Hyten, vice chairman of the Joint Chiefs of Staff, recently warned,
“North Korea has been building new missiles, new capabilities, [and] new
weapons as fast as anybody on the planet.”” At the same time, North
Korea has revitalized its relationship with China and Russia, both of
which have weakened sanctions and aided Pyongyang’s illicit commerce.*
North Korea’s strategic position is better now than it was when Kim and
Trump first met in Singapore and continues to improve, thus increasing
its leverage in future negotiations. Put simply, time favors North Korea,
not the United States.
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Accepting these strategic realities, the US urgently needs not only to
recalibrate its negotiating position but also to shift its objective—from
denuclearization to limiting the size and sophistication of North Korea’s
nuclear missile arsenals. In pursuing a comprehensive freeze, the US
should prioritize no further development, production, or testing of minia-
turized thermonuclear weapons, solid-fuel missiles, long-range ballistic
missiles, and their launch platforms.*! In addition, the US should aim to
rein in the transfer of sensitive nuclear technology and know-how from
North Korea to other countries—a pressing goal given its history of assist-
ing Syria with its chemical weapons program and a suspected nuclear re-
actor that Israel destroyed in 2006.%

Importantly, a comprehensive freeze appears to fall within the realm of
possibility. At the start of the year, Kim stated that “the scope and depth
of bolstering our deterrent will be properly coordinated depending on the
US future attitude” toward his country. This indicates that Kim might be
willing to put future development of his nuclear and missile arsenals on
the negotiating table, but not existing capabilities. Of course, Pyongyang
will want sanctions relief in return. But trading sanctions relief for a com-
prehensive freeze is the best the US can expect to achieve. The big deal the
Trump administration sought is certainly dead, but diplomacy still offers
a pathway for constraining, even if not eliminating, the North’s nuclear
and missile capabilities.

Unfortunately, there is a real danger that such an agreement will not
come to pass. Both Washington and Pyongyang seem to have walked
away from the summits with the strengthened belief that “maximum pres-
sure” is effective. To many in Washington, the fact that Kim prioritized
sanctions relief in his talks with Trump reinforces that the maximum pres-
sure campaign—the escalating series of sanctions and twitter threats—
had worked to bring Kim to the negotiating table.** A Washington think
tank with close ties to the Trump administration has called for a “maxi-
mum pressure 2.0” campaign against North Korea.** Likewise, the North
Koreans seem to have taken away that provocation, demands, and intran-
sigence are enough to soften the US negotiating position. North Korean
missile tests serve to remind Washington that Pyongyang can quickly
ramp up the pressure if diplomacy fails to deliver some tangible sanctions
relief.* There is a real danger that both countries will not moderate but
double down on their hardline policies, increasing the risk of war. N@_

Kelly A. Grieco
Air Command and Staff College
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Abstract

In a geopolitical environment dominated by great power competition,
the stakes of maintaining a credible nuclear deterrent have returned to
the forefront of national security. Yet nearly 30 years have passed since
the United States conducted a nuclear test. There remains a legal require-
ment, with origins in hard-earned Cold War lessons, for the nation to
return to underground nuclear testing if called upon to do so. However,
the considerable challenges create uncertainty about how quickly the
United States could resume nuclear testing if the geopolitical situation
warranted it. This article overviews nuclear testing and its legal frame-
work, outlines the challenges the United States would face to resume
testing, broadly considers conditions that could prompt testing resump-
tion, and offers recommendations on how to improve its nuclear test
readiness posture.

% %k %k %k %k

s the geopolitical environment has returned to one of great power
competition and nearly 30 years have passed since the United
States conducted a full-scale nuclear test, there is considerable
uncertainty about how quickly the US could conduct a nuclear test if
deemed necessary. Should a US administration decide to resume nuclear
testing, significant challenges exist.! These include personnel and infra-
structure atrophy, a complicated but necessary regulatory environment,
the lack of a viable location to conduct a nuclear test, and some daunting
organizational hurdles.
In the absence of underground nuclear testing, the US has developed
innovative tools and methods to ensure and improve the safety, security,

This article is dedicated to all the nuclear testing experts that informed my research. While it
would be easy to take a path of least resistance in retirement, you inspired me by your continued
work, dedication to our nation’s national security, and your passion to pass on your hard-won les-
sons to ensure the next generation is ready to execute nuclear tests if called upon to do so.
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and effectiveness of the nation’s nuclear weapons stockpile. Today’s
science-based Stockpile Stewardship Program (SSP) is a comprehensive
effort that involves experiments, modeling and simulation; surveillance of
the stockpile; and evaluation of the potential impact of any issues through
design, engineering, fabrication, and testing.? Using state-of-the-art com-
putational tools and engineering test facilities, the SSP has thus far func-
tioned successfully to ensure the reliability of the nation’s nuclear weapons
for the past 24 years. There remains, however, a legal requirement for the
nation to return to underground nuclear testing if needed.’ This mandate
is codified in former president Clinton’s Presidential Decision Directive
(PDD-15). Signed in November 1993, it requires the nation to be able to
return to a testing footing within two to three years.*

The context and importance of the geopolitical forces leading to this
directive are hard to overstate. The Cold War had just ended. The Berlin
Wall had fallen. Both superpowers were six years into a successful arms
control regime—the Intermediate-Range Nuclear Forces (INF) Treaty—
and the signatories were well on their way to eliminating an entire class of
medium range nuclear missiles.’ President George H. W. Bush had imple-
mented a nuclear testing moratorium in October 1992. Furthermore, in
an effort to reassure the Russians that the US would not take advantage of
their tenuous strategic situation following the collapse of the USSR, Bush
directed several unilateral Presidential Nuclear Initiatives (PNI) to reduce
the US nuclear alert posture vis-a-vis the former Soviet Union.® Building
on the experience and success of the INF, the groundbreaking Strategic
Arms Reduction Treaty (START) was also being negotiated to drastically
cut the number of longer range nuclear weapons.” By the early 1990s, it
looked as if history had ended, to paraphrase Francis Fukuyama’s famous
declaration made to mark the shift in the heretofore bipolar struggle be-
tween competing superpowers.

Within this revolutionary historical context and post—Cold War eu-
phoria, President Clinton extended Bush’s moratorium and considered
pursuing a test ban treaty of limited duration and permitting a low explo-
sive yield.® However, less than a year into his first term, he signed PDD-15
following a Chinese nuclear test in October 1993.° Two years later, in
1995, Clinton announced his support for a zero-yield comprehensive test
ban treaty, conditioning his support on six safeguards.!” These safeguards,
extant since 1963, represented a set of conditions that had been deemed
critical to ensuring the readiness of the entire nuclear complex to preclude

any strategic or technological surprise.!!
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Weighing the merits of a resumption of nuclear testing is a compli-
cated topic. Decision-makers must consider whether it is strategically
prudent, fiscally affordable, or even necessary. Those questions are beyond
the scope of this article. Instead, the focus here is on a related and less
politically charged subject—whether the United States is actually pre-
pared, as currently mandated, to resume nuclear testing. To be clear, nu-
clear test readiness is not the same as conducting a nuclear test, just as
maintaining a credible nuclear deterrent is not the same as exchanging
intercontinental ballistic missiles. This article first provides an overview
of nuclear testing and then outlines the challenges the United States
would face to resume testing. It considers some general conditions that
could prompt testing resumption and makes recommendations on how
to improve nuclear test readiness.

Ready: The Requirement, Spectrum, and Current Status

Even though the US hasn’t conducted a full-scale nuclear test since
1992, it retains a legal requirement to be ready to do so as spelled out in
PDD-15. Crafted in the wake of decisions over the course of several US
administrations to reduce and eventually stop any kind of nuclear testing,
the PDD and associated safeguards frame the conditions under which
future US leaders would consider a resumption of testing.!?

The origins of the current test ban began in 1991 when Soviet leader
Mikhail Gorbachev unilaterally declared a moratorium on the USSR’s
nuclear testing. In 1992, President George H. W. Bush followed suit, de-
claring a US testing moratorium. This was formalized in 1996 when
President Clinton signed the Comprehensive Test Ban Treaty (CTBT).
After a lengthy debate in the Senate, it rejected a resolution for ratifica-
tion, technically leaving the door open for the US to conduct future tests.
'The US has, however, continued to refrain from testing.

PDD-15 also addresses the safeguards that were codified alongside
nuclear treaties in an attempt to avoid strategic and/or technological sur-
prise by an adversary. The genesis for the safeguards was a resumption of
testing by the Soviets in 1961 that surprised the US.13 Following the So-
viet test, the Joint Chiefs conditioned their support for future nuclear
treaties on an ability to resume testing should geopolitical and/or techno-
logical conditions warrant it.!*

These safeguards have evolved over time, modified as various treaties
were negotiated. Generally, they stipulate that the US maintain readiness

in the following areas:
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* Safeguard A: to conduct underground testing or stockpile stewardship
* Safeguard B: to maintain laboratories and human scientific resources

* Safeguard C: to maintain the capability to resume nuclear tests pro-
hibited by treaties

* Safeguard D: to conduct research and development to improve treaty
monitoring

* Safeguard E: to develop intelligence programs to monitor nuclear
programs of other nations

While all these safeguards are important elements of nuclear deter-
rence, Safeguard A relates explicitly to underground testing readiness. At-
tempts were made in 1997 and 1999 to adjust this safeguard by removing
verbiage requiring a return to an “underground nuclear test program” and
replacing it with scientific assurances based on the Stockpile Stewardship
Program. However, the most recent set of safeguards—which were ratified
by the Senate and remain legally binding—were contained in the Thresh-
old Test Ban Treaty (T'TBT) and the Peaceful Nuclear Explosions Treaty
(PNET), both entering into force on 8 December 1990.1

In summary, the PDD and associated safeguards were put in place to
ensure that regardless of the direction of the geopolitical winds of the
period, the US would remain ready to resume testing. While nuclear test-
ing is complex and nuanced, not all nuclear tests are alike. Rather, there
exists a variety of testing options the US has used over time. Each of
these options has tradeoffs regarding cost and complexity, as well as their
own specific purpose.

A Spectrum of Nuclear Testing

Starting with the Trinity Test on 16 July 1945, the US has conducted a
total of 1,054 nuclear tests—more than any other nation.!” These tests
spanned a wide spectrum, varying greatly in scope and purpose (see fig. 1).
That said, most tests aimed at advancing the collective understanding of
nuclear science and weapons design generally fell into one of two catego-
riess—Department of Energy (DOE) scientific tests or Department of
Defense military tests. The vast majority of these tests were accomplished
under the direction of the DOE or its predecessor, the Atomic Energy
Commission. These tests tended to focus on gaining a better understand-
ing of the science behind nuclear weapons. Less frequent, the DOD tests
primarily focused on understanding whether stockpile weapons met mili-
tary requirements for performance and safety.

STRATEGIC STUDIES QUARTERLY & FALL 2020 25



0 Subcritical

TEST TYPE

Nonnudglear

STATUS/ISSUES

4

EXAMPLES

Figure 1. Testing Spectrum

Currently
accomplished at
the Nevada
National Security
Site as part of the
Stockpile
Stewardship
Program

Demonstration
of Resolve

e Hydronuclear

== Nuclear

Not d d by

Stockpile
Confidence
®

Lower Yield
or Effects

e Full
Experimentation

Larger
Yield

!

E di

US due to
interpretation of
”zero yield” in the
Comprehensive
Test Ban Treaty

l

option
No tunnel
Politically difficult
Violates treaties
Lacks executable
location

B

Numerous political and
technical challenges

Smaller explosion
but greater expense
for tunnel/cavity
and larger
diagnostic footprint

| >
Larger yield

unfeasible due to

treaty i
and political
sensitivities
Larger diagnostic
footprint

| ‘

ic footprint
Expensive to develop device
Unlikely to be approved solely
for scientific benefit

Lower Complexity & Cost

Using
conventional
explosives to
implode a
plutonium shell
NO nuclear
explosion

Using
conventional
explosives to
implode a
plutonium shell
CREATES a small
nuclear
explosion/yield

B-2 bomber
delivering a B61
on a remote
location

Explode a stockpile
weapon in a pre-
existing shaft in
Nevada

Lower yield
tunnel/cavity test to
analyze a satellite’s
survivability

Higher Complexity & Cost

Stockpile weapon
at full yield or
large scientific
device

Proving performance of a
newly developed weapon



Ready, Set, Getting to Go: US Nuclear Test Readiness Posture

'The key takeaway from the testing spectrum depicted in figure 1 is that
a resumption of testing involves more than simply “decide to test, conduct
the test.” Leaders must recognize that varying degrees of testing are avail-
able, consider what type of test is appropriate for the situation, and under-
stand that the decision to move from left to right along the spectrum of
testing requires a commensurate increase in preparedness, risk, cost, com-
plexity, and national resolve.

Regardless of the sponsoring department or purpose, underground
nuclear tests share three requirements: an emplacement site—typically a
shaft, tunnel, or cavity to ensure containment of the radioactive products
of the detonation, a nuclear explosive device, and a diagnostic suite capable
of capturing data.!® While all tests share these basic attributes, the com-
plexity and cost of a given test varies greatly with the type of emplacement
required, device tested, and scientific data captured.

As shown in figure 1, tests on the left end of the spectrum tend to be
relatively simple and cheap to execute. Tests on the right—requiring more
sophisticated devices, diagnostics, and emplacement—are generally cost-
lier and more complex. When considering the tradeoffs associated with
creating an emplacement site, drilling vertical shafts is typically less ex-
pensive than digging tunnels or hollowing out cavities in a mountain.
Regardless of the type of test, any emplacement site must be designed to
effectively contain its nuclear yield. Larger explosions typically require
shafts, while tunnels or mined cavities are generally only able to accom-
modate smaller yields. Regarding the tradeofts associated with devices,
highly optimized and novel devices are more complex and costlier to test
than proven designs. Finally, the costs and complexity of developing a
proper diagnostic suite can vary greatly. It is difficult to develop equip-
ment that is accurate enough to capture data transmitted over fractions of
microseconds yet safe enough to ensure radiation doesn’t leak into the
atmosphere via the diagnostic tool.”” A short discussion on each type of
test in the testing spectrum follows.

Subcritical tests. These tests (as illustrated on the far left in the low-
cost, low-complexity end of fig. 1) are still performed at the Nevada Na-
tional Security Site (NNSS). Since they don’t produce any nuclear yield,
they don't violate any nuclear testing treaty and don’t require contain-
ment.?’ These tests are key contributors to the science-based SSP.2!

Hydronuclear tests. Increasing in complexity and cost are hydronuclear
tests that generate minimal nuclear yields, typically less than the chemical
energy released by the explosives used in the test.? These are not con-

ducted by the US given how it interprets CTBT Article I language to
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preclude any nuclear explosion no matter how small—in other words, zero
yield?> However, hydronuclear tests would facilitate an improved under-
standing of the behavior of plutonium relative to subcritical tests.

Demonstration-of-resolve tests. These show-of-force tests would
most likely be used in response to a geopolitical event where speed of
response is at a premium to deter an adversary from conducting further
nuclear explosives testing, or more provocative measures. For example, a
B-2 bomber could deliver a B61 thermonuclear weapon on the open
ocean to demonstrate the US deterrent/assurance credibility to allies
and adversaries. This kind of test would be relatively simple and com-
paratively cheap to conduct as it requires no emplacement site/under-
ground footprint and little to no diagnostics, and it would likely use a
stockpile weapon. Of course, the political barriers to actually conducting
a test like this would be extremely high and may require the abrogation
of the Limited Test Ban Treaty (LTBT), which “precludes parties to the
treaty from conducting any tests outside their territory that would cause
radioactive debris to enter the atmosphere.”** Additionally, the lack of a
suitable location to conduct an above-ground nuclear explosion would
be extremely challenging.

Given these likely insurmountable issues, an underground test to dem-
onstrate resolve promptly would be more likely. However, challenges to an
underground test are hardly trivial. The major issue is location. While the
NNSS offers an optimum location in terms of a preexisting holes and geo-
graphic suitability, it is no longer the relatively remote location it once was
in the 1950s and 1960s. Las Vegas has grown considerably; the risks of
testing in proximity to a large urban area and large military installations,
such as Nellis and Creech Air Force Bases, would require considerable de-
liberation. Other potential underground test sites also pose significant
challenges, discussed later in this article.

Stockpile confidence tests. These tests, designed to prove the perfor-
mance of an aging stockpile weapon, would be similar to the under-
ground demonstration-of-resolve test described above. A preexisting
hole would be needed as would a stockpile weapon. However, to capture
the required performance data (not a necessity when simply demon-
strating resolve), a sophisticated diagnostic suite would be essential.
These tests would also pose the same locational challenge described in
the previous paragraph.?

Lower yield or effects tests. These tests would likely be conducted in a
preexisting shaft or tunnel at the NNSS and require a larger diagnostic
footprint than the stockpile confidence tests. Counterintuitively, lower
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yield tests may pose a higher risk of an unplanned release of radioactive
gasses and thus a danger to nearby populations as they can be harder to
contain than larger yield tests.?6 Effects tests tend to be lower yield and are
usually exploded in a cavity or tunnel near an object of interest such as a
satellite, aircraft, or another nuclear warhead. The scientific purpose is
usually to determine how a nuclear explosion affects an object’s (e.g., a
satellite, an aircraft, etc.) survivability in a nuclear environment. Effects
tests necessitate more sophisticated diagnostics and more expensive tun-
nels or cavities. Historically, these were usually conducted by the DOD
utilizing a DOE supplied device.

Larger yield tests. For numerous reasons, these tests would have sig-
nificant political constraints. Policy makers must not only consider
whether to violate or abrogate treaty obligations to achieve a higher
yield but also choose a test site with less risk of creating negative effects
(e.g. environmental).

Full experimentation tests. Finally, on the far-right spectrum of test-
ing, full experimentation tests could be the most expensive and complex
of all testing options. Used to test a new device, they require a sophisti-
cated diagnostic suite and possibly drilling a specialized hole to accom-
modate the test.

Leaders may find that given the current challenges within the nuclear
enterprise, supporting and conducting any of the more complex, costly
tests further to the right of the relatively simpler tests (e.g., the subcritical
ones) could prove extremely difficult within the legally defined timelines
of two to three years specified in PDD-15. And as with any major pro-
gram involving significant organizational, technical, and political chal-
lenges, the costs are likely to be much higher than initial estimates. Table
1 shows a representative sample of historical tests that highlight some of
the issues described in this section.

Table 1. Historical nuclear tests

Testin Test, Type L.
8 / Date P ‘/ Description
Spectrum Event Location
Subcritical Rebound 2 July 1997 ;JtnS;e;ground First subcritical experiment after testing
NNSS moratorium announced in 1992.2

Hydronuclear Multiple 12 Jan 1960° Underground  First of eight tests in a series ending 11
series of at Los February 1960. Tests were a series of
tests Alamos safety experiments that identified then

extant one-point safety problems and
drove remedial action for the stockpile’s
safety features.”
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Table 1 (continued)

Testing Test/ Type/

Spectrum Event Date Location Description
Demonstration First 6 Aug 1945 Airdrop at While not considered tests, one could
of resolve operational 9 Aug 1945 Hiroshima, argue that the two atomic bombings to
combat Japan Airdrop end the war with Japan fit the definition.
use at Nagasaki,  Two nuclear weapons that the US
Japan exploded over Japan ending WWII were
not “tests” in the sense that they were
conducted to prove that the weapon
would work as designed (as was the first
test near Alamogordo, New Mexico, on
16 July 1945), advance nuclear weapon
design, determine weapons effects, or
verify weapon safety—as were the more
than 1,000 tests since 30 June 1946.¢
Stockpile Multiple 1979-86* Underground  Seventeen tests (*including four tests
confidence series at various from the early "70s, now called Stockpile
of tests locations, Confidence Tests) were conducted on
NSSS each weapon type; there were no

catastrophic failures.?

Lower yield or Huron King 24 June 1980 Underground  Tested radiation hardness of the then

effects at U3ky, new DOD Defense Satellite

NSSS Communications System. It was a

combination Los Alamos-DOD test.®

Larger yield Handley 26 Mar 1970  Underground  One of the largest detonations

at U20m, conducted at NSSS. Test was part of 52

NSSS tests in Operation Mandrel, 1969-70.¢
Full Grabel 25 May 1953  Airburst at Test of Mk9 nuclear weapon from a 280
experimentation Area 5, NSSS mm cannon.¢

2“Nuclear Weapon Hydronuclear Testing,” Global Security, Weapons of Mass Destruction, accessed June 2020, https://www
.globalsecurity.org/.

b Robert N. Thorn and Donald R. Westervelt, Hydronuclear Experiments, Report LA-10902-MS (Los Alamos, NM: Los Alamos
National Laboratory, February 1987), https://www.osti.gov/.

¢ US Department of Energy, National Nuclear Security Administration Nevada Field Office, United States Nuclear Tests: July
1945 through September 1992 (Oak Ridge, TN: US Department of Energy, Office of Science and Technical Information, 2015),
https://www.nnss.gov/.

d Kent Johnson et al., Stockpile Surveillance: Past and Future, Sandia Report SAND95-2751 (Albuquerque, NM: Sandia
National Laboratories, 1996), https://www.osti.gov/.

¢ Glenn McDuff, Underground Nuclear Testing: A Primer, LA-UR-18-24015 (Los Alamos, NM: Los Alamos National Laboratory,
2019), https://permalink.lanl.gov/.

The Current State of Nuclear Test Readiness

Before examining the obstacles associated with being prepared to re-
sume underground nuclear testing, it is important to review the positive
attributes of the current testing posture with regard to the safety, security,
and effectiveness of the nuclear stockpile. This status is best understood
through the lens of the Stockpile Stewardship Program.

The SSP was authorized by Congress in response to the 1992 nuclear
testing moratorium “to ensure the preservation of the core intellectual and
technical competencies of the US in nuclear weapons.”” Absent a pro-
gram of underground testing, the nuclear enterprise had to leverage sci-
ence in a novel way to gain a deeper understanding of “weapons design,
system integration, manufacturing, security, use control, reliability assess-
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ment, and [u/timately] certification [of the device].”*® Embracing its man-
date forcefully, the SSP pioneered numerous scientific inventions and
tools, some of which are one of a kind, to ensure the safety, security, ef-
fectiveness, and reliability of stockpile via “a combination of weapons sur-
veillance (i.e., disassembly and identification of mechanical problems),
nonnuclear tests, and computer modeling.”?

The surveillance program. A major concern of the SSP is to address
the advanced age of stockpile weapons. Given that the current stockpile
weapons are considerably older than their initially designed shelf life, a
cornerstone of the SSP is the surveillance program that monitors a
weapon’s health. This program employs some of the world’s best scien-
tists to better understand the eftects of aging on all components within
a weapons system—nuclear and nonnuclear. A main focus of surveil-
lance is to understand how plutonium, one critical fissile material used
to drive a nuclear reaction, would age and how this aging could affect a
weapon’s performance. Periodically, stockpile weapons are returned to
the national laboratories to perform “weapons autopsies” to look for ag-
ing and other defects.>°

Nonnuclear testing. Another fundamental component of the SSP is
the requirement to conduct nonnuclear testing. These tests are primarily
performed at the NNSS and national laboratories within the nuclear en-
terprise (i.e., the National Nuclear Security Administration) using some
of the nation’s most unique facilities and novel instruments. Test readiness
events are a critical component within the nonnuclear testing arena. Sci-
entists, on a fairly regular basis, engage in these events in Nevada to
sharpen their skills.3! These test readiness events are often guided by re-
tired scientists, many of whom are the last of their discipline with firsthand
nuclear testing experience. These events offer younger scientists a unique
and fleeting opportunity to learn from true experts.

Recognizing that these experienced scientists will not be around for-
ever, Los Alamos National Laboratory has created the National Security
Research Center (NSRC) with the mission to archive, digitize, catalog,
and make available 75 years of classified research materials. These include
films, drawings, scientists’ notes, and other documents to aid future gen-
erations’ understanding of how to execute a nuclear test as well as a host of
other information related to weapons design and so forth.*?

Subcritical tests. “Subcrits” are another essential feature of the SSP.
Conducted at NNSS underground facility Ula, these tests use high explo-
sives to dynamically compress plutonium and model its behavior. To be
clear, per executive order and in accordance with congressional direction,
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these tests never produce a critical mass.>* In addition to the improved
understanding gleaned from these experiments, these tests, like the nuclear
test readiness exercises, serve as “the primary method of training the next
generation of diagnosticians while at the same time exercising many of the
fielding capabilities that would be used for an underground nuclear test.”*

Dual-Axis Radiographic Hydrodynamic Test (DARHT). Comple-
menting the subcritical experiments is Los Alamos National Laboratory’s
DARHT facility. The DARHT is a high-tech invention that provides a
“rich suite of diagnostic measurements,” allowing scientists to model the
microseconds during a “weapon’s crucial triggering phase” when the con-
ventional explosives that surround the nuclear fuel are detonated. Aside
from being one of the world’s most powerful X-ray machines, the ad-
vanced data DARHT provides is second only to an actual nuclear test in
understanding an implosion’s progress.>

National Ignition Facility (NIF). Another important contributor to
nonnuclear testing is Lawrence Livermore National Laboratory’s NIF.
'The NIF has the distinction of being the world’s “largest and most ener-
getic laser facility ever built.” Goals of the NIF mission are to pursue
tusion ignition, improve scientific understanding across numerous disci-
plines, and help ensure the reliability of the nation’s nuclear stockpile—
without testing, which is of course fundamental to the SSP.3¢

Los Alamos Neutron Science Center (LANSCE). The LANSCE fa-
cility provides a linear accelerator producing neutron and proton beams
and detector arrays for industrial and defense research.’” A portion of
those beams function in a uniquely developed science known as proton
radiography (pRad), which “uses protons to take images of many of the
materials in the physics package at pertinent times with high contrast.
Proton radiography is especially well suited to studies of the movement of
waves inside the explosives themselves.” Proton radiography offers an en-
hanced capability (e.g., beyond X-ray radiography) to understand the
underlying physics of what drives a nuclear explosion.

Electromagnetic Environments Simulator (EMES) and the Z machine.
Sandia National Laboratory is home to two unique machines that are able
to test objects in extreme environments. The EMES is used to conduct
susceptibility testing by sending electromagnetic waves through objects of
interest and, to some degree, explores some of the same vulnerabilities as
nuclear effects tests.>? Likewise, the Z machine “provides the fastest, most
accurate, and cheapest method to determine how materials will react un-

der high pressures and ternpem'cures.”40
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Supercomputing. Scientists use data from past nuclear tests, coupled
with data supplied by SSP’s surveillance and nonnuclear test programs, to
simulate and hopefully verify results from extremely sophisticated com-
puter codes used to model the behavior of nuclear weapons. These simu-
lations run on some of the world’s largest and fastest computers.*! Pro-
grams such as Los Alamos’s Advanced Simulation and Computing
(ASC) Program develop simulation capabilities and deploy computing
platforms to “analyze and predict the performance, safety, and reliability
of nuclear weapons and to certify their functionality in the absence of
nuclear testing.” The codes developed by the scientists and processed by
these computers serve as a key component to certifying effectiveness of
the nation’s nuclear stockpile.

The facilities, programs, and technology described above represent
only a fraction of the numerous scientific tools used throughout the nu-
clear enterprise to support the SSP. The ability to model the extraordinary
complexity of nuclear weapons systems is absolutely essential to the SSP,
which is, after all, reliant on science and numerical simulation absent
actual nuclear testing.

Interestingly, as explained by senior Los Alamos scientist Joseph Martz,
it is somewhat ironic that the inability to test weapons and produce a
nuclear yield has, in certain aspects, actually led to a better scientific un-
derstanding of how the weapons work. In the past, having a testing capa-
bility meant scientists did not need to understand all the details of a nuclear
weapon to assess weapon performance. Dr. Martz also noted that while
nuclear testing was a “unique and wonderful tool, it was also the world’s
biggest shortcut. The SSP has forced today’s scientists to do their home-
work and model a device’s physics and engineering at a much greater level
of detail than in the past.”** Since 1996, every director of each of the na-
tional nuclear security laboratories has signed 24 annual assessment letters
to the Secretaries of Energy and Defense and the chair of the Nuclear
Weapons Council. Every letter to date has reported that there was no
need to conduct nuclear testing to maintain the certification of the war-
heads/bombs for which each laboratory is responsible.*

Set: Challenges to Resuming Testing

Referring to the testing spectrum in figure 1, the challenges generally
become more complex for tests farther right on the spectrum. These chal-
lenges involve location, personnel, equipment, the regulatory environment,
and organizational complexities.
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A Suitable Location

'This is certainly the most significant challenge in any decision calcu-
lus regarding a resumption of underground nuclear testing. On the sur-
face, a return to the NNSS—with its dry soil, porous rock, and deep
water table—seems the obvious choice as the deserts of southern Nevada
are perhaps the world’s best environment for conducting underground
nuclear tests.** However, Nevada now has considerable disadvantages
that didn’t exist during the nuclear testing heyday. Specifically, the re-
gion’s population boom makes the effects of testing potentially much
more damaging and potentially hazardous than before. The greater Las
Vegas metropolitan area, which had a population of 25,000 in 1951,
blossomed to 700,000 inhabitants by 1992 when it hosted its most re-
cent nuclear test. Since then, this growth has intensified as the area has
transformed into one of the world’s premier tourist destinations with a
population of 2.7 million.*

In the past, tourists flocked to Las Vegas hotels and casinos to witness
and feel atomic explosions. The DOE put seismometers on high-rise
buildings, checked building plans, and maintained extensive files on
buildings throughout the valley to monitor structural resiliency.*®* How-
ever, since the apex of Las Vegas “nuclear tourism”in the 1950s and 1960s,
casinos have grown significantly taller, and the distance between the
highly populated Las Vegas metropolitan area and the NNSS has shrunk
considerably.*’ Given these factors, any further nuclear testing operations
in southern Nevada, other than perhaps small (hydronuclear) or no-yield
tests that reside on the left side of the spectrum in figure 1, are probably
highly unlikely.

For many of the same reasons, other alternative locations would also
likely be off limits. Historical test locations such as New Mexico, Alaska,
Mississippi, and Colorado pose many of the same challenges to host test-
ing as Nevada. Some experts view Amchitka Island in Alaska’s Aleutian
Island chain as a possible site given its past testing history and remote
location. However, as the decades have passed since the last tests con-
ducted there in the 1960s and 1970s, its infrastructure has decayed. The
significant distance from the mainland would likely make test operations
expensive, not to mention inconvenient.*® The political challenges are
probably even more formidable than the logistical ones. Amchitka Island
is part of the Alaska National Maritime Wildlife Refuge, and the island
still bears the scars from its 1971 nuclear test.*” Given the known difficul-
ties of performing activities like offshore drilling in nationally designated
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wildlife refuges, it is highly likely that any suggestion to conduct a nuclear
test there would be politically dead on arrival.

Personnel

Given that the last underground nuclear test was performed over 25
years ago, the US lacks personnel—specifically geophysicists, physicists,
and engineers with hands-on experience—to perform not only these tests
but also some of the essential associated experimentation. At its peak,
Los Alamos had approximately 4,000 people contributing to the test
program, while the test site in Nevada employed 7,000 individuals.*
With the reduced scope of nonnuclear tests, the number of people de-
voted to testing is a fraction of what it once was. According to Wendee
Brunish, retired Los Alamos Containment Group leader and current
chair of the Containment Evaluation Review, the most crucial loss im-
pacting test preparedness is that “the expertise that allowed us to produce
and evaluate containment designs has greatly diminished and will soon
be almost non-existent.”!

Equipment and Infrastructure

While 33 predrilled holes exist that could be used for an immediate test
assuming they are still open and stable, the equipment required to safely
conduct underground testing has atrophied severely.”? The ability to em-
place a rack or canister has been compromised as the large crane capable of
handling this load was salvaged and the wire ropes and pipes required to
lower the test device need pull testing to ensure viability.’> While the re-
maining unused racks and canisters are helpful for instructional purposes,
they may be of limited utility to conduct an immediate test as racks are
developed specifically for each test and aren’t interchangeable. The specially
designed gas-blocked cables that prevent radioactive material from releas-
ing into the atmosphere have been baking in the Nevada desert for almost
30 years, and there is no longer a manufacturer to supply replacements.>

Furthermore, the ability to manufacture the specialized expansive grout
and epoxies used to form the plugs for the shaft that block rising debris
would need to be reconstituted along with some of the diagnostic instru-
ments used for ground motion analysis.”> A major question would be
whether to invest in new technology to aid in testing or whether it is more
prudent to reconstitute proven, but antiquated, testing methods. In either
case, a two- to three-year timeline to test would be a significant challenge
given these issues.
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Regulatory Environment

Known in DOE parlance as “authorization basis,” the regulations that
ensure worker, public, and environmental safety have expanded consid-
erably since the early 1990s when the most recent nuclear test occurred.
To resume nuclear testing in a timely fashion, these regulations would
need to be thoroughly reviewed to ensure compliance or to determine
areas requiring changes. Would the responsible parties be able to navigate
this complicated but necessary regulatory environment within the time

constraints posed by PDD-152%

Organization

While the issues described so far are challenging in their own right, the
organizational problems posed in planning and conducting a nuclear test
are equally daunting. In nuclear testing, the sum of the parts required to
execute a test is not equal to the whole of actually executing a test. Accord-
ing to the NNSA, functional test readiness is broken into at least 15 spe-
cialized areas: containment, security, assembly, storage and transportation,
insertion, emplacement and stemming, timing and control, arming and
firing, diagnostics, test control center activities, post-shot drilling, nuclear
design, weapons engineering, test integration, and nuclear chemistry.”” All
these specialized areas either complement or are in addition to the afore-
mentioned challenges in that they represent a unique level of complexity.
In the words of one experienced Los Alamos nuclear tester, “a successful
test requires developing the nuclear design, organizing the porta-potties
for the test site, and everything in between!”$

While each of these entities can and does maintain its own capabilities
through a variety of day-to-day work activities, exercises, and such, it’s
important to appreciate the organizational challenges that must be over-
come to integrate these 15 specialties as part of an entire system to con-
duct an underground nuclear test. As explained by a Sandia National
Laboratory scientist:

By exercising all of the skills and capabilities required to design, test,
qualify, and produce complete systems on a regular basis, those skills are
ready and available to address higher-priority problems on a moment’s
notice. The complex must exercise all of the skills required, not just the
science, modeling, and simulation skills, to have them available. These
skills include but are not limited to a strong scientific foundation, sys-
tems analysis, engineering analysis, design definition, systems engineer-
ing, component design, test and evaluation, component production, and
weapon assembly and disassembly. Like an athlete, you cannot exercise
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20 percent of the skill base and expect to function at 100 percent on
game day. You have to practice all parts of your craft or you will not be
able to perform up to expectation when a problem arises unexpectedly.”’

Questions of whether or not to resume underground nuclear testing are
largely political and driven by geostrategic conditions. After almost 30
years since the end of the Cold War, and the consequent hiatus from con-
ducting nuclear tests, the US has become desensitized to any situation
that could warrant a return to Cold War—style nuclear competition. More-
over, the global war on terror consumed much of the United States’strate-
gic thinking such that concepts like nuclear deterrence and assurance fell
by the wayside for many years. Today it is difficult for America’s senior
leaders and the general public to imagine an environment where the na-
tion might be compelled to conduct a nuclear test.®® That said, history and
surprise offer two broad areas to consider in thinking about the potential
resumption of nuclear tests.

Getting to Go: Recommendations to Improve Test Readiness

Although the geostrategic environment is much different than it was
during the Cold War, it provides some examples of periods when the US
had to play catch-up in the world of nuclear science to maintain and/or
ensure parity and consequent strategic stability with the Soviet Union.
The Soviets first discovered that a high-altitude electromagnetic pulse
(EMP) could have a catastrophic effect on electronics and were the first
to develop special alloys in their weapons to counter those effects.®! The
US, previously unaware, was forced to quickly follow suit. Additionally,
Soviet scientists were the first to recognize that the intense X-rays emit-
ted from a nuclear explosion could be used to destroy a warhead’s heat
shield. Again, the US had to move expeditiously to return to the drawing
board to protect its weapons from a phenomenon an adversary had dis-
covered.®? And perhaps the most compelling example of a historical les-
son learned is the Soviets’ sudden withdrawal from the testing morato-
rium in 1961.The Soviets went on to accomplish 57 tests in the remaining
three months of the year, to include the history’s largest detonation—the
55 megaton Tsar Bomba. The great difficulty the United States faced in
the aftermath to generate a timely and equivalent response formed the
basis for today’s test readiness safeguards.®®

Surprise comes in many varieties and, as the Cold War examples above
illustrate, can catch a nation and its leaders off guard and unprepared. Black
swans, grey rhinos, and pink flamingos are terms to characterize what for-
mer defense secretary Donald Rumsfeld called unknown unknowns (black
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swans), known unknowns (grey rhinos), and known knowns (pink flamin-
gos). Furthermore, the adversary “gets a vote,” and according to Nassim
Nicholas Taleb who coined the term in his book by the same title, a black
swan is perspective dependent. In other words, a black swan event may be
“a surprise for a turkey but not a surprise for the butcher”—so the object
should be to “avoid being the turkey.”®* The nuclear weapons certification
process is highly complex, and although the national laboratories have not
encountered a significant issue to call the viability of the stockpile into
question, the US is still learning about the science behind plutonium ag-
ing and its associated impact on weapons components. In short, when it
comes to the safety, security, and effectiveness of the nation’s nuclear de-
terrent, the United States must have a plan to not suffer the same fate as
the turkey. The US has several opportunities to improve its nuclear testing
posture and at the same time prevent unexpected surprises.

Take Inventory

First, the US needs to assess exactly where it stands with respect to its
test readiness posture (i.e., capabilities and deficiencies) and develop a
plan for success. As discussed earlier, much of the material infrastruc-
ture, human capital, and specific organizational experience needed to
resume testing has deteriorated or disappeared. While a lot of the hard-
ware (cables, cranes, diagnostic equipment) no longer exists or needs
refurbishment, more troubling is that the limited number of experienced
scientists available to help develop, advise, and support the execution of
a nuclear tests is diminishing with each passing year. Additionally, re-
viewing the regulatory environment’s must-do’s in advance could rapidly
improve the timeline to return to testing. Finally, scientists and policy
makers must work together to identify the “least bad” of all available
testing site locations to avoid paralysis should a test become required.
Taking this inventory of extant capabilities sooner rather than later, and
developing a plan, will help mitigate the natural degradation of material,
people, and experience over time.

Capture Corporate Knowledge

Perhaps the most time-critical aspect of developing an effective test
readiness plan is to take measures to ensure that the hard-earned corpo-
rate knowledge on how to accomplish testing is eftectively captured and
cataloged. Some efforts, like the Los Alamos National Security Research
Center’s endeavor to digitize and catalogue the over 10 million historical
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documents in its archive, are a step in the right direction. Efforts like this
should be copied and accelerated across the enterprise. Additionally, steps
should be taken to interview the last generation of nuclear testing scien-
tists to capture their technical expertise and lessons learned. Fortunately,
many of these scientists, like the ones that took the time to inform this
paper, are still passionate about their experience and national security.
'They are eager and honored to pass on lessons learned to the next genera-
tions. Adequately capturing today’s corporate knowledge is critical—es-
pecially leveraging the human knowledge capital of older scientists and
engineers with nuclear testing experience.

Leverage the Stockpile Responsiveness Program

As outlined in the 2018 Nuclear Posture Review, the Stockpile Respon-
siveness Program (SRP) is a congressionally mandated program “that ex-
plicitly directs that the US ensure the responsiveness and flexibility of our
nuclear weapons infrastructure.”® The SRP’s goal is to improve resiliency
and responsiveness “via the full life-cycle spectrum of nuclear weapons
conceptualization development, design, manufacture, and retirement to
face technological surprise and potential geopolitical shifts in the future.”®
One of the main ways the SRP accomplishes these objectives is to expose
early-career staff to challenging problems under the guidance of experi-
enced mentors. While the scope of the SRP is vast, if the program is
properly funded and includes a sufficient focus on test readiness, the SRP
will, according to Michael Bernardin, at that time the Los Alamos associ-
ate lab director for weapons physics, “provide the opportunity to grow the
needed expertise to mitigate risk to national security.”®’

Rethink and Refresh the Arms Control Environment

Somewhat counterintuitively, a new look at arms control treaties may
provide an opportunity to improve test readiness posture, avoid a “testing
arms race,” and enhance deterrence/assurance confidence. If major powers
like Russia and China share similar concerns about weapons reliability,
rather than “cheating” on existing treaties, they might find it advantageous
to collaborate on an agreed-upon testing protocol.%® For example, a relook
at and fresh interpretation and specification of language in the CTBT
could provide the opportunity to engage both Russia and China on arms
control around an issue of mutual concern.®® While unlikely, perhaps the
nuclear powers might agree to a construct that would allow for a limited
number of tests, under scripted scenarios, during a defined time horizon,

STRATEGIC STUDIES QUARTERLY & FALL 2020 39



Geoffrey Steeves

and within a very specific definition of allowable yield (e.g., an extremely
small, underground hydronuclear test). Doing so could allow participants
a transparent and predictable option to gauge and reassess stockpile con-
fidence and improve safety (nuclear surety). Additionally, this approach
could reduce the risk of a “rogue defector” possibly triggering an all-out
nuclear testing resumption. Reengaging collaboratively in an arms control
environment with the major nuclear powers may further concrete steps to
reduce stockpiles while retaining the proven concept of strategic stability
as a bedrock to prevent a nuclear exchange of any kind.

Consider Hydronuclear Testing

The capability to conduct an extremely small yield (e.g., < 100 tons)
nuclear test—a hydronuclear test—may offer the US advantages in several
areas. Perhaps most importantly, it would provide a means to improve the
safety, security, and effectiveness of the stockpile. As explained by a retired
Los Alamos testing expert, “a little bit more yield can be a lot more useful”
and may provide some reassuring insights into weapons performance.”®

By allowing hydronuclear tests, other nuclear states—namely, Russia
and China—might be induced into a new or revised arms control agree-
ment. Advantages accrued to the parties in any potential agreement could
relevel the playing field in terms of stockpile confidence and security. Par-
ties would also have a transparent mechanism to avoid the geopolitical
downsides of abrogating existing agreements and/or getting caught doing
so.”! This transparency will help to negate any asymmetric advantages that
may currently exist (e.g., if, in fact, Russia and China have been cheating
on existing treaties or understood nuclear testing norms). Furthermore,
undertaking hydronuclear tests could be a key to opening some, but not
all, of the “black boxes” that challenge the best science of the SSP. That is,
it could eliminate or mitigate the black swans and/or grey rhinos that
might otherwise remain unknown until a crisis occurs.

There is some historical precedent regarding the benefits of hydro-
nuclear testing when it comes to safety. In fact, scientists conducted a
series of hydronuclear safety tests in the late 1950s to clarify some of the
puzzling results regarding one-point safety of certain stockpile weapons
already deployed to the field.”? These tests occurred during a critical time in
the Cold War—a test moratorium initiated by the Eisenhower administra-
tion in late 1958. Calculations and hydrodynamic experiments were unable
to resolve these problems, which turned out to be reflective of a critical
safety design flaw for four weapon systems that had become operational in
1958.7% The military halted production, and weapons handling procedures
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were severely constrained.”* Los Alamos responded quickly with a proposal
for a series of extremely small yield tests (i.e., hydronuclear) that could be
conducted to help inform a solution to the safety problem. The administra-
tion approved; the series was conducted (within the constraints imposed by
the testing moratorium); and within four months, the most urgent safety
questions had been answered. Without these tests, the likelihood that the
nation would field weapons that werent one-point safe was much higher.
In fact, had the nation mistakenly fielded nontested one-point safe weap-
ons on the B-52 that crashed in Palomares, Spain, scientists estimated the
chance of an accidental nuclear yield to be 1,000 times greater.”

Finally, if the Russians and the Chinese have been conducting their
own hydronuclear experiments (that would violate the US understanding
of language in the CTBT), a return to some kind of regime within which
the US could conduct these tests would go a long way to eliminating any
technical advantages (i.e., strategic superiority) our adversaries may have
accrued by cheating.

Coordinate and Collaborate

During the period when the US conducted nuclear tests, the national
labs—Los Alamos, Lawrence Livermore, and Sandia—were permitted
wide discretion in determining how to perform them. This meant that
each lab often took a difterent approach and adopted different specifica-
tions for racks, canisters, test hole dimensions, and other methodological
differences. The labs could revive and review recommendations from the
now defunct Joint Testing Organization to ensure coordination and col-
laboration if necessary. This would prevent unnecessary slowdown in the
event that PDD-15, with its two- to three-year timeline, is executed. Re-
lated to lab-to-lab coordination (that should be easier today due to the
establishment of the National Nuclear Security Administration), an as-
sessment of the regulatory environment would help planning and improve
timeliness. Given the more stringent and necessary safety and environ-
mental concerns since 1992, a menu of options, key regulatory must-do’s,
and challenging issues could be identified and resolved ahead of time—
avoiding paralysis should an administration order testing resumption.

Conclusion

The United States has continued to abstain from nuclear testing since
1992. Regardless of one’s position on the merits or lack thereof when as-
sessing a resumption of nuclear testing, the act of actually performing
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nuclear tests should not be confused or conflated with the nation main-
taining a capability to do so as stipulated by presidential decision directive.

As nearly three decades have passed since the country’s most recent
nuclear test, it is easy to forget the origins and context that drove PDD-15
and the safeguards. Both were crafted and agreed upon by the executive
and legislative branches of government to ensure that conditions to resume
nuclear testing were maintained even under the most favorable of geostra-
tegic conditions. Hard lessons from the Cold War were learned, and the
safeguards were modified over time to reflect those lessons. As time has
passed, these guideposts have faded from the collective consciousness. Yet
these hard-earned lessons of past presidents, statesmen, and military leader-
ship remain important reminders with respect to national security.

So too, in some sense, have the aspirations of global collaboration faded
as nation-states return to mimic, in many ways, the great power competi-
tion of the late 1800s and post-World War 1. A nuclear-armed Russia is
challenging the European order, and China is attempting a revision to the
rules-based international norms that have existed since the end of World
War II. Both of these competitors have modernized their nuclear forces in
earnest while the US capability aged and, in some respects, atrophied.
Their aggressive modernization programs—conventional, nuclear, and
nonconventional—that are underway across multiple domains threaten to
upset the strategic stability prevailing since the end of the Cold War. These
threats became clearer as events unfolded in Ukraine and the South China
Sea, through destabilizing actions regarding US domestic politics, and
with the creation of organizations that upset and offset long-standing
international norms in the economic and technology sectors—to name
just a few examples.

As a result, the US,; specifically the DOD and DOE, have engaged in a
massive effort to reconstitute the nuclear enterprise. Through the creation
of Air Force Global Strike Command, a reinvigoration of the ICBM
force, and a national security strategy that gives nuclear forces a seat at or
near the head of the table, the nation’s nuclear deterrent is on the road to
recovery. Funds are being allocated to modernize the three legs of the
triad, and a renaissance of strategic deterrence thinking is underway across
government institutions, private sector think tanks, and in academia. The
partnership between the DOD and DOE that can trace its roots to the
Manbhattan Project is being revitalized as both organizations collaborate
even more deliberately on key nuclear national security programs like the

SSP, SRP, Life Expectancy Program, Alts (alterations), gaming, modeling,
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and personnel exchanges such as the Air Force Fellows program across the
national laboratories.

Many challenges remain as the US works to rebuild and improve the
health of its nuclear enterprise and infrastructure. The DOE and DOD
will deal with competing priorities as they attempt to modernize all legs
of the triad and simultaneously rebuild and improve the material and per-
sonnel resources of the critical national laboratories. Test readiness posture
may not make the cut in terms of the lengthy list of wicked problems
facing the enterprise. However, the longer the nation waits, the more in-
tractable this problem becomes.

The United States is at a crossroads on how to address its nuclear test
readiness deficiencies. Perhaps the simplest path to remedy issues regard-
ing test preparedness is to change the law. Replacing, revising, or rescind-
ing the requirement for the US to be ready to resume nuclear testing could
obviate the need for the enterprise to be prepared to test in a given time
horizon. Taking this path would be akin to the Ford administration re-
moving the costly requirement for the US to be ready to resume atmo-
spheric nuclear testing. However, any decision to change the legal require-
ments for test preparedness should carefully consider the geopolitical,
national security, and fiscal implications.

The alternate path is to resource nuclear test readiness appropriately
and adopt the recommendations outlined here. Should the US choose this
course, it must address the shortcomings surrounding current nuclear test
readiness with a plan to conduct a test if directed. In a world defined by
great power competition, the next emergency is likely just around the cor-
ner. The effects of black swans, grey rhinos, and pink flamingos become
more consequential the less prepared the nation is for a surprise. The lon-
ger nuclear testing atrophies, the more the problem will have to be re-
framed as reinventing testing rather than resuming it. N®]_
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Abstract

We are experiencing a technical revolution in biotechnology that will
change the way we live as much as any technological advance in human
history.! Advances in gene sequencing, gene editing, and gene synthesis
have shifted our relationship with the building blocks of life. This new
science, synthetic biology, is in its early stages but has already created dis-
tinct threats and opportunities in US national security. It promises ad-
vances in materials science, manufacturing, logistics, sensor technology,
medicine, health care, and human augmentation while simultaneously
increasing the possibility and severity of man-made pandemics through
unintended consequences in genetic experiments or improved bioweap-
ons. This article proposes a National Strategy for Synthetic Biology
(NSSB) to defend the homeland and promote American strength by
building security into synthetic biology and by making synthetic biology
an investment priority. The United States can achieve greater security by
regulating and controlling synthetic biology to prevent unintended conse-
quences while investing in people and industries to maintain a security
advantage in the field.

%k % %k %k *k

Revolution “a technological revolution that will fundamentally alter

the way we live, work, and relate to one another. In its scale, scope,
and complexity, the transformation will be unlike anything humankind
has experienced.” This revolution builds on the Third Revolution based on
electronics and information technology to blur “the lines between the
physical, digital, and biological spheres.” Scientists have begun to use the
term “synthetic biology” to describe the blurring of those lines by the con-
vergence of genetic technologies powered by digital tools and engineer-
ing principles to create new physical substances and chemicals. Synthetic
biology, advancing at rates exceeding Moore’s Law, makes it possible to

Futurist Klaus Schwab predicts in his book 7he Fourth Industrial
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develop unique solutions to some of the world’s most difficult problems
and improve the quality of life for billions of people.

'The technological revolution brewing around synthetic biology creates
two separate but related national security problems. First, synthetic biology
enables people to develop—either deliberately or accidentally—pathogens
with enhanced transmissibility or lethality, including entirely new kinds of
biological agents and toxins. This technology is becoming easier to access
and to use. The second problem is that the United States finds itself in an
era of global competition among great powers. China, in particular, is ex-
ploiting vulnerabilities in American academic and business institutions to
erode US military and economic advantages. This creates the very real
possibility that China will become the world leader in synthetic biology,
with all the military, agricultural, medical, and industrial advantages that
are conferred.

'The question becomes how to address these problems. Existing strate-
gies for defeating bioweapons and pandemics focus on deterrence and
biologic incident response—two inherently public sector actions. The
2018 National Defense Strategy and the Department of State’s Joint Stra-
tegic Plan focus almost exclusively on biodefense through traditional de-
terrence against states like North Korea.* Documents directly concerned
with biodefense—defined as preparing for and responding to bioweapons
and pandemics—such as the National Biodefense Strategy and the National
Health Security Strategy, are too narrow because they do not address the
public/private industrial and economic issues that would be required for a
coherent technology strategy.’ This matters because many of the steps
needed to increase security in synthetic biology involve private industry
and academia rather than governmental initiatives. Additionally, focusing
on specific threats, whether those are states or viruses, creates the possi-
bility that new actors or viruses will show up like black swans.

'The United States should develop a separate, comprehensive, whole-of-
government national strategy to address synthetic biology that supports
efforts to provide general security and reduce the overall threat and risks.
Our article explores this topic by providing background information on
the technological innovations advancing synthetic biology, examining
how these advances create the above-mentioned threats to national secu-
rity, and discussing the declining American advantage in these technolo-
gies. It then presents the outline of a new National Strategy for Synthetic
Biology (NSSB) to defend the homeland and promote American strength.
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Technological Innovations Advancing Synthetic Biology

'The ability to read DNA has grown exponentially since the first com-
plete sequencing of the human genome and the discovery of a new class of
gene-editing tools revolutionized the ability to manipulate DNA. Now,
gene synthesis allows scientists to print DNA or biological material from
a basic genetic sequence without modifying existing organisms or DNA.
'The umbrella term “synthetic biology” describes simultaneous advances in
three separate genetic technologies: gene sequencing, gene editing, and
gene synthesis. Individually, each area is a potential national security dis-
ruptor: gene sequencing creates the potential for very accurate individual
identification and medical therapies, gene editing creates the potential to
augment human performance, and gene synthesis creates the potential for
designer pathogens. Understanding these disruptions requires some un-
derstanding of the underlying technological changes.

Gene Sequencing

'The most successful genetic technology so far has been gene sequenc-
ing. It is a process that reads the nucleotides in an individual strand of
DNA. Techniques for decoding DNA have existed since the 1970s and
vary widely in terms of expense and accuracy. As each person’s DNA is
unique, gene sequencing is a means of individual identification and may;, if
DNA databases are available, identify one’s parents and children. There are
currently no significant restraints on commercial genetic testing, and many
public and private organizations have begun to compile massive databases
of genetic information. The cost of genetic sequencing has decreased by six
orders of magnitude in the past 18 years, creating massive public interest
in genetics.® In 2015 alone, the cost of sequencing an entire human genome
dropped from $4,000 to $1,500. Commercial services such as 23andMe
and Ancestry.com offer tests in the range of $69 to $199 to provide con-
sumers information on their genetic heritage. The market for direct-to-
consumer genetic tests boomed in 2017-18, when bundled genealogy and
health testing kits were an Amazon “Top 5” Black Friday bestseller.” An
estimated 30 million Americans have now used a home test kit, and the
current market is over $747 million.® People have put these data to some
surprising uses, such as catching dog poop scofflaws and cold case mur-
derers, and there is a potentially massive market for individually tailored
medicines.” Sequencing, however, is most significant because it enables
gene editing and synthesis at the level of the individual base pair.
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Gene Editing

Most popularly known as genetic engineering, gene editing describes
any process where scientists directly alter the information encoded in a
strand of DNA. Gene editing was pioneered in the 1970s when scientists
used viruses to insert, remove, or replace specific genes in various organ-
isms, which are then known as genetically modified organisms (GMO).
Applications range from scientific research to agriculture. The CRISPR
(clustered, regularly interspaced short palindromic repeats) editing tool
has been a watershed in allowing scientists to edit genes with ease and
precision.!? CRISPR describes a general class of gene editing tools based
on a specific gene sequence within the immune system of bacteria, the
most commonly used variant of which is CRISPR/Cas 9, where Cas 9 is
the protein that does the actual editing.!! These tools are most powerful
when used on single-celled organisms or in sex cells because the changes
are heritable, known as “germ line” edits. These germ line edits can also
change genes in living multicelled organisms. CRISPR is revolutionary
because it is precise, easy to use, and nonproprietary—its inventors de-
cided to make it widely available as an academic product rather than a
proprietary corporate process, as is the case with most GMOs.! In fact, it
is so easy to use that companies are selling take-home gene editing kits.
'Those factors have inspired a boom in genetic engineering, with the num-
ber of CRISPR-related academic articles jumping from 100 in 2011 to
14,000 in 2015.13

While CRISPR is the most important innovation contributing to the
speed of change, other advances continue to emerge. New editing tech-
niques are being developed to overcome some of CRISPR’s limitations,
such as being too large to fit inside certain viruses and occasionally copy-
ing bacterial sequences into other DNA. Beyond the actual editing tools,
innovative approaches show great promise in defeating the traditional
pitfalls caused by genetic complexity and expression. The 2018 Nobel
Prize in Chemistry was awarded to scientists who pioneered “directed
evolution” by randomly generating mutations in bacteria and then select-
ing only those mutations that produced useful or interesting effects—us-
ing evolution to replace iterative engineering—to “create antibodies, bio-
fuels, drugs, and other important biological molecules.”

Gene Synthesis

Whereas CRISPR and other editing technologies modify existing
DNA, it is also possible to manufacture complete strands of DNA from
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sequences stored on computers. Gene synthesis refers to the process of
creating DNA from scratch using chemical precursors. This “printed”
DNA must be inserted into some form of host cell to come alive. Scien-
tists conduct synthesis by dividing a DNA sequence into small chunks,
“printing” them using strings of raw nucleotides, and then stitching the
pieces together.’® They sequence these, verify their accuracy, and then in-
sert them into blank cells to check their function. Cells created this way
can then reproduce normally. While progress has been slower, gene syn-
thesis inspires the term “synthetic biology,” which incorporates the idea of
applying classic design-build-test-learn engineering principles to genetic
manipulation. Synthetic biology has attracted significant interest and in-
vestment—the market for synthesis precursors grew from $5.5B in 2015
to an estimated $40B in 2020. Biologically derived chemical production
made up only 2 percent of the $1.2T global chemical market in 2008, but
that is estimated to rise to an estimated 22 percent in 2025, making the

impact of synthetic biology to the chemical industry in the hundreds of
billions of dollars.!”

Threats to National Security

Technology now exists that allows malicious actors to enhance existing
pathogens into more effective weapons and to create pathogens for which
there is no natural defense. In May 2018, Johns Hopkins University con-
ducted a tabletop pandemic exercise called “Clade X” to evaluate national
and international responses to a bioengineered virus released by an Aum
Shinrikyo-like cult whose goal was to save the world by eliminating hu-
mans.’® At the conclusion of the exercise, after approximately 20 game
months, nearly 150 million people were dead worldwide including 20 mil-
lion in the United States. Without a vaccine, the game model predicted
900 million deaths worldwide—accompanied by civil disorder, govern-
mental breakdown, riots, and additional deaths from starvation, lack of
sanitation, and violence.! The military and government have long been
aware of how badly pandemics can damage national structures and econo-
mies. The Covid-19 pandemic has vividly enacted these once esoteric table-
top scenarios for the whole world; engineered pathogens would cause sig-
nificantly more harm.?

A keystone technology in the future of biomanufacturing is gene syn-
thesis, creating organisms capable of producing advanced materials at
scale. However, it also makes possible novel organisms, similar to viruses,
engineered specifically to challenge the human immune system. Synthesis
has advanced more slowly than sequencing and editing because the cost of
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nucleotide precursors and reagents has stayed essentially the same over the
past decade.?! Still, this cost is relatively low. One can recreate smallpox in
a private lab today for around $3 million; a similar effort in 2025 may cost
as little as $100,000.22

Gene Drives and Unrestricted Warfare

Scientists have used CRISPR to develop gene drives. These are tools to
“drive” a genetic modification through an entire population. By editing a
small version of CRISPR into the gene itself, gene drives avoid the normal
Mendelian inheritance process to guarantee a desired trait gets passed
along.?® This new trait is permanently dominant and is transmitted in each
subsequent generation. In this way, scientists can genetically engineer
whole species, though the process takes generations to achieve. Various
nations and nongovernmental organizations are pursuing the use of gene
drives to do things like eliminating the species of mosquitos that causes
malaria and eradicating rats from the Galapagos by forcing rats to only
produce males.?* Gene drives spread generationally, meaning they are not
suitable as direct weapons against human beings. However, when used in
species that reproduce rapidly like bacteria and insects, they can eliminate
entire species and collapse ecosystems. Because the delivery system of a
gene drive can be as simple as a single introduced organism, gene drive
effects are limited to a single trait, and the slow speed of propagation
could provide anonymity, gene drives could become highly eftective weap-
ons in economic warfare.?

Dual-Use Technology

Synthetic biology is inherently dual use. From pharmaceutical com-
panies to biohackers, the primary motivation of most is the desire to
improve the human condition. Because these tools are “decidedly low-
tech, inexpensive, and widely available,” however, “life sciences research
is now nearly borderless and is a global collaborative activity” that could
just as easily cause harm.?® In 2018, scientists at the University of Al-
berta used gene synthesis—“mail-order DNA”—to fabricate a sample of
“living” horsepox, a relative of smallpox, without having any physical
access to the virus.?’ They did this to make a case for reform. Others have
conducted similar experiments to do pure viral research, like the team
that synthesized the 1918 Spanish flu from frozen lung samples.? These
efforts demonstrate both how well-meaning efforts can produce highly
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dangerous outcomes and how few obstacles exist to the application of
synthetic biology and gene synthesis.

Proliferation and Unintended Consequences

With few regulatory hurdles, synthetic biology is proliferating wildly,
including to high schools and amateur do-it-yourselfers. In 2018, bio-
hacking became a major trend on the Gartner Hype Cycle as an emerg-
ing transformative technology, and it has since gone mainstream.?” For
$169, one can order a “DIY Bacterial Gene Engineering CRISPR Kit.”°
While many biohacking efforts can seem gimmicky, like glow-in-the-
dark beer, much of this amateur work is serious. The International Ge-
netically Engineered Machine (iIGEM) competition is an annual MIT-
sponsored event featuring 6,000 competitors from high school, college,
and private industry seeking to produce the best synthetic biology de-
signs. In 2018, the undergraduate grand prize went to Printeria, “a fully-
equipped bioengineering device able to automate the process of printing
genetic circuits in bacteria but made as simple and easy to operate as a
domestic desktop printer.”3! These collaborative projects make synthetic
biology easier and more accessible. While innovation drives economic
expansion, each unregulated technical improvement decreases the exper-
tise required for malicious actors to produce bioweapons and increases
the likelihood of unintended consequences.

Unintended consequences have long been a part of the life sciences be-
cause biological systems are quintessentially complex. Genes are notori-
ously difficult to manipulate, often with negative or perverse outcomes.
Gene therapy had its “defining moment” with the accidental death of one
of its first subjects, 18-year-old Jesse Gelsinger, who had a bad reaction to
a viral delivery agent designed to correct his genetic blood disorder.>? The
classic cautionary tale for genetic engineering is the Australian mousepox
experiment in which scientists hoping to control an exploding mouse
population introduced an infertility gene using the mousepox virus as a
delivery vehicle.®® Instead, they created a virus that was 100 percent lethal
to mice within nine days of infection, even in mice bred to be resistant and
in those immunized.3* The episode was so frightening in its implications
thatan American effort to create countermeasures was widely condemned.
'The obvious concern is an accidental release of a deadly pathogen resulting
from some innocuous line of research—mousepox for humans.
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Weak Regulation

Despite consequences on par with nuclear incidents, biotechnology is
not controlled or regulated with nearly the same rigor as the nuclear in-
dustry. As a matter of international law, the Biological and Toxin Weapons
Convention prohibits the development or production of agents or prod-
ucts that have no peaceful use. The United States applied that standard to
develop the Dual Use Research of Concern policy, updated in 2014.3
However, this policy is limited to “15 agents and toxins and 7 categories of
experiments” that are under federal review and oversight. Having a highly
selective list of prohibited materials might have made sense at one time,
but it cannot keep up with the pace of innovation. Scientists can conduct
limitless mutations on existing viruses with the specific intent to better
understand or fight them and end up with a constant stream of novel
pathogens.?” So long as research is conducted with a legitimately peaceful
research objective, it is permissible.

In the absence of strong regulation, the life sciences rely heavily on
professional standards and norms to prevent bad behavior. The 2004 Fink
Report outlined a moral duty of scientists to avoid experiments that could
advance bioweapon technology, such as “rendering a vaccine ineffective or
conferring resistance to available therapeutics, evading detection or diag-
nosis methods, enhancing or creating virulence, increasing a pathogen’s
transmissibility or altering its host range.”® These concerns apply to both
existing viruses tweaked to be deadlier or new classes of pathogens (engi-
neered, for example, to evade the human immune system).? Under the
current regulatory regime, the scientists who synthesized synthetic horse-

pox or the Spanish flu are doing nothing illegal.

The Declining American Advantage

Strategic competitors like China are working tirelessly to erode America’s
asymmetric technological advantage. In synthetic biology, this competition
is fierce and stretches across economics, cyber, biosecurity, education, foreign
investment, and control of genetic information. The context is one of a de-
clining US advantage. Biotechnology is increasingly important in Chinese
military doctrine, with the People’s Liberation Army (PLA) designating
biology as a separate war-fighting domain. Some of its most influential
thinkers have described potential offsets including biomaterials, human
enhancement, and “offensive capabilities” that may include ethnically tar-
geted bioweapons.*’ Yet, as transformative as biotechnology will be in the
future, American experts do not generally think of it as a transformative
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military technology in the same class as “artificial intelligence, autono-
mous systems, ubiquitous sensors, advanced manufacturing, and quantum
science.”*! This oversight creates an opportunity for China, with its closely
linked security and economic structures. Seemingly trivial innovations,
such as engineered hypermuscular “super dogs,” will always have a military
or security application.*?

Economic Competition

Synthetic biology has become a major area of Sino-US economic com-
petition as well. The United States is struggling to respond to what the
White House Office of Trade and Manufacturing Policy describes as
“economic aggression.” The White House estimates China’s human infil-
tration and cyber espionage efforts cost the United States economy be-
tween $180 and $540 billion per year as China seeks to “capture the
emerging high-technology industries that will drive future economic
growth.”® Biotechnology is a favorite target for Chinese exploitation as
one of the top 10 focus areas of the “Made in China 2025” plan, with a
target to reach four percent of the country’s GDP by 2020.** Further,
China wants to ensure that it not only catches up to the United States
technologically but surpasses and dominates it. Biotechnology was promi-
nent in the Chinese Communist Party’s recently launched initiative to
become the world leader in relevant military technologies, with $20.9 bil-
lion in direct investment in 2019.% China’s tightly intertwined civilian
and military institutions blur any distinction between private and public
sectors, guaranteeing the inevitable transfer of superficially nondefense
investments to the military-security apparatus.*®

China’s espionage and investment activities reflect the vulnerability of
the American synthetic biology industry. Weiqiang Zhang, a former lead
scientist at Ventria Bioscience, was recently convicted of trying to steal a
technique that uses rice to produce customized proteins for medical re-
search and therapies (with potential revenues of $1 billion per year).*’
Others have been caught smuggling genetically modified corn and cancer
cells for genetic research from the United States to China.*® When not
stealing intellectual property, the Chinese are buying it outright. The Bei-
jing Genomics Institute (BGI) recently purchased California-based
Complete Genomics and used that acquisition to help build a new gen-
eration of genomic sequencing machines capable of cutting 40 percent off

the market price.49
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Cyberbiosecurity

China’s renowned hacking abilities present a unique threat to synthetic
biology, which relies heavily on information technology. Cyberbiosecurity,
which fuses ideas from cybersecurity and biosecurity into a multidisci-
plinary approach to mitigating those vulnerabilities, has emerged to
grapple with the vulnerability of biotechnology-related information sys-
tems and laboratory equipment.”® The digital infrastructure that supports
synthetic biology includes data (base pairs or bits), data storage (DNA or
silicon), laboratory equipment, communication networks, and supply
chains. Most cyberbiosecurity efforts are mundane, such as encrypting
medical records and genetic profiles. However, one unique concern is the
interface between digital and genetic data. In 2017, researchers at the Uni-
versity of Washington were able to encode malicious “software” into a
string of DNA that, when sequenced, allowed them to take control of the
underlying computer system.>! This vulnerability provides a sophisticated
attack vector into academic and commercial operating systems, enabling
traditional cyber threats such as data exfiltration or industrial sabotage.
Facilities and equipment for genetic sequencing and gene synthesis are
often colocated, and genetic malware potentially allows bad actors a covert
and nonattributional way to synthesize artificial pathogens by hijacking
automated laboratory equipment. DNA-based malware then can spread
computer viruses that create real viruses.

Education

For decades, the United States’ university system brought the world’s
best and brightest to study, and many of them stayed to work in its techni-
cal industries. China, through recruitment initiatives like its “Thousand
Talents” program, is trying to take advantage of the US research system
based on trust, good faith collaboration, and the free exchange of ideas to
build a rival higher education system.”> When these scholars come to
China to build research centers, they often bring cutting-edge or proprie-
tary knowledge with them. Simultaneously, American universities have
built their business plans on having a continuous stream of foreign stu-
dents as full-tuition-paying graduate students who contribute billions of
dollars to universities through tuition and on-campus spending. Now, a
sharp decline in Chinese students poses a potentially “existential” threat to
many science, technology, engineering, and mathematics (STEM) gradu-
ate programs that fuel the American innovation base.>® Although staying
in the United States was never part of the “deal” for foreign students, the
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current administration’s policies increasingly discourage immigration. The
State Department has imposed visa limitations for Chinese scholars as
“non-traditional information collectors,” especially in fields with national
security implications.>* These restrictions simultaneously fail to discourage
actual spies, who can jump the bureaucratic hurdles necessary to stay in
the United States and damage the institutions they are designed to pro-
tect. International student enrollment has flattened over the past two
years, with the US economy losing an estimated $5.5 billion. American
universities started taking out insurance policies, while international stu-

dent enrollment has increased as much as 20 percent in countries like
Australia and Canada.*

Foreign Investment

China has leveraged its newfound economic might to take advantage of
the United States’open markets to obtain technology through foreign direct
investment. By supporting or buying struggling companies or through ven-
ture capital, Chinese investment firms gain legitimate access to business and
technical information. In 2018, Congress passed the Foreign Investment
Risk Review Modernization Act (FIRRMA) to strengthen the Committee
on Foreign Investment in the United States (CFIUS). Originally created to
prevent foreign investors from acquiring national security—sensitive compa-
nies, both the Obama and Trump administrations used the power of the
FIRRMA much more frequently than in the past.’® The most important
update to the CFIUS is that it can now review noncontrolling investments,
giving investors certain rights including accessing nonpublic proprietary
information, observing the board of directors, or having nonvoting decision-
making input.’’ Although biotechnology was a broadly covered industry
under FIRRMAs pilot program, critical technologies are included in one of
five existing control categories, such as arms control treaties and nuclear
dual-use restrictions that do not generally apply to synthetic biology.*® Dur-
ing the public comment period for regulation under the Export Control Act
of 2018, the industry lobbied hard and succeeded in preventing any biotech-
nologies from making the revised Commerce Control List.*” Biotech firms
also led the way in lobbying to narrow the definition of “sensitive personal
information” to protect companies that collect genetic information.®

Genetic Information

'The foreign sale of genetic data may provide other nations with an infor-
mation advantage. China has amassed the world’s largest genetic database
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and prohibited its export to preserve its intrinsic economic and security
value. The proliferation of genetic information creates some concerns for
privacy and anonymity. In America, enough people have publicly shared
their genetic information that 90 percent of European-Americans will be
genealogically identifiable within three years. Foreign agencies can obtain
DNA from a variety of sources and use profiles either available freely on-
line or obtained through espionage to identify spies, soldiers, and their
families—who then become vulnerable to threats, attacks, or exploitation.®!
The DOD is aware of this vulnerability and in 2019 circulated a memo
discouraging members from purchasing or using at-home genetic tests.®?
Additionally, genetic information could indirectly provide intelligence
agencies with potentially powerful information about individuals’ genetic
predispositions that could be used to compromise officials or operatives.

A National Strategy for Synthetic Biology

America’s bioeconomy relies on openness, transparency, globalized supply
chains, and a worldwide customer base to foster innovation and economic
growth. This creates inherent vulnerabilities within the biotechnology in-
dustry that often go unaddressed.®> Synthetic biology has too few touch
points within the national security structure to rely on existing strategies
to address its vulnerabilities and opportunities. It is similar to computer
technology in that the private sector’s production and consumption far
exceeds the public sector’s, making the technology difficult to secure by
focusing on public initiatives.

‘There have been several attempts to create national-level frameworks to
address the public/private divide in synthetic biology, including the 2018
Biodefense in the Age of Synthetic Biology and the 2020 Safeguarding the
Bioeconomy reports from the National Academies.®* However, these aca-
demic reports fail to provide a strategy to drive priorities and spending.
This simultaneously allows them to be quite expansive in terms of describ-
ing problems and risks while avoiding concrete solutions. These docu-
ments repeatedly point out that any successful strategy will require a
broad-based and interdepartmental approach with many public and pri-
vate stakeholders, which makes their findings incompatible with existing
strategy documents.

Defending the Homeland

A national strategy for synthetic biology can defend the homeland by
regulating synthetic biology activities. Five key lines of effort include im-
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plementing a framework to prioritize threats, regulating synthetic biology
processes to guard against accidents and nefarious acts, controlling our
technology exports to guard against leaks that threaten our security, build-
ing international cooperation to restrain unauthorized synthetic biology
activities, and conducting horizon scanning to maintain awareness of and
prepare for future threats. Each of these will require an interdepartmental
regulatory effort, public-private partnership, or both.

Highest Concern

Re-creating known Making biochemicals via Making existing bacteria
pathogenic viruses in situ synthesis more dangerous

. e Manufacturing chemicals
Making existing viruses . . o
or hiochemicals by exploiting
more dangerous :
natural metabolic pathways

Manufacturing chemicals
or biochemicals by creating
novel metabolic pathways

Relative Concern of
Capabilities Assessed

Modifying the human
microbiome

Modifying the human
immune system

Modifying the human
genome

Re-creating known

pathiogenichacteria Creating new pathogens
Modifying the human
genome using human
Lowest Concern gene drives

Figure 1. Threat hierarchy. This prioritization of threats was achieved by using
the Imperiale Framework. (Reproduced from National Academies of Sciences, En-
gineering, and Medicine, Biodefense in the Age of Synthetic Biology [Washington,
DC: National Academies Press, 2018], 5, http://nap.edu/24890.)

Adopt a framework to prioritize actions. The Imperiale Framework
introduced by the National Academies in 2018 provides a context for pri-
oritizing actions to mitigate hazards created by synthetic biology. This
framework uses the following criteria to establish a hierarchy of concern
for potential misuse of synthetic biology: usability of the technology, usa-
bility as a weapon, requirements of actors, and potential for mitigation.
'The resulting threat hierarchy (fig.1, above) shows that the most pressing
security concerns include the re-creation of known viruses and toxins and
the modification of existing viruses and bacteria. This suggests that actions
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should focus on preventing the use of synthesis to manufacture viruses and
monitoring and restricting research that could modify existing viruses and
bacteria in dangerous ways. The current regulatory structure makes these
steps all but impossible without drastically rethinking America’s approach
to regulating biotechnology, which focuses on products and not process.

Regulate process, not product. Regulation in synthetic biology focuses
almost exclusively on consumer safety instead of biosecurity. The nation’s
regulatory baseline, called the Coordinated Framework for the Regulation
of Biotechnology, establishes regulatory agencies responsible for difterent
product groupings but explicitly avoids interfering with production pro-
cesses.®® President Trump reinforced that focus with an Executive Order
on Modernizing the Regulatory Framework for Agricultural Biotech-
nology Products in 2019, which further eased regulations.®’” For example,
the FDA regulates genetically modified animals but only when a devel-
oper decides to sell an innovation.® It allows noncommercial experiments
to continue without supervision.®’

To effectively regulate synthetic biology, the government must take an
approach to synthetic biology that reduces the possibility of dual use,
similar to the way it regulates supply chains in the nuclear industry. Done
properly, an agency such as the National Institutes of Health (NIH) would
monitor research and development in real time to update the Dual Use
Research of Concern policy at the pace of technology, regardless of
whether synthetic biology is used by university researchers, corporate de-
velopers, or amateur hobbyists. Under this policy, the monitoring agency
creates a secured synthetic DNA registry to collect metadata regarding
genes, regulators, vectors, hosts, and target species. In accordance with the
Imperiale Framework, its immediate emphasis would be to verify that
existing pathogens are not being synthesized or modified improperly. En-
tities involved in sequencing or synthesizing genes for third parties would
compare customer requests against that registry to screen for known mali-
cious or suspicious sequences (at an offsite location to protect proprietary
sequences), as well as to verify provenance and provide attribution during
a bio-incident. Any company, university, or individual conducting inde-
pendent genetic work would make declarations and submit sequence in-
formation. Sensitive equipment, such as DNA synthesizers, would be
stored in secured access rooms.”®

This kind of formal oversight would be a drastic departure from the
current system, and it creates an immediate conflict with the DIY/bio-
hacking movement. Scientific self-regulation has done an admirable job of
reining in the worst abuses of biotechnology. Yet self-regulation is by
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definition unenforceable, and the rapid democratization of biological tools
has eroded the social power of professional ethics and norms.”* The Cen-
ters for Disease Control and Prevention (CDC) and the NIH should ex-
amine genetic editing technology and propose a set of technical guidelines
to restrict gene editing to certified laboratories. Such rules could take the
form of the current regime in Germany, where the law prevents unsanc-
tioned work on genes through fines upward of €50,000 and jail terms up
to three years. Alternatively, treating key genetic editing materials such as
the Cas 9 plasmid as controlled materials may be sufficient. The experts at
the CDC and NIH should evaluate the likely effectiveness of such re-
gimes and propose legislation. The moral and legal issues associated with
gene editing and gene splicing of mammals and humans should also be
evaluated and legislation proposed.

Control exports and investment. Increased regulation will change the
business models for many globalized synthetic biology companies, with
the risk that they move overseas. While the United States must remain
open for biotechnology-related research, we cannot allow this technology
to simply move offshore. The CFIUS must, therefore, develop the export
control restrictions for synthetic biology technology related to national
security that were envisioned by FIRMMA. These export control restric-
tions would be based on the national roadmap and defense industrial base
issues surrounding synthetic biology.

Beyond the requirements of FIRMMA, the United States must exam-
ine existing business relationships to ensure they do not result in the loss
of important intellectual property. In addition to reviewing new deals, the
CFIUS should examine previous and existing deals by foreign companies,
especially those like the BGI that have already acquired key American
firms or Chinese investment firms like Ever Alpha.”? It owns a 14.9 per-
cent stake in Twist Bioscience, which is the Defense Advanced Research
Project Agency’s (DARPA) Living Foundries initiative’s leading DNA
synthesizer.”® Finally, the CFIUS should include a wider range of syn-
thetic biology experts. This will improve the committee’s effectiveness in
policing foreign investment while guarding against overrepresentation in
the agricultural and medical sectors.

International cooperation. The United States should work to estab-
lish and standardize international rules and norms for synthetic biology
research and production. The current international regulatory structure
for biotechnology consists of scientific self-regulation based on profes-
sional ethics, national-level policies, various arms control treaties, and
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some UN-level health initiatives.”* There are simply too many cracks and
gaps in this system.

'The absence of an international control regime presents unique national
security challenges because of “ethical asymmetry” in places like China,
where a loose regulatory regime and strong government-led incentives to
spur innovation created a climate where seemingly anything goes.” While
it is illegal in the United States to create genetically modified babies, and
has been since 2015, genetically altered children are living in China.”
Similarly, Ukraine produced babies using mitochondrial DNA from three
biological parents in an effort to avoid inherited genetic diseases for pa-
tients from Sweden, Britain, Brazil, and Israel.”

Once the United States has developed a sound approach to domestic
regulation, the United States should propose to the World Health Organi-
zation and signatory states of the UN a set of rules and norms for interna-
tional adoption. Among these rules, ensuring nation-states retain control
over genetic experiments within their borders will reduce the likelihood of
errant science experiments being introduced into the environment.

Horizon scanning. Horizons scanning is a frequent recommendation
of studies on securing the bio-economy, and the sheer amount of data
collected in a centralized gene registry will necessitate a horizon scanning
capability based on machine learning.”® Led by the CDC, this horizon
scanning capability should incorporate artificial intelligence to cross-
reference foreign investment and business activity derived from CFIUS
filings, as well as monitoring ongoing academic research through grant
proposals and research papers. Initially, this horizon scanning capability
will focus on detecting potentially dangerous or malicious work on exist-
ing pathogens and organisms that could create biological toxins per the
Imperiale Framework.

Machine learning shows huge potential to improve our ability to detect
dangerous or malicious work in synthetic biology. However, some trends
will only make sense when placed in the context of things such as unusual
military activity or a simultaneous attack on the “health intelligence net-
work” of disease surveillance and electronic medical records associated
with a bizarre disease progression.”” In the longer run, therefore, the
United States should expand the Public Health Emergency Medical
Countermeasures Enterprise, chaired by the Department of Health and
Human Services, into an even broader interagency fusion center to com-
bine domestic genetic horizon scanning with all other available sources.?
Ultimately, an effective horizon scanning effort might necessitate inter-
national cooperation, such as the recent discovery by a CDC team of sev-
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eral genetically distinct strains of the hemorrhagic-fever-inducing Mar-
burg virus in Sierra Leone before any humans became sick as part of the

PREDICT international partnership system.5!

Promoting American Strength

Synthetic biology presents an opportunity for scientific and economic
gains that can enhance American strength in the international arena.
While the United States and China are starting at near parity in this new
technological field, China continues to target the American biotechnology
industry to make strides toward achieving its ambition to be the world
leader in the life sciences. The NSSB will promote American strength by
investing in the future. Five key lines of effort include creating a roadmap
for defense-applicable synthetic biology investments, establishing an in-
dustrial base for defense-related synthetic biology based on that roadmap,
investing accordingly in key technologies, creating policy for legally and
ethically challenging policy areas, and winning the war for talent.

Create a defense roadmap for synthetic biology. With competing
military and economic priorities, the United States needs a synthetic bi-
ology roadmap to prioritize technology investments. To develop this
roadmap, the Department of Defense must integrate synthetic biology
into its strategic, operational, and tactical planning processes to determine
how best to apply these technologies in future wars. The roadmap will
streamline the research and development processes across the federal gov-
ernment and act as a focusing function for technologies with operational
impact (e.g., synthetic biology manufacturing processes that can create
structures and runways). Finally, with a vision for future investment, the
DOD can develop an industrial base that ensures the security of suppliers
and supply chains alike.

Establish a defense industrial base for synthetic biology. There is no
defense industrial base for synthetic biology. As synthetic biology has
little overlap with traditional major weapon systems, the DOD and its
interagency partners largely ignore it as a critical emerging defense tech-
nology.®? This, in turn, leads to a lack of economic clout with synthetic
biology manufacturers.

As the Government Accountability Office points out, an improperly
secured industrial base could cause supply disruptions from things like in-
terrupted supply chains or failed suppliers, or even contaminated or com-
promised products.®3 Such consequences could adversely affect military
operations as well as domestic synthetic biology research, development,

and manufacturing. Therefore, the DOD should acknowledge synthetic
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biology as an important defense-related industry, further integrate biotech
considerations into its larger strategic and acquisition efforts, and expand
on recent progress made by the assistant director for biotechnology under
the recently reorganized Office of the Under Secretary of Defense for Re-
search and Engineering.3

The federal government should immediately lay the groundwork for a
system of “trusted foundries” for both synthetic biology equipment and
chemicals, using as its model the existing Defense Department Trusted
Foundry program for microelectronics. These trusted foundries will vet
people working in the industry, thus ensuring their ability to conduct clas-
sified work when appropriate and thereby guaranteeing uninterrupted
supply chains, preventing tampering during production, and protecting
products from exploitation.® Businesses seeking certification as trusted
toundries will need to meet certain cyberbiosecurity standards, and these
standards will apply to all biotech contracts—including biomanufacturing
techniques, genetic sequences for defense-related products, and genetic
data storage. Each federal agency that uses the trusted foundry system will
need to ensure these trusted foundries remain in business through guaran-
teed contracts or preferential acquisition plans.

Invest in key technologies. Several key technologies within synthetic
biology will enhance economic growth as well as military might. Proper
investment in advanced materials, logistics, adaptive materials, living sen-
sors, biochips, and anti-pathogens will create new industries while making
our military forces more agile. Investment here collectively will promote
American strength.

Advanced Materials. By using gene editing and gene synthesis to create
organisms that produce rare substances—especially at the micro and nano
levels—synthetic biology provides an avenue to create advanced material
on demand and at scale. One of DARPA’s signature programs in its $296
million Biological Technologies Office is its long-running Living Found-
ries initiative to manufacture “critical, high-value molecules that are often
prohibitively expensive, unable to be domestically sourced, and/or impos-
sible to manufacture using traditional synthetic approaches.”® Initiated in
2015, the “1000 Molecules” iteration of this program created its 1,000th
biologically produced molecule in 2019.87 These exquisite materials may
fill specific military niches, like radar-absorbing paint for stealth or endo-
thermic fuel for hypersonic weapons. This could be especially game chang-
ing with nanomaterials because bacteria already operate at the micro scale
and are easy to reproduce naturally. From a health perspective, biological
pathways could be similarly repurposed to create “pharmacies on demand”;
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giving field hospitals the ability to produce medicine as needed would
reduce medical logistics.3®

Logistics. 'The advantages of biomanufacturing go beyond creating valu-
able substances: biomanufacturing has the potential to make forces leaner
and more lethal. One company, bioMASON,; currently sells bacteriologi-
cally produced bricks—eliminating the need to transport specialty clay
and drastically shortening the normal two- to five-day kiln firing process.
'This process uses local materials, drastically saving on transportation costs
while simultaneously saving fuel and carbon emissions.?’ In 2019, Blue
Horizons’ Project Medusa used bioMASON materials to create austere
runways to show how biomanufacturing could provide a truly innovative
approach to the strategic problem of adaptive basing in a contested envi-
ronment.” In fact, biomanufacturing potentially magnifies the tactical
and logistical value of additive manufacturing by using local biomass to
manufacture the additive polymers on site, rather than relying on trans-
portation systems.”! Another completely different technology has already
been commercialized by companies such as Ecovative, whose prototype
bio-buildings are constructed from cardboard origami forms infused with
a mushroom-based substance. When sprayed with water, the forms grow
into buildings within a few days.”

Adaptive Materials. More than decreasing manufacturing and transpor-
tation costs, biomanufacturing promises to create materials capable of do-
ing things that inert products cannot. Biologically based self-healing
concrete already exists, which works when pellets containing dormant
bacteria and calcium-based “fuel” are exposed to water. When cracks allow
moisture into the concrete, the bacteria come to life and use the calcium
to produce limestone that automatically seals the crack.”® While this ap-
proach has limitations, DARPA has funded several additional efforts, such
as the Engineering Living Materials program, that seek to create bio-
products that are not only self-healing but also can grow themselves in
place or adapt to their environment. Examples of useful adaptations in-
clude adaptive camouflage or pathogenic resistance. One outgrowth of
that effort is the successful development by the University of Colorado of
using cyanobacteria to create green concrete, both in color and in its ability
to trap carbon through photosynthesis.”* Investment in adaptive materials
will improve military adaptive basing and likely produce dividends for the
construction and transportation industries.

Living Sensors. Synthetic biology takes advantage of the myriad ways
that evolution has equipped organisms to monitor their environment,
even beyond the electromagnetic spectrum. Additional investment may
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produce bacteria able to act as a trip wire detector for submarines.” In one
ongoing $45M tri-service program, scientists are engineering bacteria to
exhibit photoluminescence in the presence of signature molecules such as
lubricants, diesel fuel, or metals.”® Similar programs are trying to engineer
everyday plants to detect explosives or nuclear, chemical, and biological
materials in humanitarian relief operations.®”

Biochips. While living organisms can act as sensors, building actual sen-
sors with synthetic biology involves biochips. A class of medical devices,
biochips were initially developed by the Human Genome Project as a
search function for DNA sequences, proteins, chemicals, and toxins. Bio-
chips are especially useful for detecting novel or engineered pathogens
with previously unknown DNA sequences; they can combine a search for
commonly occurring viral DNA sequences with broadly focused protein
searches to recognize altered viruses.

One application of biochips is micro-organs—miniaturized models of
organs such as hearts, lungs, pancreases, and tumors that work like the real
thing.”® Also known as bio-microarray devices, micro-organs look like
large-circuit microchips but are built out of living cells performing bio-
logical functions. Like microchips that perform millions of computations
per second, these bio-microarray devices perform thousands of biological
tests simultaneously as each array is a miniature test site. When integrated
in a single device (known as a lab-on-a-chip), they can perform low-cost,
high-speed, and high-throughput analysis despite being small.” Impor-
tantly, by grouping lots of miniature assays together, a lab-on-a-chip can
both search for multiple things and run redundant tests to eliminate false
results. The ultimate goal would be universal detectors that can sense al-
most anything, from germs to bombs. Due to their promise as sensors,
DARPA and the National Institutes of Health have invested $100M in
this technology over the past five years.

Anti-pathogens. Because pathogens can evolve or be engineered to resist
vaccines, multiple stakeholders—including the DOD, CDC, and NIH—
should explore methods using genetic technology to fight pathogens. Scien-
tists still do not completely understand viral phenomena—a team of virolo-
gists in Brazil recently discovered an amoebic virus with no known genetic
sequences.’® Funding cuts to the CDC and Public Health Service have
done significant damage to the nation’s ability to defend itself, especially in
light of a drumbeat of zoonotic outbreaks (SARS, Ebola, and Covid-19).1
Funding preventative steps makes eminent sense when the cost of respond-
ing to an outbreak such as Covid-19 is in the trillions of dollars.1%
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Recent outbreaks have shown that vaccine development is slow, expen-
sive, and limited to the target virus. The global response to Covid-19 fur-
ther demonstrates how disruptive a potential pandemic can be to an inter-
connected world. The response also shows the benefit of using cutting-edge
tools like biochips and machine learning to speed up the genetic profiling
of antibodies to mass-produce antibody serums to provide non-vaccine
treatment options.1® Research on innovative approaches, such as enlisting
predatory bacteria to fight other bacterial infections, should continue.!%*

Establish policies for genetic information and human augmentation.
'The most controversial areas of synthetic biology are those that deal with
humans: genetic information and human performance augmentation.
Both genetic screening and human augmentation raise a host of ethical
and legal concerns, such as whether modified humans are weapons under
the Geneva Convention.!%

Genetic information. The United States should follow the lead of China
and Russia to prohibit the export or sale of citizens’genetic information to
foreign entities with additional steps taken to ensure the privacy of those
who serve in security-related positions. The DOD and CIA should, for
instance, prohibit members from taking commercially available genetic
tests while increasing the availability of prescribed medical genetic testing.
Similarly, local and state governments should be precluded from storing
DNA profiles of those employed in national security positions in local
(sometimes called “shadow”) databases. Most importantly, the DOD
should clarify its policies to further restrict access to security for the 50
million DNA samples it has as part of its DOD Serum Repository.

It must also establish policies that will enable it to use genetic informa-
tion to improve military performance and decrease military and veterans’
health care costs. While genetic discrimination has been illegal in the
United States since the 2008 Genetic Information Nondiscrimination
Act (GINA) for things like issuing health insurance, the act does not ap-
ply to military recruitment.! Improved genetic testing provides an op-
portunity to test for certain genetic diseases or proclivities, and it is be-
coming feasible to test for positive adaptations to high-altitude/low-oxygen
conditions, extremely hot/cold environments, or sleep deprivation.1%”

Human augmentation. With gene editing already in use to cure diseases,
the United States must have a mechanism to determine how it will ap-
proach human augmentation, particularly in defense. In the short term,
the DOD should convene a working group that includes private and pub-
lic sector representatives to recommend to the president and Congress
how the military should incorporate human augmentation into operations.
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The time available to parse this issue is diminishing due to the pace of
innovation in what Army Futures Command dubs the “Era of Acceler-
ated Human Progress.”% Scientists are already conducting experiments
using CRISPR to tweak the immune system of people with genetic disor-
ders such as cancer.!?” US scientists began clinical trials in 2019 to use
CRISPR to treat sickle cell disease by editing a woman’s blood marrow to
produce fetal hemoglobin protein to compensate for the protein that cre-
ates sickle cells.!? Early results suggest the treatment is working, provid-
ing hope to millions of people with that condition.!!! This makes possible
a treatment that could just as easily give someone with normal hemoglobin
the ability to process oxygen like a world-class marathon runner, which
has obvious implications for military performance.

Military necessity is creating increasing pressure to pursue “bio-
convergence” in military operations.!? If the United States does not take
the lead on ethically using biotechnology in both of these areas, it seems
inevitable that some other country will. China has expressed interest in
using synthetic biology to improve its soldiers’ performance. By moving
early to codify how it intends to balance military advantage with ethical
restraint, the United States will be able to influence worldwide norms and
expectations for what is and is not acceptable.

If using biotechnology is deemed acceptable, research could make hu-
mans less prone to disease. Defense researchers are already working on
projects to modify the bacteria that make up the human microbiome that
will result in increased caloric uptake and less fatigue. A similar approach
may change skin bacteria to repel mosquitos that carry malaria or dengue
tever or change the microbiome into a secondary immune system capable
of reacting to pathogens or environmental contaminants.!’® Other efforts
seek to make human beings hardier by identifying and triggering genes
present in all people in a manner to give some people enhanced disease
resistance when activated. Potential benefits go beyond disease protection
to intrinsic resistance to infections, drug overdoses, radiation, and toxins.!*

Win the war for talent. The United States must take seriously the
“competition” part of great power competition and try to beat China in the
emerging war for talent.!?® China targets academia and corporations for
information largely by funding research. In many cases, including the re-
cent arrest of Harvard’s preeminent professor of chemistry, people caught
transferring technology to China did so to be better researchers or entre-
preneurs, not spies.’® To compete with China’s “Thousand Talents” pro-

gram, the United States needs to subsidize research fellowships through
the CDC, NIH, DARPA, and/or the National Laboratories, where top
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researchers can get research grants, access to laboratories, and permissions
to commercialize major research findings.!'” Current efforts to tighten
vetting of foreign students and strengthen laws requiring the disclosure of
foreign investment in American universities or research should be aug-
mented by programs to increase American participation in graduate
STEM programs, such as scholarships, internships, and targeted hiring
practices. The loss of revenues for American STEM programs due to visa
restrictions needs to be counterbalanced with investment lest those pro-
grams fail and disappear. Cuts to the budgets for the CDC and NIH only

exacerbate this problem and should be reversed.118

Conclusion

Synthetic biology is going to remake the world. The tools available to
scientists today create the vast potential to do great good or great harm. As
innovation in biotechnology accelerates, the United States must take im-
mediate steps to safeguard against catastrophe and capitalize on those in-
novations. Reducing the threat of engineered pathogens and preventing
the loss of intellectual property to our strategic competitors requires a
strategic approach that heavily involves regulating academia and industry.
It must look beyond traditional defense and national security stakeholders
to address systematic weakness and deep root causes. Policy makers will
need to think differently about what national security means if they want
to solve problems like an educational system that produces too few Ameri-
can students in STEM programs but relies on foreign students to keep
those programs solvent, or a highly permissive and globalized business
environment that prioritizes profits over security. Consequently, success-
tully implementing this strategy will require the creation of a broad-based
steering committee that includes public and private stakeholders. It will
also require carefully balancing security with freedom. Every regulation,
restriction, or limitation incurs a cost to innovation and expansion. Many
of those costs are offset by investments, research, and the creation of guar-
anteed supply chains and contracts, but each compromise must be carefully
considered. Finally, the American approach must be exportable to the
world at large. This strategy cannot be successful if America imposes uni-
lateral restrictions on its own activities that the rest of the world ignores or
exploits. As America is faced with increasing global competition and do-
mestic partisanship, the collaborative approach demanded by this moment
may seem unrealistic. The alternatives, however, demand that we try. @]
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PERSPECTIVE

The Future of the
Transatlantic Alliance:
Not Without the European Union

SvEN Biscop

Abstract

'The debate about the division of labor between the European Union
(EU) and NATO has been ongoing ever since the former was created in
1993. Much more sensitive than the details of EU-NATO relations is the
question of whether the EU, as a supranational, state-like organization, is
actually seeking more autonomy—not from the alliance but from the
United States. The EU has become indispensable to the security of the
European continent because its member states largely set overall strategy
on foreign policy through the EU and because only EU membership can
guarantee their political and economic power base. EU member states are
now also endeavoring to generate more military capabilities through the
EU. A viable transatlantic alliance, therefore, requires the US to interact
more directly with the EU, in addition to its engagement through NATO.

%k % %k %k %k

busier or Oscar Niemeyer design. It is not a neatly planned whole
in which every component elegantly and eftectively fulfils a specific
function. It rather resembles a sprawling palace complex; every successive
occupant has added, restyled, or abandoned another wing. It functions, but
one would never build it this way if one were to start from scratch.
Unearthing the foundations of this complex architecture takes us back
to the years immediately following the end of the Second World War.
Initially, the US strongly supported European defense cooperation be-
cause it was wary of a permanent military commitment on the European
continent. Washington pushed hard for the European Defence Commu-
nity, which would have merged the armed forces of France, West Ger-
many, Italy, and the three Benelux countries into a single European
army—thus rearming Germany without recreating the German armed
torces. When in 1954 that project failed, however, the emphasis shifted to

’ I he transatlantic security architecture does not resemble a Le Cor-
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NATO. The US therefore ended up taking the lead in the security and
defense sphere anyway, through NATO, while European integration as-
sumed a mostly economic focus through the European Economic Com-
munity (EEC), created in 1957.

When the Cold War ended, this neat division of labor became more
complex. In 1993 the European Union (EU) succeeded the EEC and
gradually developed its own strategy, foreign policy, and defense policy for
the post—Cold War world. Ever since, there has been debate between the
EU and NATO about who does what. Officially, both organizations talk
only about complementarity; they adopted joint declarations in 2016 and
2018 and are working on 74 areas of cooperation.! In reality, many decision-
makers on both sides of the Atlantic see this as a zero-sum game: what
strengthens the EU must of necessity weaken NATO and vice versa. An
unhelpful beauty contest has developed between the two organizations.
Even in the fight against the coronavirus, for example, both NATO and the
EU were at pains to prove that they were coordinating the support that
Europe’s armed forces were providing to the security and health services.

Nevertheless, if it were merely a matter of redefining the division of
labor between the EU and NATO, this debate might have already been
settled. Offering a view from Europe, the underlying and much more po-
litically sensitive question concerns the autonomy of the EU, as a state-
like organization, not from NATO but from the US. The EU has already
become indispensable to the security of the European continent because
EU member states largely set overall strategy on foreign policy through
the EU and because only EU membership can guarantee their political
and economic power base. If EU member states are successful in their
endeavor to generate military power through the EU, it would require a
reconfiguration of the transatlantic architecture.

The Nature of the EU-NATO Relationship
Formally at least, the EU in its 2016 Global Strategy set itself the ob-

jective of achieving “strategic autonomy” in security and defense.? The
strategic community in the US nearly universally condemns this EU am-
bition as undermining NATO. On 1 May 2019, the under secretary of
defense for acquisition and sustainment and the under secretary of state
for arms control and international security even sent a joint letter to the
EU in which they described some of the subsequent EU defense initia-
tives as “poison pills” for the transatlantic relationship.®

At the same time, the US keeps pressing its European allies to spend
more on defense. The pledge they made at NATO’s Wales Summit in
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2014, to “aim to move towards the 2% guideline” by 2024, has been re-
interpreted in Washington as an obligation to spend 2 percent of the
GDP. At the July 2018 Brussels Summit, US president Donald Trump
even spoke of a 4 percent spending target, though that was quietly ig-
nored by everybody else.* In March 2019, however, he impetuously re-
turned to the charge with the idea that allies hosting American troops
should pay the US the full cost of that deployment plus 50 percent. In
June 2020 he announced a reduction of American troops in Germany—
apparently in retaliation for Germany’s alleged underspending.’ The US
cannot have it both ways: it cannot realistically expect the Europeans to
pay more without having more of a say.

The stated goals of the Global Strategy notwithstanding, the Europe-
ans remain very divided about strategic autonomy themselves. Some, such
as French president Emmanuel Macron, but also German chancellor An-
gela Merkel, have grandly stated that the EU should take its destiny into
its own hands.® Others, especially in eastern Europe, are wary of upsetting
the US without a firm alternative in place. In the EU institutions, the
debate about the meaning of strategic autonomy has created much debate
since 2016, but it has remained inconclusive. In 2020, the terms of the
debate shifted; increasingly, EU member states and institutions now speak
of “sovereignty” or “freedom of action.” The focus has now moved to the
German initiative to draft a “strategic compass” to provide more political
guidance for the EU’s defense policy, starting with an updated threat as-
sessment during the German presidency of the EU in the second half of
2020. The Europeans have yet to decide, therefore, how autonomous they
really want—and dare—to be in security and defense. The fact is that in
many areas of international relations, the EU has already become an au-
tonomous actor because of its very nature.

The EU is a supranational union in which member states have pooled
sovereignty. Joining the EU is like moving into an apartment building.
Inside your own apartment, you can do as you please within certain rules
and as long as you don't overly disturb the neighbors. About the building
as a whole, however, you still decide, but only as part of a collective deci-
sion by all the owners; you cannot decide to replace the elevator by your-
self. And you better participate in the meetings, tedious though they may
be, for decisions are taken by majority and are binding even if you don’t
attend. The EU is not a state, but it is not just an organization of states
either; it is something in between, a state-like organization. That is why
the EU has become an autonomous actor in its own right, in addition to
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the individual actions of its member states, including in areas of inter-
national relations (most notably trade).

Foreign policy and defense constitute an exception: in these areas the
EU as such is not an actor but still operates on an intergovernmental basis;
member states take all decisions by unanimity. These member states are, of
course, sovereign countries in that they make their own decisions. How-
ever, their national strategic autonomy—that is, their capacity to act on
those decisions and to safeguard their interests by themselves—is non-
existent for most and severely constrained for the others. The individual
European states mostly have but negative sovereignty: they can in all free-
dom decide not to do something, but each on its own cannot undertake
significant actions. France, for example, can deploy a brigade—but not
much more—to Mali and, even then, only with the support of other Eu-
ropeans and the US in terms of intelligence, transport, and so forth. The
current European debate is about the extent to which EU member states
should further pool their sovereignty, notably in defense, and thus become
an autonomous actor in this area as well.

NATO, to continue the architectural analogy, is the neighborhood
watch. Some of the owners in the EU building have joined it while others
have not. It also has members from other buildings, including the huge
mansion across the street—the US. The neighborhood watch is important,
especially when security problems arise, but it does not shape your daily
life; the EU building and your relations with the other owners in it does.
NATO is fully intergovernmental; it is an organization of states. It can
never be an actor in its own right, therefore, nor can it acquire autonomy;
it always was and will be an instrument of its member states.

Whether increased EU autonomy in defense undermines NATO is,
therefore, a meaningless question. One might as well ask whether US au-
tonomy undermines NATO. If the European members (and partners) of
NATO that compose the EU were to decide to pool their defense efforts
that would not in any way detract from the strength of the alliance—just
like bilateral or trilateral cooperation between allies (Belgian-Dutch naval
cooperation, for example, or the Dutch-German army corps) does not. Of
course, if the EU member states were increasingly to act as a bloc within
NATO, it would be more difficult for the US to maintain its predominant
position in alliance decision-making. That is why the EU ambition of stra-
tegic autonomy is such a sensitive political issue.

The US has been facing this dilemma since the end of the Cold War.
Should it continue to prioritize working with individual European allies
through NATO? That would make it easier to maintain American leader-
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ship—but of less capable allies. Or should it support defense integration
through the EU in the hope that this would render the Europeans mili-
tarily stronger and more capable of relieving the burden of the US, even if
that would mean accepting a greater EU role in decision-making? Argua-
bly, whichever option the US chooses, it will have to accord a greater role
to the EU. Today, although foreign policy remains an intergovernmental
area, the EU plays an indispensable role in strategy making.

A Strategy for Foreign Policy

NATO was, of course, created long before the EU. As a consequence,
many still perceive a hierarchy in which NATO comes first and the EU
second, as if the EU can make decisions only within a prior strategic frame-
work set by NATO. In reality, things work the other way around: NATO
provides a military instrument that is put to use within the framework of a
foreign policy strategy defined elsewhere. As far as the US is concerned, it
is in Washington; for EU member states, it is in Brussels—that is, if the
EU works as it should. In practice, EU member states indeed do not arrive
at a common EU strategy on each and every specific issue. The fact is that,
in general, on issues of strategic importance, the Europeans cannot have
much impact unless they adopt a collective EU approach. What could even
the largest European states do alone about the war in Ukraine, the war in
Syria, or the rise of China? If the EU does adopt a strategy and it coincides
with US strategy, Europeans and Americans can then opt to have recourse
to NATO if implementation requires military action.

The measures taken since the Russian invasion of Ukraine in 2014
clearly illustrate the actual strategic “line of command.” The European
reaction to the invasion depended on the relationship Europe wanted to
offer Ukraine, the price Europe was willing to pay for it, and how Europe
saw the long-term future of its relations with Russia itself. Certainly, the
Europeans took into account Washington’s position. Nevertheless, these
political and economic decisions could only be taken collectively, through
the EU. Within this broadly defined EU understanding, the Europeans
contribute military forces to Enhanced Forward Presence in the Baltics
and Poland, under the NATO flag, while applying sanctions against Rus-
sia through the EU. Diplomatic initiatives at the highest level to end the
conflict have mostly been undertaken by Germany and France. But their
leverage also derives to a large extent from their membership in the EU:
only the EU can apply or end economic and diplomatic sanctions. No
individual European state will adopt sanctions unilaterally and risk the ire
of Russia on its own.
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In those instances when the EU does not set strategy, NATO cannot
fill the void. NATO obviously has neither the competence nor the au-
thority to step in and decide on issues of foreign policy, trade and invest-
ment, or energy; but even in defense, NATO will find it difficult to act if
the EU is divided.

Absent an EU strategy, the majority of EU member states will have at
most a token policy on big questions of foreign policy and security for lack
of leverage, or they may simply follow US policy. Even larger member
states, though perhaps more vocal, will find it difficult to act by themselves.
If the lack of EU strategy is mostly the result of inertia, the US may still
be capable of convincing many or most Europeans to follow its lead and
to act jointly, either through NATO or through a broad coalition of the
willing. Sometimes, even when there is a common EU position, an ad hoc
coalition rather than NATO is the preferred option. This was the case of
the US-led coalition against ISIS, created at NATO’s Wales Summit in
2014 but not run as a NATO operation.

If, however, EU member states are actively divided on an issue, the US
will find that it will then also be very difficult to mobilize NATO or to
have more than a handful of European states sign up for an ad hoc coali-
tion. If the Europeans are divided when they meet in the EU, logically
they will be no less divided when they meet in NATO or with the US.The
example that best illustrates this scenario is the US-led invasion of Iraq in
2003. As the EU was split right down the middle over the invasion, the
US had to forgo the active support of all but a few European allies. The
2011 air campaign in Libya is another example: formally presented as a
NATO operation, it was in fact a British-French-US led coalition that
made use of the NATO command structure. Very few European allies
participated, and the EU initially abstained in the face of German dis-
agreement with the intervention. In such cases, the EU’s political and
economic instruments and resources, many of which are controlled by the
supranational European Commission, cannot be made available or at least
not from the start. The implementation of a comprehensive approach will
then be very difficult.

On issues of foreign policy, therefore, the US would be well advised to
consult with the Europeans directly through the EU on a permanent ba-
sis. The EU is the only forum where the European allies can adopt and
implement strategies on the major foreign policy issues of the day—
strategies that will shape the framework within which transatlantic co-
operation can take place. Deepening US-EU interaction on strategy is all
the more necessary because the trend is for American and European poli-
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cies to diverge. The differences are obvious in the Middle East and the
Gulf: the US has withdrawn from the Iran nuclear deal, while the EU
continues to support it, and declines to choose sides in the regional com-
petition between Iran and Saudi Arabia. In Brussels, undermining the
nuclear deal is widely seen as detrimental to Europe’s security interests.
On multilateralism as well, divergences are growing. Washington and
Brussels often identify the same problems with entities such as the World
Trade and World Health Organizations. Whereas the EU answer is to
engage and seek reform, the US has opted to withdraw and pull funding.

Future US administrations may perhaps shift gears again on these issues,
but on China there is a strong bipartisan consensus that the US is engaged
in a long-term strategic rivalry. This is the most important divergence,
therefore, because it concerns the world order as a whole and China’s place
in it and because it is unlikely to diminish. The Europeans are increasingly
aware of the need to safeguard their sovereignty in the face of China’s
growing influence but do not perceive China as a strategic threat in the
same way as the US.” The EU’s High Representative, Josep Borrell, has
made it clear that Europeans cannot accept the idea that the world should
organize itself around a new bipolarity between the US and China.® Euro-
peans, in other words, are not keen to pick sides in Sino-American rivalry.
'This is a key reason why there is a desire in Europe to increase the strategic
autonomy of the EU rather than stepping up defense efforts through
NATO. At its December 2019 London meeting, NATO put China on its
agenda—but that will not be sufficient. For the European allies, deterring
Russia remains NATO’s raison détre, and they do not see the alliance as
the forum to make strategy on China. Any US administration will have to
directly engage the EU on China because on many of the political and
economic issues at stake, the EU rather than the individual member states
has decision-making power.

Integrated Political and Economic Power

Supranational European integration is the foundation of the political
and economic power of the EU member states. Although inequalities re-
main in their societies, the single market has allowed the Europeans to
achieve unprecedented levels of prosperity. For most member states, quit-
ting the single market would amount to economic suicide. Thanks to EU
measures, member states recovered from the 2008 financial crisis; the cri-
sis, in fact, led to further economic and financial integration. Likewise,
recovery after the crisis caused by COVID-19 will be thanks to an EU
support package. Member states do not always show solidarity from the
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start, and the EU often arrives at decisions only after lengthy and painful
negotiations. The point is that member states have pooled their sover-
eignty to create the single market with (for most members) a single cur-
rency; hence, only the EU can now make the required decisions in an
economic or financial crisis. Thanks to European integration, the Europe-
ans have also achieved the scale to hold their own against the continent-
sized great powers of the US, China, and Russia in economic and, to a
lesser extent, political terms. The EU could certainly improve its geo-
economic performance—as in putting its economic clout to use to pursue
its strategic objectives—but if it holds any sway in world politics, it is be-
cause of European unity. The same goes increasingly for innovation and
technology: here too scale has become ever more important. In the areas
in which Europe has fallen behind, such as artificial intelligence, only a
concerted EU effort could redraw the balance.

Post-World War Two, the US strongly encouraged European integra-
tion. The success of the EEC was intertwined with the success of NATO,
cementing the American security guarantee to Europe. This has now come
to work both ways, however. Before, the EEC and then the EU could not
do without NATO. Now, because the EU has become indispensable to the
political and economic stability of Europe, NATO can no longer do with-
out the EU either. Without the EU, there would be political instability
and economic crisis, which could only result in rivalry between European
states with limited power but a lot of mutual suspicion. And if the states
of Europe once again became rivals, Europe would no longer be a source
of allies for the US but of risks. In sum, if the EU were to flounder that
would be the end of NATO as well. In such a scenario, the US might seek
to replace a defunct NATO with a set of bilateral alliances—but not nec-
essarily with all current allies. Europeans would do well to understand that
if another power would seek to exploit the floundering of the EU and
NATO to gain control of significant parts of the European continent, the
US might intervene but not necessarily in defense of all European states.
Where the US would draw the line would depend on which parts of Eu-
rope it would judge to be essential to the American interest and on how
many resources it would be willing to spend on Europe in the context of
its strategic competition with China.

There are important tensions within the EU already today as some
member states, such as Hungary, appear to be returning to more authori-
tarian forms of government. Such governments feel that they can safely
violate fundamental EU values like the rule of law and human rights and
antagonize their fellow EU member states because, in terms of defense,
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the US will always have their back. The Trump administration has even
openly sided with the Polish and Hungarian governments in their dis-
putes with EU institutions. Yet undermining the EU might precisely pro-
voke other powers to leverage that to their advantage while, as stated
above, one cannot be sure of future US strategy. The current Polish gov-
ernment may feel that inviting the US to build a “Fort Trump” on its ter-
ritory is a sufficient guarantee against any eventuality. During conflict,
though, the cavalry manning the fort may decide that those living around
it are expendable. This is why the populist European political parties and
governments actively undermining the cohesion of the EU are playing
with fire—as are those Americans who support them. Hungarian prime
minister Viktor Orbdn may espouse the fiction of “illiberal democracy,”
but he forgets that today the purpose of NATO is to defend not just the
territory of its members but also the democratic model that they have
created in their countries. That was not the case when NATO was founded,
when for strategic reasons more than one dictatorship was invited to join.
Today, any democratic government in a NATO ally would be hard-pressed
to convince its public to put its armed forces in harm’s way to defend a
dictatorship in another NATO country. It is first and foremost the EU’s
responsibility to uphold democracy for all its members, yet it is surprising,
and worrying, how little NATO, and the US, have to say about the demo-
cratic backsliding of several allies.

'The worst-case scenario of disintegration of the EU will not come to
pass. As the drawn-out Brexit process shows, leaving is easier said than
done. The current lack of unity within the EU also weakens NATO. Un-
fortunately, the Hungarian government and others willingly allow them-
selves to be instrumentalized by other powers and, at their behest, tone
down or block EU decision-making altogether. Since nearly all decisions
on foreign and defense policy require unanimity, it is sufficient for another
power to convince one or two capitals to betray the EU. So far this stipula-
tion has not appreciably affected the EU stance on Russia and Ukraine
despite continued Russian attempts to divide the union. Nevertheless,
China has often been very successful in recruiting member states as its
agents and weakening or avoiding EU policies that it considers detrimen-
tal to its interests. Once again, since there is little scope for concerted
transatlantic action in the absence of a broader EU strategic consensus,
this weakens NATO and transatlantic cooperation as well.

Given that the European states gain leverage on the international scene
through the EU, leaving the union is equal to giving up that leverage and
becoming vulnerable to outside pressure from other powers. Brexit did not
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even have to become a reality for the UK to already experience this. When
in September 2018 a Royal Navy ship sailed through what China consid-
ers its waters in the South China Sea, Beijing explicitly warned London
that such actions might jeopardize the future bilateral economic relation-
ship post-Brexit.” China could never blackmail Britain to such an extent
if it stayed in the EU, for it cannot afford to put economic relations with
all of the union at risk. This means that, contrary to Britain’s assertions,
Brexit does weaken NATO. London may decide not to give in to other
powers, but it does provide China in particular with more leverage to in-
fluence British decision-making through nonmilitary means.

Generating Military Power

In the field of defense, European integration has finally become indis-
pensable as well, but defense is far less advanced than other areas. During
the Cold War, when the European states maintained large conscript forces,
each had the scale to create a full-spectrum force or at least a very broad
range of capabilities; integrating defense efforts was not necessary. Today,
however, smaller-scale forces, smaller defense budgets, and inordinately
more expensive arms and equipment mean that not a single European
state can maintain a full-spectrum force of any significant size. Fragmen-
tation and protectionism have resulted in a patchwork of national forces
of mostly low readiness. Taken together, these national forces do not con-
stitute a comprehensive full-spectrum force package. There are critical
shortfalls in terms of strategic enablers, reserve forces, and stocks of muni-
tions and equipment. Consequently, Europe depends on the US for any
major deployment. The European allies have agreed, in the framework of
NATO, to spend more on defense. But if each state continues to do so
separately, the status of Europe’s armed forces and their dependence on
the US will basically remain unaltered, even if they all spend 2 percent of
their GDP. Only by pooling their defense efforts could a group of Euro-
pean states field a comprehensive full-spectrum force package, including
the strategic enablers that allow capabilities to be projected at the borders
of Europe and beyond.

The EU is not the only framework in which the required pooling of
efforts could be organized, but it definitely is the most promising one.
Twenty-five EU member states have joined Permanent Structured Coop-
eration (PESCO) institutionalizing defense collaboration in the union,
while the commission has set up the European Defence Fund (EDF) that,
for the first time ever, will provide defense funds in the EU budget. If it is
put to maximum use, PESCO can become the single platform where Eu-
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ropeans organize themselves to collectively develop all the capabilities
that they require to meet their EU as well as NATO targets. Rather than
undermining NATO, PESCO could help NATO ensure that the addi-
tional means that the European allies are making available are put to the
best possible use.'® Many Americans and Europeans are understandably
skeptical of PESCO since, in the past, so many EU (and NATO) attempts
to promote defense cooperation failed to produce meaningful results.
PESCO is different in that unlike all previous informal initiatives (such as
“pooling and sharing” in the EU and “smart defense” in NATO), it is now
part of the institutional setup of the EU. In other words, it will not go
away. Just like under the NATO Defence Planning Process (NDPP),
member states will be systemically held accountable. That does not guar-
antee that PESCO will work (just like few allies meet all of their NDPP
targets)—but that is all the more reason why NATO and the US should
encourage rather than question it.

Naturally, if and when the Europeans spend more, they will purchase
European arms and equipment. For NATO, that is not an issue, but it has
become one for the Trump administration. It was always unrealistic of
Washington, however, to expect that all additional means would be used
to place orders in the US. One of the reasons why the “poison pill” letter
mentioned above caused such a stir in Brussels is that Europeans read it as
being motivated by narrow US defense industrial concerns rather than by
strategic interests. For the Europeans, defense industrial autonomy is but
a logical exponent of the overall economic and technological autonomy
that the EU, just like all other powers, aspires to. So if PESCO works,
Europe will buy more—but not only—FEuropean products. If PESCO
and the EDF are successful, the EU could become indispensable in mili-
tary capability development.

'The EU aims also to put those capabilities to use and to conduct certain
expeditionary operations autonomously in the broad neighborhood of
Europe. Doing so is in line with the long-standing but still unachieved
EU objective of being able to deploy and sustain up to an army corps and
equivalent naval and air forces (the so-called Helsinki Headline Goal
from 1999). Autonomous operations do not necessarily mean EU opera-
tions, though. In practice—yet not always apparent from EU rhetoric—
these can be operations under any flag (EU, NATO, UN, national, ad hoc
coalition) but under the political control and strategic direction of Euro-
pean governments, with a European general or admiral in command, and
relying only on European forces and assets.
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Seen from NATO, the bone of contention is the command and control
(C2) of such operations: Is the EU seeking to create a standing operational
headquarters alongside the NATO C2 structure? NATO and the EU do
have an arrangement, the Berlin Plus agreement, to allow the EU access to
NATO C2. Many in Europe see this as unsatisfactory, however, because it
requires the EU to pass through the North Atlantic Council and then
SHAPE rather than directly interacting with a specific NATO headquar-
ters. Such a circuitous delegation amounts to an abdication of control. If a
standing EU headquarters is undesirable, the only other alternative would
be to give the EU or an ad hoc coalition of European states direct access to
the NATO headquarters, which would conduct an individual operation
(such as Naples that commanded the Libya air campaign). Arguably, the
US should welcome autonomous European operations. If the Europeans
were capable of singly handling any contingency in their neighborhood
falling below the threshold of Article 5 (NATO’s collective defense guar-
antee) that would allow Washington to focus its attention on Asia.

Precisely because Asia and, more specifically, China, is now the focus of
American strategic attention, the Europeans might also have to consider
whether even in the area of collective territorial defense they should not
aspire to more autonomy. The US has adopted a one-war standard for its
defense effort geared to defeating a great power.!! The question for the
Europeans is what would happen if the US were absorbed in an escalating
crisis in Asia: Should they be able to deter and, if necessary, defend them-
selves against any military threat? Would American reinforcements arrive
as soon and in such numbers as expected? The idea of more European
autonomy in territorial defense (whether imagined as a European pillar
within NATO or through the EU) is anathema to the US and to most
European governments. It is the US pivot to Asia that has invited such
thinking, however. Washington could indeed also wish to see more Euro-
pean independence in defense as enabling its pivot. The fact is, given the
resources and the willpower required, European autonomy in territorial
defense could only become reality in the long term.!2

Conclusion

'The most strategic decision that the European states have taken since
the end of the Second World War was to launch European integration.
This could not have taken off without NATO: it prospered thanks to the
stability that the American security guarantee, embodied in the alliance,
provided. Today, the EU itself has become indispensable to the stability of
Europe, and now NATO can no longer do without the EU either. There is
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no going back to pre-EU days, at least not as a matter of choice. For the
first time in history, Europe has united voluntarily rather than through
force of arms (as Charles V, Louis XIV, Napoleon, Wilhelm II, and Hitler
all attempted—and failed). Therefore, the unravelling of the EU could
only be the result of a catastrophic crisis; it would signal the return of
intra-European rivalry and possibly even war. In a world that has seen a
return to great power rivalry, in political, economic, and military terms the
Europeans should strengthen their unity and deepen EU integration to
maintain their chosen way of life. The US ought to encourage them in that
effort and work more directly with the EU, in addition to NATO, if it
wants the Europeans to support its strategy.

It is always likely, of course, that Europeans and Americans will just
muddle through without any fundamental change in the way that EU-
NATO and EU-US relations operate. The current situation may, at times,
suit the US. An EU that can muster but a weak strategic consensus and
does not adopt strong courses of action may be easier to mobilize for US-
led initiatives—and will at least not cause interference with American
policies. Herein lies the eternal dilemma for the US: relatively weaker
European allies may be easier to recruit for American designs, but will
they be able to contribute much to their implementation? If allies are too
weak, they might actually hinder implementation and handicap the alli-
ance. They may even become a source of security problems.

'The other option therefore is to deepen EU integration and reconfigure
the alliance with the US accordingly. The obvious steps to take would be to
introduce decision-making by majority in EU strategy and foreign policy
and to use PESCO and the EDF to maximally streamline the European
defense effort. The aim would be to shift the center of gravity from the na-
tional capitals to Brussels in both diplomacy and defense. If the EU were to
manage this—but it is a very tall order—then over time it would make sense
to begin to think of NATO as a bilateral alliance between the US and the
EU as such rather than between the US and a host of individual European
states. This is what some American authors are proposing as the only way of
actually forcing the Europeans to shape an adequate defense.!® For the US,
the dilemma remains: What is worse—European strategic autonomy or the
absence of it? For the EU itself, muddling through remains the most likely
scenario. Taking this route is highly unlikely to be sufficient to safeguard the
European interest in the face of external powers actively trying to divide and
subvert EU member states. For the great powers, Europe is but one of the
theaters where their rivalry is playing out. Basically, Europe’s choice is this:
to be an actor or to be a theater prop. W@
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Challenges to the Nuclear
Non-Proliferation Treaty
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Abstract

The effectiveness of a given treaty hinges on states acknowledging the
necessity of membership in that treaty, its functioning as intended, and its
members preferring the treaty's continued existence. A number of chal-
lenges threaten the effectiveness of the Nuclear Non-Proliferation Treaty
(NPT). These include continuing proliferation efforts, nationalism, great
power competition, the spread of nuclear technology, the increasing burden
on the International Atomic Energy Agency (IAEA), and polarization
among NPT member states. This article models the mechanism that
underpins the NPT and then assesses the effects of the identified chal-
lenges. When the various challenges work together within the NPT mech-
anism, effectiveness is likely to decrease in the foreseeable future unless the
international community adopts specific measures. We conclude by offer-
ing policy recommendations intended to strengthen the NPT.

%k % %k %k *k

an international framework designed to uphold the nuclear non-

proliferation regime. It opened for signatures in 1968 and entered
into force in 1970. As a result of the obligations enshrined within the
NPT, the nuclear weapons states (NWS) agree not to assist the nonnuclear
weapons states (NNWS) to either develop or acquire nuclear weapons,
while the NNWSs are required to refrain from developing and/or acquir-
ing nuclear weapons (Articles I and II).! To verify the NNWSs’ compli-
ance with the principles of the NP'I] they accept the imposition of safe-
guarding measures, including inspections and monitoring by the
International Atomic Energy Agency (IAEA), in relation to all the nuclear
materials held within their territories (Article III). In exchange, all the sig-
natories to the NPT pledge to facilitate the peaceful use of nuclear energy
through the exchange of nuclear materials, equipment, and technology

(Article IV). Finally, the NWSs are required to engage in negotiations

T he Treaty on the Non-Proliferation of Nuclear Weapons (NPT) is
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concerning the cessation of the nuclear arms race and the pursuance of
nuclear disarmament (Article VI).?

Critics of the NPT have alleged it has exhibited only a relatively limited
correlation with nuclear nonproliferation to date.> However, we consider
the treaty largely effective because states acknowledge the necessity of
NPT membership, the treaty’s framework is functioning as intended, and
its members prefer its continued existence. While the number of signato-
ries to the NPT has grown since 1968, only five states are now nonsigna-
tories, including one case of withdrawal from the treaty.* The NPT has
prevented the majority of signatories from shirking their nonproliferation
obligations by offering combinations of positive and negative incentives,
applying stringent safeguards, and enhancing the international consensus
and norms against the acquisition of nuclear weapons.” Member states
agreed to indefinitely extend the treaty in 1995, and more than 130 mem-
ber states have now ratified the additional protocol to the NPT This pro-
tocol strengthened safeguards that allow IAEA inspectors to access all
parts of a state’s nuclear fuel cycle, all buildings on an inspection site on
short notice, all manufacturing and import locations in the state, and all
environmental samples beyond declared locations.®

'The prior success of the NPT and the apparent firmness of member
states’ agreement as to its importance, however, are not sufficient to guar-
antee its effectiveness in the future. In fact, history tells us that an interna-
tional treaty can lose its effectiveness and eventually even collapse. Inter-
national law scholars consider two pathways to be of particular relevance
to the threshold at which an international treaty is deemed to be ineffec-
tive and defunct First, if some or all of the signatories to a given treaty
officially end their membership without supplanting any rules, then that
treaty would be rendered severely weakened or even defunct (e.g., the
1987 Intermediate-Range Nuclear Forces [INF] Treaty). Second, even if
the signatories do not officially withdraw from a given treaty, some states
might cease to comply with that treaty if they consider its framework to
not be working (e.g., the 1994 Budapest Memorandum). These two cases
emphasize the key role played by state behavior in relation to the rise and
fall of international treaties. Thus, a sound understanding of why states
choose to adopt a nonproliferation policy and then continue to comply
with the principles of the NPT is important when investigating whether
or not the NPT will continue to be effective in the future.

Among the various challenges associated with contemporary interna-
tional security, five are particularly relevant to the eftectiveness of the
NPT. These five challenges are continuing proliferation efforts of states
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such as North Korea and Iran, global resurgence of nationalism, intensi-
fied competition among the great nuclear powers, increasing burdens
taced by the IAEA, and growing polarization among NPT member states.
While denuclearization of North Korea and Iran remains undecided, the
novel coronavirus (COVID-19) pandemic will likely accelerate the resur-
gence of nationalism, the competition among the great powers, and the
burdens on the JAEA.®

Without an adequate model of the mechanism that underpins states’
choices with regard to the NPT, we are limited when it comes to assessing
the potential impact of the challenges currently facing the treaty. In gen-
eral, a mechanism can be defined as a set of statements that provides a plau-
sible account of how certain variables are linked to one another.” The
mechanism underpinning states’ choices with regard to the NPT represents
a set of statements that provides a plausible account of why a state chooses
to sign the NPT and then to continue complying with the treaty. Here, we
explore the mechanism behind the NPT using a rational choice approach
with a focus on the interactions that occur among the various international
and domestic actors involved. These international and domestic actors in-
clude a state’s government, which decides whether or not to comply with
the requirements of the NPT; domestic groups, which either support or
oppose the state’s adoption of, and compliance with, a nonproliferation
policy; rival states, which might pose security threats; and the international
community, which comprises states and international institutions that sup-
port the existing nuclear control order and which provides incentives, gen-
erates norms, and monitors noncompliant behavior.'

The article begins by explaining the actors within the mechanism that
underpin the NPT. Each actor alone is inadequate when it comes to pre-
dicting the potential impact of the five identified security challenges, as
each is based on a particular perspective. Next, we present our model of
the strategic choices available, which is intended to supplement the work
of prior studies as well as to help overcome their limitations. Building on
the presented mechanism, the article then assesses the potential impact of
the challenges on the effectiveness of the NPT. The results show that an
increasing number of NNWSs may deviate from the requirements of the
NPT by ignoring the relevant principles or by withdrawing from the
treaty. If this occurs, the effectiveness of the nonproliferation regime will
decrease. We conclude by offering policy recommendations intended to
strengthen the NPT and achieve a more robust nonproliferation regime.
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Understanding the Mechanism behind the NPT

How exactly does the NPT work, and what explanations of the treaty
have been, or could be, offered by the major theoretical approaches in the
field of international relations? The neoliberal institutional theory consid-
ers the NPT to resolve two collective action problems because, as an insti-
tutional framework, it can “provide information, reduce transaction costs,
make commitments more credible, establish focal points for coordination,
and in general facilitate the operation of reciprocity.”!! In particular, the
principles enshrined within the NPT involve a commitment on the part
of the NWS to the nontransfer of nuclear weapons technology to the
NNWS. Thus, the nuclear powers consider the treaty to be useful for pre-
venting rival nuclear powers from providing nuclear weapons technology
to their allies. For the NNWS, the NPT framework is also a useful tool for
monitoring potential proliferation behavior, forcing NNWS rivals to re-
main nonnuclear and thereby mitigating a security dilemma.!?

A more strategic perspective regarding the NPT framework interprets
it as a grand bargain struck between the nuclear haves and the have-nots,
with the aim of ensuring the nonproliferation of nuclear weapons and
moving toward complete nuclear disarmament.' That is, the NWS pro-
vides the NNWS with both security and economic benefits, while in re-
turn, the NNWS complies with the principles of the NPT and accepts
international safeguards. Key to the whole agreement are the nuclear pow-
ers’ commitment to the obligations contained within the NPT and the
institutions’ capacity for screening and constraining noncompliant behav-
ior.'* Within the broader nuclear nonproliferation regime, the NPT fa-
cilitates states’ commitments to, and coordination with, other institutional
bodies—including the IAEA, the Comprehensive Test Ban Treaty
(CTBT), supplier mechanisms that control the export of materials and
equipment that could potentially be diverted for nuclear weapons devel-
opment (i.e., the Nuclear Suppliers Group), and other United Nations
resolutions (i.e., UN Security Council Resolution 1540 and 1673) and
disarmament treaties.

A realist view, also known as the “cartel” theory of the NPT, sees the
treaty as a way for the five NWSs to maintain their nuclear oligopoly and
preeminence.’® Initially, the nuclear powers considered their allies’ nuclear
weapons proliferation to be a means of strengthening their side’s influence
against the opposing side. Later, however, the nuclear powers realized that
the spread of nuclear weapons would actually reduce their influence over
their allies, as those allies could substitute the availability of nuclear weap-
ons for the nuclear powers’ security assurance and subsequently gain au-
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tonomy.'® Therefore, the NWSs collectively bribed and coerced the
NNWSs to comply with the principles of nonproliferation through a
combination of multilateral and bilateral agreements.!” According to this
theory, the NPT resulted from the NWSs’ joint action to stop nuclear
proliferation, and it now serves as a framework for coordinating the
NNWSs’ expectations concerning the benefits of compliance and bolster-
ing the monitoring of noncompliant behavior.

The fourth relevant strand of theory is a normative explanation. Con-
structivists define a norm as “a standard of appropriate behavior for actors
with a given identity.”'® Such scholars argue that states shift from follow-
ing “a logic of consequences” to following “a logic of appropriateness” as
norms diffuse among them and alter their belief systems.!® In the field of
nuclear politics, the prominent norm is nuclear nonproliferation, convey-
ing a very clear meaning: “nuclear weapons are not acceptable weapons of
war, ... no new states should be allowed to obtain them, and . .. states with
nuclear weapons should work to reduce and eventually eliminate them.”?
'The nuclear nonproliferation norm is the core idea embodied within the
NPT.%! Thus, when a state signs the NPT, its membership does not solely
involve material terms but also means that it must abide by the associated
ideas and rules in exchange for enjoying the rewards offered through the
treaty framework.??

As Maria Rost Rublee and Avner Cohen note, “Norms as an analytical
framework provide great insight to understand the current roiling in nu-
clear politics.”? In particular, this normative approach sheds light on the
behavior of states that cannot be explained by material factors alone. First,
the normative approach explains why the number of NPT member states
has gradually increased over the years as well as why many states willingly
abide by the nonproliferation principles enshrined within the treaty. Since
the introduction of the NPT leading states have sought to promote the
nonproliferation norm. In fact, during the early 1990s, a norm cascade
occurred that resulted in almost all states worldwide adopting the nonpro-
liferation norm.?* Through the process of international socialization, the
majority of states gradually recognized the importance of becoming re-
sponsible and respected members of the international community, and it
was their desire for membership that motivated them to willingly comply
with the nonproliferation principles.?> Second, the concept of norm con-
testation (i.e., the conflict between old and new norms) serves to explain
why states’ behavior can result in different outcomes under similar mate-
rial situations.?® The nonproliferation norm is an idea and a standard im-
posed by international actors, and it arguably conflicts with the NNWS’s
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sovereign right to develop nuclear weapons. Therefore, when there is a
growing sense of nationalism within a given state, the conflict between
new and old norms will be more intense. In particular, nationalistic coali-
tions “thrive on popular resentment over adjustment policies they regard as
externally imposed, reliance on foreign investment, and the “Western’ prin-
ciples and norms embodied in most international regimes.””” When facing
real or perceived national security threats, these nationalistic coalitions,
which oppose compliance with the nonproliferation norm, could choose
the nuclear weapons option as a means of achieving greater self-reliance.

Although the above-mentioned theoretical approaches offer valuable
insights with regard to exploring the mechanism behind the NPT, no
single theory is sufficient to explain the net eftects of such challenges when
they work together through one mechanism. For instance, the bargaining
theory would be useful in terms of explaining the impact of the IAEA’s
capacity for monitoring noncompliant behavior on the effectiveness of the
NPT. However, the effect of the growing competition among the great
nuclear powers is not clearly explained by this theory. Rather, we could
better understand the potential outcomes of the competition among the
great powers using the cartel theory because it focuses on the coalition
tormed by the NWSs. Meanwhile, the normative theory would prove
valuable in relation to assessing the likely impact of the rise of nationalism
and the decline of globalization, although such an approach might be less
effective in explaining the impact of the other highlighted challenges. To
extend this line of research, our model of the mechanism underpinning
the NPT is intended to supplement the work of prior studies and to help
address our research question.

A New Model of the Mechanism behind the NPT
We model the mechanism behind the NPT using a rational choice ap-

proach and focusing on the interactions that occur among the associated
international and domestic actors rather than on the actions of any one of
them (table 1). There are four actors involved in our model. First, a state
government decides whether or not to comply with the requirements of the
NPT. Second, the international community (IC) is defined as a network of
governments that prefers the current nuclear control order and nonprolif-
eration regime, which are capable of providing incentives, generating norms,
and monitoring noncompliant behavior. Third, if they exist, rival states pose
security threats to the state government. Finally, the state government’s de-
cision in this regard is also influenced by certain domestic groups that either
support or oppose the adoption of, and compliance with, a policy of nonpro-
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liferation. A state’s behavior in relation to the NPT is shaped by the process
of strategic interactions that occur among these actors.

NPT membership
Yes No
Yes Full compliance Nonmem_bersr_np /
. . Nonproliferation
Nonproliferation -
No Cheatin Nonmembership /
9 Proliferation

Table 1. A state government’s possible choices with regard to the NPT

'The interactions begin with the IC offering the benefits of NPT mem-
bership, contriving disadvantages for non-NPT member states, and pos-
sibly imposing sanctions on cheating states. We assume that all the states
are originally nonmembers of the NPT. When interacting with the associ-
ated actors, a state government chooses one of the following three policy
options. First is full compliance (upper left, table 1), which implies that a
state signs the NPT and then genuinely upholds the rules and principles
enshrined within it. Second is nonmembership/proliferation (bottom right,
table 1), which implies that a state either fails to sign or withdraws from
the NPT and develops or acquires nuclear weapons. The second policy
option is relevant to both those states that have never signed the NPT
(e.g., Israel, India, and Pakistan) and states that initially signed but later
withdrew from the NPT (e.g., North Korea). Third is cheating (bottom
left, table 1), which implies that a state clandestinely develops nuclear
weapons despite remaining a signatory to the NPT, as seen in the cases of
Iran (prior to the Joint Comprehensive Plan of Action [JCPOA]) and
North Korea (prior to its withdrawal from the NPT). Thus, a cheating
state is able to enjoy the benefits of NPT membership awarded by the IC
while continuing to pursue the development of nuclear weapons, unless
(or until) its clandestine activities are uncovered. We focus on these three
policy options and do not consider the final option, namely nonmember-
ship/nonproliferation (upper right, table 1), for two key reasons. First, logi-
cally, if a state does not have any intention of developing and/or acquiring
nuclear weapons, it is better oft choosing fu/l compliance, as doing so results
in positive and non-zero benefits.?® Second, historically, all states except
tor South Sudan—only founded in 2011—have chosen one of the three
policy options. No state has remained a nonmember/nonproliferator.

If a state government decides to choose full compliance, then the game
ends with compliance equilibrium (see fig. 1). The IC does not change its
strategy profile (i.e., the provision of rewards and disadvantages) during the
subsequent period.?’ Ifa state government decides to choose nonmembership,
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disadvantages will be imposed on it. The IC will change its strategy profile
during the subsequent period based on updated beliefs and understandings
regarding the situation. If a state government decides to choose cheating,
there exists a certain probability (i.e., p) that its cheating will not be de-
tected and that the IC will not change its strategy profile during the fol-
lowing period. Yet there also exists a probability (i.e., Z - p) that the cheat-
ing will be revealed and that sanctions will be imposed on the state
government. During the next round, the IC will change its strategy profile
based on its updated beliefs and understandings. In the remainder of this
section, we will examine the costs and benefits associated with each stra-
tegic choice during one period of the game.

Payoff:

Rival benefits of NPT

states membership [”:”]Q game
— opportunity costs continues
— political costs

) (nuclear advocates)

security threats

Payoff:
benefits of nuclear
armament

— disadvantages given
by the IC |]|][| game
— political costs continues

(nuclear opponents)
— risk of preventive
attack by rivals

+/- incentives
nonproliferation norms
|IAEA safeguards

Internationa

community,

Payoff:
benefits of NPT
membership + nuclear

armame.nt ) game
— sanctions if continues

support/oppositio

Domestic
groups

uncovered

— political costs if
uncovered

— risk of preventive
attacks if uncovered

Figure 1. Strategic interactions in a state government’s choice of a policy
with regard to the NPT. The outcome of a state government’s policy choice re-
turns back to the beginning and affects subsequent behavior of the IC, rivals, and
domestic groups in the next period.

Strategic Choice 1: Full Compliance

For the NPT compliers, the IC provides a set of rewards involving both
security and economic benefits. First, although the text of the NPT does
not specify any explicit security guarantees for the NPT states, NPT mem-
bership provides certain security benefits to signatories.’® Some NWSs
have provided assurances that they will never use nuclear weapons against
signatories to the NPT.3! For instance, the 2018 US Nuclear Posture Review
states that the United States will not use nuclear weapons against nonnu-
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clear states in full compliance with the NPT.3? In addition, some NWSs
also promised to assist its NNWS allies if they were threatened with nuclear
attack.33 Second, on the economic front, the NPT provides explicit eco-
nomic benefits in terms of nuclear technology transfers and assistance with
nuclear energy programs. Furthermore, being a member of the NPT and
becoming part of the global community may catalyze foreign investment
and better integration into the international economy.3* However, such
economic and security benefits may incentivize states differently depend-
ing on the situations in which those states live. That is, for states rich in
energy sources, the promise of assistance with nuclear energy programs is
likely to have only little attraction, while states with scarce resources may
be more incentivized by the offer of nuclear energy assistance.

On the cost side, a state government choosing to comply with the
treaty pays certain opportunity costs.® The costs are twofold since secu-
rity and economic aspects are involved. In the case of the NPT, the most
significant cost is security, which arises due to the loss of strategic free-
dom in the long term. Nuclear weapons are often seen as an effective
means by which weaker states can strike a balance with powerful rivals
at a relatively low cost. States with developed industrial and scientific
infrastructure may regard nuclear armament as a more attractive policy
option. Therefore, giving up the nuclear weapons option would limit a
state’s strategic flexibility and thereby require it to pay a higher price
when signing the NPT.3¢ This also implies that compliance with the
NPT would incur economic costs, which would be required to build and
operate larger conventional forces. However, such opportunity costs
would differ according to the state’s material situation. A state would
face higher opportunity costs if it had stronger military rivals. A state
facing powerful military rivals requires more investment in conventional
forces for effective deterrence.’’

When a state government decides to join the NPT, the nonprolifera-
tion norm embedded within the treaty is also introduced into the state,
possibly prompting a clash between the proponents and opponents of
those new norms while generating the political costs. That is, if the state
government accepts the rewards offered by the IC for engaging in norm-
conforming behavior, some groups would lose the benefit they derived
from existing norms. For instance, if Pyongyang complied with the non-
proliferation norm, it would gain the rewards associated with the receipt
of economic support from the IC. At the same time, however, it would no
longer benefit from the self-help security effects associated with the pos-
session of nuclear weapons. Thus, a group of people who believe Juche, a
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self-reliance ideology, to be the foremost theory of survival would lose
their normative foundation in domestic politics.*® State leaders may well
be concerned about such clashes since opposition to new norms on the
part of the public or elite could lead to domestic turmoil or even a coup
against the ruling elite.

Strategic Choice 2: Nonmembership

The greatest benefit associated with this policy option is that a state’s
national security could be significantly enhanced by nuclear armament. In-
deed, the state could compensate for military weakness relative to its rivals
through the development and acquisition of nuclear weapons. Further, the
acquisition of nuclear weapons allows the proliferator to rely less on its allies.
Thus, the state may improve its ability to make autonomous decisions.>’

'The flip side of choosing such a policy is that both the state’s rivals and
the IC would launch countermeasures intended to thwart the state’s nu-
clearization, as the proliferator’s nuclear possession could alter the current
balance of power. First, the IC could bring about punishment for the pro-
liferator.** The text of the NPT does not specify the penalties that can be
applied to nonmembers. However, it should be expected that economic
punishments, both bilateral and multilateral, would be used as a tool to
induce states to join and comply with the requirements of the NPT.4
Furthermore, the state’s rivals may seek to prevent its nuclear development
by launching different countermeasures, such as a preventive war (i.e., Is-
rael’s attack on the Osirak reactor in Iraq in 1981 and the al-Kibar reactor
in Syria in 2007). Thus, the state government needs to consider both the
disadvantages and risks from the IC and rivals.

Additionally, noncompliance with the nonproliferation norm can result
in political costs for a state government. In particular, compliance with the
nonproliferation norm may signal that the signatory state intends to adhere
to international standards and to promote international peace.*? Further,
signing the NPT can also be a costly signal that the state is taking action
to become a legitimate member of the IC. Such action implies that domes-
tic coalitions may recognize the importance of becoming a signatory to the
NPT, not only for the associated economic benefits but also for status and
normative reasons. Therefore, if the state government decides not to sign
the NPT and instead pursues nuclearization, the government may expect
both marginalization on the part of the IC and political costs from domes-
tic groups supporting the nonproliferation norm and international peace.
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Strategic Choice 3: Cheating

Not all state governments genuinely comply with the requirements of
the NPT. Why do such state governments seek to deceive the IC and to
covertly develop nuclear weapons, while at the same time claiming that
they desire a security guarantee from the IC? One reason is related to se-
curity benefits, as such states may want to buy the time necessary to clan-
destinely build nuclear weapons while still seeking to alleviate tensions
with their stronger rivals. The NPT can serve as a tool for signaling peace-
tul intentions. By pretending to eschew the nuclear option, a state govern-
ment can seemingly demonstrate its commitment to de-escalating ten-
sions and avoiding a costly arms race with its rivals. In response to the
cheater’s signal, rivals of that state may slow down their military buildup.
If the cheating state government continues to develop nuclear weapons in
covert ways, it could narrow the military power gap relative to its enduring
rivals, or even possibly outpace its rivals by possessing nuclear forces. Such
an approach could prove effective for a state that requires both time and
resources to develop nuclear weapons so that it can stand on an equal
footing to militarily and economically stronger rivals.

'The other type of perceived benefit concerns the economic gains as-
sociated with compliance that a cheater can access in terms of nuclear
assistance and foreign investment. In a self-help and anarchic interna-
tional order, reaping the incentives for compliance with the NPT and
then going back on one’s pledge could represent a promising strategy.
Although most states that have signed the NPT have not behaved in
such a way, some states have appeared to do so. For example, in 1984, the
Soviet Union reportedly agreed to provide four light-water reactors
(LWR) to North Korea contingent upon Pyongyang’s compliance with
the obligations set out within the NPT.¥ Furthermore, in 1994, the
United States and an international consortium agreed to provide political
and economic assistance to North Korea in exchange for the freezing of
its nuclear weapons program.* Yet Pyongyang declared its withdrawal
from the NPT in 2003 in the face of receiving the benefits offered by the
Soviet Union and the United States.

In terms of implications, however, if the clandestine activities are un-
covered, the cheater must expect heavy costs due to strong economic and
military sanctions imposed by the IC. Economic sanctions, such as the
treezing of funds and trade embargos, have often been imposed on cheat-
ers. One case of economic sanctions was the international restrictions on
Iranian financial assets and economic resources in response to Tehran’s
refusal to halt its uranium enrichment program.* In some cases, military
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measures have been used to punish cheating. Baghdad’s alleged develop-
ment of nuclear weapons, for example, was met with the invasion of Iraq
by the United States and its allies in 2003.4¢ Sanctions for cheating be-
havior tend to be stronger than the disadvantages imposed for nonmem-
bership because cheating may signal to other states that they could de-
ceive the IC as well.#’ A state government therefore decides to cheat the
IC only if it expects the probability of detection to be sufficiently low and
the potential sanctions to be weak, and the benefits of cheating substan-
tially greater than for noncheating.

The Strategic Choice of Noncompliance

We have defined the costs and benefits that a state government consid-
ers when it chooses one of the three strategic choices. However, the payoff
associated with each outcome does not tell us which strategic choice is
preferred over the others. This means that we must compare the utility of
each choice and then determine which choice offers greater utility than
the others as well as under what conditions. In particular, the economic
rationality assumption upon which this study is founded implies that a
state government will choose a specific strategic choice if the utility of that
choice is greater than the utilities of the other options.*® Given the three
choices, under what conditions will a state prefer a policy of noncompli-
ance (either nonmembership or cheating) over one of compliance?

First, when choosing between full compliance and nonmembership
policy, a state government will choose the nonmembership policy if its
utility is greater than that of compliance. When compared, the likelihood
of a state government’s choice of nonmembership decreases when non-
nuclear states are more sensitive to the benefits of compliance, when do-
mestic coalitions’ support of nonproliferation policy is strong, and when
the disadvantages to nonmember states are great. For instance, if a state
has an open economy and limited energy resources, its government and
domestic groups may be concerned with economic assistance from the
NPT framework and with meeting international standards and will
therefore be more sensitive to the benefits of NPT membership.* In such
a case, the state government is less likely to choose the nonmembership
policy. A relevant example of this case can be seen in the South African
government’s decision to dismantle its nuclear arsenal. Along with the
improvement in South Africa's security environment seen during the late
1980s, its rollback was driven by Pretoria’s growing sensitivity to the
benefits of NPT membership and by domestic coalitions’ desire to escape
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isolation from the international community through the dismantling of
its nuclear arsenal.>

The likelihood of choosing nonmembership, on the other hand, would
increase when domestic opposition to compliance with NPT requirements
and the opportunity costs of giving up a nuclear option increase. Then the
IC must be able to provide sufficient incentives through the NPT frame-
work to incentivize the state to remain a member and abide by the nonpro-
liferation policy. For instance, when Japan ratified the NPT membership in
1976, it had already developed industrial and technological infrastructure
and faced nuclear-armed China. A group of politicians had also openly
discussed Japan’s desire to develop nuclear weapons.>! The greater opportu-
nity costs and domestic opposition that Tokyo faced led the IC to provide
greater incentives, such as US extended nuclear deterrence and latent nu-
clear capability, so as to induce Japan to comply with the NPT.>

Second, when choosing between full compliance and cheating policy, a
state government will also choose the cheating policy if its utility is
greater than that of compliance. When compared, the likelihood of
choosing the cheating policy increases when the IC cannot impose effec-
tive sanctions on cheating states, when the probability of discovery of
cheating actions is sufficiently low, and when a state government needs
nuclear weapons due to security threats but also needs the benefits of
NPT membership. Of particular importance is the IAEA’s ability to in-
spect and monitor nuclear sites belonging to NNWSs.>3 If the IAEA’s
monitoring capacity is low, more states are likely to pursue clandestine
nuclear development.** Iraq’s and North Korea’s covert nuclear programs
suggest a correlation between monitoring inefliciency and cheating, as
those states relied on their knowledge of the IAEA’s limited inspection
measures to hide nuclear materials and facilities.® The IC’s lack of suc-
cess in imposing sanctions on nuclear proliferators may also lead state
governments to consider cheating a viable option. For instance, the UN
sanctions against North Korea were weakened by surrounding states’
worries about the regime’s possible collapse. Pyongyang’s belief that the
IC cannot levy heavy sanctions against it might have prompted it to con-
tinue violating the principles of nonproliferation.*®

Nonmembership and cheating represent the main pathways that could
negatively impact the effectiveness of the NPT. When aggregated, as more
states choose either cheating or nonmembership, the likelihood that the
NPT will become ineffective increases. Next we examine how the identi-
fied challenges are linked to these two potentially harmful pathways.
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Assessing Potential Challenges to NPT Effectiveness

Five distinct trends could challenge the future effectiveness of the
NPT. These are states’ proliferation efforts, the global resurgence of na-
tionalism, the increasing competition between the great nuclear powers,
the spread of nuclear technology and the increasing burden on the IAEA,
and the growing polarization among NPT member states. Assessing the
potential impact of each challenge based on the mechanism defined
above is instructive.

Challenge 1: States’ Continuing Proliferation Efforts

Although the international community has tried to reduce the potential
dangers associated with the spread of nuclear weapons, some states in-
creased rather than decreased their efforts with regard to nuclear prolif-
eration. First, while North Korea has not tested nuclear warheads since
the failed negotiations with the United States at Hanoi and Stockholm in
2019, Pyongyang has continued its development of delivery vehicles, such
as submarine-launched ballistic missiles and short-range missiles.’” Sec-
ond, since the United States withdrew from the JCPOA in May 2018 and
later imposed new unilateral sanctions against Iran, Tehran has resumed its
uranium enrichment program, restarted research and development on ad-
vanced centrifuges, and expanded its stockpile of nuclear fuel—thereby
halving the time it would need to produce enough weapons-grade fuel to
build a nuclear weapon.”® As Richard Nephew, a US negotiator on the
JCPOA, states, “Iran is manifestly closer to being able to produce a nuclear
weapon than they were two years ago.”’ Lastly, in South Asia, both Paki-
stan and India are continuing to produce nuclear weapons—related materi-
als, develop delivery systems such as sea-based missiles (India) and short-
range ballistic missiles (Pakistan), and deploy nuclear weapons in the
midst of their nuclear competition.®°

'The continuing proliferation efforts of these states and possible acquisi-
tion of nuclear weapons would increase the security and economic op-
portunity costs of regional rivals in the mechanism. For instance, in East
Asia, a nuclear-armed North Korea would pose a threat to South Korea
and Japan. These states count on the United States’extended deterrence to
tackle the nuclear threat posed by North Korea. Yet, although the credi-
bility of the United States’ commitment to its allies’ security is believed to
be high, it is impossible to be certain that the United States will always be
willing to sacrifice its people and territory for its allies. This uncertainty is
a risk the protected states endure. In economic terms, the nuclear threat
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posed by North Korea forces its regional rivals to commit more resources
to the buildup of conventional forces. South Korea, for example, plans to
spend 58.8 billion dollars from 2019 to 2023 to build a counter-nuclear
system comprising radars, stealth fighter aircraft, and air-defense and
ground-to-ground missiles.®! Similarly, Iran’s latent nuclear capability is
likely to prompt its rivals in the Middle East to consider deploying similar
systems. Such security and economic costs could exceed the cost of nuclear
weapons development, while also placing additional pressure on rival
states’ leaders to consider nuclear-armed options.

Challenge 2: Global Resurgence of Nationalism

Nationalism is defined as an ideology and a movement with the aim of
gaining and maintaining a state’s sovereignty, implying the belief that each
state should be free from outside interference.®? Today, nationalism is
seemingly on the increase in every continent.> In the United States,
President Trump has called for a wall to be constructed along the border
with Mexico as well as for a ban on Muslim immigrants. In Europe, the
United Kingdom ended its membership of the European Union. In Asia,
China is still pushing hard with regard to the South China Sea, and as
political scientist Minxin Pei stated, Beijing would likely “beat the drums
of Chinese nationalism to counter the United States.”®* Recently, South
Korean courts ruled that citizens can sue Japanese civilian firms for repa-
rations stemming from the use of forced labor during the Second World
War. In retaliation, the Japanese government imposed export controls on
materials of significant importance to the South Korean economy, includ-
ing materials that are critical to the production of semiconductors.®® Else-
where, nationalist leaders have been elected or reelected on a mandate of
seeking independence from foreign influence.

The global resurgence of nationalism would increase the political costs
in two possible scenarios. First, opposition to nonproliferation obligations
would increase when a rival state has nuclear weapons. Adherence to the
nonproliferation regime means that a state needs to rely on extended de-
terrence from a security patron, even when facing a nuclear threat. Such a
condition might not be acceptable to nationalistic leaders, meaning that
they might decide to pursue nuclear weapons development.®® Second,
even in the absence of nuclear-armed rivals, nationalists may consider the
NPT framework to be unfair and hence seek the renegotiation of its NPT
benefits. Such resistance might stem not only from the perceived unfair-
ness between NWSs and NNWSs but also from the unbalanced condi-
tions among NNWSs.
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Challenge 3: Competition among the Great Powers

One key trend in international politics is the return of competition
among the great nuclear powers: the United States, Russia, and China. In
Asia, the United States has been engaged in a “trade war” against China
since early in the Trump presidency. Disputes over the South China Sea
continue. In Europe, the US government issued a new national defense
strategy in 2018 that cited Russia (as well as China) as the main threats to
the United States. Soon afterward, the United States declared its with-
drawal from the Intermediate-Range Nuclear Forces (INF) Treaty after
accusing Russia of violating the treaty, which required the United States
and Russia to forswear ground-launched ballistic and cruise missiles with
ranges between 500 and 5,500 kilometers. In addition, the 2018 NPR
indicated that the United States will acquire new nonstrategic nuclear
weapons to address perceived threats from Russia and China. Further-
more, experts predict the US-China competition will be intense after the
COVID-19 crisis in the areas of the military, the economy, technology,
information, and the future order.®’

'The increased competition between the great nuclear powers allows for
incongruence to develop in the international cooperation against nuclear
proliferation efforts, thereby weakening the effectiveness of sanctions.
While the major nuclear powers remain likely to cooperate on nonprolif-
eration issues, possible mismatches between their intentions and their
efforts would render the sanctions approach less effective. In practice,
such a scenario is not just likely but has in fact already occurred. For ex-
ample, in the nuclear agreement with Iran, the United States pressured
other states to leave the Iranian market and to not import Iranian oil.
However, many Chinese and Russian firms remain active in the Iranian
market while also taking over business sectors once dominated by Euro-
pean companies. Iran is relying on these states to remain afloat in the face
of US-led sanctions. Consequently, the willingness on the part of both
China and Russia to continue to engage with Iran will render the sanc-
tions less effective.®® Similarly, in terms of North Korea’s denucleariza-
tion project, China is weakening the efficiency of international sanctions.
Although China participates in the international sanction regime against
North Korea’s nuclear proliferation, a UN report revealed that there have
been at least 148 incidents of North Korea smuggling illicit oil between
January and August 2018, which mostly occurred in the Chinese-
administered Yellow Sea and South China Sea. Some experts argue that
these actions indicate that China has adopted a “posture of tacit consent”
to the lifting of sanctions.®
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Challenge 4: The Spread of Nuclear Technology and Burdens on
the IAEA Safeguards

Another key challenge to the effectiveness of the NPT is the spread of
nuclear technology worldwide and thereby the increasing burden on the
IAEA safeguard. According to IAEA statistics, the number of nuclear
facilities subject to IAEA safeguards has increased by 12 percent to over
1,300 since 2010. During the same period, the number of significant
quantities of nuclear material held under IAEA safeguards rose by 24
percent to over 200,000 significant quantities.”’ Further, the number of
nuclear material accounting reports submitted by member states has in-
creased by more than 30 percent. In addition, as more nuclear facilities are
decommissioned, the demand for safeguards is also increasing, alongside
additional requirements to verify the packaging, movement, and disposi-
tion of nuclear materials.”! All these growing burdens with regard to the
TAEA safeguards on nuclear facilities and materials could reduce the ef-
fectiveness of its monitoring of cheating activities unless the IAEA is able
to expand its capabilities.

Despite the growing need for safeguards, member states’ support for the
TAEA has not increased to a comparable level. The IAEA’s safeguard bud-
get has risen by around six percent since 2010. This means that IAEA
inspectors and analysts need to bear increasing burdens and take on in-
creasing workloads, consequently reducing the effectiveness of their
monitoring activates. Although the IAEA is seeking more cost-effective
means of safeguarding, such as remote monitoring through surveillance
cameras, the burden will not decrease anytime soon as the number of nu-
clear facilities and decommission cases continues to increase.

Challenge 5: Growing Polarization among NPT Member States

As pointed out by Lewis Dunn, a former assistant director of the
US Arms Control and Disarmament Agency and NPT review conference
ambassador, “the polarization among NPT parties is greater today than it
ever has been.”’? First, this polarization is partly the result of many
NNWSs’ frustration with the lack of progress toward nuclear disarma-
ment as set out in Article VI of the NPT This frustration is reinforced by
some NWSs modernizing their nuclear arsenals with low-yield warheads
and high-precision, hyperspeed delivery vehicles. Second, the polarization
among NPT member states, in part, reflects the NNWSs’ growing con-
cern about the risk of nuclear weapons use. While the salience of nuclear
weapons is growing in the security policies of both the United States and
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Russia, other states are expressing their concerns regarding the possible
humanitarian disaster that would be caused by the use of nuclear weapons
in the so-called Humanitarian Pledge and in the Treaty on the Prohibi-
tion of Nuclear Weapons (TPNW).73 Lastly, the polarization is also partly
based on the increasing demand for fairness within the existing nuclear
order by the middle-ground states (e.g., Argentina, Brazil, and South Ko-
rea), which maintain advanced nuclear technology and actively participate
in the governance of the nonproliferation regime. These middle-ground
states require assess to nuclear technology for peaceful purposes as well as
the freedom to share such technology with other states, as guaranteed by
the NPT, because exercising this right is seen as critical to their economic
growth and their status within the nuclear order.”

Among the five challenges highlighted, this polarization problem could
pose a structural threat to the NPT] as it fundamentally counters both the
existing nuclear order and the NPT"s incentive system.”> For the most
part, the NPT framework has remained stable because the NNWSs have
preferred the current system over the potential insecurity they would face
if they violated the nonproliferation rules and principles. At the same
time, the strong nonproliferation norm and the incentive system have in-
duced the NNWSs to tolerate the inequalities inherent within the NPT
framework. However, if the sense of injustice and unfairness is growing
among certain NPT member states, then the dissatisfied parties might not
agree with the treaty framework. Consequently, the international com-
munity’s capability to offer collective incentives to other NNWSs could be
hindered. This is not merely a hypothetical postulation. Indeed, the 2015
NPT Review Conference showed symptoms of this tension, as the con-
terence failed to reach a consensus and was considered an “accurate reflec-
tion of the profound inadequacies and disagreement permeating the global
nuclear disarmament regime.””®

Conclusion and Recommendations

Although each individual challenge might not appreciably influence the
effectiveness of the NPT framework, working together their net effects
should not be underestimated. Domestically, rival states’ nuclear prolifera-
tion and the rise of nationalism could give state governments reasons to
consider nuclear weapons as a means to achieve security goals. Internation-
ally, while the growing competition between great nuclear powers and the
polarization among NPT member states would weaken the work of the
NPT’ incentive system, increasing burdens on the IAEA safeguards might

lead states to miscalculate that their clandestine activities could be intact. If
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this situation were to occur, NPT effectiveness would certainly decrease,
and the treaty would possibly become defunct. This potential development
has a number of implications for both policy and research.

First, we suggest that the international community—including NWSs,
NNWSs, and international institutions—implement measures to promote
cooperation among the NPT member states. The United States and the
other NWSs should demonstrate a genuine commitment to nuclear dis-
armament. While the INF Treaty collapsed in 2019, a particular concern
in this regard is the potential expiration of New START in 2021.The end
of the INF Treaty has already raised concerns among the NNWSs about
the risk of the use of nuclear weapons, and there is no doubt that the
failure to renew or extend New START would heighten the divisions
within the NPT member states, erode the legitimacy and credibility of the
NPT framework, and weaken the collaboration among member states.
Additionally, NWSs and NNWSs should renegotiate and redefine the
goal of disarmament as set out in Article VI of the NPT. As long as the
United States, Russia, and China are all increasing the salience of nuclear
forces in their national security policies, the pursuit of the complete elimi-
nation of nuclear weapons is neither practical nor realistic. Rather, it serves
as a potential flash point between NWSs and NNWSs. Also, the NPT
member states should conclude the TPNW and then work toward re-
building cooperation. While critics of the TPNW have framed it as a
radical and destabilizing move that undermines the existing order, it is
important to acknowledge that some states consider it to be a potential
alternative to the NPT. This debate is related to both economic growth
and national prestige. If the member states do not overcome these issues,
the NPT’s incentive system would be rendered less effective because it
works through close cooperation among the states.

Second, the international community should strengthen the nuclear
nonproliferation norm. As we have demonstrated, one major reason why
the NPT framework has proved effective thus far is the spread of the
nonproliferation norm. The norm plays a role as a restraint on domestic
support in favor of nuclear armament. In particular, the nonproliferation
norm could represent a means of salvaging the NPT framework from the
resurgence of nationalism. One way of strengthening the nonproliferation
norm is to increase the role of a network of professionals with recognized
expertise that can help decision-makers define problems and identify and
evaluate various policy options.”” Although their role might be soft, or
relegated to track-two diplomatic status, the members of this community
could help to more persistently and deeply advance the norm.
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'Third, the international community should collaborate to expand the
TAEA’s safeguards capacity. As our model indicates, the efficacy of the
inspection and monitoring of nuclear-related activities on the part of
member states is vital to maintaining the effectiveness of the NPT regime.
In particular, such a capability is critical to preventing states from deviat-
ing from the principles of the NPT through cheating. Unfortunately, the
TAEA’s budget has risen by only 6.3 percent since 2010. As the secretary
general of the IAEA points out, insufficient funding will result in a reduc-
tion in the number of inspectors and, consequently, a decrease in monitor-
ing efficiency.”® In addition, around 60 states have not yet ratified the ad-
ditional protocol. International support is required both politically and
financially to have more states comply with the additional protocol and to
maintain the eflicacy of the IAEA’s safeguarding measures.

Lastly, the international community should be prepared for the poten-
tial impact of the COVID-19 pandemic. On the one hand, the enormous
damage done to the global economy could significantly reduce budget-
ary resources devoted to the development and deployment of nuclear weap-
ons. On the other hand, however, the spread of the virus could result in the
limitation or suspension of IAEA inspections of various nuclear facilities,
including Iran’s enrichment and centrifuge development sites.”” Moreover,
states are raising questions about the credibility and the ability of interna-
tional organizations in dealing with global issues appropriately and fairly.
Indeed, states with a damaged economy due to the coronavirus crisis
might reduce their financial support to the IAEA. Lastly, as Philippe
Legrain notes in Foreign Policy, the coronavirus crisis highlighted the
downside of globalization while legitimatizing nationalism.® Such a trend
is not expected to directly affect international cooperation on nuclear non-
proliferation, but it may restrict the flow of people and information and
reduce the effectiveness of cooperation.

Given the discussed challenges as well as the varied perspectives
among the NPT member states that are so evident today, maintaining
the effectiveness of the NPT will be difficult. At the heart of such efforts
should be a credible vision of the future in terms of a desirable nuclear
order. Thus, all member states and other associated actors need to genu-
inely support the NPT even if not fully comfortable with the overall
impact of the treaty. N@_
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Twenty-First-Century US
Nuclear Power: A National
Security Imperative

Davip K. GATTIE
Josuua N. K. MASSEY

Abstract

America’s twentieth-century policy on the peaceful uses of nuclear
power was original US strategic thinking. It was a policy founded on a
rules-based liberal international order shaped by personal experiences and
aligned with comprehensive, long-term national security objectives. How-
ever, in the twenty-first century, the US is embroiled in a national discus-
sion as to whether it should advance its civilian nuclear power enterprise
or abandon it altogether. This disposition conflicts with America’s original
nuclear power policy and does not align with twenty-first-century reali-
ties. Nuclear power generation is not merely a domestic energy issue sub-
ject to popular opinion or the volatility of energy markets. Competing
powers are leveraging civilian nuclear collaborations to meet strategic
geopolitical objectives. If America retreats from the civilian nuclear field,
revisionist powers will become the global leaders in nuclear science, nu-
clear engineering, and nuclear technology in the twenty-first-century with
adverse implications for US national security. Thus, the civilian nuclear
power enterprise should be included as a strategic sector within the US
national security industrial base and deliberated as a foreign policy issue
within a global alliance.

% %k 3k %k %k

n a globalized, interdependent world, energy is among a country’s
most important natural resources. Abundant supplies of marketable
energy such as coal, oil, and natural gas afford resource-rich countries
with geopolitical opportunities and advantages that resource-poor coun-
tries lack. The historical trend in energy has been toward resources of
greater energy density coupled with the development of technologies to
harness and channel energy into the human endeavor. Energy animates a
country’s economy and underpins the technological capacity to protect
itself and defend its interests. It has a value proposition beyond that of a
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market commodity as it defines and shapes geopolitical relationships and
international stature.

Nuclear energy is arguably the most complex energy resource because
of its dual utility for civilian power and military weaponry, both of which
have distinct strategic roles. Because of this dual utility, it should not be
reduced to a mere domestic energy policy issue. Nuclear power is of such
strategic importance that it must be viewed as an instrument of US na-
tional security and foreign policy. This article first reviews the original
principles of US nuclear power policy and evaluates the disposition of
twenty-first-century US nuclear power policy. Next, it identifies domestic
and international issues that are challenging the US nuclear enterprise.
Finally, the article recommends two core actions for aligning twenty-first-
century US nuclear power policy with national security and foreign policy.

'The twentieth century and the bipolar Cold War that threatened it have
given way to a globalized, multipolar twenty-first century with nations
turning to nuclear power to meet economic development needs.! At the
same time, the twenty-first century faces the specter of climate change—a
global issue that is complicating US energy discussions. When interna-
tional control of nuclear energy, competition for global nuclear technology
leadership, and climate change are combined, these challenges of twenty-
first-century US nuclear power policy appear more complex than those of
the twentieth century.? It might, then, be considered hubris for the US to
conclude it can sustain its global leadership role in nuclear science and
technology, uphold its commitment to international control of nuclear
energy, maintain a reliable electric grid, and meet the additional challenge
of climate change while unilaterally disengaging from civilian nuclear
power. In all, America is facing a perfect storm of twenty-first-century
domestic and international challenges to its nuclear power enterprise. We
contend that the legacy principles of US nuclear power policy established
in the twentieth century remain sound and valid and that actions are re-
quired to operationalize those principles to meet this century’s national
security challenges.

US Nuclear Power Policy: First Principles

With the discovery of the neutron in 1932 and fission in 1938, enough
was understood about the energy available in the nucleus of a uranium
atom that scientists and engineers were understandably concerned that
this energy could be channeled into the construction of an explosive. In
1944, and with the atomic bomb close to reality, some scientists and engi-
neers working on the Manhattan Project, along with key officials from the
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State and War Departments, were already thinking of postwar US nuclear
policy and the impact atomic energy would have on a yet-to-be-constructed
world order.? Knowing that scientific discovery could not be monopolized
long term and that technological advantages are similarly temporary, the
US convened numerous proceedings from 1945 to 1953 focused on
America’s nuclear power policy. Among these was the Acheson-Lilienthal
Committee and its board of consultants, which concluded, among other
key points, that the US was “not dealing simply with a military or scien-
tific problem but with a problem in statecraft and the ways of the human
spirit.”* The committee realized that America’s nuclear power policy and
its engagement in a global effort to control atomic energy would require a
brand of statecraft aligned with twentieth-century international arrange-
ments that were unfolding and unpredictable. What became evident was
that nuclear power had become a political issue “in the context of the great
contest between Western freedom and Soviet totalitarianism” and would
require candor, trust, and confidence with the American public and with
US allies in an emerging world order.

Subsequently, in December of 1953, President Eisenhower delivered
his “Atoms for Peace” speech to the United Nations. He proposed that
atomic energy “be allocated to serve the peaceful pursuits of mankind”—
particularly to “provide abundant electrical energy in the power-starved
areas of the world”—thus dedicating strength to “serve the needs rather
than the fears of mankind.” President Eisenhower essentially framed the
first US nuclear power policy.® Consequently, the Atomic Energy Act of
1954 liberalized the US nuclear enterprise by allowing private companies
to develop and construct nuclear reactors domestically under the regula-
tory authority of the federal government and to engage internationally in
the sharing of nuclear science and technology for peaceful civilian uses.
Pursuant to President Eisenhower’s policy declaration, in 1955 the Na-
tional Security Council (NSC) produced a Statement of Policy on Peace-
tul Uses of Atomic Energy. It specified that in the interests of national
security, US programs for development of the peaceful uses of atomic en-
ergy should be directed toward the following:

* “Maintaining U.S.leadership in the field, particularly in the develop-

ment and application of atomic power.

* Using such U.S. leadership to promote cohesion within the free
world and to forestall successful Soviet exploitation of the peaceful
uses of atomic energy to attract the allegiance of the uncommitted

peoples of the world.
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* Increasing progress in developing and applying the peaceful uses of
atomic energy in free nations abroad.

* Assuring continued U.S. access to foreign uranium and thorium

supplies.

* Preventing the diversion to non-peaceful uses of any fissionable ma-
terials provided to other countries.”’

'The foundational NSC discussions of America’s nuclear power policy
were carried out at the dawn of a new liberal international order but in
the shadow of a rising Communist power. Communist intentions, which
were at that time unknown, had to be anticipated and incorporated into
America’s foreign policy calculus to ensure US national security and global
stability in Europe and Asia. The life experiences of the individuals in-
volved were as central to their deliberations of the postwar world as was
the science behind nuclear fission. It was the undercurrent of these experi-
ences that motivated the NSC to establish an international system to
safeguard the US and the world from future great power conflicts by con-
trolling atomic energy in all its various pathways that could offer peaceful
applications and prevent military extensions.

'The potential implications of atomic energy came into focus as the key
discussants realized they were not dealing with just another domestic en-
ergy issue or simply a science and technology issue. Rather, they were ush-
ering in a new era of energy statecraft that would require a level of techno-
logical capacity within the US industrial complex and the US diplomatic
corps fundamentally different from that associated with traditional energy
commodities such as oil and natural gas. They recognized the importance
of US technological primacy in the nuclear space, underpinned by a vigor-
ous nuclear research and development enterprise. Primacy would sustain
America’s early technological lead and its credibility as a nation of experts
capable of engaging authoritatively, competently, and competitively in a
global network of ever-evolving developments in the nuclear field.® More-
over, they perceived the strategic imperative of crafting US nuclear power
policy as an extension of US foreign and security policy.”

From these proceedings emerged the most robust civilian nuclear power
program in the world today—one that includes 95 US reactors and 25
Section 123 agreements with other nations.!’ The US monopoly on nu-
clear science and engineering was short-lived as Russia, the UK, France,
and China developed nuclear weapons by 1964. They were followed by
India, Pakistan, and North Korea with declared nuclear weapons and Is-
rael with undeclared nuclear capabilities.! As for civilian applications,
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since 1954, 38 countries have engaged in the construction and operation
of nuclear reactors, much of which has been through international partner-
ships to ensure international control, safety, and security within the global
nuclear materials cycle.’? However, while in the twentieth century the US
was the global leader and international authority for the development and
deployment of civilian nuclear science, engineering, and technology, the
twenty-first century is unfolding differently—domestically and interna-
tionally—and with many challenges.

Twenty-First-Century Nuclear Power
Challenges and Implications

According to Ambassador Thomas Graham Jr., a former senior US dip-
lomat, and Adm Richard W. Mies, retired, “The recent struggles of the
U.S. nuclear energy industry may appear to be no more than the usual
economic disruption caused by competition among technologies. But
from our experience in diplomacy and the armed forces, we understand
that a declining domestic civil nuclear industry has other ramifications.
Critical U.S. national security interests are at risk.”’?

'The first principles of US nuclear power policy clearly convey the na-
tional security imperatives of nuclear energy and technology. However,
most of the original principles are not being fulfilled. Policy makers today
must understand the challenges confronting America’s civilian nuclear
power sector and the national security implications of a declining US
nuclear enterprise—both domestic and international in nature. Despite
the ever-expanding field of international players, the national security im-
plications of US nuclear power policy are rarely included in America’s
domestic energy debate.

Domestic Challenges and Implications

'The domestic debate on US nuclear power policy is fragmented into
several issues that precipitate the decline of the US civilian nuclear enter-
prise, three of which are briefly discussed here.!* First, atomic energy has
long been controversial within the public domain due in part to concerns
about reactor safety and the security of nuclear materials and technologies
that could be misused for nuclear weaponry.?® To this end, it is not uncom-
mon for the civilian use of nuclear power to be conflated with military
applications.!® The Acheson-Lilienthal Committee noted that “one of the
most serious dangers to the promotion of effective international action is
.. . that our natural preoccupation with the destructive aspects of atomic
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energy may blind us to its useful aspects.”'” Today, that conflation contin-
ues with calls for the US to opt out of the nuclear industry altogether
based in part on waste and proliferation concerns.®

Second, within America’s overall energy policy debate there is a call to
move the US away from all traditional fuels—meaning fossil fuels and
nuclear resources—and transition the country to 100 percent renewable
energy, in part to address the impacts of global climate change.!? This is an
ongoing issue with considerable political overtones, not only in the US but
globally as well.?° The underlying theory is that the US and the world can
meet all energy needs with renewable energy alone, with no need for fossil
fuels or nuclear power.?! The rationale is that renewable energy will im-
prove energy security by displacing imported energy with a domestic re-
source that poses near-zero risk, whereas fossil fuels and nuclear energy
have import/export dependencies, emissions issues, waste, and prolifera-
tion risks. The push for 100 percent renewable energy in the US is likely
to remain part of the national energy policy debate well into the future as
global climate change concerns are elevated in the national energy conver-
sation and renewable energy is promoted as the lowest-risk pathway to
address those climate concerns.?? It is important to note that global cli-
mate change has been identified as a national security issue by the US
Department of Defense and the US Office of the Director of National
Intelligence. Since US climate policy influences US energy policy, US cli-
mate policy will influence the trajectory of US energy technology—in-
cluding nuclear power. Consequently, US energy and climate policy are
entangled with US nuclear power policy and national security.?®

'Third, the free market historically has been a dominant driver of the US
energy portfolio, and some contend that market forces alone should deter-
mine the fate of America’s nuclear industry.?* Currently, those market
forces are moving the US electric power sector toward natural gas because
it is abundant and inexpensive and because large nuclear construction
projects, by comparison, are more capital intensive and require a long-
term investment perspective. Consequently, about 20 percent of US civil-
ian nuclear power reactors are under threat of premature closure.”> More-
over, domestic nuclear construction waned toward the end of the twentieth
century. New construction has been largely dormant in the twenty-first
century with only two reactors under construction at Plant Vogtle in
Georgia—the first new US nuclear construction project in over 30 years.?®

Further complicating America’s nuclear power policy debate is that, in
spite of the twenty-first-century emergence of China and Russia and bi-
partisan agreement in Washington of this emergence, recent polling indi-
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cates that great power competition is not a top priority with the American
public.?” By extension, the national security implications of US civilian
nuclear power policy within the context of the strategic geopolitical objec-
tives of these two revisionist powers are even less likely to be a priority. The
US debate over the fate of its nuclear enterprise has been generally re-
duced to that of a domestic energy policy issue within the overall debate
of global climate change—a debate that includes considering whether the
US should retain its nuclear enterprise or abandon it altogether. This dis-
connect between nuclear power as a national security issue, as understood
by policy makers post-World War II, and nuclear power as only a com-
modity in the energy market may reflect what Hal Brands and Charles
Edel characterize as contemporary amnesia with the United States “losing
the tragic sensibility that impelled it to do great things.”?

'The debates over waste and proliferation concerns, renewable energy,
and the role of markets are creating strong domestic headwinds for the
tuture of US nuclear power and have the potential to bring the civilian US
nuclear industry to a close. Moreover, the domestic challenges to America’s
nuclear enterprise raise an even more pointed question: Does the US see
any value in retaining its twentieth-century nuclear leadership into the
twenty-first century? At the same time, international forces are presenting
additional challenges to America’s nuclear enterprise and global leader-
ship in nuclear power—challenges that are more strategic and have broader
implications for US national security.

International Challenges and Implications

'The greatest national security challenge to the original principles seems
to emanate from international actors, particularly through geopolitical
exploitation. The decline in US domestic nuclear construction over the
past 30-plus years—relative to the growth of nuclear power development
in other regions of the world—has created opportunities for revisionist
powers China and Russia to aggressively engage in expanding nuclear
power collaborations. Since 2000, 96 nuclear reactors have been connected
to the grid in 13 countries. Of these, 45 were constructed in China and 12
in Russia. An additional four Chinese-designed reactors and seven
Russian-designed reactors were deployed in five other countries, meaning
71 percent of reactor deployment is associated with China or Russia either
by domestic location or by reactor design. Currently, 54 reactors are under
construction in 20 countries. Of these, 13 are Chinese designed (11 in

China, 2 outside of China), and 16 are Russian designed (4 in Russia, 12
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outside of Russia). Thus, 54 percent of reactors under construction are
associated with China or Russia.

In all, since 2000, 150 nuclear reactors have been connected to the grid
or are under construction in 22 countries. Of these, 97 are associated with
China or Russia in 11 of those countries. Thus, for the past 20 years, China
and Russia are associated with 65 percent of reactor construction in half of
the countries where nuclear power has been or is being deployed.?’ Much
of the new reactor construction can be attributed to the practical need for
electricity in developing economies in Eurasia and the Asia-Pacific region.

China and Russia are deftly leveraging their nuclear expertise for strate-
gic geopolitical gain and are on track to displace America as the reliable
global partner in nuclear technology and international nuclear collabora-
tions.3* From planning to construction, operation, and decommissioning,
nuclear collaborations span decades, affording China and Russia the ability
to project their respective geopolitical influence in countries that will be
dependent on them for nuclear technology and services. Both nations are
positioned to assume global leadership in civilian nuclear technology and
services and are outcompeting other states on the global stage to the ex-
tent that “the nuclear industry in a few decades is likely to be decidedly
non-Western.”! China is a particularly adept competitor as it is taking an
“integrated approach to innovation” as well as a “whole-of-nation imple-
mentation of military-civil fusion” to “leverage synergies between defense
and commercial developments” including global nuclear commerce, which
is embedded within its Belt and Road Initiative.* This status isn't a reflec-
tion of superiority in nuclear expertise or capabilities so much as how each
country views nuclear power—as an energy technology subject to popular
opinion and political leanings or as a geopolitical tool subject to the will
of the state. It also indicates that China and Russia are exploiting nuclear
energy to attract allegiance.

China has developed a three-phase strategy to transition from its cur-
rent light-water-reactor technology to nuclear fusion.** It has also struc-
tured a deal to establish a nuclear industry university for advanced study.3*
Lin Bogiang, director of the China Center for Energy Economics Re-
search at Xiamen University, emphasizes that “China is the fastest-
expanding nuclear power generator in the world . . . at a time when tradi-
tional giants like the US are retreating.” He characterizes China’s
state-owned nuclear sector as an “incomparable advantage” of the Chinese
system as it offers “long-term stability and rich financing sources to sup-
port research and development.”> This advantage is unique compared
with the US capitalist-based nuclear sector. China is leveraging that ad-
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vantage, having identified advanced nuclear technologies in its Thirteenth
Five-Year Plan as a strategic industry for development.?® With its state-
owned nuclear enterprise, Russia has its own strategic build-own-operate
plan for international nuclear agreements, has deployed its BN-800 fast
breeder reactor, and is working on closing its fuel cycle.?’

The nuclear power enterprises of China and Russia are state-owned
enterprises (SOE) and are being leveraged as extensions of the state to
meet strategic foreign policy and geopolitical objectives. This structure
stands in contrast to the privatized US civilian nuclear power industry
that, while regulated by a centralized federal authority, is driven by com-
petition and is not supported by national financing to achieve foreign
policy or geopolitical objectives. This is not a military competition—rather
it is a strategic competition wherein China and Russia are deploying civil-
ian nuclear technologies and services with high geopolitical stakes.

While unilateral efforts by China and Russia are concerning enough,
those concerns are heightened given that “the two countries have signifi-
cantly expanded their cooperation, especially in the energy, military, and
technology spheres, since 2014 . . . as the overall US lead in science and
technology shrinks.”® The geopolitical synergism of Chinese and Russian
nuclear enterprises raises questions as to whether the US is positioned to
maintain its nuclear leadership role and warrants attention to issues con-
tributing to the US decline relative to the rest of the world.*

Aligning US Nuclear Power with
National Security Objectives

Henry DeWolf Smyth, a US physicist who played a key role in the early
development of atomic energy and US nuclear policy, posed a question in
1956 that still reverberates today: “Are the aims of our foreign policy con-
sistent with the aims of our domestic policy as far as nuclear power is
concerned?”* Global leadership in the twenty-first-century landscape of
civilian nuclear power will belong to the country that not only sustains its
existing nuclear plants, an issue the US is dealing with currently, but also
has a long-term vision for growth and expansion of its nuclear enterprise.
Further, it must have a strategy to operationalize that vision—a vision and
strategy the US currently is not projecting. Such a strategy will require
research and development programs for advanced reactors, advanced and
alternative nuclear fuels, spent fuel management, and technologies for
closing the nuclear fuel cycle.*! The strategy must also show evidence of a
long-term commitment to nuclear power technologies and peripheral ser-
vices that attract developing economies looking to establish long-term
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cooperative nuclear power relationships—as was the custom in the early
years of nuclear power programs.

Currently, the US is facing two national-level issues aftecting the fate of
the US civilian nuclear power enterprise. Those two issues are global cli-
mate change and the reemergence of long-term, strategic competition by
revisionist powers.*? It is imperative to ensure that any policies engendered
by these issues align US nuclear power policy with the objectives of US
foreign policy and national security. To that end, we propose two core ac-
tions—one domestic and one international. First, expand the scope of
nuclear science, engineering, and technology within the national security
industrial base to include US civilian nuclear power as a strategic sector,
and conduct a whole-of-government industrial base review of the US ci-
vilian nuclear enterprise. Second, marshal US allies having core nuclear
expertise and capabilities into a twenty-first-century coalition capable of
doing collectively what each nation is not doing individually—outcom-
pete illiberal, authoritarian powers in global nuclear partnerships.®

Civilian Nuclear Power as Part of the
National Security Industrial Base

US and allied nations generally approach nuclear power from an eco-
nomic feasibility basis, be that in domestic projects or bilateral coopera-
tion. China and Russia, on the other hand, approach it with a strong em-
phasis on geopolitical gains and not economic feasibility alone. As long as
it does not include the national security value of nuclear power, economic
teasibility of itself will not compete with the geopolitics of a state. Given
that the twentieth-century liberal international order was constructed
with America’s nuclear power policy aligned with national security objec-
tives, this potential shift in civilian nuclear primacy from democratic to
authoritarian nations raises a broader question as to the geopolitical ar-
rangements of the twenty-first century. Specifically, can the US, without
world-class civilian nuclear power expertise in its industrial base, sustain
in a more geopolitically complex twenty-first century what it established
in the twentieth century with the world’s premier civilian nuclear power
expertise? This question demands a response as a decline in the US civilian
nuclear industry translates to a decline in US nuclear expertise, which is
acutely problematic if that decline is countered by an increase in nuclear
expertise in competing great powers.

While the overarching role of nuclear capabilities in US foreign policy
unquestionably will be to maintain America’s military superiority, the full
scope of twenty-first-century great power competition will not be re-
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stricted to military means. Twenty-first-century great power competition
is a strategic competition where “technological advances and an economic
rebalancing” are leveraged as “low-cost and relatively low-risk opportuni-
ties to weaken the United States and the Western alliance.”* Given that
authoritarian powers are leveraging civilian nuclear technology as exten-
sions of the state in this contest for technological superiority, concerns
regarding America’s national security industrial base should extend to the
US civilian nuclear power industry.

We propose expanding the scope of nuclear science, engineering, and
technology within the US national security industrial base to include US
civilian nuclear power as a strategic sector. This will shift US civilian nu-
clear power from an issue debated predominantly as a domestic energy
and climate policy issue to a core foreign policy issue deliberated within
the national security space. Doing so will serve to ameliorate much of the
political volatility associated with populist energy policies as well as some
of the inherent fluctuations in domestic energy markets. It will also pro-
vide grounds for conducting a whole-of-government nuclear industrial
base review—Iled by the Department of Defense and the intelligence
community—to evaluate risks, identify impacts, and make recommenda-
tions for strengthening, reorganizing, and reconstituting the US nuclear
sector’s domestic and global manufacturing and supply chain. The US
nuclear sector is currently working from a twentieth-century model
wherein the US had substantial momentum from its post-World War II
monopoly and its great power competition in the nuclear space was mili-
tary competition with the USSR. The twenty-first century is far different,
and the US must evaluate how its nuclear enterprise should be structured
and organized to efficiently and effectively compete on a global scale with
Chinese and Russian SOEs and how to out-innovate state-backed R&D
programs in advanced nuclear technologies.

'The domestic challenges previously noted are fundamentally misaligned
with the foundational principles of US nuclear power policy that consid-
ered nuclear power strategy to be first and foremost a foreign policy and
national security issue—not merely a domestic energy policy issue. More-
over, relegating the future of US nuclear power to markets alone, particu-
larly a global market without fair market signals, is a gamble that will not
pay dividends on the national security value of nuclear power. Smyth
emphasized that “decisions about the peacetime development of nuclear
energy have not, cannot and probably should not be made on the basis of
strict economic realism.”* Smyth’s opinion was echoed by Thomas E. Mur-
ray, Jr., businessman and commissioner of the Atomic Energy Commission,
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who considered attaining economical nuclear power to be as vital to na-
tional security as US preeminence in nuclear weapons.*® Affordability
matters, of course, and the competition inherent in free market capitalism
is critical to innovation in next-generation nuclear reactors. However, na-
tional security is not an emergent property of capitalism and free markets
because the national security benefits of nuclear power are non-monetized
benefits. As the US has witnessed, if left to markets alone, America’s nu-
clear power policy and its nuclear legacy would be overly influenced by
near-term profits and marginal costs of energy. Therefore, the free market’s
invisible hand should be allowed limited pull on the levers of foreign
policy and national security or on any market approach that marginalizes
or precludes nuclear science, engineering, and technology from the US
industrial base.

'The robustness of the US industrial base and supply chain in a highly
interdependent globalized economy recently triggered concerns pertaining
to America’s industrial capacity to respond to contemporary threats. This
was evidenced by President Trump’s issuance of Executive Order 13806
directing “the Secretary of Defense to conduct a whole-of-government ef-
fort to assess risk, identify impacts and propose recommendations in sup-
port of a healthy manufacturing and defense industrial base—a critical as-
pect of economic and national security.”# This order can serve as the model
for a similar industrial base review of America’s civilian nuclear enterprise
to evaluate how the US should “transform, organize, sustain, and leverage
[its] national security technology and innovation community to prevail in
a long-term competition against an authoritarian regime that has central-
ized, long-range national plans to dominate the critical dual-use technolo-
gies central to future economic and military competitiveness.”*® This inher-
ently will include an evaluation of the various sectors of the US nuclear
enterprise, including plant operation, fuel services, safety, security, and
project management, to name a few, as well as a reevaluation of the US
public-private nuclear partnership that prevailed throughout the twentieth
century. Moreover, since this evaluation is oriented toward restructuring
the US nuclear sector for twenty-first-century international arrangements,
consideration should be given to engaging allied nations in a broader con-
tingent, which prompts the second proposed core action.

A US-Led Global Alliance
While the US deliberates the fate of its nuclear industry, Japan, South

Korea, France, and the UK—all US allies—are having domestic issues
over the future of their respective nuclear power enterprises. Following the
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Fukushima incident and the shutting down of its nuclear reactors, Japan
has announced plans to construct 22 new coal-fired power plants.*’ South
Korea has proposed a nuclear phase-out policy that is creating domestic
concerns of an exodus of nuclear expertise from the ROK and a collapse
within its nuclear supply chain.’® France will soon face the uncertainty of
whether nuclear power is considered clean enough to meet the green en-
ergy objectives of a post-Brexit European Union and has embarked on a
path of reducing its dependency on nuclear power.’! Meanwhile, the UK
has faced numerous challenges in the construction of new nuclear capacity
at Hinkley Point C. Exacerbating these challenges is UK collaboration
with China as an investment partner in the project, triggering security
concerns among UK policy makers questioning the decision to engage
China in its civilian nuclear industry.>?

International control of atomic energy in the twentieth century was
accomplished by a US-led coalition of nations to prevent proliferation of
nuclear weapons, which will remain the paramount objective for all ac-
tivities related to nuclear power. However, additional proliferation con-
cerns have emerged in the twenty-first century—the propagation of ide-
ologies from authoritarian powers leveraging technologies such as nuclear
power to project soft power and advance their respective geopolitical in-
terests. Since bilateral nuclear cooperation translates to decades-long rela-
tionships, a US response must be geopolitically strategic with long-term
objectives, not merely transactional as if nuclear power is only an energy
commodity. We propose that it is incumbent upon the US as chief signa-
tory of the twentieth-century liberal international order to reassert its
leadership and unite its allies into a twenty-first-century coalition of civil-
ian nuclear power partners. This coalition must be capable of competing
with China and Russia in the deployment of nuclear technology, fuel, and
services in emerging economies where energy demand is increasing rap-
idly and countries are seeking partnerships.

'The National Technology and Industrial Base (NTIB) focuses on de-
tense applications. Its creation stems from the priority of “retaining access
to global technology and industrial capabilities” and the need for indus-
trial cooperation between the US and other nations—particularly Canada,

the UK, and Australia.’> The NTIB could be paralleled with a Civilian
Nuclear Technology and Industrial Base (CNTIB) to facilitate US nuclear
power cooperation with Canada, the UK, Australia, France, South Korea,
and Japan—each having nuclear expertise or resources critical to the global
nuclear ecosystem (fig. 1). The CNTIB would be fundamentally informed

by the afore-proposed nuclear industrial base review and then used as the
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framework for organizing a US-led coalition of allied nuclear collabora-
tors (fig. 2). Each country could contribute unique, specialized services in
a best-of-practice arrangement capable of doing collectively what isn’t be-
ing done individually—respond strategically to China’s and Russia’s ef-
forts to be the trusted, reliable partner in nuclear power.
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Figure 1. A proposed US Civilian Nuclear Technology and Industrial Base that
leverages allied nuclear expertise within a global network of services and
technologies
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Figure 2. US-led allied coalition of nuclear collaborators capable of compet-
ing with China and Russia

As nuclear construction is capital intensive and presents financial and
investment challenges on the domestic front, this allied arrangement pro-
vides a shared risk environment for new nuclear projects as well as for re-
search and development into advanced nuclear science, engineering, and
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technology. As such, it will position the US and allied partners with the
organizational capacity to compete with Chinese and Russian SOEs to be
the preferred nuclear power partner for meeting global energy demands
under low-carbon constraints of global climate change. It also will shift
the purview of nuclear power from one that is predominantly focused on
nuclear energy as a transactional commodity issue at the domestic level to
one of a strategic geopolitical issue at the international level. This trans-
actional to geostrategic shift, in keeping with the shift proposed in the
first core action, will project an allied show of force that democratic na-
tions are willing and capable of responding to the challenge of twenty-
first-century great power competition for superiority and dominance in
nuclear technology and services.

A US-led international arrangement will facilitate a transition of the US
civilian nuclear enterprise from a model aligned with twentieth-century
toreign policy and national security challenges to one that aligns with for-
eign policy and national security objectives of the twenty-first century. It
will refurbish America’s nuclear brand while adhering to the original prin-
ciples of US nuclear power policy. Such a move will foster “maintaining
U.S. leadership . . . [,] using such U.S. leadership to promote cohesion
within the free world ... [,] increasing progress in developing and applying
peaceful uses of atomic energy . . . [,] assuring continued U.S. access to
foreign ... supplies[, and] preventing the diversion to non-peaceful uses.”*

Conclusion

America’s twentieth-century nuclear legacy was established through
strategic public-private research and development collaborations. This
basis gave the privatized US nuclear industry the momentum to engage
the world in civilian nuclear power partnerships as the US nuclear brand
was accepted as the technology, safety, and security standard to which
other nations ascribed—a nuclear brand that can be characterized as mu-
tualistic and nonpredatory. America’s initial advantage of having a mo-
nopoly on nuclear science, engineering, and technology was not exploited
to subject defeated nations to US rule. Instead, the US leveraged its initial
advantage in a strategic global effort to establish nonproliferation-focused
international control over atomic energy, to share the science and tech-
nology for peaceful purposes, and to project security guarantees for allies
against the inevitable development of atomic weaponry by illiberal, au-
thoritarian nations. In essence, the US established international protocol
to safeguard the world from the very science it had discovered and the
technology it had developed. To that end, America’s nuclear policy has
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been mutualistic, not predatory, providing benefits to both the US and
Section 123 partners. However, abandoning or severely reducing peaceful
applications of nuclear energy will tarnish this brand and shift the culture
of US nuclear applications to predominantly military. Such a reframing
does not reflect the first principles of nuclear power policy articulated in
the National Security Council’s 1955 Statement of Policy on Peaceful
Uses of Atomic Energy and the dual-use applications of atomic energy.>

The twentieth-century liberal international order was arranged under
US leadership, with US nuclear power policy aligned with US foreign
policy and national security objectives to sustain and extend the benefits of
that liberal order throughout the world. This framework was accomplished
during a time when great power competition was largely a bipolar struggle
for military superiority, when global climate change had not been elevated
as a national and international security concern, and when the US was the
dominant, most reliable partner for global civilian nuclear technology and
services. The twentieth century gave way to a much different, more com-
plex, and more globally interconnected twenty-first century with great
powers seeking to, at a minimum, erode US influence globally and region-
ally and using technology as one of the eroding forces. This includes civilian
nuclear technology. However, as the US is engaged in a national debate
over the fate of its nuclear power enterprise, authoritarian powers China
and Russia are having no such debate. Rather, they are embedding nuclear
power partnerships into their respective geopolitical strategies—including
designs for dominating the global market in civilian nuclear technology
and services—thereby occupying in the twenty-first century the nuclear
technology space occupied by America in the twentieth century.

Given America’s legacy of commitment to global leadership in nuclear
science, the conversation is not aligned with twenty-first-century chal-
lenges—thus the need for sober discussion within America’s security and
foreign policy community. America’s nuclear power enterprise is at a stra-
tegic crossroads for decision-making that original policy makers likely
would have never imagined—one that could set the US on a trajectory
toward unilateral disengagement from civilian nuclear power. If the US
disengages from civilian nuclear power, whether by the hidden hand of
economics, fear of waste, proliferation, misplaced confidence in the poten-
tial of renewable energy, or a lack of political resolve, it will signal America’s
abandonment of its foundational principles of nuclear power. NN@]_
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EDITOR'S EPILOGUE

Over the past 11 years, it has been my pleasure to serve as editor of

Strategic Studies Quarterly (§§Q). Being the editor of a journal is
never supposed to be a sentence, so I have elected to pardon my-
self and make way for a successor. The Fall 2020 issue is my final effort.

Since becoming editor, two key standards motivated my decisions:
Quality publishing, On time! My vision and goals for the journal focused
on several mission objectives. The foundation of our mission is to inform,
educate, and influence national security by generating actionable ideas.
Our intent was to highlight civilian, DOD, and Air Force author-scholars
who could offer profound ideas for the nation. S§Q also sought to sup-
port the DOD and the Air University in several ways. The journal pub-
lished useful, relevant content for direct support to all levels of profes-
sional military education. It showcased Air University within the DOD
and academia while promoting Air University faculty talent through
scholarly publishing and multimedia venues. All these efforts generated
sustained intellectual development and interest within academia and
added value to the larger defense community. The best expressions of our
value added are in the foreword and preface of the S§Q 10th anniversary
issue (https://www.airuniversity.af.edu/).

Any journal is only as good as the profound ideas within it, and SSQ has
offered many such ideas. In several areas the journal led the way highlight-
ing issues of profound importance such as cyber, nuclear, space, and the
Indo-Pacific. It dedicated special editions to these topics and others, in-
cluding austere defense, emerging technology, civil-military relations,
conventional deterrence, and great power conflict. Our content is now
hosted by six data aggregators and is being downloaded and used by many
of the most respected universities in the world. §SQ articles have also been
the source of several edited volumes. Additionally, every level of profes-
sional military education in the US Department of Defense and several
allied countries use SSQ articles as coursework.

Much has changed for SSQ during the past 11 years; it is safe to say that
I did not make changes on purpose but with purpose. Those who read S§Q
will likely consider the changes significant, especially given the many
challenges the journal has faced over the years. Some of the obstacles in-
cluded tightened budgets, personnel changes, cancelled events, techno-
logical roadblocks, and even a pandemic. But through them all, I took
great strength and comfort from a superb cadre of authors, many solicited
from the International Studies Association, who freely offered their schol-
arly ideas and suffered our peer review. In the process, they were always
too kind in their comments and responses to our finished product. A
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critical part of my Air University team is the contributing editors whose
expertise and scholarly opinions help maintain our quality and relevance.
'They endured the monthly burden of evaluations, and I am convinced my
twice yearly hosted lunch was little payment for the value of their contri-
butions. Of course no editor is an island, so the majority of the credit for
our success rests with Team SSQ members—including copy editors, type-
setters, graphics designers, managing editors, budgeteers, and our wonder-
tul printer. Their dedication and mission focus was essential to consistent,
on-time publishing. Team SSQ tolerated me even when I did not deserve
to be tolerated—the mark of true professionalism. Together, our authors,
contributing editors, and production team created a journal we can be
proud of—one that seems to deliver a much larger return on ideas than
the difficulty in producing them.

There will always be a need for strategists, statesmen, and diplomats
who take an interest in national security for the good of our nation, for
the good of other nations, and for the good of humanity. If S§O has
helped educate, inform, and influence any of these, then our efforts over
the past 11 years will have been worth it. Now, as my tenure ends, please
allow me to offer one final thought to my successor and Team SSQ: never
underestimate the value of what Strategic Studies Quarterly represents or
the effects of the ideas you produce. Long live the journal, the profound
ideas that grace its pages over the coming decades, and its contribution to
national security. \N@]

W. Michael Guillot, Editor
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BOOK REVIEWS

For Want of a Nail by Amy Franceschini and Michael Swaine. No place press, 2019,
141 pp.

Typically, books reviewed in military scholarly journals tend to be academic in nature
with dense writing backed by copious amounts of cited material. Reviewers can offer
their own creative spins on these scholarly works, but they usually fall within an accepted,
perceived category. However, there will be times when a book for review does not fit that
mode. Such is the case with For Want of a Nail, a compilation work from the two main
artists associated with Futurefarmers, a San Francisco—based group of design artists.

To say that For Want of a Nail is not the usual academic treatise is an understatement.
The reader must literally cut open the pages of the book to read it. This is by design as
the authors hope to spur reflection in your reading of their work. Once a reader cuts
open the pages and reviews the book (in this case, a combination of fingers and index
cards to slice open attached pages), the theme of the book is revealed. This is Future-
farmers’ take on the creation and testing of the first atomic weapons at Los Alamos,
New Mexico. From there, the reader is met with a conglomeration of various essays,
plays/scripts, poems, and visual plates that all tie back to the history and evolution of
nuclear weapon development and testing.

'The genesis of the title For Want of a Nail comes from a letter that the authors/artists
uncovered from J. Robert Oppenheimer, the lead civilian scientist for the Manhattan
Project at Los Alamos. In the letter, dated October 1943, he asks his administrative as-
sistant to call someone to hammer in a nail so he could have a place to hang his hat when
in the office. From there, the artists made their first three creations: three nails. One was
made from the remnants of a meteor that struck the earth at the Barringer Crater 50,000
years ago. Another was made from melted pennies from 1943 (the year of the request). A
third nail was made from Trinitite, the rock found near the site of the first atomic bomb
test, composed of melted sand and other components fused together in the aftermath of
the detonation. The theme of the nails and what those nails represent permeate the work.

When most people think of an art book, they are apt to consider a coftee table book
filled with lithographs and plates of famous works of visual art. Yet art can come in many
forms, and For Want of a Nail is a unique form. Artists throughout the years have used the
written word to convey their artistic visions, looking to impart direct and indirect meaning
for their work. This work is no different. Futurefarmers looks to create physical art and
design as an expression of an event and its implications. For this work, looking back at the
detonation on 16 July 1945, the artists endeavored to describe not only the history of that
day but the subsequent consequences of that test. As with a lot of art, the creators have
their own meanings, but they also leave much to the reader/viewer to decide—for in-
stance, reflecting on the purpose of a nail made from Trinitite or reading a faux letter from
Oppenheimer discussing with a Hollywood figure who should be considered to play him
in a movie about his life.

The picture of this work is through the eyes of the beholder. For this reviewer, this
work does not take an especially positive view of the atomic bomb test and its eftects. In
using the opening line from the famous proverb “for want a nail” the authors/artists ex-
press their sentiments, for that famous proverb ends with the line “the kingdom was lost.”
The efforts of Oppenheimer and the Manhattan Project are seen as the “want of a nail”
but with nuclear weapons seen as a possible key to “the kingdom was lost.” It is remark-
able that the artists were able to get near the test site, collecting the Trinitite and manag-
ing to create their work of a forged nail. Yet much of the writing focuses on some of the
absurdities and contradictions of nuclear weapons. In one faux interview, a physicist
notes that after Hiroshima, when others celebrated, he felt sick. Even Oppenheimer, the
physicist Futurefarmers lambast for his seeming inability to take a mere hammer and
strike a nail into a wall for his hat, eventually soured on the idea of nuclear weapons.
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Oppenheimer became a significant critic of the more advanced weapons tests of the
1950s, which would have ultimately fit into the tenor of this work.

Overall, this work is one a military professional might read just for something com-
pletely different. There are some interesting facts to be gleaned from this work, but
learned facts and details are not a central theme. It is the idea of memory and emotions
that this art book desires, and agree or disagree, it does have the potential to make one
think. In addition, professional reading can take on many forms. In recent years, profes-
sional reading lists look to incorporate not only books that you might expect to find on a
chief of staff reading list but also blogs, movies, recordings, and painting. While this re-
viewer does not advocate placing this particular work on a reading list, the idea of artistic
books should not be dismissed out of hand. A reader does not always need many words
to get a lot out of a book.

Lt Col Scott C. Martin, USAF

Double Jeopardy: Combating Nuclear Terror and Climate Change by Daniel B. Poneman.
The MIT Press, 2019, 258 pp.

Between irreversible climate change and nuclear disaster, one might assume Daniel
Poneman’s latest work would be a dismal report on these two seemingly insurmountable
challenges. In Double Jeopardy: Combating Nuclear Terror and Climate Change, however,
Poneman draws on his vast experience in the Department of Energy and National Secu-
rity Council to propose an innovative energy policy that could improve the prognosis on
both counts. Poneman acknowledges that climate change and nuclear security have be-
come divisive issues in the current partisan political landscape but suggests that combin-
ing them could yield a wider zone of possible agreement. Development of a modern
nuclear power infrastructure in the US and reassertion of our dominance in the interna-
tional nuclear energy market could be attractive policies to both climate activists and
those more concerned with national security and the strength of the economy. Given this
premise, Poneman presents 13 recommendations ranging from “promote market mecha-
nisms that reward efficiency” to “eliminate the North Korean nuclear threat.”

Such a broad treatise requires a résumé to match. Poneman’s includes decades of pub-
lic service in both Republican and Democratic administrations, leadership positions in
private sector enterprises, and posts at prestigious academic institutions. From 1993 to
1996, he served on the National Security Council as a special assistant to the president
and as the senior director for nonproliferation and export controls. In this post, Poneman
had a central role in negotiations with North Korea. During the Obama administration,
Poneman served as deputy secretary of the Department of Energy and acting secretary
of energy. Poneman is now the president and CEO of Centrus Energy Corp. and a senior
fellow at the Harvard Kennedy School.

Given his experience with international relations, Poneman’s recommendations on US
nuclear foreign policy stand out as particularly innovative. Double Jeopardy reviews nu-
clear foreign policy going back to the dawn of the nuclear age and US successes and
failures in controlling nuclear proliferation. Poneman notes that the recent decline in US
nuclear leadership has created a void quickly being filled by other powerful actors includ-
ing Russia, China, India, and France. Poneman makes a compelling argument that the
world would be safer if the US recommitted to leadership in nuclear power plant con-
struction and invested heavily in the development of next-generation reactors. He also
advocates for the launch of an Assured Nuclear Fuel Services Initiative (ANFSI) whereby
the US and other established nuclear countries would promote the development of clean
nuclear power plants through a reliable supply of nuclear fuel while eliminating the need
for additional countries to develop their own enrichment and reprocessing facilities. En-

146 STRATEGIC STUDIES QUARTERLY & FALL 2020



Book Reviews

richment facilities can have, as in the case of Iran, ambiguous purposes. Poneman ob-
serves that the US has bungled recent attempts to implement its own gold standard of
safety internationally and argues that only active investment in international nuclear
enterprises will allow for the adoption of these high safety standards.

While also well developed, Poneman’s domestic recommendations may receive more
scrutiny. His initial suggestions include levying a carbon tax, rewarding innovation to im-
prove efficiency, and extending incentives provided for renewable energy to all carbon-
neutral energy sources, including nuclear. Indeed, nuclear energy already provides the lion’s
share of carbon-neutral energy and is more reliable than wind or solar energy. Poneman’s
recommendation, however, that communities in the US opt into selection for nuclear waste
storage facilities is unlikely to convince those already skeptical that nuclear waste can safely
be stored. More emphasis could be placed on the scale of the nuclear waste problem—
something widely misunderstood and exaggerated. Poneman later examines technological
developments that could reprocess waste into usable fuel, and even how such innovations
might facilitate a program like ANFSI. Although this technology could bring nuclear en-
ergy a step closer to being both clean and renewable, it receives no mention in Poneman’s
main analysis of handling nuclear waste. Poneman also advocates a shift from large reactors
to more manageable small modular reactors (SMR). While SMRs could be more afford-
able, standardized, and easily protected, many will be concerned that escalating numbers of
domestic reactors can only mean more opportunity for nuclear disaster.

This journal’s readers will be particularly interested in Poneman’s advice to the DOD.
Every Air Force pilot knows the importance of energy management on a tactical level,
but our leaders must also consider the strategic implications of a rapidly changing energy
supply chain. California has some of the most ambitious climate goals, and in partner-
ship with the Navy, it built the largest photovoltaic plant on DOD land in 2016. Energy
from this plant will power multiple Navy bases, and surplus will be sold back to the state.
Poneman suggests this power purchase model could be extended to nuclear power plants.
Such a venture, while certainly a logistical challenge, could reinvigorate the nuclear mis-
sion of the Air Force. Additionally, the Air Force and Navy have entered into multiple
large energy-savings performance contracts to begin improving the efficiency of their
buildings. Some may argue that these kinds of projects fall beyond the purview of the Air
Force or distract from its primary mission. DOD leadership, however, must consider such
innovations before falling behind the power curve.

One does not have to agree with all of Poneman’s recommendations to benefit from
reading Double Jeopardy. Air Force personnel will gain context for their work from his con-
cise review of the history of international nuclear negotiations and a current outlook on
nuclear security topics of interest. While adopting all of Poneman’s suggestions to increase
nuclear power production may not be practical for the Air Force, Double Jeopardy will, most
importantly, spark conversations about taking decisive action to mitigate the effects of cli-
mate change and the dangers of nuclear proliferation.

Lt Frederick Metzger, USAF

Assured Destruction: Building the Ballistic Missile Culture of the Air Force by David W.
Bath. Naval Institute Press, 2020, 238 pp.

This history of the Air Force’s ballistic missiles and their operators spans from the
creation of the first nuclear weapons to the period after the Cuban missile crisis. Author
David W. Bath has a PhD from Texas A&M University and currently teaches at Rogers
State University. In addition to his academic credentials, he also has experience himself
as an Air Force missileer, previously editing Air Force Missileers and the Cuban Missile
Crisis for the Association of Air Force Missileers.
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'The book can be divided into two sections. The first half provides extensive back-
ground on the development of nuclear weapons before transitioning into ICBMs, per-
haps too much so. The second half—providing the most important historiographical
contribution—elucidates organizational and operational aspects of the ICBM commu-
nity, particularly before and after the Cuban missile crisis. Bath argues that most works
have focused on making the missiles rather than what happened to them or their opera-
tors after their making, especially between 1957 and 1967 (p. 8). It is unfortunate that
this intriguing aspect of the work does not receive even fuller treatment, although pri-
mary sources admittedly remain a problem in some regards, such as classification issues.

Bath shows how the Air Force initially envisioned missileers being particularly distin-
guished, seeking those akin to “geniuses” with engineering degrees and combat experience
(p. 1). Many early missileers, then, were bomber pilots who had trouble adjusting to a
“monotonous environment” (p. 82) and never really felt themselves to be missileers (p. 83).
Furthermore, the Air Force sometimes placed pilots with no missileer experience in com-
mand, which aggrieved missileers who had not come from the pilot community (p. 134).
One could argue that this trend continues in today’s Air Force regarding fighter pilots
being placed in command of nonrated communities.

The role of missileers in the Air Force changed dramatically after the Cuban missile
crisis forced President John F. Kennedy and his advisors to wrestle with whether they
really would ever employ nuclear weapons (pp. 117-22). Deciding they wanted to stress
the development of nonnuclear options, the Air Force seized the opportunity to begin
neglecting the ICBM community. Indeed, the ICBM had never really been accepted or
welcomed by Air Force leadership. According to Bath, the Air Force fought for the
weapon system to keep the other services from obtaining it while far preferring the
manned bomber platform. This portion of the book’s themes should not be terribly for-
eign to anyone familiar with the ICBM community. As a former missileer, Bath unsur-
prisingly has great sympathy for the community’s long-standing grievances. A less sym-
pathetic author might have accentuated the challenges any institution faces in balancing
roles and missions while meeting operational responsibilities.

Most interesting about the book is the section on the lesser-known ramifications of
rushing this new technology into production and seeking to operationalize it. While it is
the need to maintain exacting standards that is probably the best-known aspect of the
ICBM community, it is ironic how wide-ranging and haphazard these standards were in
the period Bath highlights. Thus, for example, Warren Air Force Base had two com-
pletely dissimilar squadrons initially operating, built to entirely different standards and
even containing different numbers of missiles (p. 91).

Likewise, during the Cuban missile crisis, the new Minuteman missiles had not been
fully operationalized. Thus, missileers rushed to create “workarounds” to get nuclear weap-
ons ready for combat (p. 111). They even desperately tried to obtain enough liquid oxygen
to launch missiles if called upon (p. 112).This fascinating section highlights the challenges
of incorporating new technology into an institution. But Bath shows his allegiance to the
missileer community by accepting at face value the command historians’ evaluation of its
response as “eminently successful” (p. 113), before venting that the “event that was argu-
ably the crowning success for the missileers caused them to become political pariahs and
began their descent into perceived insignificance within the Air Force” (p. 113).

The final body chapter of the book, fittingly entitled “Freefall,” then shows the gutting
of the ICBM community, particularly in regard to quality of personnel as the Air Force
worried about pilot retention and the need to fill billets in Vietnam (p. 127). Simultane-
ously, what little room ICBMs left for imagination decreased because the Minutemen
had received additional automation (p. 128). Missileers had believed in the early 1960s
that their community was the “future of the Air Force” (p. 132), but they increasingly
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realized that they were not. One missileer, for example, recalls how he could not enter an
officers’ club in his missile uniform although pilots could wear their flight suits (p. 136).

Bath concludes with the claim that the Air Force’s experience with ICBMs taught it to
“first gain control of any politically supported mission that threatened the dominance of
manned flight and then to devalue it once political attention was directed elsewhere,” a
point he applies to a discussion of the remotely piloted aircraft community (pp. 145-47).
'The claim makes an interesting point of discussion, albeit a difficult one to substantiate.

Finally, a work whose title claims to highlight “ballistic missile cu/fure” does not go far
enough in terms of engaging in actual cultural history, although perhaps this was a re-
grettable decision made by the publisher. For example, the missileers themselves appear
to have no agency, tending to be passive in the face of Air Force neglect. There is still
work to be done by a historian who creatively brings new methodologies and insight to
this story. Ultimately, though, this work provides a solid introduction to ICBMs and dif-
ferentiates itself from similar works by focusing on the fascinating challenges of opera-
tionalizing a new technology both in peacetime and in a time of crisis while highlighting
the Air Force’s changing relationship to the community’s personnel.

Dr. Heather Venable
Associate Professor, Air Command and Staff College

Burn-In: A Novel of the Real Robotic Revolution by P. W. Singer and August Cole.
Houghton Mifflin Harcourt, 2020, 432 pp.

The topic of artificial intelligence (Al)—once confined to limited circles—is now
firmly mainstream. To be sure, conventionality could be a word used to describe the
growing movement to write on the subject; yet unconventional approaches exist to help
both the professional and nonprofessional appreciate Al and its potential. Enter P. W.
Singer and August Cole, writers demonstrably capable of blending theory and practice
and making the impossible seem plausible. These features were on full display in Ghos?
Fleet, a seminal work of nonfiction that elevated the authors as leaders in the field of
science fiction. Ghost Fleet trenchantly drew our collective attention to a world yet to
come, establishing a high bar for novelists to follow. With the recently released Burn-In,
Singer and Cole have exceeded their own standards in connecting the reader to the fu-
ture and, in doing so, prove that when it comes to Al authorship style is just as impor-
tant as substance.

With their latest work, the authors energetically carry on the tradition of this genre’s
giants including Isaac Asimov (I, Robof) and Robert Heinlein (Starship Troopers), to
name a few. In this stirring encore to Flee, however, they break new ground in describing
the nexus between human and robot. Singer and Cole clearly use their own proximity to
recent innovations in big tech to tell the story—and succeed in telling it. Burn-In puts
the promise and peril of Al firmly in our grasp such that readers will undoubtedly ask
their own questions about the future long after putting the book down.

Through a colorful human and robotic protagonist, the writers hew to novelistic form
as the plot unfolds. This attention-grabbing style keeps the reader engaged throughout,
while simultaneously providing a nuanced perspective of Al vis-a-vis its intersection
with humankind. In this way, Singer and Cole deftly preserve credulity with each passing
chapter. Aside from passages replete with action, the thrust of this story resolutely centers
on Al’s societal impact rather than a robot apocalypse. Herein lies the true value of Burn-
In, as its artful portrayal of society’s reliance on technology pulls readers into a world they
may not recognize. Indeed, the authors vividly describe the methodical lurch toward a
world where we grow comfortable outsourcing everyday life to Al—starting with the
innocuous but eventually graduating to a level of dependence that portends danger. This
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slippery slope is an obvious cause for concern, but we are tacitly assured that human ac-
tion today can preserve Al's immense potential for tomorrow. At the same time, by un-
covering the societal vicissitudes that could occur once the full force of Al is upon us,
Burn-In effectively balances one’s sense of optimism with a measure of apprehension.
'Those who see a future marked by human helplessness in the face of technological inertia
would do well to read this book. For even in the future, human values can provide order
to what could otherwise be an orderless world.

Through an evocative style, the reader faces an important question as the story devel-
ops: Is the human who fears the machine or the machine that operates with uncontrollable
levels of efficiency the larger threar? Burn-In provides a range of perspectives to help an-
swer this question—from the atavistic collection of human communities longing for the
past to those who believe that a robot’s probity far exceeds that of a human’s. With re-
spect to AD’s potential, the writers describe machine-learning algorithms remarkably
well. Moore’s Law, stating that computer processing power doubles every two years,
takes new meaning in these pages. The speed by which robots learn, process, and evalu-
ate data is impressively depicted—so well, in fact, that the reader is left to question the
human race’s ability to handle Al efliciencies in a world where data is unavoidably
ubiquitous. Equally impressive is Burn-Ins compelling description of a future where
humanity’s propensity to engage in internecine warfare is the natural byproduct of a
robotic rise. To be sure, the sweep of the story brilliantly examines what should drive
both current and future debates over Al.

'This novel is mostly confined to the physical world, a particular weakness in an other-
wise highly readable book. After all, as trends suggest an inevitable merging of physical
and cloud-based realities, one could consider a process of eversion whereby we live our
lives primarily in the ether. On this score, Burn-In falls short of meeting expectations.
The application of Al by our competitor states is a topic also left uncovered. Given that
America’s lead in the Al race is precarious today, Singer and Cole would do a service to
policy makers by envisaging a world where a near-peer opponent merges its technologi-
cal edge with authoritarian ends. In light of their literary record, one cannot doubt that
the authors will explore this space in their next novel.

Importantly, the reader who benefits from this work will view current events headlines
in a different light. Modern-day efforts like the Defense Innovation Board’s recent re-
lease of the “Recommendations on the Ethical Use of Artificial Intelligence” report, as
well as the Vatican’s recently announced “Rome Call for Al Ethics,” may otherwise go
unnoticed; yet the benefactors of Burn-In will find these headlines hard to ignore. In-
deed, one quickly realizes that these modern-day initiatives buttress the authors’ implicit
suggestion that commitment today will help us chart a path tomorrow. Turning today’s
initiatives into tomorrow’s verities will be 2 monumental task, however—a notion also
underscored in this well-timed book.

Anyone who endeavors to write about Al’s potential impact runs the risk of being
pilloried over speculation. However, a speculative style of writing is most certainly re-
quired to broach this pivotal topic, and it is the quality that makes today’s science fic-
tion genre resonate. Indeed, how can today’s infantryman, pilot, submariner, lawyer,
first responder, or teacher imagine a world run by robots without creative prose to keep
us engaged? On this score, Singer and Cole clearly understand how to make the unin-
telligible understandable, and in Burn-In they deliver the best of contemporary science
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fiction. Defense professionals, policy makers, and American citizens alike would do

well to pick up a copy.

LTC Kirby “Bo” Dennis, USA

War in 140 Characters: How Social Media Is Reshaping Conflict in the Twenty-First
Century by David Patrikarakos. Basic Books, 2017, 301 pp.

David Patrikarakos, an experienced journalist who has written about foreign affairs for
many major publications, decided to write this book while reporting on the conflict in
eastern Ukraine (p. 5). Patrikarakos argues that social media—comprising internet appli-
cations that allow users to create their own content—has greatly enhanced the power of
individuals and networks of individuals at the expense of institutions such as legacy media
and the nation-state (p. 9). The new species of technologically empowered human, which
Patrikarakos dubs “Homo Digitalis,” has harnessed social media during conflict and “ir-
retrievably changed the way that wars are fought, reported on, and consumed” (p. 9).

Patrikarakos makes a persuasive case for his thesis by exploring how individuals, both
outside of and within governments, used social media to influence three recent conflicts:
the 2014 conflict between Israel and Hamas, the war between Ukraine and Russian-
aided separatists, and the conflict between the Islamic State and the United States.
Among the powerful aspects of Patrikarakos’s approach is his profiling of how individu-
als on both sides of these conflicts employed social media. The reader learns how a Pales-
tinian teenager used Twitter to draw global attention to the impacts on Gaza and its
population during the 2014 conflict. Subsequently, Patrikarakos notes how the Israel
Defense Forces (IDF) used social media to explain its targeting of Hamas’s rockets and
tunnel infrastructure as well as to show Hamas’s placing of military targets close to civil-
ian areas. For the conflict in eastern Ukraine, Patrikarakos profiles how a Ukrainian civil-
ian innovatively used Facebook to crowdsource supplies and raise funds for the country’s
army, thereby becoming part of a “virtual state” (p. 129). Examining the other side, Patri-
karakos provides a detailed account of a Russian internet troll factory, an outfit that was
a “merry-go-round of lies” whose purpose was to bolster support in Russia and eastern
Ukraine for the Kremlin’s policies and to sow confusion globally about what was really
happening (p. 142). Patrikarakos also profiles a third party to that conflict, offering a
fascinating account of how Eliot Higgins, founder of the Bellingcat website, and a team
of fellow sleuths used data obtained from social media to illuminate the events leading
up to the shoot-down of Malaysia Airlines Flight 17 (MH17). Finally, Patrikarakos ex-
amines the Islamic State’s social media operations as well as the United States’ attempts
to counter the group’s efforts in cyberspace.

All of Patrikarakos’s profiles are detailed, riveting, and enlightening. Collectively,
they show how social media has altered warfare in major ways, notably including how
it has become a means for battling to control the narrative surrounding conflict, equip-
ping armed forces, analyzing what is happening on the ground, and recruiting fighters
and supporters.

Patrikarakos’s argument falls short only on those occasions when he seems to suggest
that social media has superseded the physical battlefield as a domain of warfare. For ex-
ample, Patrikarakos observed during his time in Ukraine that “it mattered more who won
the war of words and narratives than who had the most potent weaponry” (p. 4). He
suggests that “the narrative dimensions of war are arguably becoming more important
than its physical dimensions” (p. 5). Patrikarakos also argues that “in war as traditionally
understood, information operations support military action on the battlefield, but to-
day, military operations are increasingly understood to support information operations”

(pp. 259-60). Many readers are unlikely to conclude that the virtual battlespace has
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surpassed the physical one in importance. After all, in all of the conflicts the book exam-
ines, physical battles remained critical. During the 2014 Israel-Hamas conflict, although
the social media realm became a key arena in which Israel had to defend the proportion-
ality of its actions, tweets and social media posts had minimal impact on Israel’s goals;
pressure from social media did not halt Israel’s military campaign (pp. 35, 89-90). Even
after reading Patrikarakos’s illuminating account of a Russian internet troll factory, in-
cluding the details that a former employee shared with Patrikarakos, many readers will
likely judge that Russia’s involvement on the physical battlefield was as important as its
social media efforts to destabilizing Ukraine. Finally, in the case of the Islamic State, its
propaganda benefitted considerably because the group “gained global infamy on the back
of a series of startling military successes on the ground” (p. 244).

Nevertheless, the vast majority of readers will be persuaded by the more precise state-
ment of the book’s core thesis: social media has changed conflict in significant ways. For
that reason, this book should be read by policy practitioners and scholars interested in
understanding the nature of modern warfare. Professionals who have responsibility for
national security should read it and use it to ask hard questions about whether they and
their organizations are doing enough to harness social media to achieve their mission.
Additionally, they should ponder whether they are doing everything they can to blunt the
advantages that potential adversaries might accrue from the adept use of social media.

One question that David Patrikarakos does not explore is how social media might
affect the course of any future interstate war. That is hardly surprising because the era of
social media has been an age largely devoid of such conflicts. Nevertheless, that obviously
does not guarantee that state-on-state conflict has ended for all time. How might states
use social media during any such conflicts in the future, and how might social media af-
fect outcomes? It would be fascinating to hear David Patrikarakos’s answers to those
questions because, with this book, he shows himself to be an insightful thinker and expert
on how social media has altered warfare.

Dr. John-Michael Arnold

Visiting Professor of International Relations

George Washington University
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