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Abstract
In 1996, Joseph Nye and William Owens foresaw the importance of

information technologies and data sharing, warning that if the United
States did not share the knowledge gained from its information systems—
particularly satellites—other countries would have added incentive to
develop their own. However, their analysis did not consider the potential
benefits of resiliency oftered by redundant allied systems. Decision makers
should consider both the soft-power benefits of data sharing as well as the
resiliency benefits associated with redundant, interoperable systems to en-
able a more robust path forward for gaining and preserving power in the
information age. This article examines the disadvantages of restricting ac-
cess to data as predicted by Nye and Owens and the unexpected benefits
of redundancy for three space sector information technologies: reconnais-
sance satellites, global navigation satellite systems, and space domain
awareness systems.
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was poised to lead the information revolution, increasing its power in
international affairs. Key to maintaining its technological superiority,
however, was sharing this information. They recommended that the US

In 1996, Joseph Nye and William Owens argued that the United States

provide an “information umbrella,” sharing information to gain leverage
with allies and maintain its leadership position. They noted that the United
States has a considerable advantage in terms of investment and experience
in these technologies and argued that if America did not share its knowl-
edge it would create incentives for countries to develop independent capa-
bilities. Conversely, its willingness to do so could be a way to build coali-
tions before aggression begins or to improve the decision-making of
recipients during conflicts.!
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Nye and Owens suggested that the US “information umbrella” should
follow the model of the “nuclear umbrella.” As with the nuclear umbrella,
the information umbrella would provide leverage with allies and form the
foundation for a mutually beneficial relationship. They acknowledged
that this would require overcoming long-established prejudices against
openly sharing intelligence. Concerns included the risks of disclosing
sources and methods used in obtaining information and of making clear
what the US did and did not know, potentially reducing its advantage.
However, they concluded that “selectively sharing these abilities is there-
fore not only the route of coalition leadership, but the key to maintaining
U.S. military superiority.”

'The comparison to the nuclear umbrella provides a useful example to
envision the potential benefits of information sharing, particularly space
information, but the comparison is not perfect. While development of nu-
clear weapons is tightly restricted by the Treaty on the Non-Proliferation
of Nuclear Weapons, there is no such restriction for space information
technology. Nor are the dangers associated with the proliferation of this
technology considered nearly as dire. This factor complicates the ability to
develop and maintain an information umbrella but also broadens the
policy options available. In many cases, the United States may find it
beneficial to share data and encourage the development of independent
space systems among allies.

James Clay Moltz states that “net-centric” space technology, based on
resiliency gained through redundant systems and commercial and inter-
national partnerships, may be more critical in today’s world than tradi-
tional views of power that emphasize purely national technologies. Fur-
ther, Moltz contends that the United States is better situated than its
potential adversaries to excel in this new form of power. The US has allies
capable of developing and maintaining advanced space systems while its
primary adversaries, Russia and China, have few, if any, close allies with
this capability.® This suggests that combining information sharing and
coordinated space technology development to enable more capable and
resilient interoperable systems may provide greater security advantages
than information sharing alone.

'This article examines the historical development of three military space
sector information technologies—reconnaissance satellites, global naviga-
tion satellite systems, and space domain awareness systems—and demon-
strates that in these areas Nye and Owens’s warning was prescient. The US
reticence to engage in meaningful data sharing contributed to allies decid-
ing to develop independent capabilities. However, the examined cases also
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show that these developments resulted in unforeseen benefits to the
United States in terms of redundancy and resilience that now play a criti-
cal role in US military power. These three cases indicate that the United
States could have achieved benefits earlier, and with less tension among
allies, if it had pursued a policy encouraging both information sharing and
the development of interoperable systems. Lessons learned from these
cases can be applied to future decision making.

Reconnaissance Satellites

'The value of reconnaissance satellites has been evident since the begin-
ning of the space age. The United States’ first successful reconnaissance
satellite mission, Corona, launched in 1960. This first satellite collected
more imagery of the Soviet Union in two days than the U-2 reconnais-
sance aircraft had collected in two years of flights. Building on this success,
the US reconnaissance program moved ahead rapidly, launching more
than 100 reconnaissance satellites by 1972.4

‘Throughout this period, reconnaissance satellite technology and data
were tightly controlled. When the US and the Soviet Union completed
the first Strategic Arms Limitation Treaty in 1972, the agreement referred
to verification by “national technical means.” While this was understood
by both parties to the treaty to refer to reconnaissance satellites, they de-
liberately chose not to publicly acknowledge the existence of these assets.’
Even the presence of the United States National Reconnaissance Office
(NRO), the agency that developed remote sensing satellites, remained
classified until 1992.6

The United States’ high level of secrecy and reluctance to share tech-
nology and data extended even to allies. In 1973, Israeli officials requested
access to US reconnaissance imagery in support of the Yom Kippur War.
US officials responded that the information was not available due to
damage to the satellite. While this may have been true, Israeli officials
were not convinced and chose to proceed with Israel’s own satellite re-
connaissance program.’ Israel launched its first reconnaissance satellite,
Ofeq-1,in 1988. This made Israel the fourth country in the world to de-
velop a reconnaissance satellite, after the United States, the Soviet Union
(1961), and China (1975).

'The 1991 Persian Gulf War demonstrated continued limitations in US
sharing of reconnaissance data with allies. In 1992, France requested US
satellite imagery to support its efforts in the Gulf War. When the US de-
clined to share the images, France started its own reconnaissance program.®
France’s first reconnaissance satellite, Helios 14, was launched in 1995, fol-

118 STRATEGIC STUDIES QUARTERLY ¢ SPRING 2021



An Interoperable Information Umbrella: Sharing Space Information Technology

lowed by increasingly capable satellites in the same series. France was the
fifth nation to develop a reconnaissance satellite. The data from this series
was used to support independent French decision-making. A French mili-
tary official stated in 2015 that it was because of Helios imagery that France
declined to join the 2003 US invasion of Iraq, as France’s independent as-
sessment of this imagery contradicted US interpretations of intelligence at
the time.” See table 1 for inaugural satellite launch dates by country.

Table 1. Date of first reconnaissance satellite launch by country

Nation First Reconnaissance Satellite
United States 1960
Soviet Union/Russia 1961
China 1975
Israel 1988
France 1995
Japan 2003
Germany 2006
India 2009
South Africa 2014
Turkey 2016
Italy 2017

While other factors, such as technical capability and prestige, likely
impacted these decisions, US reticence to share its own reconnaissance
data when requested also played a role in the Israeli and French develop-
ment of independent reconnaissance satellite systems. Further, once these
nations developed this technology, they were free to share the resulting
information—or the technology itself—according to their own policies.

Unlike the US, France chose to undertake its satellite reconnaissance
program as a cooperative effort. Helios 1 was developed in partnership
with Italy and Spain.!® Later Helios satellites incorporated Greece and
Belgium into the partnership. In 2006, Germany developed its own recon-
naissance satellite system, SAR-Lupe, with a radar instrument allowing
the collection of information regardless of weather and lighting condi-
tions. A cooperative treaty with France allows both nations to access data
from both the Helios and SAR-Lupe satellites.!? France has a similar
agreement in place for access to data from Italy’s dual-use COSMO-
SkyMed constellation, launched in 2007 and 2008, which also carries ra-
dar instruments.!? In 2017, Italy launched its first dedicated reconnais-
sance satellite, built by Israel Aerospace Industries.!?
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In addition to the significant degree of data sharing among European
nations, Israel, France, and others have also proven to be much more will-
ing than the US to export advanced satellite remote sensing technology.
Despite a multiyear process that began in 2009 to reform export control
regulations, remote sensing systems with military applications remain on
the tightly controlled United States Munitions List.! These systems in-
clude those with high spatial or spectral resolutions and many of those
with radar remote-sensing characteristics, By contrast, allied nations
spurred by the US to develop their own reconnaissance systems have
shown a willingness to export this technology. In 2009, India launched its
first reconnaissance satellite, the Radar Imaging Satellite-2, built by Israel
Aerospace Industries. That same year, Turkey signed a contract with Thales
Alenia Space of France and Italy’s Telespazio to purchase a high-resolution
imagery satellite, launched in 2016.

It is worth noting that, beginning in the 1980s, many countries—in-
cluding the United States—promoted the growth of commercial remote-
sensing companies capable of providing high-resolution imagery. The data
sold by companies has proven valuable for national security and foreign
policy uses.’> However, these companies remain highly regulated. Limita-
tions are placed on the spatial resolution of this imagery to ensure it re-
mains less precise than data provided by advanced military reconnaissance
systems. Companies are often prohibited from selling data in particular
geographic areas, to particular customers, or at particular times.!® While
companies are regulated by the nation in which they reside, the US has
also exerted “checkbook shutter control.” That is, it purchases all available
imagery under an exclusive license so no one else can access it. The US
thus has a way of wielding some level of control even over foreign com-
mercial systems. While some countries may find that their national secu-
rity needs can be met solely through commercially available satellite data,
the continued limitations on access and the differences in capability dif-
terentiate them from nationally owned reconnaissance satellites.

As Nye and Owens suggested, by failing to adequately share data, the
US had created an additional incentive for allies to develop their own
systems sooner than they may have otherwise. Once that development
had occurred, the US ceded not only its leverage as a data provider but also
control over further proliferation of both the information and the under-

lying technology.
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Global Navigation Satellite Systems

Limited US data sharing also acted as an incentive for independent
allied development of global navigation satellite systems. The US Depart-
ment of Defense (DOD) launched the first experimental navigation satel-
lite, TRANSIT 14, in 1959.The system used measurements of the Dop-
pler shift in the satellite signal to determine a receiver’s location on Earth.
The DOD planned to use the system to allow accurate positioning of
submarines carrying Polaris missiles. The system was declared operational
in 1964. A second system, Timation (time/navigation), experimented with
spacecraft carrying precise clocks, with an initial launch in 1967. This
project evolved into the Global Positioning System (GPS), established in
1973. By 1978, four GPS Block 1 satellites were operational. Although
the constellation would not be considered operational globally until 24
satellites were in orbit (which occurred in 1993), the system proved to
have utility early on.”

'The Soviet Union engaged in the development of a parallel system, the
Global Navigation Satellite System (GLONASS), with 10 satellites in
orbit by 1985. The constellation became fully operational in 1996 but was
not maintained; it included fewer than 10 operational satellites, on aver-
age, between 1998 and 2006. The system returned to full operational ca-
pacity in 2010.1®

In 1983, a civilian aircraft, Korean Airlines 007, strayed into Soviet air-
space and was shot down by a Soviet fighter jet. Following this incident,
President Reagan announced that the GPS signal would be made avail-
able for civilian use. However, the civilian signal would be less precise than
the military signal—accurate to approximately 100 meters versus 10 me-
ters for the military. The US government would also have a capability re-
terred to as “selective availability” that would allow the civilian signal to be
deliberately degraded or disabled. Despite these restrictions, civilian GPS
receivers were in mass production by the late 1980s."”

In a 1992 communication to the European Parliament, the European
Commission noted that although the US military currently made the GPS
signal freely available for civil use, this arrangement could be halted at any
time. Further, the civilian signal’s accuracy was insufficient for use in the
civil air navigation system, a highly desirable application.?® In 1994, a Eu-
ropean Parliament resolution officially called for establishing a European
strategy for satellite navigation, and the Commission responded with a
proposal for an independent European global navigation satellite system.!

In response to this movement and recognizing the growing commercial
industry built on GPS, President Bill Clinton issued a directive stating
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that the United States was committed to providing the GPS signal “on a
continuous, worldwide basis, free of direct user fees.” The directive also
stated that the US would discontinue the use of selective availability
within a decade and that the government would advocate for the accep-
tance of GPS as the standard for international use.?? This was too little, too
late for Europe, which continued ahead with plans to develop its indepen-
dent Galileo global navigation satellite system.

In 2001, US deputy secretary of defense Paul Wolfowitz sent a letter to
the defense ministers in selected EU countries. He argued that the planned
European system could complicate US plans to modify and improve GPS
due to potential interference of the Galileo signal with the upgraded US
military signal on GPS. He further indicated that the civilian forum in
which Galileo was being developed was insufhicient to fully assess the se-
curity implications of the system.?

European leaders did not respond well to this action. French president
Jacques Chirac warned that Europeans risked “vassal status” if they aban-
doned the project. The European commissioner in charge of the project
expressed frustration at “American pressure against the Galileo project”
and the prospect of further delays.?* The European Commission approved
the next phase of development in 2002 and engaged in international co-
operation, ensuring compatibility with the American GPS and Russian
GLONASS systems. In 2016, the Galileo system reached initial opera-
tional status.”> When Galileo becomes fully operational, it will be the
tourth such constellation in the world, following the United States, Russia,
and China. Once again, by refusing to make data available in a meaningful,
reliable way, the United States added incentive for allies to create an inde-
pendent system, and its efforts to dissuade such developments generated
increasing tension.

Space Domain Awareness Systems

'This pattern is being repeated once again for space situational awareness
(SSA) systems—systems that track and analyze space objects to determine
where they are, what they are, and where they are likely to be in the future.?®
'The US has been tracking objects in space since the space age began with
the 1957 launch of Spusnik I, and it has had an operational space surveil-
lance system since 1958.The DOD worked with NASA, which also needed
to track satellites, with both entities contributing observations to be cata-
loged by the DOD. In 1960, following the launch of the first Corona re-
connaissance satellite, DOD officials determined that security concerns

dictated withholding some data. The DOD began screening the catalog for
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sensitive information before providing it to NASA, which then shared this
information more broadly. This process, in which the DOD maintained a
tull tracking system while providing a subset of data to NASA for broader
distribution, continued for more than 40 years.?’

In 2001, the US government released the Report of the Commission to
Assess United States National Security, Space Management and Organiza-
tion—more commonly known as the Rumsfeld Report after the commis-
sion chairman, Secretary of Defense Donald Rumsfeld. The report recog-
nized the significant and growing dependence of the US military and
economy on space assets and noted that this made space assets potentially
attractive targets for adversaries. The report warned of a “Space Pearl Har-
bor” and emphasized the need to improve SSA. Space situational aware-
ness is critical to avoiding unintentional collisions among satellites and
other debris in space and detecting and attributing attacks on space assets.?®

In addition to the need for SSA data for military purposes, there was
also a recognition that with the growth of commercial activity and in-
creased civilian reliance on space assets, the US Air Force should provide
warnings of threats to US or other friendly satellite operators. In 2000, a
DOD memorandum directed the Air Force to study options for providing
SSA support to commercial and foreign entities. The National Defense
Authorization Act for Fiscal Year 2004 directed Air Force Space Com-
mand to implement a pilot program in this area.?’ The pilot program later
became the operational SSA Sharing Program.

While the stated goal of the pilot program was to encourage interna-
tional cooperation and transparency with foreign nations, the initial imple-
mentation fell short of expectations. The US Air Force maintained two
catalogs—an internal high-accuracy catalog with detailed information on
all tracked objects and the publicly accessible space track catalog with more
basic information on a subset of space assets. The DOD routinely con-
ducted conjunction analysis to determine the risk of a collision only for US
military spacecraft, and the public catalog was inadequate to independently
run this type of analysis. The limitations of this approach were demon-
strated dramatically by the 2009 collision of an operational commercial
Iridium communications satellite and a defunct Russian Cosmos satellite,
which occurred with no advanced warning for Iridium operators.>

Following the Iridium-Cosmos collision, the US began running con-
junction analysis for all operational satellites and contacting satellite opera-
tors in the event of a potential collision. However, initial efforts struggled
to balance the desire to work with satellite operators with the need to pro-
tect sensitive data. One Air Force analyst described early efforts at assisting
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operators in planning collision avoidance maneuvers as “kind of like play-
ing ‘Marco Polo.””3!

The US military has taken steps to substantially improve the situation
since then. As of 2019, Strategic Command had signed agreements re-
lated to SSA services and data sharing with 19 nations; two international
organizations; and more than 77 commercial satellite owners, operators,
and launchers. These agreements allow higher-quality data to be shared
more systematically.>? The military has also begun increasing the amount
of data made available through its public catalog.’® Further, recent years
have seen the emergence of commercial SSA entities, particularly in the
United States, that sell SSA data and analysis to domestic and foreign
satellite operators.3*

However, there are still notable limitations to SSA data sharing. Even
with recent improvements, the data provided in the public catalog remains
insufficiently accurate to carry out conjunction analysis, and the US does
not accept any liability for the information it shares.3> Even when more
accurate information or conjunction analyses are shared, the US does not
provide insight into its data sources or algorithms, making it impossible
for users to independently evaluate accuracy or conduct further analysis.*

'The United States reserves the right to deny participants access to SSA
data and information without prior notice or explanation. Participants in
the SSA data-sharing program are restricted from redistributing the data
without explicit approval from the US. Furthermore, users note that while
the data is currently provided free of charge, the US government provides
no guarantee that this will continue to be the case in the future. Outside
of these specific limitations, some partners remain generally uncomfort-
able relying on a program run by the US military as it may have different
priorities and concerns than foreign, commercial, and civil users.’

The slow development of data-sharing systems by the United States,
combined with the continued limitations of those systems, has driven a
number of allies to begin development of independent systems. In 2005,
the European Commission convened a panel of space experts to report on
security issues related to the European Space Policy. The group noted that
while the United States was currently providing tracking data for free,
“this situation could change in the near future, and the data already pro-
vided are not exhaustive or not be[ing] made available at the needed time.”
It recommended the development of a European space surveillance capa-
bility as a high-priority activity.3® The European Commission announced

in 2008 that it would develop this capability, emphasizing Europe’s need
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for political and technical autonomy.*” In 2016, the European Union Space
Surveillance Tracking system became operational.®

A 2018 report by the Institute for Defense Analysis identified a lack of
confidence in DOD-provided data as a key driver for many foreign and
commercial entities developing independent capabilities. In interviews, of-
ficials cited the lack of transparency related to DOD data, particularly the
lack of insight into processing methods, as a key source of concern. Others
called attention to issues of accuracy and completeness of the data pro-
vided. South Korean government officials estimated that their country was
receiving data for about only 40 percent of objects tracked by the DOD. In
addition to Europe and South Korea, India, Canada, Australia, and Japan
are among those developing or improving national SSA capabilities.*!

Unexpected Benefits: Redundancy and Improved Capabilities

In each of the above cases, the United States had an information advan-
tage based on superior technology, just as Nye and Owens suggested.
While the US did make some data available to allies, its efforts fell short
of allies’needs and expectations. In all three cases, allies directly referenced
the lack of US data sharing as a factor in developing independent systems.
'The US choice to limit the sharing of data—versus using data sharing to
provide the basis of coalition leadership and to maintain technological
superiority—Iled to tensions between the United States and its allies and
contributed to allies’ decisions to develop independent systems.

From Nye and Owens’s perspective, this approach may be viewed as a
strategic failure on the part of the United States. However, the develop-
ment of independent allied systems has ultimately benefited the US. As
US reliance on space assets has increased, their vulnerability has become a
growing concern. The 2018 National Defense Strategy recognized that new
threats to military and civil use of space were emerging and called for in-
vestments to prioritize efforts to assure space capabilities.*? One of the
widely agreed-upon methods for overcoming or deterring attacks on these
assets is the development of redundant, resilient systems.

For example, given sufficient interoperability between the systems, if an
adversary were to damage or disrupt GPS, the United States could switch
to the Galileo signal. An attack on GPS would potentially have other
ramifications, such as nuclear denotation detection, that would need to be
dealt with in other ways. However, if the goal was to disable GPS, the
ability to use Galileo should still be a deterrent. Knowing this, the adver-
sary may determine that it is not worth attacking GPS in the first place.
'The same is true for redundant space reconnaissance and SSA systems.
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From this perspective, allies’ development of redundant military space sys-
tems may appreciably increase US national security. By engaging allies to
build partnerships enabling the mutual sharing of information and tech-
nology, the US can reduce its vulnerability in these areas.

In addition to the benefits of resilience, cooperation and interoperability
can improve performance. If the United States can negotiate gaining ac-
cess to data from foreign reconnaissance systems, it will increase the vol-
ume of data available for analysis. Even without gaining regular access,
the United States may reasonably assume that allies with mutual security
concerns may be conducting surveillance and analysis with similar goals.
Increasing the amount of data collected and the number of individuals
and organizations analyzing this data reduces the risk that security threats
will go undetected.

Coordinating navigation systems could be similarly beneficial. Receiv-
ers that can access the Galileo signal, in addition to GPS, will have more
precise positioning capabilities. They will also be more likely to have access
to a sufficient number of satellites for accurate positioning, even in rough
terrain or urban canyons, and be more resistant to jamming or spoofing
efforts. The United States and Europe have already begun to work toward
this capability for military systems.

SSA technologies are primarily ground based, but the benefits of re-
dundancy and improved performance are similar. The ability to accurately
detect and attribute attacks on space assets, which relies on high-quality
SSA data, is a crucial element in deterring such attacks. Just as for tradi-
tional reconnaissance data, the more space surveillance data that is col-
lected and analyzed, the more likely it is that nefarious behavior will be
detected and accurately attributed, thus improving deterrence.

While these examples focused on the military benefits of engaging al-
lies in their development and operation of redundant systems, in the case
of GPS and SSA, improved capabilities would also benefit civilian and

commercial users of these systems.

Implications and Lessons Learned

Nye and Owens were not wrong when they recognized in 1996 that the
nation able to lead in the information revolution would accrue power, and
they correctly identified information sharing as an important source of
leverage with allies. As was demonstrated in the cases of reconnaissance
satellites, GPS, and SSA, they also correctly predicted that a lack of shar-

ing would add an additional incentive for allies to attempt to match US
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capabilities. What they failed to adequately account for was the important
military benefit that can result from access to independent systems.

This benefit suggests that Nye and Owens’s vision of an information
umbrella must be updated. Rather than sharing data to maintain techno-
logical superiority, the United States should share its data to encourage
partner contributions, interoperability, and resiliency. As Moltz identified,
these attributes are the keys to twenty-first-century space power. The US
should seek to be a coalition leader, just as Nye and Owens envisioned, but
this coalition should aim to bring allies together to mutually share infor-
mation in an “interoperable information umbrella.”

Engaging with allies to encourage their technological development,
rather than seeking to prevent it, is likely to generate stronger ties and
reduce tensions. Acting as a leader in information exchange and inter-
operability also gives the US military greater flexibility in data-sharing
decisions because allies are not entirely dependent on the United States.
Thus, decisions to withhold some data have less of an adverse effect. Fur-
ther, to the extent that data is shared, the United States can see concrete
benefits as allies respond in kind, improving US military capabilities.

In the area of reconnaissance satellites, this stance could propel efforts
to engage in more formal international coordination and data sharing
with allies in Europe. The US would have multiple options for how to
accomplish this. Rather than disclosing data from its most advanced,
highly classified reconnaissance systems, it may opt to coordinate the de-
velopment of jointly owned systems or to contribute data from a system
specifically designed to complement allied capabilities.

For global navigation satellite systems (GNSS), cooperation and efforts
to ensure interoperability with Europe’s Galileo system are already well
underway. However, it is worth noting that the US could have avoided
much acrimony with its allies if this cooperative effort had begun a decade
earlier. It may have a chance to do things differently by pursuing inter-
operability from the beginning if the United Kingdom moves forward
with current plans to develop a GNSS.4

Data sharing and engagement are perhaps most advanced for SSA. The
US Space Command, reestablished in July 2019, has continued the efforts
begun by US Strategic Command to pursue data-sharing agreements that
enable a greater degree of information sharing with partners.** These
agreements also provide the United States access to data sources from
many different entities and create an opportunity to understand and ad-
dress challenges of system and data interoperability. Some nations—such
as Japan, Australia, and Canada—have identified interoperability with US
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systems as a goal for developing SSA systems.* The United States should
encourage other nations to follow a similar path and engage with more
independent systems, such as those being developed in the European
Union, to explore options for interoperability early on.

As noted above, decision-makers have many options concerning how to
assimilate the factors discussed here. There is no one-size-fits-all solution
for all technologies, at all times, with all potential partners. Prestige, tech-
nical capability, economics, varied strategic interests, and other factors will
continue to influence whether and when nations choose to develop inde-
pendent capabilities. The dynamics of the security dilemma may play a
role as well, and decisions to share data could help to alleviate or exacer-
bate the situation. However, this factor would likely be more relevant to
sharing that extends to US adversaries rather than to allies.* In any situa-
tion, the United States must carefully consider the potential risks of shar-
ing data or coordinating on technical development. However, the potential
benefits of information sharing and the pursuit of interoperability should
not be overlooked.

'The examples above suggest that when US decision-makers determine
how much data they are willing to share, when, and with whom, they
should heed Nye and Owens’s warning that these decisions may impact
allies’ decisions to develop their own capabilities. Nye and Owens argue
that greater data sharing could be used to extend the period of US techni-
cal superiority. The examples described here suggest that the effect they
identify is present, but their argument misses a key point. As noted by
Moltz, with respect to information technology, redundancy and interopera-
bility are often more valuable to national security than technical superior-
ity because they can increase capabilities and provide resilience to the
entire system. Data sharing is a way to gain leverage with allies and build
coalitions, and when combined with engagement to develop interoperable
systems, these relationships can be even stronger.

Conclusion

We have entered the information age, and as predicted by Nye and Ow-
ens, and argued by Moltz, our conception of power must adjust to this new
environment. Nye and Owens argued that the United States should create
an information umbrella, sharing data from its superior information tech-
nologies with allies to generate leverage and preserve technological superi-
ority. They predicted that if the United States failed to share its knowledge,
other nations would be incentivized to match its capabilities. This effect
was seen in the cases of reconnaissance satellites, GNSSs, and SSA.
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In the case of reconnaissance satellite data, the United States refused
offers to provide imagery despite direct requests from close allies during
conflict situations. With respect to GPS, the US provided non-US military
users with a significantly degraded signal and emphasized its right to fur-
ther degrade or disable the signal at any time. Changes to these policies
proved to be too little, too late. Similarly, while the US proactively put in
place a system for sharing space situational awareness data with foreign
entities, it provided relatively low-quality data and gave no commitment to
long-term provision. Even as systems for sharing space surveillance data
have improved over time, the US has shown no interest in making its full
high-accuracy catalog, raw sensor data, or algorithms available to its allies.

In each of these cases, US reticence to share data resulted in tensions
with its allies and, ultimately, contributed to incentives to develop inde-
pendent allied systems. However, these developments had critical benefits
that Nye and Owens did not foresee in their assessment. The independent
systems provide redundancy and resilience that underlie deterrence and,
when systems are made interoperable, can result in appreciable capability
improvements. As noted by Moltz, these disaggregated systems and co-
operative relationships offer a superior model for facing twenty-first-
century challenges.

To account for this advantage, the US should seek to lead the creation of
an interoperable information umbrella. In spearheading this international
cooperative effort, the US would share data with its allies. However, it
would do so as part of a reciprocal system in which allies are encouraged to
develop systems that can contribute data while also improving the system’s
resiliency as a whole. As noted above, the specific pathways to pursue this
effort will differ depending on the timing, technology, and set of partners
involved. This strategy recognizes the unique opportunity of the informa-
tion age to maximize US power: strengthening relationships with allies,
increasing system resiliency, and improving military capabilities. N®]
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