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Abstract

Cyberspace is a key war-fighting domain that affects all aspects of
United States national security. Although defense contractors are essential
to United States cyber operations, little research has examined the specific
cyber services military and intelligence agencies outsource to corporations.
'This article evaluates government contracting practices in three strategi-
cally important United States cyber markets: cybersecurity, offensive cyber
operations, and data analytics. Each market possesses distinct structural
economic features that affect cyber outsourcing. After almost two decades
of contracting, the cybersecurity market functions efficiently because it is
competitive and information about the capabilities of corporate suppliers
is widely available. Conversely, the small number of suppliers in the of-
tensive cyber market coupled with the limited commercial utility of of-
tensive cyber tools suggests that the sector may develop into an oligopoly
in which the United States government is highly dependent on contrac-
tors. Finally, data analytics is a relatively new field comprised of numerous
corporate suppliers that possess limited experience working with the De-
partment of Defense and the intelligence community. Lack of informa-
tion about companies’ relative capabilities in the data analytics market
means that government agencies are likely to make suboptimal contract-
ing decisions when choosing among prospective suppliers.
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yberspace is a key war-fighting domain that affects all aspects of

United States national security.! Although defense contractors are

essential to United States cyber operations, little research has ex-
amined the specific cyber services military and intelligence agencies out-
source to corporations.? Furthermore, the nature of contracting between
government agencies and corporate cyber service providers remains under-
studied.> What types of cyber operations do defense contractors carry out
for United States military and intelligence agencies? Is United States
cyber outsourcing efficient? That is, do government agencies accurately
identify the most qualified cyber service providers, capably monitor their
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behavior, and foster competitive markets that encourage innovation while
keeping costs affordable?

This article argues that structural economic differences in three distinct
cyber markets—cybersecurity, offensive cyber operations, and data analyt-
ics—have important implications for the quality of outsourcing carried
out by United States defense and intelligence agencies. In the cybersecu-
rity market, which has existed for over 20 years, contracting is relatively
efficient. The market is characterized by numerous suppliers, and govern-
ment agencies possess detailed information about corporations’ capabili-
ties and past performances. By contrast, the emerging market for offensive
cyber operations has a small number of suppliers, and the tools companies
develop for offensive cyber missions have limited utility outside national
security settings. These two factors are likely to lead to an inefficient mar-
ket in which government agencies are highly dependent on contractors.
Finally, the market for “big data” analytics—which involve collection,
analysis, and visualization of information using algorithms—is relatively
new. Thus, the Department of Defense (DOD) and intelligence commu-
nity have little experience assessing the capabilities of competing firms.
'This feature of the analytics market means that government agencies are
more likely to make suboptimal choices when assessing the relative capa-
bilities of companies in the field. However, the competitive nature of the
analytics market coupled with the wide applicability of analytics products
outside defense-specific settings suggests that assessment and oversight of
firms will become more efficient as information about companies increases
through repeated contracting.

This article first describes three key United States defense markets for
cyber operations and identifies the major companies active in each market.
Next, it presents concepts from transaction cost economics and applies
this body of theory to government outsourcing in the cybersecurity, of-
fensive cyber, and data analytics markets. The article then examines two
important cases of United States government cyber contracting: The De-
partment of Homeland Security’s $1 billion Development, Operations,
and Maintenance (DOMino) contract and the United States Army’s $876
million Distributed Common Ground System A-2 (DCGS-A2) contract.
'The conclusion summarizes major findings and presents policy recom-
mendations for future military and intelligence cyber outsourcing.

Defense Contracting and United States Cyber Operations

American military and intelligence agencies have an extensive history
of procuring goods and services from corporations.* By outsourcing non-
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essential duties and hardware production to contractors, the national secu-
rity community can more efficiently focus on its core strategic planning
and war-fighting responsibilities. Additionally, companies are an impor-
tant source of technological innovation for the armed forces.” Although
partnership with the private sector is a key pillar of American national
defense, in recent decades the government has increasingly outsourced
vital national security functions historically carried out by Soldiers and
civilian government employees.® As a recent Congressional Research Ser-
vice report notes, “without contractor support, the United States would
not be able to arm and field an effective fighting force.””

Cyber operations are an emerging field in which the DOD and the in-
telligence community are highly integrated with the private sector and
where contractors perform mission critical functions. In 2017, the United
States government authorized $19.8 billion in unclassified spending for all
cyber related activities performed by defense contractors, an increase of 120
percent over 2012 levels.® Scholars have advanced several typologies to
classify varying types of cyber operations. While academic debate in this
area is likely to persist, there is emerging consensus that distinct differences
exist among cybersecurity—which includes defensive cyber operations,’
offensive cyber operations, and data analytics.'® What follows is an analysis
of outsourcing in these three strategically important cyber markets.

Cybersecurity

The Joint Chiefs of Staff define cybersecurity as activities that protect
United States government data, networks, and cyberspace-enabled hard-
ware by defeating malicious cyber activity carried out by adversaries.!!
Various technical responsibilities fall within the broad category of cyber-
security, including providing network defense, software application secu-
rity, protection of command and tactical communications, and hardware
and infrastructure protection against electronic attacks. The central ob-
jectives of cybersecurity operations are to protect United States govern-
ment computers and electronic communication systems and to ensure
that military and intelligence agencies possess data availability, integrity,
and confidentiality.!?

Among the three main categories of cyber operations, cybersecurity
comprises the largest share of federal government spending, accounting for
75 percent of funds spent on all outsourced cyber activities related to na-
tional defense between 2012 and 2017.13 The corporations receiving the
bulk of defense-related funding for cybersecurity operations during this
period include Northrop Grumman, Lockheed Martin, Perspecta, IBM,
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Dell, General Dynamics, Leidos, Booz Allen Hamilton, Raytheon, CACI,
and SAIC.! These companies provide “full spectrum” cybersecurity capa-
bilities. That is, they offer government agencies a suite of services ranging
from network risk analysis and cyber threat anticipation through cyber
incident response and digital forensics. For example, Booz Allen Hamilton
uses “cyber fusion centers” to support the DOD and intelligence commu-
nity with services including vulnerability assessment, threat prevention, red
team testing, and cyberattack detection and response.!® Similarly, Leidos
offers full-spectrum cyber services using a “security operations center” ap-
proach that supports government agencies by detecting, managing, and
responding to cyber threats. The largest corporations providing the federal
government with cybersecurity services employ thousands of specialists
whose skills are in high demand. General Dynamics alone employs over
3,000 cyber professionals who work with government agencies in an effort
to improve the nation’s defensive cyber capabilities.!® By comparison, the
United States Cyber Command (CYBERCOM)—the DOD’s organiza-
tional hub for coordinating the military’s cyber operations—presently has
approximately 1,000 full-time military and civilian staff members.!”

A notable feature of the cybersecurity market is the recent entrance of
prime defense contractors, traditionally associated with hardware produc-
tion, into the sector. In part, prime contractors’shift into cybersecurity has
occurred out of necessity. As hardware becomes increasingly integrated
with applications that run in cyberspace, corporations must ensure that
the satellite systems, planes, drones, and tanks they produce are “cyber
resilient” against enemy attack. However, many major contractors—in-
cluding Raytheon, Northrop Grumman, and Lockheed Martin—have
also begun providing government agencies with cybersecurity services not
directly associated with the hardware they design and build. Raytheon, for
example, supplies cybersecurity services to the Department of Homeland
Security and other government agencies as part of the $1 billion DOMino
contract.!® Northrop Grumman, another major manufacturer of military
hardware, recently won an Air Force contract to provide CYBERCOM
with rapid access to a “full spectrum of cyber capabilities.”"

Another significant trend in cybersecurity operations is the emergence
of major commercial technology companies as suppliers to the national
security community. In the past, technology firms often were reluctant to
work with the DOD and CIA for fear of damaging their brands. In re-
cent years, however, Amazon, Microsoft, and Oracle have become direct
competitors to traditional federal information technology (IT) contrac-
tors in certain cybersecurity service areas, particularly network and cloud
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security.?’ In 2013, for example, Amazon won a $600 million contract to
modernize the CIA’s computer networks.?! As part of this transition, Ama-
zon was responsible for securing sensitive information stored and operated
in its cloud platform. Amazon has publicly acknowledged that the defense
industry represents a major focus of its future strategic business plans: “The
defense, intelligence, and national security communities deserve access to
the best technologies in the world[,] . .. and we [Amazon] are committed
to supporting their critical missions.””> Another high-profile example of
commercial technology firms’rise in the cybersecurity market is the Penta-
gon’s Joint Enterprise Defense Infrastructure (JEDI) project, a $10 billion
contract that attracted proposals from Amazon, Microsoft, Google, IBM,
and Oracle. The JEDI project tasks one company with managing the
DOD’s transition from traditional to cloud-based computer systems. A
central part of this transition involves securing classified Pentagon infor-
mation stored in cloud networks.?* Microsoft was awarded the JEDI con-
tract in 2019; however, Amazon is actively contesting the award.?*

Offensive Cyber Operations

Cybersecurity operations protect United States government computer
networks. By contrast, offensive cyber operations seek to penetrate enemy
cyberspace and, at times, to impair adversaries’hardware and critical physi-
cal infrastructure.?® The Joint Chiefs of Staff note that all cyber operations
conducted outside of “blue cyberspace”—areas in cyberspace protected by
the government and its mission partners—are classified as offensive cyber
operations.?® Therefore, causing kinetic damage is not a necessary criteria
for a cyber operation to be considered offensive in nature. In fact, much
offensive cyber activity carried out by the DOD and the intelligence com-
munity consists of efforts to gather intelligence, with no intent to cause
immediate physical or functional damage to adversaries’ computer systems
or infrastructure. These types of nondestructive oftensive cyber operations
are referred to as “cyber exploitation”and constitute the primary activity of
defense contractors operating in the offensive cyber market.

In 2017, federal spending on offensive cyber activities outsourced to
contractors totaled $2.6 billion, an increase of 65 percent over 2016 out-
lays.?” Contractors’offensive cyber activities include environment prepara-
tion and cyber tools development, which both involve penetration of ad-
versaries’ computer networks. Environment preparation consists of efforts
to penetrate enemy cyberspace in order to evaluate the capabilities, inten-
tions, and potential threats posed by adversaries.?® Environment prepara-
tion can be considered surveillance and reconnaissance in cyberspace and
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is key to the DOD’s “defend forward” approach to cyber threats, which
stresses halting malicious cyber activity at its source.?’ Cyber tools devel-
opment entails creating code and applications that can be used to access
and potentially damage enemy networks, hardware, and infrastructure.
Defense contractors that support cyber tools development are often re-
terred to as “offensive cyber operations planners”and assist the DOD and
intelligence agencies in the design phase of offensive cyber missions. Al-
though some contractors are increasingly willing to acknowledge that they
take part in offensive cyber operations, most maintain that they neither
build cyber weapons nor direct offensive cyber operations. According to
company representatives, both of these activities remain the exclusive re-
sponsibility of the military and the intelligence community.*

Defense contractors active in the offensive cyber market include
Northrop Grumman, Booz Allen Hamilton, ManTech International,
CACI, General Dynamics, Leidos, Lockheed Martin, BAE Systems, and
SAIC. The private sector market for offensive cyber is relatively new, and
corporations doing business in the field have only recently publicly ac-
knowledged their role in these operations.’! Some companies now overtly
advertise their offensive cyber capabilities. ManTech International, for
instance, claims that its “offensive cyber experience is unrivaled within
the Intelligence Community and Department of Defense” and that the
company provides services including “vulnerability research” and “media
and hardware exploitation.”? CACI touts an “expert offensive cyber op-
erations team” that provides support against “adversarial platforms.”? In
contrast to ManTech and CACI, SAIC is less overt about its offensive
cyber work; however, the company frequently advertises job openings for
“offensive cyber planners” on its website, and SAIC executives have ac-
knowledged that the offensive cyber market is an important growth area
for the company.>*

From the vague language that corporations publicly use to describe their
offensive cyber services, it is evident that this area of operations is highly
classified and also represents a potential legal and public relations challenge
for contractors. Because offensive cyber operations involve missions that
infiltrate adversaries’ cyberspace, they represent behavior that could be con-
sidered “inherently governmental”>—that is, duties that by United States
law or policy must be performed by federal government employees.*® In the
Iraq War and the war in Afghanistan, several defense contractors—most
notably Blackwater—were alleged to have engaged in activities that consti-
tuted inherently governmental functions.?” Since that time, government
agencies have sought to delineate clearly those activities that must remain
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the responsibility of government personnel and those that contractors can
perform. In kinetic domains, this has resulted in a clear distinction between
Soldiers—whose responsibilities may entail physical violence or kill-chain
decisions—and contractors, who are not permitted to directly take part in
activity that may “significantly aftect the life, liberty or property of private
persons.”® In the emerging domain of offensive cyber operations, the ac-
tivities that constitute inherently governmental functions remain less
clearly defined. This may pose a challenge in the future if contractors assist
government agencies with cyber missions that result in casualties or sig-
nificant damage to physical infrastructure.

Data Analytics and Machine Learning

'The third major area of government spending on cyber capabilities is in
the field of data analytics, which is closely related to machine learning and
artificial intelligence. This emerging service area involves data mining,
predictive algorithms, and visualization tools that can inform both kinetic
and cyberspace missions.>” Thus, while traditional cyber operations form
part of the data analytics field, the potential applications of data analytics
tools are extremely diverse. In the realm of cybersecurity, analytics applica-
tions use algorithms to gather information about cyber threats in order to
identify and neutralize malicious code. Analytic cyber tools may also be
offensive in nature, such as Russia’s use of automated malware in recent
cyberattacks against Ukraine.** Within the national security community,
agencies are increasingly turning to machine-led data analysis to assist in
mission critical decision-making.*!

In 2017, the federal government spent $1.4 billion on services provided
by contractors to enhance analytics and machine learning capabilities re-
lated to cyber operations.*? These services include incident response and
forensics, continuous diagnostics and mitigation, and data visualization.®
Leading companies in this field include Palantir, KBR, Raytheon, Per-
specta, and Booz Allen Hamilton.** The market for machine learning—
supported cyber tools is dynamic and includes numerous start-up compa-
nies that supply a variety of different services. More so than other cyber
markets, advances in machine learning technologies are taking place at
corporations not considered pure-play defense contractors. This reality has
altered traditional DOD methods of procurement and has caused estab-
lished defense contractors to anticipate challenges from upstart firms. To
gain a foothold in the data analytics market, many existing corporations in
the defense industry have pursued strategic acquisitions.* For instance, in
2018 Perspecta—formerly the public-sector services division of DXC
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Technology—acquired Vencore and Keypoint, two smaller firms special-
izing in machine learning and cybersecurity. With these acquisitions, Per-
specta leveraged its existing relationships with the DOD and the intelli-
gence community to rapidly become one of the leading cyber data
analytics suppliers in the defense industry. Similarly, KBR—a company
primarily known for its oil and gas logistics capabilities—acquired data
analytics firm Stinger Ghaffarian Technologies (SGT) for $355 million in
2018. KBR now brands itself as a leader in big data, artificial intelligence,
and machine learning and is focusing much of its future business on cyber
operations in addition to its core energy services enterprise.

In contrast to Perspecta and KBR, data analytics firm Palantir has its
roots in the Silicon Valley start-up community. Established in 2003 by a
group of investors that included PayPal co-founder Peter Thiel, in its early
years Palantir was supported by investments from CIA-backed venture
capital organization In-Q-Tel.# In the wars in Iraq and Afghanistan,
Palantir’s software was used by both the CIA and Marine Corps to support
counterterrorism missions.*’ Since the late 2000s, Palantir’s analytic tools—
which involve data mining, predictive algorithms, and data visualization—
have been adopted by numerous defense and intelligence agencies as well
as by private sector businesses.*® Palantir’s Gotham platform is used by the
intelligence community to analyze “data sources, unstructured cable traf-
fic, structured identity data, email, telephone records, spreadsheets, [and]
network traffic” to inform intelligence analysis.*’ Similarly, Palantir’s
Phoenix and Hercules systems are used for cybersecurity by government
agencies and the private sector and employ data mining and machine
learning technologies to autonomously identify and mitigate cyber
threats.’® The company’s rapid rise within the United States defense com-
munity has resulted in a corporate valuation of over $45 billion, and it is
now a publicly traded corporation.®!

Although data analytics and machine learning presently represent a
small segment of the United States cyber services market, technological
advances in the field have the potential to affect the global balance of
power.>? This prospect is supported by the substantial investment coun-
tries are making in artificial intelligence technologies. China, for instance,
is a world leader in facial recognition capabilities and has identified arti-
ficial intelligence as an “existential priority.”>3 Similarly, Russian president
Vladimir Putin famously asserted that whatever state becomes dominant
in artificial intelligence “will be the ruler of the world.”* While machine
learning has utility in traditional defensive and oftensive cyber opera-
tions, its potential applicability to numerous other facets of military plan-
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ning and operations—both in cyberspace and in physical domains—is
broad. For this reason, the market for data analytics and machine learning
services is perhaps the most lucrative and strategically important cyber
sector going forward.

Transaction Cost Economics and Defense Contracting

'This inquiry applies two related bodies of theory, transaction cost eco-
nomics and principal-agent theory, to explain features of United States
cyber outsourcing. Both areas of knowledge examine relationships in
which a principal, often a corporation or government agency, enters into a
contractual relationship with a second organization—the agent—tasked
with providing a good or service to the principal in exchange for a fee.
According to these theories, both corporations and government bureau-
cracies regularly procure goods and services from outside suppliers because
they confront the “make or buy” decision.*® That is, organizations must
determine what goods and services they can efficiently produce internally
and what inputs and operations are more efficiently supplied to them by
the market via contracting.’® In the context of defense outsourcing, this
question can be reframed by asking, What services—excluding inherently
governmental functions—are most effectively performed by Soldiers and
government employees, and which are more efliciently supplied to the
DOD and the intelligence community by the private sector?®’

A central assumption in both principal-agent theory and transaction
cost economics is that participants in any contractual agreement are lim-
ited by imperfect information. This bounded rationality signifies that all
complex, long-term contracts are inherently incomplete and contain what
economist Oliver Williamson refers to as “gaps, errors, and omissions” that
may result in varying interpretations of a contract’s meaning.>® In business
relationships governed by contracts, several potential inefhiciencies—re-
ferred to as transaction costs—may result from imperfect contracts. For
example, in the contract bidding phase, principals may make suboptimal
decisions when choosing among potential suppliers. This “adverse selec-
tion” results from information asymmetries that exist between principals
and agents with respect to the capabilities of companies competing for a
contract award. In the execution phase of a contract, principals often face
challenges assessing agents’ performance.”” Because principals usually
cannot monitor the totality of agents’ activities—and may even lack the
expertise to effectively evaluate agents’ output—they inevitably allot a de-
gree of “agency slack” to contracted firms.®° Finally, even if principals find
that agents have shirked their obligations, it can be difficult for them to
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enforce agreements because of the imprecise nature of contracts’ language
and the costs associated with finding an alternate supplier or seeking fi-
nancial recompense in the courts.

An additional inefficiency that may arise in outsourcing results from
variation in asset specificity. Asset specificity refers to transaction costs
that occur due to the nature of the products and services being exchanged
between buyers and sellers and the potential for these products and ser-
vices to be redeployed for other purposes.®! If asset specificity is low, goods
and services produced as part of a contractual agreement can be redeployed
easily for alternative purposes by different users without significant reduc-
tion of value. However, if goods and services arising from a contractual
agreement are highly specialized—and have little utility outside an exist-
ing contractual arrangement—asset specificity is high and may result in
increased levels of dependency by one or both parties due to sunk costs
associated with the contract.®?

Asset specificity can take numerous forms; among those most com-
monly identified in previous literature are human asset specificity and
physical asset specificity.®® Human asset specificity refers to skills, knowl-
edge, experience, and intellectual property that are unique to a bilateral
contractual relationship.®* In agreements characterized by high human
asset specificity, knowledge-related products that emerge from a contract
are limited in use outside a unique buyer-supplier relationship. Physical
asset specificity refers to products and equipment used to fulfill the terms
of a contractual agreement. Physical goods designed for a specific transac-
tion that cannot be redeployed for other economic purposes are character-
ized by high asset specificity.®®

To reduce the transaction costs associated with outsourcing, principals
often adopt a number of strategies. Chief among these is repeating con-
tractual agreements with the same supplier. In many instances, transaction
costs associated with outsourcing can be reduced if screening and over-
sight regimes between buyers and sellers are standardized over time.®
Frequent transactions improve monitoring ability and reduce information
asymmetries, allowing principals to more accurately assess the perfor-
mance of agents. However, recurring contracting may also lead to alternate
types of inefficiencies. Foremost among these hazards is the possibility
that buyers will no longer seek competitive bids for a specific good or
service due to the perceived costs of screening alternate suppliers. There-
fore, in some cases, failure to engage in competitive bidding in an effort to
reduce transaction costs may inadvertently result in adverse selection.
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Previous literature examining defense outsourcing through the lens of
transaction cost economics has identified several important characteristics
of American defense markets that make contracting in the industry unique.
First, many markets for defense-related goods and services are monopso-
nies.®” That is, the government is the dominant buyer in the field and can
use its leverage to influence contracting processes and aspects of corpora-
tions’ market conduct.®® Second, adverse selection occurs frequently in de-
fense procurement because government agencies lack sufficient technical
knowledge to discern accurately the capabilities of rival firms competing
for contract awards.®” Adverse selection may occur even in mature weapons
acquisition and hardware markets due to the rapidly changing nature of
some technologies. To reduce information asymmetries, government agen-
cies often seek repeated contracting with the same corporations. This trend
toward frequency, however, can lead to bilateral monopolies, which may
result in agency dependence on a single contractor.”? Third, asset specificity
presents particular challenges to the defense industry. Many goods and
services produced from agreements between government agencies and de-
fense contractors have high asset specificity, meaning they have limited
practical value outside their existing contractual arrangements.”! As previ-
ous research has noted, much military training has limited applicability in
commercial markets, and certain military hardware such as missiles, tanks,
and submarines has almost no use outside national defense settings.”

To summarize, contractual agreements between government agencies
and companies comprise the primary framework used to manage defense
outsourcing. Transaction cost economics and principle-agent theory—two
bodies of research previously used to assess the contracting practices of
government bureaucracies—provide a useful foundation to explain the be-
havior of corporations and features of markets within the American defense
industry. While previous research has leveraged these theories to examine
defense procurement broadly, analysts have not used transaction cost eco-
nomics to assess the markets for cyber operations, which possess character-
istics that make them distinct from other sectors of the defense industry.

Theorizing Contracting Efficiency in
United States Cyber Markets

As outlined in the previous section, contracting efficiency varies based
on the number of buyers and sellers in a market, a market’s maturity, and
the types of goods and services being exchanged. Competitive markets in
which buyers and sellers have longstanding relationships and where goods
exchanged can be easily repurposed are likely to be efhicient. By contrast,
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nascent markets with few suppliers and high levels of asset specificity are
more likely to be characterized by high transaction costs. This section iden-
tifies the structural economic features of the cybersecurity, offensive cyber,
and data analytics markets and uses this information to develop theory
about how these markets function. Table 1 summarizes these arguments.
Table 1. Contracting efficiency in US national security cyber markets

Adverse Selection

Low High
Asset High Offensive Cyber Operations
Specificity | Low Cybersecurity Data Analytics/Machine Learning

Because the federal market for cybersecurity has existed for over 20
years—allowing for frequent interactions between corporations and govern-
ment agencies responsible for American national security—outsourcing in
this market is likely to be characterized by low levels of adverse selection.”
Furthermore, repeated agreements between federal agencies and major
defense contractors operating in the cybersecurity market reduce infor-
mation asymmetries and allow for regularized monitoring and assess-
ment regimes to exist. Additionally, asset specificity in the cybersecurity
market is likely to be low because technologies developed for defensive
cyber operations can be redeployed for commercial use in the private
sector and for use in government agencies outside the national security
community. For all these reasons, transaction costs in the cybersecurity
market are likely to be low. This does not signify that adverse selection
will never occur in the cybersecurity market; however, the structural fea-
tures of the field indicate that it will operate more efficiently than other
national security cyber markets.

In contrast to the cybersecurity market, the offensive cyber market is
likely to be characterized by significant transaction costs due to high levels
of adverse selection and high asset specificity. Contractors have partici-
pated in offensive cyber operations for only a few years. This limits infor-
mation about companies’ comparative capabilities and increases the pos-
sibility that information asymmetries exist between government agencies
and suppliers. Additionally, asset specificity in the offensive cyber market
is likely to be high because offensive missions often involve development
of unique code used to enter the cyberspace of disparate adversaries. For
this reason, the tools created as part of offensive cyber contracts have lim-
ited applicability outside their specific mission environments. Addition-
ally, because the field is highly classified and involves covert operations in
which corporations help government employees penetrate the cyberspace
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of adversaries—including rival states—many companies will refrain from
entering the offensive cyber market. Furthermore, participation in the
market is limited by legal barriers such as the Computer Fraud and Abuse
Act (CFAA), which restricts offensive cyber operations to United States
government entities and their mission partners.”* Therefore, as the offen-
sive cyber market develops, it will exhibit only moderate levels of competi-
tion and is likely to become an oligopoly on the supply side.

Finally, the market for data analytics is likely to be characterized by
moderate transaction costs. More so than other federal cyber markets,
data analytics has seen the rapid emergence of start-up firms that special-
ize in niche services. Because the application of machine learning tech-
nologies to cyber operations is a new field, adverse selection in the market
is likely to be high. Furthermore, because machine learning has a broad
range of applications in both cyber and kinetic domains, outsourcing will
likely take place with many different companies across numerous national
security agencies. In this type of market, agencies are apt to make subop-
timal contracting decisions because they lack information about suppliers
that comes through years of repeated contracting. However, unlike in the
offensive cyber market, asset specificity in the analytics market is low be-
cause the tools and technologies developed by companies have broad use
in commercial sectors. This market feature means that neither bilateral
monopolies nor government dependence on a small number of contrac-
tors is likely to develop. Therefore, as contracting in the field becomes
more routinized over time, adverse selection in the data analytics market
should decrease, and the market will function more efficiently.

Evaluating the Theory by Examining Bid Protests

This inquiry empirically assesses one type of transaction cost present in
government cyber markets: adverse selection. Measuring adverse selection
can be challenging because the concept possesses an implied counterfac-
tual. That is, an assertion that adverse selection has occurred in a contract
award infers that another company could have executed the contract’s
terms in superior fashion for the same cost.”> Of course, this type of claim
is not verifiable unless an agency hires multiple contractors to perform an
identical task for the same fee—an event that rarely occurs outside the
early stages of R&D projects or weapons prototyping.’® In United States
defense procurement, however, a formal review process exists whereby
companies may protest contracting decisions made by government agen-
cies. If a company believes that an agency has made an error in its award
decision, it may file a bid protest with the United States Government
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Accountability Office (GAO), which then reviews the contract solicita-
tion process in an “objective, independent, and impartial” manner.””

A bid protest automatically halts implementation of a contract until the
dispute is reviewed and closed by the GAO.”® If the GAO finds that a
government agency acted improperly or violated federal procurement law
as part of the award process, it may sustain a protest and subsequently is-
sue appropriate corrective action, which can include termination of an
improperly awarded contract. The GAO’s oversight function serves as an
internal check on government contracting inefhiciencies, especially with
respect to adverse selection. Cases in which the GAO sustains protests—
such as for lack of fair competition or for incorrect assessment of compa-
nies” technical capabilities—strongly indicate that adverse selection has
occurred in the procurement process.

If the GAO denies a protest, companies may still seek relief in the
courts. The United States Court of Federal Claims (COFC) hears cases in
which corporations believe that procurement law or policy has been vio-
lated by a government agency. While relatively few companies file com-
plaints with the COFC, it stands as a second level of review and oversight
for government contracting award decisions. If the COFC sides with a
company opposing a contract awarded by a government agency, then it is
likely that adverse selection occurred in that award. Decisions rendered by
the COFC are considered final and are almost never appealed to the
United States Court of Appeals or United States Supreme Court.”

Bid protest decisions are useful in assessing the prevalence of adverse
selection in defense outsourcing. By examining decisions in which the
GAO or COFC sustain challenges from protesting companies, govern-
ment agencies can identify weaknesses in their procurement practices. By
contrast, denied protests serve as evidence that agencies are carrying out
thorough contract award practices. Transaction cost economics suggests
that adverse selection is more prevalent in the data analytics and offensive
cyber markets and less widespread in the cybersecurity market. The subse-
quent section evaluates these expectations by reviewing two significant
cases of cyber outsourcing that underwent bid protests.

Case Studies in United States Cyber Outsourcing
'The GAO and COFC together review thousands of bid protests annu-

ally; however, all defense contracts are not equal in terms of their strategic
importance. A majority of bid protests are initiated by businesses seeking
to reverse decisions on relatively small-dollar awards.®’ While adverse se-
lection may occur across all types and sizes of contracts, suboptimal award
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decisions have the greatest potential to influence American national secu-
rity on large contracts that outsource key defense responsibilities to corpo-
rations. For that reason, this inquiry reviews two major cyber contracts
tasking companies with core national security duties. Each case serves as a
test to determine if adverse selection occurred during the contract bidding
phase. The two contracts examined are the Department of Homeland Se-
curity’s (DHS) $1.15 billion DOMino contract and the Army’s $875 mil-
lion DCGS-A2 contract.

With respect to market type, DOMino is a cybersecurity contract while
DCGS-A2 is a data analytics contract. Therefore, the article assesses out-
sourcing in two distinct cyber markets. While the DHS’s original decision
was upheld by the GAO in the DOMino award, the COFC agreed with a
complaint filed against the Army on the DCGS-A2 contract. Therefore,
evidence exists that a suboptimal contracting decision was made on the
DCGS-A2 analytics contract, while the GAO’s decision in denying a pro-
test on the DOMino award indicates that the correct decision was made on
that cybersecurity contract. These findings support arguments previously
advanced in the inquiry that predict efficient contracting in the cybersecu-
rity market and less efficient contracting in the field of data analytics.

Ideally, the market for offensive cyber services would also have been
examined in this study; however, to date there are no publicly available bid
protest decisions for offensive cyber contracts.8! Activities within the of-
tensive cyber field remain highly classified, and information about the
private sector’s involvement in offensive cyber operations is therefore lim-
ited. Although this inquiry cannot empirically evaluate offensive cyber
outsourcing, it is the first study to develop a theoretical framework for
assessing economic aspects of the offensive cyber market. In the future, as
additional information about offensive cyber outsourcing becomes avail-
able, the theory advanced in this article can undergo empirical assessment.

Finally, while the two case studies in this section provide supporting
evidence for the inquiry’s arguments, they do not serve as a comprehensive
test of the article’s theoretical claims. Rather, the case studies are explora-
tory in nature and serve to advance theory development by identifying
contracting processes in cyber markets that may lead to inefficient out-
sourcing.? Further investigation of additional cases across the cybersecu-
rity, offensive cyber, and data analytics markets is necessary to evaluate the
study’s broader assertions. Despite this limitation, the arguments presented
in the article serve as an important initial effort to explain features of the
markets for defense-related cyber operations performed by corporations.
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Development, Operations, and Maintenance Contract

'The DOMino contract is a five-year, $1.15 billion cybersecurity award
that tasks a corporation with defending over 100 federal computer networks
from cyberattacks.®3 The DHS first issued the DOMino request for pro-
posal (REP) in 2014. The project tasked a contractor to assist the DHS with
the design, deployment, operation, and maintenance of the National Cyber-
security Protection System (NCPS), an “integrated system of intrusion de-
tection, analytics, information sharing, intrusion prevention, and core infra-
structure capabilities that are used to defend the Federal Executive Branch
civilian government’s [information technology] infrastructure from cyber
threats.”® The NCPS is essentially an expansive firewall that defends all ci-
vilian federal agencies with the .gov domain from malicious cyber activity.®

In the DOMino RFP, the DHS highlighted several criteria used to
evaluate companies’ proposals. Four criteria dealt with technical aspects of
DOMino’s implementation. These included characteristics of the NCPS
system design, ability to integrate the NCPS’s capabilities across agen-
cies, operations procedures, and staffing capacity. Additionally, the DHS
specified that past contractor performance would be used to assess com-
peting bids. The DHS received proposals from five companies.?® While
the identity of all bidders was not made public because the DOMino re-
view process was managed by the Office of Selective Acquisitions—which
supports classified procurements for the DHS—it has been reported that
General Dynamics, Leidos, and Lockheed Martin were vying for the
award in addition to two publicly confirmed bidders, Raytheon and
Northrop Grumman.?’

In 2015, the DHS awarded the DOMino contract to Raytheon, but
Northrop Grumman quickly challenged the award. Northrop’s initial
challenge resulted in the DHS reevaluating its decision; however, after
two reassessments the DHS reaffirmed its award to Raytheon. Northrop
subsequently issued another bid protest with the GAO, arguing that
awarding DOMino to Raytheon was improper for a number of reasons.
Some of Northrop’s complaints addressed alleged technicalities and
claims of impropriety by Raytheon; however, a significant portion of the
protest’s content concerned issues related to past performance. Specifi-
cally, the DOMino RFP prioritized previous experience in cybersecurity
operations “conducting relevant and recent work of the same and or
similar nature to the requirements described in the solicitation.”®8
Northrop contended that Raytheon had not demonstrated the ability to
execute a cyber contract of DOMino’s “scope and complexity.”® Thus, a
central component of Northrop’s complaint maintained that Raytheon
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was a suboptimal prospective supplier because there was insufficient past
information establishing that the company could execute a large cyber
contract. In effect, Northrop asserted that an information asymmetry
existed between the DHS and Raytheon, indicating that it was not pos-
sible for the DHS to accurately assess Raytheon’s cybersecurity capabili-
ties on a large-scale contract. According to Northrop, Raytheon’s lack of
previous experience increased the probability that selecting Raytheon to
implement DOMino would be an instance of adverse selection.

The GAO’s response to Northrop’s bid protest evaluated the claim that
Raytheon’s previous cybersecurity contracting provided insufficient infor-
mation about the company’s ability to execute the DOMino contract. In
its evaluation, the GAO noted that Raytheon had relevant experience on
three large government cybersecurity projects within the previous five
years, collectively totaling $629 million.”® The GAO also concurred with
the DHS’s determination that Raytheon’s recent cybersecurity work dem-
onstrated “the offeror’s ability to successfully perform work under a high
dollar value contract.””! The GAO additionally remarked that Raytheon
had performed cybersecurity operations for the FBI and the National
Geospatial Intelligence Agency and agreed with the DHS’s assessment
that this work possessed “the same complexity and scope as the antici-
pated cybersecurity and operations and management work under the
RFP.”? In brief, in assessing Northrop’s claim that Raytheon had insufh-
cient recent experience working on large cybersecurity contracts, the GAO
found “no basis to conclude” that the DHS’s initial determinations about
Raytheon’s capabilities were flawed.”® For this reason, the GAO denied
Northrop Grumman’s protest, and the DOMino contract was officially
awarded to Raytheon.”

To summarize, Northrop Grumman challenged the DHS’s award of
the $1.15 billion DOMino cybersecurity contract to its competitor Ray-
theon on the grounds that Raytheon had not demonstrated the ability to
execute a large cybersecurity project. However, because the federal cyber-
security market has been in existence for decades and numerous compa-
nies in the field have worked on prior contracts, government agencies
have substantial information about suppliers’capabilities. Therefore, when
reviewing proposals, the DHS was able to assess information about con-
tractors’ past cybersecurity performance and capabilities. The GAO’s review
of Northrop’s bid protest found that Raytheon had previously executed
large cybersecurity contracts of similar scope and scale to DOMino and,
based on Raytheon’s previous work, agreed with the DHS that the com-
pany had the capacity to execute DOMino. While there is no definitive
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way to know that Raytheon was a superior supplier to Northrop Grum-
man, the GAO’s review of the DHS’s award procedure, coupled with the
fact that both the DHS and GAO had substantial information about
Raytheon’s and Northrop Grumman’s cybersecurity capabilities, reduces
the likelihood that adverse selection occurred as part of the DOMino
contract award process.

Distributed Common Ground System 2 Contract

The Army issued the DCGS-A2 RFP in December 2015. The contract
is an extension of the DCGS-A Increment 1 (DCGS-A1) contract, which
called for the development of a mobile intelligence, surveillance, and re-
connaissance (ISR) analytics platform of software and hardware that would
improve Soldiers’ “seeing and knowing” on the battlefield—augmenting
troops’ situational awareness and thus enhancing tactical options and com-
bat capabilities.”” The DCGS system is intended to combine “all intelli-
gence software/hardware capabilities within the Army into one program.””
Thus, it is an analytics platform that can both analyze and visualize data,
providing troops in the field and Army command personnel with vital ISR
information in real time via a shared network. The Army views successful
implementation of the DCGS as essential to its missions and deploys the
system worldwide in all theaters of operation.”” The system is therefore a
key cyber component of United States national security operations.

DCGS-A1 comprised initial efforts to develop and implement the
DCGS system. Principal companies involved in the program included
Lockheed Martin and Raytheon, which both worked for over a decade on
the project.”® Although DCGS-A1 resulted in the development and de-
ployment of an operational platform for troops on active duty, its introduc-
tion into the battlefield was met with negative assessments. For instance,
after the platform was made available to units in Afghanistan, Soldiers
from the 130th Engineering Brigade reported that the software was “un-
stable, slow . .. and a major hindrance to operations.””” The Army Test and
Evaluation Command reviewed initial iterations of the DCGS and found
them to have “limitations”; it determined that the system had “poor reli-
ability” and was ultimately “not survivable” due to its excessive complexity
and “network vulnerabilities.”?% In 2014, after numerous software updates
attempting to fix the DCGS platform, an internal Army review found that
the system could not consistently print documents, locate files, maintain a
functioning server, or perform search functions.!®* As a result of DCGS-

AT’s shortcomings, the DCGS-A2 solicitation called for “development of
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a new data architecture” that would include cutting-edge “analytical tools,
cloud computing, and ‘big data’ analytic capabilities.”1%?

Before the Army could review offerors’ proposals for DCGS-A2, Palo
Alto—based technology firm Palantir Technologies Inc. submitted a pre-
award bid protest to the GAO. Palantir argued that the terms of the
DCGS-A2 RFP were illegal because they expressly prohibited use of a
commercially available product as part of the DCGS’s core system.1% This
provision would prevent Palantir from competing for the DCGS-A2
award.!% Rather than developing an entirely new data analytics platform,
Palantir argued that its existing product—Palantir Gotham—was already
in use by several defense and intelligence agencies and could be adjusted
to perform the core analytic functions outlined in the DCGS-A2 RFP.
From Palantir’s perspective, adoption of an existing software platform
with a proven record of success represented a superior option for the Army
versus creating an entirely new DCGS system.!%

Palantir made two claims about adverse selection in its protest. First,
the company argued that a data analytics system it had already developed
was superior to the existing DCGS and would be superior to competitors’
efforts to develop a new system. Second, Palantir claimed that selecting a
commercially available “off the shelf” system would save the Army both
time and money because less labor would be required to modify an exist-
ing platform than to develop a new DCGS system from scratch.

Palantir’s pre-award bid protest was denied by the GAO; however, the
company subsequently sued the Army in the COFC, asking for an injunc-
tion halting solicitation on the DCGS-A2 contract.1% In the suit, Palantir
elaborated on arguments it made to the GAO, stressing that its existing
software could meet most of the contract’s provisions. Specifically, Palan-
tir included testimony from engineers who had reviewed the DCGS-A2
RFP and had knowledge of Palantir Gotham’s data analytic capabilities.
In assessing Palantir’s ability to meet the DCGS-A2 contract’s key terms,
one expert concluded, “All of these capabilities are available through the
commercial marketplace—at a minimum, they are available from Palantir,
which is able to provide each of these functions through the Palantir Go-
tham platform.”1%” As it had previously argued to the GAO, Palantir also
contended that developing a new data architecture platform from scratch
“will result in failure” and will “lock the Army into an irrelevant and un-
usable ‘flagship’ intelligence architecture for the next decade.”1%®

In November 2016, the COFC ruled in Palantir’s favor and issued an
injunction ordering the Army to cease procurement efforts for the DCGS-
A2 contract until its solicitation terms complied with United States law
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and allowed commercially available products to be considered for the
award.!% In its decision, the COFC found that even the Army’s own tech-
nical experts could not conclusively refute Palantir’s ability to perform
most duties outlined in the DCGS-A2 RFP.M Furthermore, the COFC
noted that “it would be wise for the Army to seriously consider reviewing
the commercially available products of Palantir, or any other potential of-
teror, before concluding that no commercially available product can meet
the Army’s requirements.”!!! Therefore, while the COFC did not assert
that Palantir Gotham represented a superior product, it ordered the Army
to open the DCGS-A2 award to competition so that a more thorough
evaluation of all potential offerors’ capabilities could take place. The
COFC’s order thus implied that without increased competition the likeli-
hood of adverse selection was high.

In 2018, after revising the DCGS-A2 RFP to allow companies with
commercially available software to compete for the award, the Army chose
Palantir and Raytheon—among eight original offerors—to demonstrate
their prototypes to Soldiers in a simulated battlefield exercise.!? After
receiving feedback from Soldiers and reviewing proposals from both com-
panies, in 2019 the Army awarded the DCGS-A2 contract to Palantir.!13
In 2020, Palantir was subsequently chosen to continue work on the DCGS
system through an $823 million extension known as Capability Drop 2.114
The company was also recently awarded its first major contract with the
Navy, again defeating Raytheon to implement a data analytics project.!'®

In summary, the application of data analytics to military and intelli-
gence operations is an emerging cyber service area. Because it is a rela-
tively new market, government agencies have limited information about
corporations’ capabilities. Palantir’s potential exclusion from considera-
tion for the DCGS-A2 contract meant that the Army would have failed
to evaluate a proposal from a qualified supplier that had existing business
with the CIA and United States Special Operations Command. This in-
creased the likelihood that adverse selection could occur. If Palantir had
not ultimately protested the RFP’s terms in court, the DCGS-A2 con-
tract could have been awarded to an inferior supplier, and a clear instance
of adverse selection would have taken place. This might have seriously
hampered the Army’s efforts to develop a state-of-the-art data analytics
and visualization platform.

Conclusion

Cyber operations represent the latest strategic domain in which United
States military and intelligence agencies have outsourced key national
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security responsibilities. This inquiry argues that outsourcing across all
cyber markets is not identical. This reality should inform policy makers’
management of this growing service area. Cybersecurity is the most devel-
oped and competitive cyber market and thus poses the lowest risk for inef-
ficient outsourcing. Owing to decades of repeated contracting, informa-
tion about the capabilities of corporations active in the cybersecurity
market is readily available. Consequently, government agencies outsourc-
ing cybersecurity capabilities are less likely to make suboptimal choices
when selecting suppliers and are better able to monitor contractors’ per-
formances after agreements are executed. Conversely, the offensive cyber
operations market is a new service area with only a small number of com-
panies active in the field. Additionally, the tools that firms develop as part
of offensive cyber operations have limited applications outside national
security settings. For these reasons, the offensive cyber market risks devel-
oping into an oligopoly: a market structure that increases government
dependence on a small number of firms. Finally, like the offensive cyber
market, the application of data analytics and machine learning to defense
and intelligence operations is a new field. For this reason, information
about companies’ relative capabilities is difficult for government agencies
to assess accurately, signifying that rates of adverse selection are likely
high. However, there are numerous suppliers in the data analytics market,
and services provided by companies in the sector have utility outside na-
tional defense settings. Thus, contracting efficiency in the analytics market
should improve over time.

Going forward, American leaders must make important policy choices
about the trajectory of cyber outsourcing. Two key policy guidelines emerge
from this study’s arguments. First, outsourcing offensive cyber operations
poses both economic and legal risks. The structure of the offensive cyber
market and the nature of the tools produced in the field predispose it to
inefficiency. Legally, contractors risk taking part in inherently governmen-
tal functions if their work on offensive cyber missions directly results in
casualties. This means defense agencies should retain—or insource if neces-
sary—the capacity to conduct most aspects of offensive cyber operations.
Second, because the data analytics market is made up of many nontradi-
tional defense contractors, it is imperative that the DOD and other agen-
cies look beyond established suppliers to ensure they procure services
from the most qualified companies. The DCGS-A2 case demonstrates
that agencies may have difficulty evaluating the relative capabilities of
companies in the analytics field, while also favoring established defense
contractors over new entrants to the marketplace. If the national security
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community seeks access to the best analytics and machine learning tech-
nologies, it must be more open to working with nontraditional suppliers.
The CIA and DOD have recently made efforts to access technologies
emerging in start-up businesses through initiatives such as In-Q-Tel and
the Defense Innovation Unit (DIU); however, major obstacles still exist for
commercial firms seeking to work in the defense industry.11®

In conclusion, as technology becomes increasingly central to national
security, corporations are likely to assume a more central role in military
and intelligence operations. While cooperation with the private sector
contributes to American defense capabilities, the DOD and the intelli-
gence community must continue to implement rigorous procurement
practices to ensure they hire the most capable service providers and
monitor contractors’ performances meticulously. This will prove challeng-
ing as new suppliers of cybersecurity and other technology services seek
to enter the rapidly growing United States defense market.!” To success-
tully navigate future outsourcing challenges, the national security com-
munity will need to balance the entrance of major commercial technology
firms like Amazon and Microsoft with agencies’ existing relationships
with traditional defense contractors such as Raytheon and Northrop
Grumman. Additionally, the DOD should make further efforts to access
cutting-edge innovations emerging from smaller technology firms while
overcoming any lingering anti-defense bias that exists in some commer-
cial circles. Historically, the partnership between the United States’ dy-
namic businesses and the national security community has been a strate-
gic asset. To make sure this pattern carries on in cyberspace and beyond,
the DOD and the intelligence community should continue to innovate
their outsourcing practices while carefully monitoring and evaluating the
work defense contractors perform. N@]_
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sity, Long Beach. He holds a PhD from UCLA. His research on international security, foreign policy, and
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