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 FOREWORD

Is the US nuclear strategic deterrent fully adequate to dissuade today's 
new threats, such as modernization and expansion of nonstrategic nuclear 
weapons, hybrid warfare, cyber and terrorist attacks, and other subversive, 
provocative, revisionist, and hegemonistic activities from China, Russia, 
and other adversaries? 

Answering that question is not simple. Nevertheless, the fact that ad-
versaries are aggressively and fearlessly implementing those threats can 
signal that America’s nuclear forces, while still directed toward averting 
aggression and preserving peace, may no longer be the adequate deterrents 
of hostile behavior they once were.

The US and allied states are increasingly concerned about these emerg-
ing threats and the challenges they pose to US and international security. 
These apprehensions have reignited debates about the role of nuclear 
weapons in the US and NATO deterrent strategies. Many in the US have 
proposed modernizing the US nuclear triad, extending its life service, and 
modernizing nuclear- capable aircraft. Ground Based Strategic Deterrent 
(GBSD) missiles are under development to replace Minuteman III mis-
siles. Still, whether these efforts will address and deter today’s threats re-
mains to be seen.

Tackling the question of the role of nuclear weapons in the nuclear de-
terrent strategy, articles in this edition take a hard, fresh look at the weak-
nesses in the US nuclear deterrent strategy and explore novel, concrete 
tactical and operational venues the US and allies could use to strengthen 
existing nuclear arsenals and address and confront today’s threats.

In “The Technologies and International Politics of Genetic Warfare,” 
Dr. Yelena Biberman discusses the eventuality of genetic warfare thanks to 
the weaponization, delivery, and precision of biological weapons made 
possible by innovations in synthetic biology, artificial intelligence, and 
nanotechnology. Since genetic weapons may have the same deterrent ef-
fects as nuclear weapons, they represent a viable deterrent source for nu-
clear states such as the United States that may now include them in their 
deterrent strategy and develop and use them covertly or openly as strate-
gic, tactical, and psychological deterrents.

However, the list of nuclear states and terroristic, genocidal, and apoca-
lyptic regimes and non- state actors that may use genetic and nuclear 
weapons is growing. Thus, there is an urgent need for the US to expand its 
arms control efforts beyond China and Russia and include all types of 
nuclear weapons. In “An Overlooked Aid to Arms Control: US Nuclear 
Modernization,” Matthew R. Costlow proposes that the US modernize 
its nuclear programs to induce states to agree to come to the negotiating 
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table but also to provide US diplomacy with an additional viable option to 
incentivize states to comply with an arms control agreement. The idea of 
modernized nuclear weapons triggers fear of a counteraction threat should 
these states choose to violate the agreement.

To engage the adversaries meaningfully, the US must continue to value 
competition as a strategic tool. CAPT Michael P. Ferguson, USA, in 
“Strategic Imperative: A Competitive Framework for US-Sino Relations,” 
warns that renouncing the conceptual framework of competition can re-
sult in unfruitful policies shaping against rogue and revisionist powers like 
the Chinese Communist Party. That is, if the US does not stick to the 
conceptual framework of competition, it may not have a strategic impera-
tive to prevent adversaries from achieving their strategic objectives at the 
expense of US values and national security interests.

Today’s security threats are multifaceted and evolving. In “The Remote 
Sensing Revolution Threat,” LTC Brad Townsend, USA, identifies re-
mote sensing (using satellites to image objects on the ground) as a serious 
threat to US national security and assesses weaknesses in existing US 
approaches to its management. He proposes a comprehensive approach 
that includes novel diplomatic procedures and increased regulatory con-
trol measures to accompany future active military means of addressing 
this emerging, ubiquitous threat. Possessing this technology and manag-
ing it appropriately will guarantee an overwhelming military advantage 
for the US security strategy to leverage while denying that capability to 
adversaries.

Since adversaries’ threats pose challenges to the US and its allies, this 
fall issue includes a new section—Par Avion (by airmail)—feauring articles 
with international perspectives on US national security strategy. These 
articles offer international insights on how the US can strengthen its de-
terrent strategy while working collaboratively with allied states.

In “Arctic Space Strategy: The US and Norwegian Common Interest 
and Strategic Effort,” Lt Col Kjetil Bjørkum from the Norwegian Air 
Force discusses the increased significance of the Arctic in the context of 
strategic competition. He lays out the challenges of the Arctic and areas 
where the US and Norway could cooperate for mutual benefits and for 
deflecting the Chinese and Russian presence.

A worrisome and complex threat to the US and its allies is Russian 
hybrid warfare—the use of conventional military force supported by ir-
regular and cyber warfare tactics. In “Comprehensive Security Approach 
in Response to Russian Hybrid Warfare,” Lt Col Tuuka Elonheimo from 
the Finnish Air Force explains the broader concept of Russian hybrid 
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warfare. He argues that these Russian warfare methods are a serious threat 
to Western democracies, unity, and decision- making ability and provides 
preventive measures including increasing comprehensive security, co-
operation, situational awareness, preparedness, and resilience.

We welcome your feedback on this issue and hope it promotes discus-
sion and further exploration of these areas. You can comment at https://
www.airuniversity.af.edu/SSQ/ by clicking the “Comment on Article” 
button at the end of each article, on Facebook at https://www.facebook 
.com/StrategicStudiesQuarterly, and Twitter at https://twitter.com/SSQ 
Journal. Contact the editor at StrategicStudiesQuarterly@au.af.edu.

Victor Mbodouma 
Editor in Chief, SSQ

https://www.airuniversity.af.edu/SSQ/
https://www.airuniversity.af.edu/SSQ/
https://www.facebook.com/StrategicStudiesQuarterly
https://www.facebook.com/StrategicStudiesQuarterly
https://twitter.com/SSQJournal
https://twitter.com/SSQJournal
mailto:StrategicStudiesQuarterly@au.af.edu
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 FEATURE ARTICLE

The Technologies and International 
Politics of Genetic Warfare

Yelena BiBerman

Abstract

This article considers the prospect and potential of genetic warfare. 
Drawing on expert interviews and fieldwork, it begins by detailing how 
the recent and anticipated innovations in synthetic biology, artificial intel-
ligence, and nanotechnology solve the weaponization, delivery, and preci-
sion problems that had previously made biological weapons impractical. 
The article then considers how states and non- state actors may develop 
and use genetic weapons, with a focus on the problem of secrecy. Under-
lying whether to reveal or conceal genetic war capability is a trade- off 
between strategic surprise and deterrence. Actors requiring deterrence are 
likely to reveal genetic military capability. With the only rivaling source of 
deterrence being nuclear weapons, nonnuclear states and non- state actors 
are more likely to make public their genetic weapons capability than nu-
clear states. The question of whether to use genetic weapons covertly or 
openly also entails a trade- off. Covert use confers strategic and tactical 
benefits, whereas the benefits of unrestricted use are primarily psycho-
logical. Terroristic, genocidal, and apocalyptic regimes and non- state ac-
tors may use genetic weapons openly, but most would likely opt for covert 
genetic warfare.

*****

Is the genome becoming a new domain of warfare? Innovations in syn-
thetic biology, artificial intelligence (AI), and nanotechnology are 
hastening the prospect of human evolution catching up with shifting 

cultural preferences.1 The capacity to modify itself by environmental de-
mands may enable the so- called Homo deus to survive and thrive despite 
the many possible impediments.2 However, the revolutionary technologies 
may also usher in human extinction.

In making his case for reelection in 2012, Vladimir Putin predicted that 
nuclear weapons would, over the next half a century, become eclipsed by 
“fundamentally new instruments for achieving political and strategic goals.”3 
The future of warfare, he said, is “based on new physical principles,” includ-
ing “genetic” science. The new weapons would be “as effective as nuclear,” but 
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“more ‘acceptable’ from the political and military perspective.”4 Then came a 
construction boom at over two dozen institutes that had previously com-
prised the USSR’s biological and chemical weapons establishment.5

The US security establishment is also beginning to take the promises 
and perils of the biotechnology revolution seriously, and there have been 
calls for a national strategy.6 The US intelligence community’s (IC) 2016 
worldwide threat assessment singled out genome editing: “Research in 
genome editing conducted by countries with different regulatory or ethi-
cal standards than those of Western countries probably increases the risk 
of the creation of potentially harmful biological agents or products.”7 The 
IC predicted, however, that researchers will “continue to encounter chal-
lenges to achieve the desired outcome of their genome modifications, in 
part because of the technical limitations that are inherent in available ge-
nome editing systems.”8

The Imperiale Framework—developed by the National Academies of 
Sciences, Engineering, and Medicine in 2018 at the behest of the US 
Department of Defense—offers the latest, most complete assessment of 
the hierarchy of probable biological threats. It begins by noting that the 
scientific advances of the past two decades have expanded what is possible 
in creating new weapons while also making them more quickly available 
and more widely accessible.9 The Imperiale Framework identifies three 
capabilities warranting the most concern at present: recreating known 
pathogenic viruses, making existing bacteria more dangerous, and making 
harmful biochemicals via in situ synthesis. The first two rely on technology 
that is easy to use and highly accessible; the novelty of the third makes 
preventing and recognizing an attack particularly difficult.10

This article explores the prospect and potential of genetic weapons, or 
genetically engineered bioweapons. It begins by surveying the recent tech-
nological developments that make genetic weapons possible. These include 
vital advancements in synthetic biology, AI, bioinformatics, nanotech-
nology, and robotics. These advancements make genetic weapons poten-
tially at least as dangerous as nuclear but as accessible as cyber weapons.

It then considers how states and non- state actors may develop and use 
genetic weapons, specifically regarding secrecy. The recent COVID-19 
pandemic triggered fears and high- level, questionable accusations of co-
vert biological warfare.11 The response suggests that even if the worry is 
unwarranted in the COVID-19 case, questions about the covert capability 
and use of bioengineered weapons are likely to surface in policy, politics, 
and popular culture over the decades to come. Regarding genetic weapons 
capability, this article proposes that the choice to reveal or conceal involves 
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a trade- off between strategic surprise capability and deterrence. Conse-
quently, actors seeking to deter rivals—be it from an offensive attack or 
retaliation—would likely reveal genetic military capability. Such is espe-
cially the case when these actors do not already possess the only rivaling 
source of deterrence: nuclear weapons. Nonnuclear states and non- state 
actors would, therefore, be most likely to make public their genetic weap-
ons capability. The actors most likely to conceal it are nuclear states.

The question of whether to use genetic weapons covertly or openly also 
entails a trade- off. Covert use confers strategic and tactical benefits, such 
as tactical surprise, plausible deniability, and versatility. The benefits of 
unrestricted use are primarily psychological and symbolic.12 Consequently, 
those seeking genetic weapons’ psychological or symbolic benefits would 
be most likely to use genetic weapons openly. This category comprises 
terroristic, genocidal, and apocalyptic regimes and non- state actors.13 
Others would likely opt for covert use.

Technologies of Genetic Warfare

Biological weapons have been dubbed “a failed military innovation.”14 
The United States and USSR researched and produced them during the 
Cold War but did not use them.15 With a few horrific exceptions, modern 
states have not turned biological agents into weapons of choice.16

Experts widely regard biological weapons as “inefficient, unpredictable, 
and more likely to harm their users than their intended targets.”17 Effec-
tive use requires overcoming three sets of obstacles. The first is that of 
weaponization or turning a biological agent into a working weapon. Here 
arise questions of availability, infectivity, casualty effectiveness, immuniza-
tion, and therapy.18 That is, is the agent capable of producing an infection 
that would interfere with the target’s normal activities in the desired way 
and against which the target is defenseless?

The second set of obstacles concerns the agent’s delivery. Here arise 
questions of resistance, epidemicity, and detection. How will the agent 
reach the target? Can it maintain its virulence outside of the lab by with-
standing destructive environmental conditions, such as the ultraviolet ra-
diation of sunlight? Will it mutate? How will it spread from host to host?

Finally, there is the question of precision. Biological weapons have seen 
minimal modern battle mainly because they are indiscriminate, affecting all 
exposed to them.19 Targeting and blowback (“retroactivity”) are as critical 
as those of weaponizability and delivery. Could the biological agent be used 
selectively against a specific target? Could it backfire against those using it?
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Some have been understandably circumspect about the potential of the 
recent advances in biotechnology to cause serious threats. For example, 
Sonia Ben Ouagrham- Gormley highlights unpredictability as a signifi-
cant problem in processing and handling any biomaterials, which “evolve, 
are prone to developing new properties, and are sensitive to environmental 
and handling uncertainties.”20 Weapons relying on biomaterials will, she 
argues, always be “captive to the complexity of living systems, and despite 
the progress made in understanding their functions and composition, the 
process of creating and maintaining viable organisms still retains a great 
deal of mystery.”21 The complexity of living systems can be both a chal-
lenge and a potential benefit to keeping organisms viable. The recent ex-
perience with the mutating coronavirus has demonstrated what Charles 
Darwin observed in Origin of Species (and Jeff Goldblum reaffirmed in 
Jurassic Park): life finds a way. A virus that can survive contact with the 
human immune system can better mutate to avoid the immune response. 
Among the other challenges to progress previously identified in the litera-
ture are software development and management of large data sets, and 
social and economic factors, such as organizational pathologies and mar-
ket failures.22 The National Academy of Sciences lists several bottlenecks 
to synthetic biology- enabled capability, but it also predicts that some of 
them “will likely widen and some barriers will be overcome.”23 In other 
words, science finds a way.

The following explains how emerging technologies are enabling state 
and non- state actors to overcome the traditional impediments to biological 
warfare. It identifies some of the existing challenges and the breakthroughs 
that suggest that overcoming these challenges is only a matter of time.

Weaponizability

Biological weapons do not require genetic engineering. However, the 
new techniques for changing an organism’s genetic makeup open the 
possibility “to develop—either deliberately or accidentally—pathogens 
with enhanced transmissibility or lethality, including entirely new kinds 
of biological agents and toxins.”24 Neither engineering existing living 
organisms nor creating novel ones would be possible, however, without 
the “super- exponential growth” in genomic data generation over the past 
decade due to advances in sequencing technologies, bioinformatics, and 
artificial intelligence.25

The global leader in DNA sequencing is China. In 2010, BGI (formerly 
the Beijing Genomics Institute and now a Shenzen- based firm) purchased 
128 of the world’s fastest sequencing machines, gaining more than half the 



10  STRATEGIC STUDIES QUARTERLY  FALL 2021

Yelena Biberman

global capacity for decoding DNA.26 Its stated goal is to sequence the ge-
nomes of one million people, one million plants and animals, and one mil-
lion microbial ecosystems.27 Other successful sequencing companies in-
clude Beijing- based Novogene, founded in 2011 by a former BGI executive.

Genomics research is characterized by a culture of open access sharing 
of large- scale DNA sequence data, a legacy of the Human Genome Proj-
ect.28 The exponentially increasing volume of genomic data is prompting 
initiatives to make the data more accessible.29 Even data storage is being 
pursued genetically. In a study published in 2017, researchers efficiently 
encoded onto a speck of DNA information such as an entire computer 
operating system, a film, a $50 Amazon gift card, and a computer virus 
and then successfully retrieved all the digital content. The process is still 
costly, but the study revealed that “DNA has the potential to provide 
large- capacity information storage”—millions of megabytes of informa-
tion could be stored in a single gram of DNA.30

Making the plethora of genomic data legible is AI, which uses computer 
systems to do what previously required human intelligence.31 For example, 
the artificial neurons of a group of algorithms known as “deep learning” 
make accessible to humans vast and complex data sets.32 The tools and 
techniques for the analysis, storage, and distribution of genomic data (i.e., 
bioinformatics), especially when combined with artificial intelligence, also 
enable simulation that could be used to optimize genomic weaponization.

In 2015, CRISPR (clustered regularly interspaced short palindromic 
repeats) ushered a “huge revolution” in gene editing by “effectively 
democratiz[ing] the technology so that everyone is using it.”33 It is now 
allowing researchers to cheaply and quickly change the DNA of almost 
any organism, including human.34 The CRISPR technique relies on a class 
of enzymes (called “Cas” for “CRISPR- associated,” Cas9 in particular) 
that uses a guide RNA molecule to pinpoint its target DNA that then 
edits the DNA to disrupt genes or to insert desired sequences. Research-
ers typically need to order only the RNA fragment, as the other compo-
nents can be bought off the shelf. The total cost of gene editing is as little 
as $30, and the technique is even taught in middle- school science classes.35 
CRISPR’s affordability, availability, and ease of use increase the prospects 
of its misuse “not only by a malicious actor but also through accident.”36

Technologies such as CRISPR are, as the US intelligence community’s 
2016 worldwide threat assessment put it, “almost always dual- use” and “dif-
fuse rapidly around the globe.”37 And research is gradually overcoming its 
technical limitations. In 2015, the first human embryos were genetically 
engineered using CRISPR.38 Efficiency was low, some cells were altered 
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while others were not within the same embryo, and “off- target” mutations 
were observed. However, in just two years, these problems were largely 
overcome. Scientists repaired a severe disease- causing mutation by success-
fully editing genes in human embryos. In the ensuing embryos, all cells 
were mutation- free, and there was no evidence of off- target mutations.39

In 2020, the United States turned to CRISPR to battle the SARS- 
CoV-2 coronavirus causing the COVID-19 disease. The Food and Drug 
Administration granted its first “emergency- use” approval for a corona-
virus test involving CRISPR, selected for its ability to detect (and signal 
with fluorescent glow) SARS- CoV-2 genetic material from a nose, mouth, 
or throat swab in about an hour.40

The CRISPR approach is relatively simple and widely accessible, but 
applying it successfully to accomplish a specific change in an organism is 
still a work in progress. An analogy is word processing on a computer. It is 
easy to edit a document but very difficult to generate a novel. The latter 
still takes unique expertise and experience.41 It is not easy to obtain, main-
tain, and successfully propagate living organisms. It is harder still to figure 
out what DNA to change and how to accomplish a specific change in the 
function of an organism. The CRISPERed human embryos edited out 
genetic diseases, but it took decades to identify the exact genetic muta-
tions causing them. They were all relatively simple genetic mutations and 
disorders. Most biological traits have a more complex genetic basis. Even 
if a simple pathogen is selected and made more virulent or weaponized, it 
is still challenging to scale up production and mass produce.

Genetic editing is not the only route to weaponization, however. An 
infectious agent can be synthesized. Its DNA can be created from scratch 
using chemical precursors and then inserted into a host cell where it can 
“come alive.”42 In 2002, a team of researchers from the State University of 
New York at Stony Brook synthesized an artificial poliovirus from 
scratch.43 They obtained the virus’s genetic sequence online; ordered small, 
tailor- made DNA sequences; and combined them to reconstruct the com-
plete viral genome. They then added a chemical cocktail to bring the syn-
thesized DNA to life. Such a method could synthesize other viruses with 
similarly short DNA sequences, such as Ebola.

The field of synthetic biology, which involves “selectively altering the 
genes of organisms to make them do things that they would not do in their 
original, natural, untouched state,” is advancing rapidly.44 It essentially treats 
biological systems as computers—as “programmable manufacturing sys-
tems”—by “making small changes in their genetic software” to “effect big 
changes in their output.”45 A variety of genetic engineering strategies are 
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now available to “increase control” over genetic interactions, such as pleiot-
ropy (a single gene having more than one, seemingly unrelated, effect).46

Delivery

In 1963, the CIA tried to assassinate Cuban leader Fidel Castro with 
biological weapons. The unwitting assassin was American lawyer James 
Donovan (notably played by Tom Hanks in the Oscar- nominated movie 
Bridge of Spies). Donovan was conducting the first- ever secret negotiations 
with Castro and planning to give him a scuba diving suit as a confidence 
builder. The CIA planned to contaminate the scuba suit and the accompa-
nying breathing apparatus with Madura foot fungus (causing a chronic 
skin infection) and tuberculosis bacteria. However, the plot was shelved 
when an agency insider alerted Donovan to possible CIA tampering.47

Arranging for a biological warfare agent to be absorbed through (or 
injected into) the target’s skin is, as the case of Castro shows, a logistical 
nightmare. Even if such a delivery method may be effectively used for 
assassination, it is unlikely to be used to cause mass casualties.

Biological warfare agents can be disseminated in several other ways. 
Aerosol sprays disperse airborne germs as fine particles. However, they 
require the target to breathe a sufficient quantity of the particles into the 
lungs. Many toxins lose their toxicity when aerosolized as well as when 
the aerosol cloud enters the atmosphere. A sudden change in wind direc-
tion may also impair the entire operation. On four separate occasions, the 
Japanese religious cult Aum Shinrikyo (“Supreme Truth”), notorious for 
its 1995 nerve gas attack, attempted to spray a bacterial agent over Tokyo. 
Despite its “impressive resources, dedicated personnel, and high motiva-
tion,” none of the efforts succeeded, illustrating that it is “far more diffi-
cult to carry out a deadly bioterrorism attack than has sometimes been 
portrayed.”48 Aum carried out its attacks during the summer, with sun-
light and smog likely degrading the bacterial agent. One of the attacks 
was during a rainy month, so the aerosolized particles were likely washed 
out of the air.49

Another bioweapons delivery mechanism is explosives, whether artil-
lery, missiles, or detonated bombs. The explosives method is even less ef-
fective than aerosols because the blast destroys about 95 percent of the 
disease- causing agent. Deadly agents can also be put into food or water. 
The logistics are a significant limiting factor here as well. Contaminating 
a city’s water supplies, for example, requires “an unrealistically large” 
amount of an agent.50
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Delivery problems have made biological weapons tactically unappeal-
ing.51 Effective delivery requires the deadly agent to reach its target. Doing 
so requires a robust agent and a reliable delivery mechanism. New tech-
nologies are enabling both.

Most bacterial and viral agents struggle to maintain their virulence 
when confronted with common environmental factors, such as sunlight 
and humidity, and high temperatures or radical temperature changes. 
They also evolve and mutate. Genetic instability is typical for micro-
organisms. With increased transmissibility often comes reduced viru-
lence. Production of virus molecules involves passage through host or-
ganisms. As the virus is not subject to any evolutionary pressure to 
maintain virulence during this scaling- up process, it tends to accumulate 
mutations that generate an attenuated strain. Similarly, bacteria cultured 
in laboratories tend to lose virulence.52

Gene editing and synthetic biology research are making strides in over-
coming the problem of genetic instability. A study published in 2019 pre-
sented a new system, CRISPR- BEST. It created mutations in actino-
mycetes (bacteria that produce a wide variety of industrially and medically 
relevant compounds) without creating genetic instability and forcing them 
to rearrange and even delete large parts of their chromosomes.53 Synthetic 
biology is also increasingly embracing genetic instability rather than try-
ing to suppress or compensate for it. With improved understanding, it is 
expected to design devices that incorporate genetic instability as a parame-
ter.54 Such devices would be “a true frontier in biological engineering.”55

When it comes to delivery, nanotechnology can prevail where aerosols, 
explosives, and in- person methods falter. Nanotechnology exploits the be-
havior of materials ranging from 1 to 100 nanometers, visible only through 
the most powerful microscopes.56 In their suggestions for a new NATO 
Strategic Concept, a group of experts (led by former US secretary of state 
Madeleine Albright) identified nanotechnology as a “potentially disruptive 
development” that could “transform the technological battlefield.”57

Nanotechnology offers new delivery possibilities for biological and ge-
netic weapons. In the future, nano- carriers and capsules may transport 
small toxins, such as ricin or microbe subunits (e.g., the lethal factor of 
anthrax), across otherwise impermeable cell membranes and the blood- 
brain barrier. Bioagents’ targeted delivery with nanoparticles is likely to 
increase effectiveness and, thus, require less of the agent.58 Nanotechnology 
could also enable controlling biological weapons once they enter the body.59

Speculative literature predicts the production of nanoscale robots that 
would enter the body and penetrate cells, causing them to act similarly to 
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the effects of a biological or chemical weapon.60 Experts also speculate 
that, in the future, “insect- like” nanobots could be programmed to inject 
toxins into humans.61 No scuba gear required.

The field of synthetic biology encompasses hybrid technology that 
combines living and nonliving elements.62 Biological organisms can be 
enhanced with nanotechnology, or nanotechnology (e.g., nanobots) can 
be enhanced with biological elements. This includes technology- enhanced 
organisms (or viruses) at one end of the spectrum and biologically- 
enhanced machines at the other end. Somewhere in the middle, an organ-
ism crosses the line between living and nonliving. The latter would not 
have the inherent capacity to mutate, reproduce, and evolve.

Combining genetically engineered DNA using CRISPR and 
nanotechnology- based vectors for packaging and delivery could help 
overcome the inherent liabilities of natural biological weapons. It would 
make them more durable, efficient, and precise. Since they would not be 
alive and would not evolve, their behavior would be much more predict-
able and amenable to engineering than living agents would be. Synthetic 
biology could be used to create “smart germs” that combine the biological 
functions of DNA with synthetic manufacturing, delivery, and targeting 
systems that include hybrid biological and synthetic mechanisms. An ex-
ample might be a nanoscale microchip that is ingested or breathed in, 
activated by a specific host, that uses a microfluidic chip and engineered 
DNA to absorb reagents from the host’s body and manufacture a specific 
toxin or pathogen.

Precision

Could a weaponized biological agent be delivered to the intended tar-
get and affect only that target? This is the problem of precision, and, like 
the problems of weaponizability and delivery, it had made biological 
weapons unreliable. New technologies allow precise or selective targeting 
by tailoring deadly agents specifically for a given group or individual.

The idea of using genetic information to target specific groups with 
biological or chemical weapons was first publicly aired in 1970 in Military 
Review, the US Army’s professional journal. The article considers the 
prospect of weaponizing genetic differences—specifically in the activities 
of enzymes—between different ethnic groups. That is, certain groups may 
be more vulnerable than others to a given naturally occurring agent.63 
Written before the age of genetic engineering and biotechnology, the ar-
ticle drastically underestimates what is possible.
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There are far more genetic similarities between individuals and human 
populations than differences. However, differences exist. This is not be-
cause social categories like ethnicity or race are biological but because 
populations differ in the frequencies of some alleles (i.e., marker alleles) 
they carry. The differences are a product of microevolution as the human 
species spread around the globe and adapted to living in different environ-
ments.64 A case in point is the adaptation to malaria through a high fre-
quency of sickle cell anemia found in populations in West Africa.65

Over time, natural selection spreads across human populations’ genetic 
variants, granting resistance to particular infectious diseases. These genetic 
variants leave “distinctive, detectable patterns of genetic variation in the 
human genome.”66 Also, they “may singly or in combination distinguish 
the members of one social group (an ‘ethnic’ group) from another.”67

Toxin resistance may be among the genetic differences that could be 
exploited militarily. In a study published in 2011, researchers exposed an-
thrax bacterium cells from people of African, Asian, European, and North 
American descent (whose tissues were taken for a freely available genome 
database). Most of the cells fell to the assaults. However, cells from three 
people of European descent required hundreds or even thousands more 
times as much anthrax toxin to kill them. The researchers traced the broad 
range in anthrax sensitivity to regulating a specific gene (CMG2), which 
codes for a protein that controls anthrax’s ability to access human cells.68

Another source of genetic variation is in the noncoding regions of the 
human genome. The technique of genetic fingerprinting, which dates back 
to the mid-1980s, can be used to identify regions in the noncoding DNA 
with a high rate of mutation—the so- called minisatellites. The minisatel-
lites arise from mistakes in replication, and their unique patterns can be 
used to identify specific individuals. They can also be used to identify 
groups, as patterns of variation between individuals “is characteristic of a 
particular group and differs from group to group.”69

Personal genomics companies like 23andMe collect genetic data 
through saliva- based, direct- to- consumer genetic testing and have already 
raised concerns about the prospect of Google- style data hoarding. A state 
or non- state actor could potentially apply the massive computational 
power to genomic databases, such as 23andMe and Ancestry.com, to de-
sign agents specific to individuals, a family, or a group.70 The larger the 
group, the less precise the targeting. However, the most vulnerable popu-
lations would be those with minimum genetic diversity due to remaining 
mainly in their ancestral geographic regions with little outbreeding or 
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those that are genetically distinct even if dispersed. Among such popula-
tions may be Uighurs and Ashkenazi Jews.

One would not need individual genomes. Random DNA samples could 
be collected from sewer systems or subway cars, and they would provide an 
excellent genetic profile of a population. Coupling algorithms could fur-
ther increase geographic and ethnic specificity for human DNA signatures 
(e.g., YES for sequence one, YES for sequence two, NO for sequence 
three, etc.) to target people with specific sequences but not others. This 
information could then be combined with DNA from the microbiome 
(gut) bacteria, which is also very specific in many dimensions. An ingested 
agent could sample the microbiome first and, if it is a match, enter the 
body and sample the host DNA.

The same principle could be applied to target crops and farm animals 
more efficiently than humans since most crops and farm animals are 
cloned or derived from a small group of prime breeders. Biosynthetic 
agents manufactured at a nanoscale could be mass- produced and include 
a high level of specificity. They would also not be alive, so they would not 
reproduce or reproduce only in specific hosts or conditions. These charac-
teristics would limit both collateral and retroactive casualties.

By combining nanotechnology, computational power, and synthetic 
biology with AI and robotics, one can imagine a future involving various 
types of robots, drones, or satellites that could manufacture and deliver 
“smart germs” anywhere in real time.

In 2019, the US Department of Defense advised all military personnel 
against using direct- to- consumer genetic tests because they “could expose 
personal and genetic information, and potentially create unintended secu-
rity consequences and increased risk to the joint force and mission.”71 It 
did not specify the unintended security consequences or increased risk.

Private DNA databases with identifying information could be hacked 
by (or sold to) malicious actors. Perhaps the Department of Defense wor-
ried that China was among those actors. Since 2017, the Chinese govern-
ment has placed at least one million Uighurs and members of other mi-
nority groups in “prisonlike” detention centers “as part of a campaign to 
stop terrorism.”72 Hundreds of thousands of them were compelled to 
provide blood samples. Using their DNA (and with the help of American 
and European firms), the Chinese government is developing phenotyping 
technology that would predict someone’s skin color, eye color, ancestry, 
and other features. Its current goal is to identify a person’s physical appear-
ance from a genetic sample alone.73
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Experts worry that the phenotyping technology may be used not just 
for surveillance but also to “decide that someone does belong or does not 
belong” to a particular race or ethnicity.74 It could also potentially be used 
to produce weapons that target individuals or groups based on character-
istics such as skin color or ancestry.

Genetic editing could also enable delayed targeting, such as a particu-
lar group’s or individual’s future generations.75 One possible mechanism 
for doing so may be the so- called gene drive. Gene drives allow propagat-
ing new genetic traits into or disabling an unwanted trait within the en-
tire population not immediately but over a few generations. They can 
override standard molecular mechanisms of inheritance, thus ensuring 
that virtually all offspring inherit a newly engineered trait. The technique 
has been used mainly on sexually reproducing species with short life 
spans and numerous offspring, such as mosquitos and fruit flies. It would 
not work on bacteria or viruses because they reproduce asexually, but 
theoretically could be used on humans.76 The Imperiale Framework de-
scribes the use of human gene drives as “impractical” because it relies on 
generations of sexual reproduction to spread a harmful trait, thus 
“warrant[ing] a minimal level of concern.”77

Delayed targeting could take another form in the future. In 2003, the 
CIA requested that the National Academy of Sciences hold a closed 
seminar to consider the security implications of the recent and anticipated 
advances in genetic engineering. Among the scenarios the panel identified 
was a “stealth” virus that could be programmed to infect human cells and 
then remain dormant without provoking disease.78 Stealth viruses exist in 
nature, with the notorious herpes virus a case in point. Engineered to be 
contagious and silently spread through the population years in advance, 
they would then “be activated by an internal or external signal and pro-
duce illness in infected individuals.”79 Or as one medical expert reckoned, 
a threat of activation could be used as blackmail.80 The 2018 National 
Academy of Sciences report describes the stealth introduction of an engi-
neered threat into the human microbiome as an area of “medium- high 
concern.” Nevertheless, it also points out that, given our “nascent under-
standing” of the human microbiome, any targeted manipulation there 
would be difficult to detect or attribute.81

International Politics of Genetic Warfare

Just one week after the September 11 attacks, letters laced with anthrax 
began arriving at media and congressional offices. Coupled with the earlier 
revelations about the magnitude of the Soviet and Iraqi biowarfare pro-



18  STRATEGIC STUDIES QUARTERLY  FALL 2021

Yelena Biberman

grams, biological weapons came to be viewed as “one of the key security 
issues of the twenty- first century.”82 Two decades later, the specter of bio-
warfare reemerged. With the COVID-19 pandemic came the fear that 
“the invisible enemy can hide within our ranks, multiplying in secret, plant-
ing time bombs in our bodies, and all before we know what’s hit us.”83

The fear of secret genetic weapons capability and use is not limited to 
malicious non- state actors. In what has been characterized as a sign of “a 
new Cold War,” a Chinese foreign ministry spokesman suggested in March 
2020 that the US Army may have brought COVID-19 to Wuhan.84 The 
US secretary of state responded in kind by alleging that the outbreak 
originated in a Chinese laboratory.85 All the while, conspiracy theories 
about the origins of the disease spread on online platforms. Among them 
were the claims that the virus was part of China’s “covert biological weap-
ons program” and that a Canadian- Chinese spy team sent the virus to Wu-
han.86 Such undiplomatic exchanges and conspiratorial claims are particu-
larly hazardous in the era of global competition among great powers.87

Biological weapons have always been more accessible than nuclear ones. 
However, with genetic engineering increasingly solving the problems of 
weaponization, delivery, and precision, Ebola expert Karl Johnson predicts 
that “any crackpot with a few thousand dollars’ worth of equipment and a 
college biology education under his belt could manufacture bugs that 
would make Ebola look like a walk around the park.”88

Predictions about genetic warfare would benefit from identifying the 
closest parallels and then adjusting and synthesizing the ensuing models. 
Genetic weapons have the destructive potential of nuclear weapons, but 
their ease of development is akin to cyber weapons. Both genetic and cy-
ber warfare require inexpensive equipment and only a college- level under-
standing of these fields. Unlike nuclear weapons that demand enormous 
engineering expertise, a small team can develop and hone cyber and ge-
netic weapons using common equipment.89

Dual- use capability is another similarity. Unlike nuclear and chemical 
weapons, genetically engineered bioweapons do not require equipment or 
materials exclusively tailored to their purpose. This concern was among the 
first raised in the US National Security Strategy in 2017.90 As one military 
analyst stated, “A nuclear weapons facility has obvious signals to the out-
side world. We can look at it and immediately say, ‘Ugh, that is a nuclear 
reactor. However, the technology for conducting biological weapons re-
search is essentially the same as [for] what keeps a population healthy.”91 
Many biological engineering techniques with dual- use potential are holy 
grails of medicine. Research journals publish techniques and results inter-
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nationally, publicly, and without consideration for their security implica-
tions.92 Dissemination of this information limits the effectiveness of the 
Biological Weapons Convention (BWC) and domestic control regimes.93

Biological weapons programs are far more challenging to detect than 
nuclear programs. They look like other biological research programs. The 
body charged with enforcing compliance with the BWC, the Implementa-
tion Support Unit, is significantly underfunded compared to the enforce-
ment arms of the Chemical Weapons Convention and Non- Proliferation 
of Nuclear Weapons agreements. Much like for cyber weapons, custom 
bioweapon development is effectively unregulated.94

Genetic and cyber weapons are also similar in their strategic utility in 
terms of versatility, durability, and deniability. The scope and specificity of 
genetic weapons make them more analogous to cyber than any of the 
traditional weapons of mass destruction. Genetically engineered bioagents 
can achieve levels of specificity that were previously impossible using tra-
ditional pathogens. Targets can include ethnic groups and even specific 
individuals. They need not even be human: tailored pathogens can affect 
rubber, plastics, and other defense and infrastructure- related materials.95 
Similarly, cyberweapons can attack power grids and other nonhuman tar-
gets. Versatility, or the capacity to take on different forms of varying le-
thality against varied targets, makes genetic weapons potentially even 
more hazardous than nuclear weapons.

Finally, unlike nuclear, but similar to cyber, genetic weapons can be used 
covertly. Thus, those who employ them have plausible deniability. Much 
like North Korea proxies’ use of ransomware or Russia’s disinformation 
campaigns, a genetic weapon would be difficult to attribute. Even chemi-
cal weapons do not have this advantage. Attempts to deny their use, such 
as in Ghouta, Syria, typically fail miserably upon investigation.96

The ease of development and strategic benefits of genetic weapons 
make them, as one forecaster put it, “the most dangerous threat humanity 
has ever faced.”97 What would states and non- state actors do once they 
acquired them? Would they keep their genetic war capability secret? 
Would they use genetic weapons openly or covertly? These questions are 
considered next.

Genetic War Capability: Reveal or Conceal?

Underlying the question of whether to reveal or conceal genetic mili-
tary capability is a trade- off. To conceal it is to gain a potent secret edge 
over rivals. To reveal it is to deter or frighten others from attacking.98 
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Deterrence works “because the expected reaction of the attacked will re-
sult in one’s own severe punishment.”99 It is “the power to dissuade.”100

Two factors determine whether actors reveal their clandestine capability, 
according to Brendan Rittenhouse Green and Austin Long.101 The first is 
the uniqueness of the capability—the less unique, the less attractive is con-
cealing relative to revealing. The second is the prospect that the adversary 
will implement countermeasures. Successful countermeasures can sharply 
degrade a weapon’s military value.102 The lower the odds of countermea-
sures, the more likely the actors are to reveal their clandestine capability.

The decision to reveal one’s clandestine capability ultimately depends 
on one’s need for deterrence. Traditional biological weapons could not 
deter because their outcome was always uncertain. However, without the 
problems of weaponizability, delivery, and precision plaguing them, ge-
netic weapons could deter even countries with nuclear weapons. The de-
structive outcome of genetic weapons may be assured, immediate, and 
massive. A genetically engineered bioagent with a short incubation period 
could be released as instantly as a nuclear agent on a population of mil-
lions.103 And, unlike nuclear weapons, which rely on city and civilian at-
tacks, an attack by a genetic weapon is more likely to be militarily deci-
sive—that is, to influence leaders’ decisions about war and surrender. Its 
effects could inflict harm not only on civilians but also on the leaders 
themselves.104 All of these factors make genetic weapons potentially more 
potent than nuclear weapons as a mechanism of deterrence.

Accordingly, state and non- state actors that need to demonstrate cred-
ible deterrence are most likely to reveal their genetic war capability. These 
actors lack the only other rivaling source of deterrence—nuclear weapons. 
Because they may be threatened or greedy, they are “willing to incur costs 
or risks for non- security expansion.”105 Nuclear states are the actors most 
disposed to conceal genetic war capability. They can reap the strategic ben-
efits of hidden genetic power without worrying about survival- threatening 
aggression or retaliation.

Do the effects of genetic weapons need to be demonstrated for them to 
have a deterrence outcome similar to nuclear weapons? It may be that re-
cent outbreaks, such as Ebola or COVID-19, provide the element of proof 
needed to convince a population and its political representatives of the 
credibility of the threat. The recent experience with outbreaks may instill, 
at least in the current generations, strong aversion and even fear. The col-
lective memory of the atomic bombings of Hiroshima and Nagasaki, and 
even the Cold War–era duck- and- cover drills, has faded. However, the 
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memory of the COVID-19 pandemic is fresh and potent, especially for 
the generation that came of age during the pandemic.106

What makes genetic weapons unique is their combination of accessi-
bility and destructive potential. Nuclear deterrence requires some evidence 
that an actor is capable of creating and delivering a nuclear weapon. How-
ever, with genetic weapons—including those the Imperiale Framework 
has deemed most urgent and concerning—no evidence of capability is 
necessary. Of itself, the accessibility of relevant technologies and know- 
how can portend a threat. A mere statement of one’s willingness to use 
genetic weapons, combined with some signals of credibility of intention, 
may be enough to deter others from an attack. This possibility may be a 
dream for structural realists like Kenneth Waltz, if not for the accessibility 
of genetic weapons to states and non- state actors alike.107

Offensive Use: Open or Covert?

So too is there a trade- off between the open and covert use of genetic 
weapons. Covert use confers strategic and tactical benefits, such as sur-
prise, deniability, and versatility. The benefits of unrestricted use are pri-
marily psychological.

The overt use of genetic weapons can be thought of as a form of “costly 
signaling” or “actions so costly that bluffers and liars are unwilling to take 
them.”108 The strategic logics Barbara Walter and Andrew Kydd use to 
explain costly signaling by terrorist groups—specifically attrition, intimi-
dation, and outbidding—are particularly productive here.109 These logics 
rely mainly on psychological mechanisms. Actors engage in attrition to 
persuade their challenger that they are strong enough to impose costs if 
the latter continues the disliked course. Actors use intimidation to obtain 
compliance from others by signaling that they are strong enough to pun-
ish disobedience. Outbidding is used to demonstrate a superior resolve.110 
When it comes to using genetic weapons, it is also important to add ideo-
logical motivations to the list, especially genocidal and apocalyptic.

In sum, state and non- state actors are likely to use genetic weapons 
overtly for attrition, intimidation, and outbidding. They would also opt 
for unrestricted use to claim credit for genocide or ending the world. For 
everything else, there is covert genetic warfare.

Walter and Kydd specify the conditions under which the signaling 
mechanisms are likely to bear fruit. Attrition works best when adversaries 
are not deeply invested in the issue under dispute, are constrained in their 
ability to retaliate, and are highly sensitive to the costs of violence. In-
timidation is effective on weak adversaries. Outbidding signals greater 
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commitment to the cause when the others are unwilling or unable to 
match the behavior.111 The common theme is a relatively weak or politi-
cally constrained adversary. Given its invisible nature, open genetic warfare 
would affect a population physically and psychologically.112 The ensuing 
hypothesis is that actors are more likely to openly use genetic weapons 
against an adversary that is militarily inferior and/or sensitive to the po-
litical fallout from the engagement. A militarily weak democratic state 
would make a prime target.

For some, genetic violence is not just a means but also an end. Geno-
cidal regimes may consider genetic weapons a godsend. Such a prospect 
was not lost on CRISPR pioneer Jennifer Doudna, who describes a night-
mare she had in which a colleague asked her to teach someone how her 
technology worked. She followed the colleague into a room to meet this 
person and “was shocked to see Adolf Hitler, in the flesh.”113

Some actors with millenarian, apocalyptic beliefs might also welcome 
an open genetic war. These may include Protestant fundamentalist groups 
that anticipate an imminent end of history and embrace “radical violence” 
to hasten “the new heaven and the new Earth, the coming of the Kingdom 
of God.”114 Some jihadis, such as Islamic State of Iraq and Syria (ISIS) 
founder Abu Musab al- Zarqawi, also embrace the notion of end- times 
and extreme violence. Al- Zarqawi’s brutality was so “unprecedented” that 
it shocked even al- Qaeda founder Osama bin Laden.115 Many of the so- 
called new religious movements, or groups emerging outside the tradi-
tional religious categories, are similarly driven by the idea of a total trans-
formation, though few of them embrace violence. Among those that do, 
Aum Shinrikyo’s chemical and biological attacks in Tokyo suggest that 
millenarian cults could use genetic weapons secretly for tactical benefits. 
Violent racist, far- right groups may openly turn to genetic weapons to 
foment a “race war.” Their fetishization of guns may, however, keep them 
away from biotechnology.

Conclusion

The development of biotechnology is rapid and decentralized. Hun-
dreds of Manhattan projects may soon operate from inconspicuous labo-
ratories around the world. How can we contain their security risks, which 
present an existential threat to humanity? The following options emerge: 
government regulation, government transparency, government- scientist 
collaboration, scientific transparency and self- governance, and norms. 
None is likely to work alone, but together they offer the best chance of 
preventing genetic war.
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“I have not thought of that at all,” Albert Einstein remarked when he 
first learned that the latest nuclear research discoveries, stemming from 
his famed equation E = mc2, enabled the creation of an atomic bomb.116 
He then signed a letter warning President Franklin D. Roosevelt that 
Nazi Germany could develop nuclear weapons and suggested that the 
United States initiate its nuclear program. However, it was not Nazi Ger-
many but the United States that dropped atomic bombs on hundreds of 
thousands of civilians.

In 1953, James Watson and Francis Crick revealed that the genome, 
which is the entirety of genetic information in any organism, is essentially 
digital. With the right tools, it can be decoded and edited. An early pro-
ponent of mapping the human genome, Watson recognized the need to 
address the policy implications of the endeavor. The Ethical, Legal and 
Social Implications (ELSI) program was thus set up as part of the Human 
Genome Project. The latter began in 1990 and, by 2003, successfully se-
quenced the 3 billion base pairs that compose human DNA. The goal of 
the corresponding ELSI program was, as Watson explained, “to address, 
anticipate, and develop suggestions for dealing with such [ethical, legal, 
and social] problems in order to forestall adverse effects.”117 The project’s 
cosponsors, the National Institutes of Health and the US Department of 
Energy, spent over $100 million on ELSI research.118 The ensuing work 
focused on potential discrimination by employers and health insurers, 
ethical standards for work with human research subjects and tissues, and 
controversial issues (e.g., cloning, stem cell research, and eugenics).119 
However, paralleling Einstein’s initial approach to his research, the secu-
rity risks of the new technologies were missing from the equation.120

What valuable lessons can we draw from the other weapons of mass 
destruction for limiting, or even preventing, the proliferation and use of 
genetic weapons? Considering what kept biological weapons from the 
battlefield in the twentieth century, medical anthropologist Jeanne Guil-
lemin draws lessons from the nonuse of chemical weapons in World War 
II battlefields. Why did the Allied and Axis military commanders leave an 
entire class of armaments, tested in battle during World War I, on the 
shelf ? Guillemin identifies four key factors: legal restraints, public opin-
ion, technical drawbacks, and prospects of retaliation.121 Could these pre-
vent the development and use of genetic weapons?

The Biological and Toxin Weapons Convention, a Cold War–era treaty 
signed by the United States, China, Russia, and 176 other countries, bans 
the development of bioweapons. The previous treaty, the Geneva Protocol 
of 1925, prohibited chemical and biological weapons (but not their de-
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velopment, production, and stockpiling). These treaties have, according to 
some, generated global norms that “clearly contributed to the fact that 
few countries have been engaged in research into offensive biowarfare 
during recent decades.”122

Others argue that it was not norms generated by international treaties 
but the impracticalities of biological weapons that rendered them useless. 
And overcoming these impracticalities was just a matter of time. On the 
heels of World War II, bacteriologist Theodor Rosebury predicted that 
next time around, biological weapons would take center stage. He stated, 
“If World War III is allowed to come, biologists and men of all related 
fields, including physicians, will be called upon as never before to serve 
alongside physicists and other scientists as instruments of human 
destruction.”123 This prediction was puzzling because biological weapons 
were conspicuously absent during the Second World War. However, 
Rosebury reasoned that norms could prevent biological warfare no more 
successfully than they prevented the use of the crossbow or musket—both 
of which were, at some point, deemed weapons of cowards.124 Technical 
impediments prevented biological warfare. And those were not “beyond 
the ken of human genius.”125

Brian Mazanec considers the development of constraining norms in 
the domain of cyberspace. He finds that what causes norms to develop 
there is their alignment with the national interests of powerful states.126 
While we are witnessing the development of norms in cyber warfare 
thanks to the concerns of counties such as the United States, the chances 
of their internalization by everyone are meager.127 The cyber warfare norms 
most likely to succeed are those that are limited in scope, such as focusing 
on applying the existing laws of armed conflict to cyber warfare or prohib-
iting the first use of cyber weapons.128

When it comes to the genome domain, one potential avenue for regu-
lation and norms building lies in a focus on a critical ingredient: genetic 
data. Repurposing some general responses to data privacy concerns may 
help address the individual’s rights to protect genetic information. A 
multipronged approach could borrow from national efforts such as the 
United States’ Health Insurance Portability and Accountability Act 
(HIPAA) medical privacy laws or multijurisdictional protections such as 
the European Union’s growing efforts to enshrine a “right to be forgot-
ten.” Also, policy makers could take complementary steps to grant indi-
viduals property rights to their genetic material or to utilize intellectual 
property protection schemes.
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Because a research moratorium would be unrealistic, as the science and 
the technologies are global, the following are the options available for con-
fronting the specter of genetic warfare. One is government transparency. 
As Guillemin concludes from her study of biological warfare, the threat of 
such weapons “increases in direct proportion to government secrecy, closed 
military cultures, and a subsequent lack of accountability to the public.”129 
Another option is scientific transparency and self- governance. At a CIA- 
sponsored conference of life science experts that addressed the “darker 
bioweapons future,” a panel suggested that the bioscience community 
would act “as a living sensor web at international conferences, in university 
labs, and through informal networks to identify and alert it to new techni-
cal advances with weaponization potential.”130

Some advocate for more government- scientist collaboration. Most pan-
elists at the CIA conference argued for a “qualitatively different relation-
ship” between the government and life sciences communities. For example, 
the former could assist the latter in efforts to develop standards and norms 
to differentiate between “legitimate” and “illegitimate” research.131 The US 
National Research Council Committee on Research Standards and Prac-
tices to Prevent the Destructive Application of Biotechnology has, how-
ever, advised the US government not to attempt regulating scientific pub-
lishing. It argued that scientists and journal editors could screen their 
papers for security risks. With biological information and tools widely 
distributed, regulating only US researchers would have little effect.132

Optimism about transparency and self- governance characterizes many 
in the biotechnology community.133 As one report summed up, “The sci-
entific community historically has demonstrated its ability to lead the way 
in the responsible development of new technologies.”134 In 1975, scientists 
from around the world gathered in northern California at the famed Asi-
lomar Conference Center to discuss the challenges presented by recombi-
nant DNA technology. The technology permitted them to cut “long, un-
wieldy molecules of nucleotides into digestible sentences of genetic letters 
and paste them into other cells.”135 The scientists considered laboratory 
and environmental safety and concluded that the field required little regu-
lation. There was no real discussion of deliberate abuse because “at the 
time, there didn’t seem to be any need.”136

This need now exists. The scientific community is currently debating 
what to do about the emerging technologies of the so- called Fourth In-
dustrial Revolution,” including biotechnology and gene editing. The com-
munity supports advancing biosecurity tools and practices like gene syn-
thesis screening and keeping scientists informed about and involved in the 
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development of policies.137 It also advocates that it is vital for the United 
States to collaborate with “equally capable and like- minded allies and 
partners,” such as South Korea and India.138 Some advise the United 
States to provide global leadership on safety standards while expanding 
security cooperation in the areas of global health, gene synthesis, and 
medical and pharmaceutical research.139

There is also essential work emphasizing the need for government regu-
lation and a national strategy. The 2018 National Academies of Sciences 
report stresses the need for the government to develop new approaches to 
meet the new challenges while not abandoning the traditional tools for 
biological and chemical defense. For the former, it identifies the impor-
tance of nimble and adaptable strategies, given the rapid rates of techno-
logical change and uncertainty about which approaches an adversary 
might pursue.140

Drawing on the Imperiale Framework, Marcus Cunningham and John 
Geis propose a framework that prioritizes threats, regulates synthetic 
biology processes (not products) to guard against accidents and abuses, 
controls US technology exports, builds international cooperation, and 
conducts horizon scanning on machine learning.141 They contend that the 
United States needs “a separate, comprehensive, whole- of- government 
national strategy.” Further, the strategy must be globally exportable, as it 
“cannot be successful if America imposes unilateral restrictions on its ac-
tivities that the rest of the world ignores or exploits.”142 Because it cannot 
wholly coerce or induce other states (and non- state actors) to adopt its 
model, the United States will also need to devote attention and resources 
to building global norms for new technologies in the coming decades. 
Such an effort would require a vast reservoir of soft power. 
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 PERSPECTIVE

An Overlooked Aid to  
Arms Control: 

US Nuclear Modernization
matthew r. Costlow

Abstract

As the United States seeks to expand its nuclear arms control efforts in 
scope, incorporating all nuclear weapon types, and in numbers of partners 
beyond Russia (i.e., China), US officials must examine what policies might 
enable the best arms control outcome. An important but understated fac-
tor in helping the United States reach acceptable arms control agreements 
is its nuclear modernization program. US nuclear modernization efforts 
have been a major inducement in the past for the Soviet Union to agree to 
come to the negotiating table. Additionally, US nuclear modernization 
programs have provided its diplomats additional options for discovering 
areas of agreement with the Soviets. Finally, US nuclear modernization 
programs can further incentivize states to adhere to their commitments in 
an arms control agreement because they face a credible threat of counter-
action should they choose to cheat. Alternative arms control approaches 
that emphasize unilateral US nuclear reductions to induce nuclear arms 
control agreements are unlikely to be successful.

*****

Introduction

Our experience has shown us only too clearly that weakness in arms strength 
means weakness in diplomacy.

—Neville Chamberlain, 1938

Military forces and diplomacy are both tools that advance US 
national interests and work best when used together. Military 
forces add credibility to US diplomats at the negotiating table. 

Diplomacy promotes deterrent messages by reaching the intended audi-
ences and reducing the chances for miscalculation or misperception. Thus, 
when states seek to enter arms control agreements, as the United States 
has made clear it seeks to do, they must consider the military forces and 
the diplomatic positions needed to retain and increase their security.
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The Biden administration has extended the New Strategic Arms Reduc-
tion Treaty (New START) for an additional five years. However, it has also 
signaled that it hopes to discuss further strategic nuclear arms reductions 
or caps with Russia while perhaps persuading China to join in discussions. 
It is an open question as to how willing Russian and Chinese leaders will 
be to consider US nuclear arms control proposals, but Moscow and Beijing 
will almost certainly factor US nuclear modernization plans into their re-
sponse. Thus, the Biden administration must consider the effects of the 
ongoing US nuclear modernization program on its arms control prospects 
and priorities. To bring some clarity to this important but underappreci-
ated aspect of defense strategy, this article explains the benefits a modern-
ized US nuclear force brings to US nuclear arms control prospects. Con-
versely, it also examines how a failure to modernize US nuclear weapons, or 
to take unilateral efforts to significantly reduce them, may harm prospects 
for arms control that support US national security objectives.

Political Context of Nuclear Arms Control  
and Modernization

The great Prussian military strategist Carl von Clausewitz taught in his 
classic book On War that war is the continuation of politics by other means. 
By extension, so too is nuclear arms control the continuation of politics by 
diplomatic means. Just as war is not waged for its own sake, arms control 
cannot be negotiated for the sake of an agreement—it must be driven by 
political leaders with political goals. “Political” here is not meant in a par-
tisan way but as the origination of goals that can exist only in the realm of 
governing a state versus a focus on operational or tactical military objec-
tives. Exactly what form a nuclear arms control agreement must take that 
advances US, allied, and partner security is left open for definition by the 
president and the negotiating team—whether they seek an agreement on 
nuclear weapons that caps them, reduces them, allows their expansion 
under certain constraints, or some other combination. In any case, the 
point remains: political goals determine ends, and nuclear arms control 
negotiations are one of the means. This article is not concerned with the 
ends per se (be they reductions, caps, transparency, etc.). Rather, it is fo-
cused on how the means of US nuclear modernization and US nuclear 
arms control negotiations interact—specifically, how the former can 
strengthen the latter.

One must note that the United States is not modernizing its nuclear 
weapons for the sake of having new weapons. Nor is it modernizing its 
nuclear arsenal for the primary reason of improving the prospects of nu-
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clear arms control. Instead US nuclear weapons serve political goals such 
as providing deterrence against attack and supporting the security of allies 
and partners. Exactly what forms this modernization take is up to the 
president and Congress. The parallel US efforts to modernize its nuclear 
arsenal and pursue nuclear arms control intersect around the question of 
how one effort should affect the other. Should the United States, as John 
F. Kennedy stated, “depend on the strength of armaments—to enable us 
to bargain for disarmament?”1 Or should the United States reduce its 
planned nuclear modernization to better the chances of enabling an arms 
control agreement?

US Nuclear Modernization as an Aid to  
Arms Control Success

While a successful nuclear arms control agreement can only be identi-
fied via politically defined metrics (e.g., decreased destructive power, fewer 
missiles, increased transparency, etc.), it is still possible to describe how a 
modernized US nuclear arsenal may make success more likely—even 
without knowing the particular US end goals that would define “success.” 
The key concept in this regard is leverage. A clear assumption of US gov-
ernment officials, going back to the Cold War, is that states like Russia or 
China will not make major nuclear reductions unilaterally and instead 
need an incentive to do so.2 US nuclear modernization, according to cur-
rent US officials and policies, is the main source of leverage to incentivize 
Russian and Chinese officials.

There are three reasons why US nuclear modernization can increase the 
chances for nuclear arms control success and, by extension, US security. 
First, US nuclear modernization can influence states like Russia and 
China to participate in negotiations for fear of a more capable US nuclear 
arsenal. Second, once the United States has one or more negotiating part-
ners, a modernized US nuclear arsenal provides more counters and offsets 
to adversary systems in either capability, number, or age—making a bene-
ficial agreement more likely. Third, once an agreement is reached, a mod-
ernized or modernizing US nuclear arsenal can create additional incen-
tives for other states to refrain from significant cheating because of the 
risk of a relatively swift US counter enabled by “warm” weapons produc-
tion lines. Each of these reasons is examined below.
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An Incentive for Others to Participate in Negotiations

Perhaps the most widely discussed perceived benefit of US nuclear mod-
ernization related to nuclear arms control is its purported ability to pressure 
another state to participate in negotiations. That is, another state may fear 
that US nuclear modernization would lead to a more capable US nuclear 
arsenal and, should arms control agreements expire, a larger arsenal as well. 
This belief likely lies behind the 2018 Nuclear Posture Review’s statement 
that “ensuring our nuclear deterrent remains strong will provide the best 
opportunity for convincing other nuclear powers to engage in meaningful 
arms control initiatives.”3 Indeed, a myriad of former senior Department of 
Defense and Department of State officials, including several ambassadors 
and diplomats, have espoused this view in the atomic age.

For example, US secretary of state George Shultz, looking back on the 
arms control environment of the 1980s, stated, “But if the West did not 
deploy Pershing II and cruise missiles, there would be no incentive for the 
Soviets to negotiate seriously for nuclear weapons reductions.”4 Longtime 
arms control negotiator Ambassador Edward Rowny made a similar ob-
servation in 1984 after the Soviet Union’s arms control delegation walked 
away from the Intermediate- Range Nuclear Forces (INF) and START 
negotiations. He asserted, “The best way to encourage the Soviets to re-
turn to the table is to continue current programs designed to ensure our 
common defense, while simultaneously reiterating our readiness to resume 
negotiations toward balanced and verifiable agreements. One- sided cuts 
in our defense programs or failure to uphold alliance commitments would 
only reward the Soviets for their intransigence and make a return to the 
negotiating table less likely.”5 Four years earlier, in 1980, Richard Burt, 
who later became an ambassador, likewise stated, “The Soviets are con-
cerned about the US strategic modernization program. Going forward 
with the US modernization program gives them a strong incentive to ne-
gotiate seriously in START.”6

These assertions by US officials appear to have strong support in the 
historical record, especially from testimony by former Soviet arms control 
officials. In a comprehensive review of Soviet arms control decision- making, 
Aleksandr G. Savelyev, and Nikolay N. Detinov found that “the American 
defense spending increase, SDI [Strategic Defense Initiative], and other 
defense programs greatly troubled the Soviet leadership, which now [1985] 
concluded that appropriate Soviet- American agreements were the only 
way out.”7 Retired general Viktor Starodubov, the chief Strategic Arms 
Limitation Talks II (SALT II) adviser to the Soviet General Staff and of-
ficial member of the SALT II Soviet delegation, stated post–Cold War, 
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 “I think it was logical for both countries that at some point the leaders . . . 
[concluded] that it was impossible to continue increasing armaments any 
longer.” He noted, “We in the Soviet Union understood it too, but we also 
understood that for us trying to catch up to the United States would be too 
costly, too difficult, in terms of the economy and so forth. That is why we 
. . . [determined] the need for negotiating limits on, and later reducing, 
strategic weapons.”8 The change in Soviet leadership to Mikhail Gorbachev, 
with his focus on economic and military reforms, largely contributed to 
Soviet participation in nuclear arms control discussions with the United 
States. However, Soviet officials also recognized that US nuclear moderni-
zation programs could continue unabated. The Soviet Union would then be 
forced to either reduce its nuclear arms unilaterally due to funding or con-
tinue producing weapons at an economically unsustainable rate with un-
known, potentially disastrous consequences.

Thus, there appears to be historical justification for the belief that if 
states like Russia perceive that the United States was willing and able to 
modernize its nuclear arsenal, they are more likely to seriously consider 
joining nuclear arms control negotiations.

Comparable Arsenals Increase Chances of  Agreement

Once the United States and others have agreed to negotiate, a modern-
ized or modernizing US nuclear arsenal will likely benefit the US negoti-
ating position by providing more options for US negotiators to parry the 
other side’s proposals. In short, if the United States is extensively con-
strained—for instance, in the size, capability, or age of its arsenal—there 
will be fewer scenarios where negotiators can make like- to- like weapon 
system comparisons and find a balance agreeable to all sides. As in the case 
of the INF Treaty, the United States could counter Soviet intermediate- 
range ballistic missiles with its in- kind systems. These comparable systems 
allowed like- for- like exchanges while also serving deterrence and assur-
ance roles.

US officials have often stated the same idea. As Gen Paul Selva, then 
vice chairman of the Joint Chiefs of Staff, testified to the US Congress, 
“The places we [the United States] have had success in negotiating types 
and classes of weapons out of adversary nuclear arsenals in our strategic 
arms reductions talks [have] been when we possess a similar capability 
that poses a tactical, operational, and strategic problem for our adversaries.”9 
A historical example of US systems posing a “problem” for an opponent 
was the US Safeguard antiballistic missile (ABM) system. In this instance, 
US ABM technology was well advanced beyond that of the Soviets, bring-
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ing them to the negotiating table and providing an incentive to agree once 
negotiations had begun. Ambassador Burt remarked, “Moscow did agree 
to forgo the heavy deployment of ballistic missile defenses. But the United 
States, on the verge of deploying the Safeguard system—a much more 
proficient ABM than the Soviets possessed at the time—possessed con-
siderable leverage in negotiations that led to the 1972 treaty.”10

From the Russian perspective, perceived gaps in capability between sys-
tems appear to affect the willingness to negotiate seriously about further 
reductions. Sergei Ivanov, then–presidential chief of staff for Vladimir 
Putin, stated in 2013, “When I hear our American partners say: ‘Let’s re-
duce something else,’ I would like to say to them: ‘Excuse me, but what we 
have is relatively new.’ They [the U.S.] have not conducted any upgrades 
for a long time. They still use Trident [missiles].”11 President Putin even 
claimed at the end of 2019 that “the share of modern weapons in the 
[Russian] nuclear triad has reached 82 percent.”12 Since most of the new-
est US nuclear systems under the current modernization program will not 
be deployed until the late 2020s and early 2030s, states like Russia may 
have less incentive, at least in the near term, to find like- for- like compari-
sons with the US arsenal. This is the case unless, of course, Russian officials 
view the US commitment (both fiscal and political) to its modernization 
program to be nearly unquestionable.

It may be reasonable, therefore, for US officials to consider these Rus-
sian perceptions about the value of characteristics in their respective nu-
clear forces—like age, capability, and number—when planning for nuclear 
modernization and the possibility of nuclear arms control negotiations in 
the future. As Assistant Secretary of Defense Robert Scher stated at the 
time, the DOD plans for a US nuclear arsenal that, in part, “retains lever-
age for future arms control agreements.”13 Such planning may pay off 
when negotiating a nuclear arms control agreement by permitting US 
diplomats several otherwise unavailable negotiating options. Certainly, 
the more options the United States has, the more likely it may reach an 
agreement acceptable to a state like Russia and to the security interests of 
the United States. Should an arms control agreement, however, not be 
possible or prudent, modernized US nuclear weapons will retain their 
value for their traditional roles nevertheless. In essence, a limited US nu-
clear arsenal diminishes the leverage of the US, constrains the number of 
options to achieve its political goals, and increases the risk of it being 
forced to make unnecessary concessions.

To be clear, the United States should pursue nuclear modernization on 
its own merits for the traditional roles of enhancing deterrence, strength-
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ening assurance, achieving US objectives should deterrence fail, and hedg-
ing against an uncertain future. The useful byproduct of this modernization 
can be better possibilities for arms control that are in the US national inter-
est. Yet a modernized US nuclear arsenal will not, on its own, guarantee an 
equal or advantageous balance of forces as a result of an arms control agree-
ment. Nevertheless, it could increase the chance of such an outcome if 
other factors such as political will and domestic support remain equal.

A Modernizing US Nuclear Arsenal Could Help  
Discourage Arms Control Violations

Finally, a modernized or modernizing US nuclear arsenal could boost 
the chances for arms control success by deterring others’ arms control vio-
lations. The prospect of a relatively rapid US response in kind (e.g., pro-
duction of more or new missiles), or even a disproportionate response that 
far outweighs any expected benefit of the violation, can help deter viola-
tions in the first place. It appears that when the Soviet Union and Russia 
have violated arms control treaties in the past, they have sought a military 
advantage from the violation. To deter such violations, therefore, the 
United States should present the possibility that not only will the viola-
tion be detected but that the violator will become less secure because of 
the US military response.

This response could take the form of increased production or produc-
tion rate of nuclear weapons of the same type as the violating weapon. Or 
the prospective response might be the increased production or production 
rate of nuclear weapon types that the violator perceives as the most threat-
ening. These options become substantially more realistic—and perhaps 
credible to the other side—as the United States maintains warm produc-
tion lines amid its nuclear modernization effort. US political leaders may 
not decide to use these options when responding to a violation, but having 
them available as a convenient byproduct of US nuclear modernization 
may improve the chances of deterring a violation in the first place, espe-
cially when combined with other potential diplomatic and military efforts.

While historical examples of this dynamic are thin, US officials have 
consistently pointed out the possibility of the deterring effect of weapons 
production lines already operating. In his article “After Detection—
What?,” Fred Iklé stated, “In entering into an arms- control agreement, we 
must know not only that we are technically capable of detecting a viola-
tion but also that we or the rest of the world will be politically, legally and 
militarily in a position to react effectively if a violation is discovered.”14 
Further, “A potential violator of an arms- control agreement will not be 
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deterred simply by the risk that his action may be discovered. What will 
deter him will be the fear that what he gains from the violation will be 
outweighed by the loss he may suffer from the victim’s reaction to it.”15 
Over 20 years later, US defense official and strategist Walter Slocombe 
wrote, “Indeed, the knowledge that the United States could respond to 
detected violations in ways that would prevent any Soviet gain is at least 
as important a deterrent to Soviet cheating as the knowledge that the 
United States would detect the violation.”16

In the most recent major Russian arms control violation, Russia’s pos-
session of the 9M729 ground- launched cruise missile (GLCM) was a 
transgression under the INF Treaty that the United States could not im-
mediately counter militarily in a like- for- like manner.17 Since the United 
States had remained compliant with the INF Treaty, it had no GLCM 
manufacturing capability at the time of the Russian violation. Conse-
quently, the US lack of a like- for- like response meant that it had no equal 
deterrent presenting a threat of decreased Russian security.

Certainly, the US ability to increase the production or production rate 
of nuclear weapons in response to a nuclear arms control violation is no 
panacea and must work in conjunction with other factors such as political 
will, diplomatic efforts, and domestic support to be effective. But US nu-
clear modernization and its warm production lines offer another incentive 
to others to comply with their nuclear arms control commitments. The 
prospect of a US capability to detect and respond quickly with increased 
nuclear weapons production to a major nuclear arms control violation also 
gives US officials another tool of leverage to bring the violator back into 
compliance—as would likely be the goal. Critics may contend that an-
other response such as increasing conventional weapons production or 
deployments would still be credible. It would be unlikely, however, to con-
vince the violator to come back into compliance in the same way that a 
like- for- like increase in nuclear weapons would.

Objection to the Benefits of a Modernized  
US Nuclear Arsenal for Arms Control

Despite the benefits described above of a modernized US nuclear arse-
nal for its arms control objectives, some proponents of a more limited US 
nuclear arsenal (perhaps only partially modernized) also have their argu-
ments. They contend that the leverage of increasing the numbers and/or 
capability of US nuclear weapons is unnecessary to achieve arms control 
objectives. The following examines their claim.



42  STRATEGIC STUDIES QUARTERLY  FALL 2021

Matthew R. Costlow

US Nuclear Reductions Could Induce Russian or Chinese  
Arms Control Cooperation

Advocates for US unilateral nuclear reductions commonly posit that 
this avenue could lead to arms control benefits without the expensive bill 
for US nuclear modernization or at least only a partial bill. For instance, 
Kingston Reif and Alicia Sanders- Zakre propose that “a [US] decision to 
reduce to 1,000 deployed strategic warheads would put the United States 
in a stronger position to pressure Russia to rethink some of its expensive 
nuclear recapitalization projects and reduce its deployed strategic nuclear 
warheads. Perhaps more intriguingly, a US willingness to reduce its arse-
nal could lead China to take a less passive approach to nuclear disarma-
ment and more openly discuss the size, composition, and operations of its 
nuclear forces.”18 Or as a Deep Cuts Commission report recently stated, 
“Even if Russia is reluctant to join the United States in building down, a 
US reduction would put Russia on the defensive and force Moscow to 
explain to a critical international community why it needs to maintain a 
larger deployed nuclear arsenal than the United States.”19 Although any-
thing is possible, the history of nuclear arms control with the Soviet Union 
and Russia and the complete lack of nuclear arms control with China 
undermine this claim.

If it is true that Russia and China will respond positively to reductions 
in either the size or capability of the US nuclear arsenal, then one would 
expect to see such action- reaction dynamics in the past. However, there is 
little such evidence. A few examples demonstrate this. Post–Cold War, the 
United States minimized its nonstrategic nuclear arsenal, and while Rus-
sia reduced its nonstrategic nuclear arsenal, it did not go nearly as far as 
the United States. Instead, it is now well into a modernization program 
and projected to substantially grow its nonstrategic nuclear arsenal.20 
There is also no indication that Russia’s modernization program was influ-
enced in any positive way by the US decision to unilaterally reduce its 
forces by retiring the nuclear- armed Tomahawk Land Attack Missile 
(TLAM- N) in 2010. While the United States has steadily reduced the 
number of its nuclear weapons, China has thus far refused to engage in a 
meaningful nuclear arms control dialogue. If US nuclear reductions could 
spur additional arms control benefits, one would expect to see much 
greater arms control cooperation today.

Analysts must ask the question then, Why has it become standard prac-
tice in the arms control community to recommend that the United States 
engage in unilateral reductions for the sake of a better arms control envi-
ronment? This question is especially puzzling when there is no good ex-
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ample of success in adopting that strategy. On the other hand, the ap-
proach of leveraging a capable, credible US nuclear arsenal has proven 
successful. As former secretary of defense Harold Brown observed, “Ap-
propriate restraint in our programs and actions is still warranted. But there 
is no evidence from history that unilateral reductions in our posture will 
produce Soviet reciprocity. An important function of our various arms 
control negotiations is precisely to achieve equitable and verifiable mutual 
reductions without undue risk. To substitute unilateral reductions for 
these negotiations does not seem to be either prudent or realistic.”21 Calls 
for unilateral US nuclear reductions thus appear self- defeating because, if 
implemented, they would reduce chances for future arms control agree-
ments by limiting or eliminating necessary US leverage.

If the United States were to, for example, eliminate its intercontinental 
ballistic missile (ICBM) force, past experience indicates that it would then 
have no leverage over Russia and China to do the same. They would likely 
pocket the concession and hold out for more since withholding from an 
agreement netted them that much. Even worse, the US arsenal would 
then have no credible counters or offsets comparable to the Russian or 
Chinese nuclear arsenal in type, making further opportunities for nuclear 
arms control agreements more difficult.

What is the ultimate reason then why leverage in the form of a mod-
ernized US nuclear arsenal is to be preferred over unilateral US nuclear 
reductions in maximizing the benefits of arms control? The answer comes 
down to differences in national goals. While many US arms control pro-
ponents are seeking ways to solve the problem of nuclear war, the leader-
ships of Russia and China are pursuing ways to increase their countries’ 
security at the expense of the United States. Ambassador Ed Rowny, who 
had decades of experience in negotiations with the Soviets, assessed that 
“the Soviets simply do not negotiate in a spirit of problem- solving. Those 
of us who have negotiated with the Soviets do not expect them to. We 
have come to understand that, whereas we would like to work out solu-
tions, the Soviets would rather compete.”22 Equally experienced, Ambas-
sador Paul Nitze explained why the Soviet Union saw little need for ur-
gency on significant nuclear arms reductions in the 1970s during the 
Strategic Arms Limitation Talks:

We [the United States] could not get the Soviets to agree to tight limita-
tions on offensive arms comparable to those applied to ABM systems or 
reductions in such arms. Indeed, limiting defenses did not appear to have 
any effect on the Soviet offensive buildup. Part of the problem was that 
the Soviets were doing well concerning offensive systems. We had ceased 
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building new ICBMs, ballistic missile submarines, and heavy bombers 
some years earlier; we were improving them through qualitative changes. 
The Soviet Union was actively deploying large numbers and new types 
of ICBMs and SLBMs. Momentum thus tended to favor the Soviets; 
they saw no reason to sign a piece of paper that would cause them to 
forgo that advantage.23

Leverage matters when negotiating with other states on nuclear arms 
control measures. Former under secretary of defense for policy James 
Miller lent credence to the US need for leverage, noting, “When the 
Obama administration asked the Russians, ‘Ok, we want to talk about 
tactical nuclear weapons. We are open to talking about them as an entity 
by themselves or to roll them together with strategic for conversation,’ the 
answer that we got was nyet. And it was, ‘. . . You Americans don’t have 
anything going on in this arena. Why should we negotiate?’ ”24 Future 
nuclear arms control prospects hinge not only on the negotiating leverage 
provided by a modernized US nuclear arsenal but also on the recognition 
that leverage itself is most likely to be the superior negotiation tactic over 
unilateral concessions.

Conclusion

Arms control is one of many tools designed to achieve and protect US 
national interests, as is the US nuclear arsenal. A modernized US nuclear 
arsenal is only a partial solution to the inherently political problem of 
achieving satisfactory arms control agreements with other states—should 
that be the goal. By itself, US nuclear modernization will not guarantee 
that a plausible arms control agreement will materialize. However, it is the 
most likely technical catalyst to produce the conditions favorable to arms 
control in the US national interest.

The United States should prioritize its nuclear modernization efforts 
for the traditional roles of deterring adversaries, assuring allies and part-
ners, achieving US objectives should deterrence fail, and hedging against 
an uncertain future. Policy makers should realize, however, that particular 
benefits for the arms control process may result from a modernized US 
nuclear arsenal. First, it may increase the chance that others will join the 
negotiations for fear of a more capable US nuclear arsenal. Second, it may 
increase the chance of favorable counters and offsets between countries’ 
nuclear arsenals, making an agreement on comparable systems more plau-
sible. Third, it may increase the chance of deterring serious arms control 
violations by credibly threatening a proportionate or disproportionate 
nuclear buildup as a response. History indicates that the alternative 
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strategy of unilateral US nuclear reductions would not provide the same 
benefits and make significant and beneficial arms control less likely for the 
United States—not to mention the damaging effects on accomplishing 
the traditional missions of nuclear weapons.

The US nuclear arsenal’s primary mission—and the main goal of its 
modernization—should always be contributing to the defense of the 
United States, its allies, and partners. If political leaders seek a nuclear 
arms control agreement with other states, US nuclear modernization ef-
forts—besides contributing to US security—can increase the chance of 
successful nuclear arms control. As Ambassador Burt affirmed, “Arms 
control will only prosper if the Soviet Union has the incentive to negoti-
ate; what is required to bring this about is a sound military foundation on 
our part. . . . Arms control has the potential to buttress our security and 
deterrence; it cannot take the place of our collective efforts to do the 
same.”25 Ultimately, only US political leaders can decide whether and what 
kind of nuclear arms control will advance US national security. But when 
they do, a modernized US nuclear arsenal will likely increase the chance 
they can achieve those goals—while strengthening deterrence against the 
worst outcomes should those efforts fail. 
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 PERSPECTIVE

Strategic Imperative: A Competitive 
Framework for US- Sino Relations

CaPt miChael P. Ferguson, usa

Abstract

Recognizing interstate competition between China and the United 
States as a strategic priority for the US defense enterprise is one issue 
that appears to transcend presidential administrations. But despite its 
merits, this notion of “great power competition”—or “strategic competi-
tion” as some prefer to term it—has led many in the foreign policy, de-
fense, and academic communities to question the value of competition as 
a strategic tool for shaping policies against rogue and revisionist powers 
like the Chinese Communist Party (CCP). More cooperative approaches, 
some say, could yield favorable results. While competition and coopera-
tion are not mutually exclusive, analysis of the current strategic environ-
ment reflects the former as more of a geopolitical imperative than a policy 
decision. This study presents evidence that forsaking the conceptual 
framework of competition could signal a return to toothless engagement 
policies of the twentieth century, overlook the human rights abuses of 
competitors, abandon critical allies, and concede global influence and ac-
cess to regional powers emboldened by decades of US collaboration. Al-
though there is room to debate the nuances of its supporting policies, 
denying the competitive environment’s existence is ill advised. The United 
States should build on the existing competitive framework in its future 
strategic documents if it seeks to prevent the CCP from achieving its 
clearly expressed, but rarely understood, strategic objectives at the cost of 
US values and national security interests.

*****

This is what Philip has bought with all his lavish expenditure: that he is at war 
with you, but you are not at war with him!

—Demosthenes of Athens, 341 BCE

After the 2017 publication of Graham Allison’s wildly popular book 
Destined for War, the term “great power competition” has elicited 
reference to the Peloponnesian Wars and the risk of competition 

escalating into a conflict between major powers in the twenty- first century. 
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But the relationship between Athens and Macedonia might be a more 
suitable historical parallel. Demosthenes issued the above impassioned 
statement to a rather passive Athenian ecclesia during his Third Philippic 
speech, the final warning in a series of admonishments designed to pro-
mote awareness vis- à- vis the intentions of Alexander the Great’s father, 
King Philip II of Macedon. Powerful as his words were, Athens would lose 
its independence to Macedonia three years later.1 Quite plainly, Philip out-
competed his Athenian opponents with a series of political maneuverings 
spread over more than a decade that culminated in the decisive Battle of 
Chaeronea (338 BCE). This precarious balance between strategic competi-
tion and cooperation warrants further reflection in light of US- Sino rela-
tions and the now controversial term “great power competition.”2 This ar-
ticle uses the term “strategic competition” as does, for example, the White 
House’s 2021 Interim National Security Strategic Guidance document.

Since its official reintroduction to the US national security lexicon in 
2017, the strategic framework of interstate competition has faced resistance 
in terms of both style and substance from numerous foreign policy scholars 
and defense analysts.3 This resistance usually consists of two arguments. 
The first is that “competition” is too aggressive and simplistic a term to 
drive strategic formulation. The second is that prioritizing competition 
precludes international cooperation by increasing interstate tensions.4 Rec-
ommended alternative solutions typically amount to advocating for lin-
guistic adjustments to status quo political cooperation in line with the 
“engagement” policies of Presidents George H. W. Bush and Bill Clinton. 
These policies will become increasingly problematic as Beijing’s leaders 
face charges of genocide and technological authoritarianism from the 
Western world.5 The United States and Canada have issued statements 
regarding the Chinese Communist Party’s (CCP) treatment of its minority 
Uighur population and the exportation of invasive surveillance platforms 
to authoritarian states.6 Curiously, these legitimate and deeply concerning 
accusations are presented almost parenthetically in much of the sterilized 
advocacy for a more cooperative approach to US- Sino engagement.7

To be taken seriously, any proposal for peaceful cooperation as a guiding 
foreign policy principle must also recognize the free world’s obligation to 
openly condemn reports of genocide and systematic oppression through 
diplomatic channels as well as military readiness across the conflict spec-
trum. The resistance to competition as a strategic guidepost is evidence 
that many in the US national security enterprise have yet to recognize a 
problem with how the United States understands and applies competition 
with China. Similar to the conditions described by Demosthenes above, 
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the United States will remain in competition with other states whether it 
chooses to use the word in its strategic documents or not. This reality 
should not preclude cooperation but serve as a realist playbook that ac-
knowledges and accounts for the inherent limitations of cooperation as a 
twenty- first- century foreign policy tool. Because Secretary of Defense 
Lloyd Austin has identified China as the US’s pacing threat and therefore 
primary competitor, this analysis is framed accordingly.8

To Compete or Not to Compete?

Georgetown University professor Daniel Nexon wrote recently in For
eign Affairs that the vague idea of competition as a strategic means is not 
specific enough to support the desired ends of US national security policy.9 
His commentary reflects a growing outcry from foreign policy observ-
ers—and even some practitioners—that the conceptual framework of 
competing with other regional or global powers is an ill- conceived means 
of shaping policy.10 The arguments vary. Some suggest that the security 
threat from the CCP is overblown while others highlight the catastrophic 
nature of a potential conflict between nuclear powers. However, they seem 
to reach the same conclusion: the United States should tread more care-
fully in its approach to China.11

Each of these proposals, however, appears to either misinterpret com-
petition as simply a matter of arms races and intimidation tactics or make 
vague recommendations that mirror a return to the foreign policy stance 
of the US toward China for the last 40 years. Such policies may not have 
led to war, but that does not mean they deterred it. Certainly, they did 
little to increase the probability of success should deterrence fail, consider-
ing the Chinese military is more powerful, influential, and confrontational 
today than it was in Mao’s era. More concerning is that the trepidation 
expressed by Western analysts in response to the 2017 competition man-
date is an indicator that the CCP’s strategy of increased military capacity 
and presence as a deterrent to Western encroachment is working.

A reluctance to compete for global influence born out of a fear of con-
flict with the prescribed opponent is the raison d’être of adversarial deter-
rence efforts. The hesitancy to recognize the CCP as a potentially bad 
actor that may require more than “engagement” to restrain is understand-
able given the extent of Beijing’s integration into the world’s economic 
and security infrastructure. It is also a contributing factor to much of the 
apprehension directed toward competition. Economic decoupling, as the 
process has come to be known, is a frightening prospect for nations de-
pendent upon Chinese labor, technology, and transnational commerce to 
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prop up their economies.12 The value of cooperation between great powers 
is not lost on the political establishment in the United States either.

President Joe Biden’s administration recognized as much in its Interim 
National Security Strategic Guidance by stating that “strategic competition 
does not, and should not, preclude working with China when it is in . . . 
[the US] national interest to do so.”13 Coincidentally, Chairman Xi Jin-
ping has made similar proclamations. Author and Tufts University profes-
sor Sulmaan Wasif Khan, a dispassionate observer of China’s activities, 
suggests that Beijing “will cooperate with the United States where co-
operation suits its interests.”14 But if both leaders are willing to cooperate 
merely on these terms and each nation sees fit to expand its influence, ul-
timately, their interests will encounter disunity. In other words, the United 
States must account for the space in which interests do not intersect—and 
it is in that widening space that competition occurs.

As defense officials and policy makers struggle to balance cooperation 
and competition, most of the suggested vectors of cooperation between 
the United States and CCP—such as carbon emissions reduction, techno-
logical exchange, and disaster response and relief—remain less than 
promising. The White House’s interim strategic guidance mentions cli-
mate change as a national security concern 27 times. According to 2020 
data compiled by the International Energy Agency and published by the 
Union of Concerned Scientists, China is the single greatest carbon emit-
ter on the planet (28 percent)—more than the United States (15 percent), 
India (7 percent), and Russia (5 percent) combined.15 Despite Xi Jinping’s 
recent claim that his regime eradicated poverty, which might explain an 
increase in emissions due to industrial productivity, Martin Raiser of the 
World Bank estimates that China still has roughly 200 million people 
below the poverty line or 13 percent of its population.16

Regarding technological exchange and disaster response, the interim 
strategic guidance mentions the need to keep US technological research 
far from prying eyes in the CCP. Even China expert Michael Schuman 
admitted recently that “fueling Xi’s rise by sharing our best technology is 
not a good idea.” He proceeded to recommend sanctions as a response to 
Beijing’s alleged human rights violations.17 The pandemic that swept the 
world in early 2020 provided unique insight into the CCP’s practices of 
international information exchange and communication. In January 2021, 
the World Health Organization–sponsored Independent Panel for Pan-
demic Preparedness and Response criticized China’s slow reaction to the 
outbreak, while other reports cited Beijing’s domestic stranglehold on in-
formation as a key factor in the spread of the virus.18
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Although some may see these shortcomings as opportunities for further 
cooperation, one should bear in mind that they occurred at the apex of 40 
years of cooperative US policies toward China—even in the wake of the 
1989 Tiananmen Square protests. According to former national security 
advisor Lt Gen H. R. McMaster, this retrenchment from the competitive 
space emboldened Beijing’s leaders. As a result, China pursued aggressive 
policies toward its neighbor Taiwan, including constructing islands with 
military significance in the South China Sea.19 The United States must 
retain the option of cooperation, but it should not engage the CCP with 
the notion that cooperation is beneficial to US interests as long as it is 
approached earnestly. Nor should it prop up its strategic documents and 
therefore public expectations on a political reality that does not exist.

In what should be required reading for defense professionals examining 
this problem, National Intelligence University professor Dan Tobin’s 
March 2020 testimony before the US- China Economic and Security Re-
view Commission explains much that is missing from the public discus-
sion on Xi Jinping’s ambitions—chiefly Xi’s own words.20 Though Tobin 
also takes issue with the term “great power competition” (this article adopts 
the term “strategic competition”), his feasibility assessment of a purely 
cooperative strategy with Beijing is less than sanguine. Xi Jinping’s de-
clared “new era of Socialism with Chinese characteristics,” delivered at the 
CCP’s Nineteenth National Congress in October 2017, was a watershed 
moment of candid Chinese policy. The United States and indeed the en-
tire free world must reconcile their aversion to competing with Xi’s goal of 
making China “a global leader in terms of composite national power and 
international influence” before midcentury—and they must come to terms 
with what this world would look like.21 Comments from China’s top dip-
lomat, Yang Jiechi, during a March 2021 meeting with US officials in 
Anchorage, Alaska, made clear that the political ways and ends of the two 
nations have never been more divergent.22 Stated bluntly—and paraphras-
ing Demosthenes—the CCP competes with the United States even if the 
United States is not in competition with the CCP.

The Uses and Abuses of Cold War Analogies

Comparisons to the Cold War are inevitable, and there has been no 
shortage of juxtaposition between then and now in the professional litera-
ture.23 That does not mean, however, that each comparison is viable. Xi 
Jinping is not Mikhail Gorbachev, China is not Soviet Russia, and it is not 
the 1980s. As Sir Michael Howard and Margaret MacMillan suggest, us-
ing history as a guide for current policy is somewhat of a double- edged 
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sword. It can arm its wielder with information suited to fit predetermined 
ends.24 In the case of US- Sino relations, MacMillan’s 2008 observation is 
important: “Today’s world is far removed from the stasis of the Cold War. 
It looks more like that of the decade before 1914 and the outbreak of 
World War I or the world of the 1920s.” MacMillan clarifies that “in those 
days, as the British Empire started to weaken and other powers, from 
Germany to Japan to the United States, challenged it for hegemony, the 
international system became unstable.25

Perhaps it is the presumptuous Cold War scaffolding upon which many 
comparisons rest that stifles original strategic thought directed toward 
US- Sino relations in the first place. Using 30-year- old allegories to under-
stand the present strategic environment, even as Xi Jinping couches his 
struggle in medieval references, exemplifies the conceptual fissures that 
separate US strategic thought from Beijing’s reality. This observation is 
laid bare by Xi Jinping’s fixation on “great national rejuvenation” following 
a period of humiliation at the hands of Western powers that he likens to 
the hundred years of Mongolian oppression China suffered in the thir-
teenth century.26 Reducing the complexities of US- Sino relations to a 
Cold- War- or- not construct could do more harm than good in strategic 
formulation. This is not to say that Cold War analogies are outdated or 
irrelevant, only that they are not always the best lens through which one 
might capture a deeper understanding of current US- Sino relations.

Gorbachev was the first and last university- educated Soviet leader since 
Lenin. He charmed most with whom he parlayed, openly recognized fun-
damental problems with Russia’s governing Marxist- Leninist ideology, 
and pledged a willingness to rid his country of nuclear weapons. He even 
welcomed Secretary of State George Shultz to teach classes on free market 
economics in Moscow (elements of which Gorbachev later echoed in his 
1987 book Perestroika).27 These developments occurred amid the backdrop 
of President Ronald Reagan’s Strategic Defense Initiative or “Star Wars” 
program that many chided as too confrontational. Although the prospect 
of Xi Jinping entertaining similar liberal tendencies is unlikely today, some 
nevertheless suggest that cooperation with Beijing is a favorable strategic 
approach because it bore fruit on occasion with Soviet leaders. Yet accord-
ing to officials with access to recent US- Sino communications, Xi Jinping 
considers Gorbachev’s example a political model to avoid. McMaster, for 
instance, argues that Beijing’s leaders see Gorbachev’s concession to West-
ern values as causal factors in the Soviet Union’s demise. This view has led 
them to burrow ever deeper into their “China model” as an alternative to 
the rules- based international order of the last 75 years.28
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Others have transplanted the strategic tissue of the Cold War into pres-
ent challenges, describing the US- Sino competitive framework as a matter 
of arms races and military strength metrics. In reality, the current compe-
tition has less to do with numbers of tanks and more with the proliferation 
of information and the public’s perception of truth. A common notion is 
that a war will be won only through aggressive, whole- of- government 
competition in the information space.29 Xi Jinping’s fascination with and 
desire to control Chinese history is emblematic of this environment, re-
sulting in his reluctance to criticize Mao Zedong. Xi likely wants to avoid 
the same backlash Gorbachev encountered after expressing his lack of 
faith in Marxist- Leninism as a viable long- term political model.

In MacMillan’s estimation, Gorbachev’s exposure of the Soviet Union’s 
dark associations with Nazi Germany led to its downfall. This verdict fur-
ther reinforces McMaster’s assessment of the central role of information 
in the China model: lose control of the past, and the CCP could lose 
control of its future.30 These observations reflect two strategic imperatives. 
The first is to be wary of the eagerness with which one cooperates. Over 
the long arc of history, this proclivity may result in entanglement with 
unsavory bedfellows that damage a nation’s standing. The second is to rec-
ognize the power of information in shaping strategic outcomes. If infor-
mation was influential before the advent of the Internet and social media, 
then it is transformational now. History is undoubtedly an important tool 
for promoting understanding, but leaders may need to cast their net be-
yond the Cold War to find the most instructive lessons it has to offer. 
When choosing to cooperate, the United States must be sure who is dic-
tating the terms of cooperation. Otherwise, that relationship becomes the 
very zero- sum game that so many decry in competition.

Cooperation as a Strategic Formula for US- Sino Relations

For all the attention it has received in recent years, cooperation as a 
strategic approach to managing rival powers is little more than a rebranded 
model of twentieth- century “engagement” policies, and the same shortfalls 
remain intact. The Bush and Clinton administrations were forced to devi-
ate from their engagement construct when Beijing overstepped. In 1999, 
for instance, President Clinton forbade the sale of communications equip-
ment to a Singapore- based company because of its links to the People’s 
Liberation Army (PLA).31 Such circumstances led to soul- searching in the 
US defense community regarding the utility of engagement as a means of 
shaping China’s behavior. By the end of the twentieth century, many ex-
perts agreed that engagement had been an insufficient framework for ne-
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gotiating US policy toward China when it violated international norms.32 
Concurrently, members of the engagement camp maintained that con-
fronting China on its human rights abuses would be damaging to its fated 
liberalization.33 It appears as though this approach has served as the CCP’s 
means to an end, allowing it to accumulate power and influence via West-
ern engagement even as it pursued illiberal social, economic, diplomatic, 
and security policies. Before the United States could formulate a compre-
hensive response to these developments, the 2001 terrorist attacks on New 
York City and the Pentagon reoriented US national resources toward the 
Middle East for the next 16 years.

In the twenty- first century alone—and while the United States com-
batted global terrorism—the PLA more than tripled the strength of its 
navy (surpassing the number of ships in the US fleet by a margin of 60 or 
more). The PLA also expanded its archipelago of ersatz islands in the 
South China Sea and developed a robust suite of counterspace defense 
capabilities. Numerous projections suggest that China will become the 
world’s largest economy by 2035 and by 2050 will have an economy 
roughly twice that of the United States.34 Such developments imply 
military potential far removed from the “technically backward and opera-
tionally immature” force plagued by funding shortages described in pro-
fessional journals near the end of the twentieth century.35 Perhaps most 
worrisome is a critical disconnect that seems to be developing between 
the popular consensus about the CCP’s threat and the assessments of 
career China experts. Dan Tobin and Gregory B. Poling, director of the 
Asia Maritime Transparency Initiative, have each commented on this 
pattern contributing to growing misunderstandings surrounding Bei-
jing’s capabilities and intentions.36 A byproduct of this confusion is the 
artificially magnified strategic value of cooperation.

The above developments serve as bargaining chips that will ultimately 
carve out a new paradigm of global cooperation over time—much of 
which will likely be pursued in contention with US and allied national 
interests. This reality brings to light a fundamental point: competition is 
not a bipolar exercise. It is as much about empowering and protecting al-
lies as it is securing US interests. In terms of options, China as a regional 
hegemony reduces those available to the United States and its partners to 
cooperation alone. This situation, which is a plausible corollary of Beijing’s 
grand strategy, is also coincidentally the argument put forth by many crit-
ics of competition: cooperate or risk war.37 If these are the only two op-
tions, then there is no option, no matter how egregious the CCP’s trans-
gressions. And if the options available to the United States become so 
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restricted, where does that leave its vulnerable partners? This paradox was 
the same binary construct submitted to President Ronald Reagan by State 
Department officials before he delivered his ill- advised but now world- 
renowned 1987 speech calling on Gorbachev to “tear down this wall!”38 
Cooperation as the driving factor of foreign policy during eras of height-
ened interstate competition is typically rooted in lofty assumptions.

One of these is that the United States can defend its national security 
interests—and those of its allies and partners—while cooperating with 
increasingly brazen revisionist powers with often opposing national in-
terests and, perhaps more significant, incompatible values.39 In the years 
following the Second World War, most notably between the 1945 Bush 
Plan and the Soviet Union’s “unexpected” test of an atomic bomb in 1949, 
the United States went to great lengths to cooperate with Russia on nu-
clear counterproliferation efforts.40 But further exposure of Soviet espio-
nage as the United States and Great Britain began decrypting the inter-
cepts in 1946 led to a perception that the ends of the two nations’ 
co operative means were in a contest—making competition inevitable.41 
Similar dynamics are evident in China’s proliferation of artificial- 
intelligence- powered surveillance technology, continued theft of US in-
tellectual property, and espionage directed against the United States.42 A 
2020 report found that out of 152 public instances of Chinese- linked 
espionage since 2000, 74 percent occurred between 2010 and 2020 (Xi 
Jinping assumed power in 2011).43 As of April 2021, over 500 scientists 
in the United States were under investigation for potentially illicit inter-
actions with Chinese companies or officials.44 Certainly, the United 
States must compete to lessen the damage of these efforts. It cannot do 
so without a strategic mandate because the historical default involves US 
government agencies cooperating despite such aggressive activities.

The second assumption is that there will be ample opportunities for 
productive cooperation and at least two parties willing to sacrifice some of 
their interests to do so.45 The DOD, however, will struggle to cooperate 
with the CCP on matters such as defense technology and information 
sharing while Beijing proliferates oppressive surveillance tools and spreads 
black propaganda about US intentions and activities globally.46 Similar to 
the conditions laid out in the short- lived uranium enrichment agreement 
between the United States and the Islamic Republic of Iran, the CCP 
should meet particular conditions if it expects cooperation. One of these 
would be the immediate halt to its Uighur detention program.47 As of this 
writing, no such conditions exist, and the majority of arguments against a 
competitive strategy for US- Sino relations frame cooperation with the 
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CCP in unconditional terms. In fact, they put the onus to cooperate on 
the United States. If cast upon any other state, suspicion of widespread 
human rights abuses would preclude the United States from engaging in 
security cooperation endeavors with the said nation. Surely the same stan-
dards should apply to a regional power with the largest navy in the world.

Despite the tendency to frame competition as a military endeavor, nei-
ther diplomacy nor defense has a monopoly on the concept. Most peace-
time DOD activities fall under the umbrella of a specific task known as 
security cooperation. It often involves close coordination with State De-
partment officials and other agencies—meaning competition has little 
chance of success when it is interpreted as a matter of military confronta-
tion.48 Calls to compete more seriously in the diplomatic realm have char-
acterized the urgings of everyone from George Kennan to M. Taylor 
Fravel of the Massachusetts Institute of Technology in his 2021 testimony 
on US- Sino relations.49 Strategic competition should not prevent diplo-
matic engagement, only shape the contours of its agenda. And if by nature 
the DOD must be prepared to compete and fight an adversary, then it 
should have some notion of who it might contend with. The conceptual 
framework of competition supports both diplomatic and defense efforts, 
while the well- meaning theory of cooperation or engagement does not. 
Further, while cooperation can and should be an implied and underlying 
current of competition, the inverse is not true. If instructed to cooperate 
with its competitors generally, then the capacity for the United States to 
compete aggressively with specific adversarial capabilities will stagnate. 
And so, according to the 2018 National Defense Strategy, it has.50

The Inevitability of a Competitive Framework

A senior China studies fellow at the Council on Foreign Relations, 
Elizabeth C. Economy, testified recently before the Senate Foreign Rela-
tions Committee that the “U.S.-China relationship remains overwhelm-
ingly competitive.” She added that supporting this framework is “essential 
to U.S. competitiveness with China, not to mention the future well- being 
of the international system.”51 Her testimony made clear, however, that 
this reality should not close the door to cooperation with China’s leaders 
when opportunities arise—likely a nod to her 2019 testimony on “smart 
competition.”52 It is the scarcity of such opportunities amid a growing list 
of troubling CCP activities with which the United States must compete 
that poses the most significant risk to US- Sino cooperation.

Despite the relatively nascent boon to China- watching spurred by lan-
guage in recent strategic documents, China’s rise as a global power has 
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been a slow and steady one. A 1999 RAND Corporation report presented 
the realist perspective that a China with an economy equal to the United 
States, and therefore “roughly comparable military potential,” would be-
come a “rival for world power.”53 Additionally, “according to this theoreti-
cal outlook, a China that approached or equaled the United States in 
power would seek to vindicate its territorial claims, attain regional hege-
mony, increase its status in global terms, and alter the rules of the inter-
national system to its advantage.”54

The Pentagon’s 2020 report to Congress on the People’s Republic of 
China (PRC) made some bleak assessments within the context of Xi Jin-
ping’s self- described goal of becoming a “world- class” military power by 
2049.55 The report states that Beijing will likely seek a military equal or 
superior to that of the United States. It also submits that the PLA is “al-
ready ahead” of the United States in several key areas, including shipbuild-
ing, land- based ballistic and cruise missile development, and integrated air 
defense systems. Further, the PRC uses the PLA as a tool of statecraft to 
advance global interests and reshape the international order.

Uncomfortable as it may seem, the DOD is just beginning to take seri-
ously a competitive environment to which its adversaries are already well 
adapted. The United States drafted its Irregular Warfare Annex to the 
2018 National Defense Strategy largely out of a recognized need to im-
prove its whole- of- government capabilities in the gray zone where Beijing 
has dedicated the preponderance of its security resources since at least 
1999.56 Surely the United States cannot honor the guidance in this docu-
ment without an enduring strategic mandate to counter these influence 
mechanisms. China’s systems warfare and unrestricted warfare, much like 
Russia’s new generation warfare, aim to apply all instruments of national 
power to an opponent’s strategic pressure points—which consist of ever 
fewer traditional military weaknesses.57 China and Russia are each focused 
on competing primarily with the United States across the conflict spec-
trum and specifically below the threshold of total war. The spirit and letter 
of these approaches to political warfare do not reflect an urgent desire to 
cooperate for mutual benefit. Instead, they demonstrate a capacity to 
achieve warlike objectives in the competitive space. Like King Philip, 
competitors of the United States are already competing aggressively. Like 
Athens, the United States is still engaged in an impassioned internal de-
bate over whether it should rise to the challenge.

According to the International Monetary Fund, China’s economy will 
experience 8.1 percent growth in 2021 (3 percent more than the US). With 
a 6.8 percent increase to its defense budget the same year, these trends put 
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China on a path to achieve its goal of becoming a comprehensive military 
power by 2035.58 It is important to remember that China’s government 
does not have a clear separation of powers. Therefore, China can mobilize 
all instruments of national power, if required, for military purposes through 
its military- civil fusion (MCF) model.59 As a result, using China’s com-
paratively small defense budget as a metric to gauge national strength 
amounts to mirror- imaging that fails to account for fundamental differ-
ences between the two nations. If the United States goes to war, the Penta-
gon goes to war. If China goes to war, China goes to war—“private” com-
panies and all. The same appears true in competition as Xi Jinping promotes 
international cultural solidarity while pursuing interests in locales that 
should be of little concern if the CCP was constrained to merely negotiat-
ing its domestic troubles, as some of the literature indicates.60

In Africa, for instance, China has been laying security and telecommu-
nications groundwork for decades; making direct cash payments to African 
leaders; and funding federal buildings, infrastructure projects, and police 
stations. Simultaneously, it has sought greater oversight of interstate com-
merce and port security activities through a process some call “palace 
diplomacy.”61 One study found that since 1966 Chinese companies have 
built hundreds of government buildings in Africa, including presidential 
residences, the opulence of which are conspicuous amid an otherwise 
under developed backdrop.62 China’s investments on the continent have 
earned the approval of current and former African government officials, 
such as W. Gyude Moore, who now works at the Center for Global Devel-
opment and remains an outspoken critic of US foreign policy in Africa.63 
From 5G platforms in Kenya to billion- dollar energy investments in Nige-
ria, each policy is portrayed in Chinese state media through the compara-
tive lens of US activity. Such juxtapositions are to the extent that after 
public outcry over China’s handling of the coronavirus, China’s top diplo-
mat, Wang Yi, claimed his country was fighting two viruses in Africa—the 
coronavirus and the US “political virus.”64 In 2021, as Chinese officials 
seem keen to export their party- controlled military model to developing 
nations in the region, it is hard to overstate the value of competing to pro-
mote liberal values and secure governing configurations there.65

Meanwhile, China’s naval base in Djibouti—its first foreign military 
headquarters—appears to be expanding.66 Some predict that China will 
lead the world in increased overseas security spending by 2023, and the 
PLA’s goal to become a “global strategic force” supports these projections.67 
Since 2005, China has invested more than $2 trillion overseas, roughly 
$83 billion of which went to Sub- Saharan Africa. China’s exports in the 
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region amount to more than those of the United States, United Kingdom, 
Russia, and India combined.68 With little attention from the international 
community, Chinese military fortifications on the Red Sea can now pro-
vide maritime access via the Suez Canal to NATO’s Mediterranean 
under belly. Importantly, certain African leaders have also cushioned the 
CCP from international outrage. Beijing enjoys broad support from its 
African partners in the United Nations on critical votes concerning every-
thing from maritime disputes in the South China Sea to human rights 
abuses.69 By no means do these developments make China an enemy—es-
pecially not the Chinese people. Nevertheless, these are not the actions of 
a regional power simply trying to survive, and US strategic thought should 
reflect that somewhat disquieting reality.

Recommendations and Implications

As Dan Tobin explained to the author, it would be a straw man to say 
that arguments exist for purely competitive or exclusively cooperative 
strategies toward the CCP.70 Most China experts are rather measured in 
their approach, and even doves agree that a tougher stance is warranted. 
But as explained in this article, many also see value in purging the great 
power or strategic competition narrative altogether. Doing so would erase 
gains already achieved in how security professionals view the present op-
erational environment. It would also nullify studies completed within that 
conceptual space and force the national security enterprise to revise count-
less publications and doctrinal references for what amounts to little more 
than a stylistic amendment. This change would further contribute to the 
already dizzying array of jargon bombarding security professionals and 
produce minimal substantive benefit to US national security. The United 
States should reinforce the competition imperative in its next tranche of 
strategic documents, with a particular focus on the CCP’s intended prolif-
eration of socialism with Chinese characteristics. US strategic guidance 
should describe the concept as a political model antithetical to the liberal 
values shared by the world’s free nations. Such clarification would provide 
two key opportunities for the US defense enterprise.

First, it would license a much- needed injection of awareness and educa-
tion initiatives into the DOD vis- à- vis Chinese history lessons, translated 
public statements of CCP officials, and instruction on the ideological ar-
chitecture of socialism with Chinese characteristics. Contrary to asser-
tions that the current rivalry between the United States and China is 
nonideological, Beijing officials have for years championed their ideologi-
cal system as the preferred way ahead for developing nations. At a recent 
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Anchorage meeting, Mr. Yang demanded that the United States “stop 
advancing its democracy in the rest of the world” because many Ameri-
cans “have little confidence in the democracy of the United States.”71

Xi Jinping himself proclaims that his personalized brand of socialism 
will eventually be at the helm of global influence and military power. In 
his 1 July 2021 speech commemorating the Chinese Communist Party 
centennial, Xi described Marxist- Leninism as fundamental to the “soul of 
our party.” He pledged to wield Marxist and Maoist thought as tools to 
“observe, understand, and steer the trends of our times.”72 Thus, it stands 
to reason that the greater US national security enterprise—from military 
cadets to elected officials—should be intimately familiar with the ideology’s 
topography. Such educational reforms during the Cold War armed de-
fense officials, diplomats, and elected leaders not merely with the knowl-
edge to understand an opponent and therefore counter him more effec-
tively. They also engendered the empathy to prevent careless or ignorant 
mistakes that lead to unnecessary conflicts or costly policy decisions.

Second, ratifying the competition imperative in the next national secu-
rity strategy would allow the Pentagon to further refine its already expan-
sive modernization efforts with a priority mandate. These efforts would 
not simply pertain to conducting large- scale combat operations or corner-
ing the market on artificial intelligence and space capabilities. The CCP is 
adept in political warfare and strategic irregular warfare to a degree that 
makes Western powers accustomed to force- on- force military engage-
ments uncomfortable.73 If the United States and its allies want to broaden 
their competitive toolsets in this realm below the threshold of war, they 
must recognize not only that the realm exists but also that they are enter-
ing a game their opponent is already well versed in. China's government is 
especially skilled in exploiting all instruments of national power in com-
petition for information dominance and global influence.74 Affirming the 
mandate to compete would serve both of these critical interests.

Conclusion

Samuel Huntington articulates the value of cooperation as well as any 
before him or since: “The futures of both peace and Civilization depend 
upon understanding and cooperation among the political, spiritual, and 
intellectual leaders of the world’s major civilizations.”75 He is right. But 
had Huntington uttered these words to Demosthenes in 341 BCE, they 
may have lost some of their instructive quality. Context matters. By its 
nature, cooperation requires two or more willing parties. The view that 
there are pearls of useful collaboration waiting to be plucked from the 
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geopolitical sea if the United States would only toss aside its competitive 
syntax is based more on wishful thinking than any historical reality. A 
framework of cooperation with revisionist powers suggests that all or most 
US interests and values are mutual or negotiable with regimes that have 
wildly different views of the world. This is simply not true.

Historian Margaret MacMillan wrote that “if the study of history does 
nothing more than teach us humility, skepticism, and awareness of our-
selves, then it has done something useful.”76 Thousands of years of history 
considered, the belief that the United States can maintain the same pros-
perous international order it has enjoyed for 75 years without competing 
assertively with a challenger is a display of strategic hubris that might 
have surprised even the late Alistair Horne.77 Although competition and 
cooperation are not mutually exclusive, one must indeed take priority 
over the other. Competing for influence, strategic access, and ultimately 
options should take priority while cooperating when and where feasible 
with revisionist powers remains a supporting function. If the concept of 
competition is simple, then in an age of such strategic complexity that 
simplicity should be welcomed.78 There is certainly room to build on the 
2017 and 2018 documents—and the Biden administration seems to be 
doing just that. However, the solid foundation they established should 
not be ripped asunder over a semantic grudge match. Even reformed 
CCP doves are beginning to entertain a more realist stance toward Bei-
jing in light of its recent activities.79

Strategic competition should be viewed less as a gateway to escalation 
and more as a realist alternative to the decades- old status quo of often- 
abandoned laissez- faire policies designed to counter the expansionist il-
liberal conduct of China’s leaders. It merely affords the US national secu-
rity enterprise a frame of reference for the environment in which it 
operates, without telling it how to negotiate its complexities. That chal-
lenge is and should be left to the individual departments and services. 
Strategic competition is not a policy; it is a statement of geopolitical re-
ality. The United States should acknowledge that reality and continue us-
ing it to refine its defense policies even as cooperation remains preferable 
when two or more willing parties enjoy shared interests. 
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 PERSPECTIVE

The Remote Sensing  
Revolution Threat

ltC Brad townsend, usa

Abstract

Remote sensing—using satellites to image objects on the ground—is 
rapidly evolving from primarily a strategic intelligence threat to national 
security to an operational threat to military forces. Remote sensing will 
further complicate the already well- understood intelligence and targeting 
threat created by drones and other battlefield sensors. Imminent remote 
sensing technologies will allow near real- time observation of military 
forces anywhere, at any time, and under any conditions. Ubiquitous obser-
vation will provide an overwhelming military advantage to the nation best 
able to leverage it while denying that capability to others. The current 
diplomatic, regulatory, and military means for managing this threat are 
inadequate for the level of challenge that these sensors will present to 
modern warfare. This article assesses the weaknesses in existing US ap-
proaches to managing the remote sensing threat. It then proposes a com-
bination of novel diplomatic approaches and increased regulatory control 
measures that will complement future active military means of addressing 
the emerging threat of ubiquitous remote sensing.

*****

Early on the morning of 8 January 2020, as many as 10 Iranian mis-
siles struck al- Assad Air Base in Iraq, a major hub of US military 
activity in the region.1 That same day, news outlets worldwide 

commented on the apparent effectiveness of the Iranian missiles and the 
implications of the damage caused by the strikes. Much of this commen-
tary and analysis used high- quality satellite imagery—provided by the 
US- based and licensed company Planet—taken in the hours after the at-
tack. The photos allowed the world to see the extent of the damage and 
judge the relative accuracy of the strikes.2 This episode was a watershed 
moment in the history of space. A US- based commercial remote sensing 
company had just released detailed, same- day satellite images of the ef-
fects of war between the US and a foreign power.

Iran also gained vital information that it might otherwise not have had 
on the effectiveness of its strikes and targeting. Using this imagery, Iran 
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could conduct poststrike analysis to refine its targeting for future strikes, 
presenting an even greater risk to US and Iraqi forces. Without Planet’s 
satellite data, Iran would have had access only to fragmented and uncon-
firmed reports from eye- witnesses on the ground. Alternative means of 
gathering overhead imagery, such as the use of aircraft or drones, likely 
would have failed as neither Iraq nor the US would have allowed Iran to 
overfly al- Assad Air Base uncontested. Ultimately, Iran chose not to con-
duct follow- up strikes and further escalate the conflict, mitigating any 
potential damage that Planet’s imagery could have caused. However, the 
swift public release of high- quality satellite imagery of an attack on US 
forces signaled the beginning of a new era in warfare—one that brings 
significant challenges, risks, and opportunities to future war fighting.

The opportunities inherent in having access to real- time imagery are 
easy to grasp. However, addressing the threat of high- quality, high- revisit 
rate, space- based remote sensing data in modern warfare is more compli-
cated. It will require a tailored approach with military, regulatory, and 
diplomatic aspects. This article addresses existing and possible regulatory 
and diplomatic approaches while leaving the details of purely technical 
military options for dealing with the threat for future analysis. First, it 
discusses the development of remote sensing, trends in the rapidly evolv-
ing remote sensing market, and the effects of these trends on future war 
fighting. It then highlights current regulatory controls that can help miti-
gate the risk from domestic and allied commercial satellite imagery while 
balancing industry needs and national security. Finally, the article outlines 
the challenges of controlling third- party remote sensing through diplo-
matic means and proposes an approach to managing the third- party threat 
when diplomacy is inadequate.

Remote Sensing Development, Trends,  
and the Future of War Fighting

Remote Sensing Development

Before the advent of satellites, obtaining detailed intelligence on enemy 
locations and disposition during a conflict required risky overflights or the 
use of ground- based reconnaissance. Outside of conflict, getting overhead 
imagery of other nations for intelligence purposes was even more difficult 
without satellites, as nations jealously guard their sovereign airspace. For 
decades the satellites that acquired this valuable overhead intelligence 
were expensive, few, and controlled by only a handful of nations. In the last 
decade, advances in commercial technology have led to a proliferation of 
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remote sensing technology, with at least 25 nations now possessing some 
remote sensing satellites of various quality.3 For countries without national 
platforms, high- quality imagery is readily available from commercial 
sources. The democratization of remote sensing information represents a 
new and real threat to military forces that only adds to the future battle-
field’s increasing complexity. There are some overarching trends in remote 
sensing satellite development, and they represent a substantial threat to 
future military operations.

With the advent of remote sensing in the 1960s, satellites could largely 
replace aircraft overflights for intelligence gathering purposes, but not 
without limitations. While a satellite can pass freely overhead in its orbit, 
it cannot reasonably change its orbit to pass over a specific target sooner. 
Thus, space- based intelligence is dictated by time limitations (temporal 
resolution) that are exacerbated by cost and target resolution limitations 
(spatial resolution).4 Once digital return was possible and imagery satel-
lites were no longer single use, a balance needed to be struck between 
resolution and on- orbit lifetime. Imagery satellites are, or at least were, 
ruinously expensive, so they needed to be high enough in their orbits to 
avoid a level of atmospheric drag that would limit their on- orbit lifetime. 
Higher altitudes drove the need for larger and more exquisite optics to 
ensure that spatial resolution remained relevant, further increasing costs. 
These high costs made space- based intelligence a privilege limited to the 
handful of nations that could afford to build, launch, and operate remote- 
sensing satellites. Because space- based imagery remained expensive, the 
number of commercial platforms remained relatively small, limiting their 
operational impact.

This began to change in 2001 when relatively high- resolution imagery 
became readily available for purchase by third parties with the launch of 
QuickBird-2 and the advent of highly capable and fully commercial re-
mote sensing satellites. The first to break the .5-meter resolution barrier 
was the US- based DigitalGlobe’s WorldView-1, launched in 2007. 
WorldView-1’s capabilities were exceeded by WorldView-3’s in 2014. This 
satellite could capture images at a .3-meter panchromatic resolution, but it 
cost nearly $600 million and had a best- case revisit rate to anywhere in the 
world of just over one day.5 The most recent commercial satellite to follow 
this exquisite model was WorldView-4, which launched in 2016 and failed 
on orbit in early 2019—only two years into an expected 10-year lifespan.6 
These satellites returned high- resolution imagery but were limited by vari-
ous technical factors to imaging 680,000 km^2 per day, an area roughly 
equivalent to the size of Texas.7 With high spatial resolution but low tem-
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poral resolution, these satellites were valuable intelligence tools but re-
mained a relatively small operational risk to military forces in the field.

Increasing temporal resolution requires launching more satellites, but 
the technical limitations discussed above made doing so cost prohibitive 
as long as launch costs remained high. Only since 2015 have launch costs 
begun to fall in real terms as true commercial companies, most notably 
SpaceX, entered a market previously dominated by near national monopo-
lies. These national monopolies relied primarily on domestic government 
contracts for funding and had no real competition, so they had little in-
centive to attempt revolutionary innovation. Beginning with NASA’s 
Commercial Orbital Transportation Services (COTS) contract that es-
sentially provided seed funding for SpaceX, real commercial competition 
entered the launch market for the first time, leading to dramatic techno-
logical leaps that have opened new market opportunities.

Remote Sensing Trends

A paradigm shift occurred with the drop in launch costs that coincided 
with a rapid shift toward satellite miniaturization. Miniaturization altered 
the economics of satellite construction, leading to a revolution in satellite 
imagery. Smaller satellites are cheaper. Dozens can be launched simulta-
neously into a single orbital plane, where careful manipulation of the space 
environment places them in useful configurations and decreases temporal 
resolution. The tradeoff is that remote sensing satellites launched in this 
way are individually much less capable of hosting large optical payloads, 
reducing their spatial resolution. Small remote sensing satellites compen-
sate by being launched into much lower orbital altitudes—250 km versus 
600 km or more for DigitalGlobe’s more traditional WorldView satellites. 
However, the increased atmospheric drag on satellites in these orbits sub-
stantially reduces their lifetime. Thus, maintaining a constellation requires 
these small satellites to be frequently replenished. The shortened replace-
ment cycle drives a demand for more satellites and launches, reduces unit 
cost, and allows for iterative improvements of both. These benefits further 
reinforce the economic incentives associated with this approach. A race is 
on to achieve the best spatial and temporal resolution possible. In late 
2017, the US- based company Planet attained the goal of imaging the en-
tire earth’s surface at a 3–5 meter resolution in a single day.8 Most would 
have considered this paradigm- shifting achievement impossible just a few 
years earlier. It was one of these relatively cheap satellites that provided the 
initial imagery of al- Assad Air Base. Planet is not alone in introducing 
disruptive approaches to remote sensing. Dozens of new imagery provid-
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ers have begun to enter the market, offering a variety of capabilities from 
synthetic aperture radar (SAR) to hyperspectral imaging capabilities. As 
of 2021, many of these systems are already on orbit in small numbers as 
the first tranche of future constellations of similar satellites. The end state 
of this race between commercial companies and nations leveraging com-
mercial technology is ubiquitous high- resolution coverage of the entire 
globe at all times. This resolution convergence will undoubtedly occur 
before 2030. However, hints of the war- winning nature of ubiquitous ob-
servation in modern warfare have already been demonstrated in the recent 
conflict between Armenia and Azerbaijan, albeit by airborne rather than 
space- based sensors.

Effects of  Remote Sensing Trends on Future War Fighting

In late 2020, Armenia and Azerbaijan fought a small but intense con-
flict over the contested region of Nagorno- Karabakh demonstrating that 
that long- range precision strikes and indirect fire aided by overhead intel-
ligence can be a war- winning combination. At the outset of the conflict, 
Armenia was considered a conventionally superior military to Azerbaijan 
with better training and leadership.9 Even so, it was quickly outclassed by 
Azerbaijan’s tactical use of drones to provide targeting data to Azerbaijan’s 
artillery and other long- range precision weapons. Initially, Armenia oper-
ated a Russian- built air defense system that Azerbaijan needed to eliminate 
to fully use its Turkish- and Israeli- provided drone capability.10 Azerbaijan 
was forced to use 11 unmanned Soviet- era AN-2 aircraft as bait to get the 
Armenian air defenses to fire so that it could identify and eliminate them.11 
Once Azerbaijan neutralized the air defenses, it could use drones to track 
and then destroy Armenian forces on the ground. By some counts, Azer-
baijan destroyed nearly 1,000 tanks, armored fighting vehicles, and other 
vehicles during the short campaign using this precision fire, forcing Arme-
nia to sue for peace.12 Azerbaijan’s success in using drones to provide tar-
geting data to its indirect fire weapons offered a glimpse of future warfare.

Despite its success in the Nagorno- Karabakh conflict, drone warfare is 
not without limitations that satellite- based intelligence could overcome or 
augment. First, Azerbaijan defeated Armenia with airborne platforms 
that had limited fields of view and were subject to weather limitations 
on operations—constraints that would not impact satellites. Second, 
Russia quickly fielded a new counter- drone electronic warfare system, 
Krashukha-4, which successfully downed Turkish drones over ranges of 
up to 300 km.13 This quick and effective counter to unmanned airborne 
platforms demonstrated their vulnerability to electronic warfare. Clearly, 
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electronic warfare will be applied to satellites should they become a threat 
as well, but unlike air- breathing drones, they are not immediately vulner-
able to physics. The targeting picture against satellites will also be far more 
complex with various foreign and commercial platforms passing overhead 
simultaneously, which may or may not be aiding an adversary. Finally, 
within the conflict zone, the warring parties were able to declare a no- fly 
zone. This ability—not possible in orbit—greatly aided their capacity to 
identify and track potential hostile targets.14

The exact particulars of any one conflict are never repeated, as circum-
stances, terrain, and technology are constantly evolving. However, one can 
draw several predictions from Nagorno- Karabakh on how more capable 
opponents will fight in the future. First, the larger lesson from this conflict 
is that the vast majority of combat losses in nation- state conflict continue 
to come from indirect fire and other long- range weapon systems.15 Sec-
ond, the ability to accurately track and target your opponent is critical to 
the effectiveness of these systems, so the side that has the better intelli-
gence will be able to eliminate its opponent faster. Finally, preventing your 
opponent from saturating the battlespace with sensors—whether drones 
or other unmanned systems—will be a critical priority for the defender. In 
sum, the side that can best fuse intelligence with long- range precision fires 
will dominate the battlefield.

The role of real- time intelligence from remote sensing satellites in a 
future conflict will be akin to that of drones in gathering targeting intel-
ligence for Azerbaijan. The proliferation of commercial and national re-
mote sensing capabilities to image broad areas in detail and relay that in-
formation back to fire direction centers will be a new critical node in the 
kill chain. Commercial providers are already working on real- time tasking 
and response from satellites.16 Purpose- built national efforts like the Space 
Development Agency’s tracking and transport layer will surely be even 
more capable than commercial systems and critical to tactical success on 
the future battlefield.17 The ever- decreasing spatial and temporal resolu-
tion of remote sensing satellites will bring space- based intelligence for-
ward from its use as a historically strategic- level tool to a tactical tool. 
Mitigating this shift will require a mixture of active, passive, regulatory, 
and diplomatic tools.

Approaches and Options

The effect of a resolution convergence on military operations will be-
come impossible to ignore over the next decade. As space- based remote 
sensing platforms transition from primarily an intelligence risk to a real- 
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time operational risk to military forces, effective methods of managing 
these systems will be necessary. Active military means of targeting remote 
sensing satellites will be a key future element of managing this threat. 
Already, Russia and China are developing ground- based laser systems 
designed to counter remote sensing systems in lower orbits.18 These sys-
tems will likely be an effective counter to an opponent’s remote sensing 
platforms. Nevertheless, the threat picture in orbit is much more politi-
cally complex than in an airborne environment. The nature of orbital me-
chanics means that remote sensing platforms from dozens of nations and 
commercial entities will transit any conflict zone daily. For relatively dip-
lomatically isolated nations, such as Russia or China, engaging every sat-
ellite not belonging to a direct ally using active military means will be a 
real possibility. However, a less diplomatically isolated nation like the 
US—which historically prides itself on its alliances and generally adheres 
to international law—will find it much more difficult to engage in indis-
criminate use of active military means. As a result, a much more nuanced 
approach to managing the satellite threat that mixes novel diplomatic and 
regulatory measures with active military means is needed. Discussed next 
are existing and potential new approaches to managing the threat outside 
of active military means.

Active measures are needed against adversary remote sensing systems, 
but they should be a last resort against domestic commercial systems or 
those owned by third parties. These systems still represent an operational 
threat since the imagery they capture can become publicly available or 
accessible for purchase and give an adversary valuable intelligence. In 
situations where the adversary nation has no significant domestic remote 
sensing capability, the active measures discussed above are largely unnec-
essary. Instead, a combination of regulatory and diplomatic options be-
comes the primary method of limiting the distribution of valuable over-
head intelligence.19 Currently, the US has the largest commercial remote 
sensing market and is likely to continue to lead the market due to an in-
creasingly friendly regulatory structure, a robust industrial base, and lucra-
tive government contracts. The remaining global commercial market will 
likely remain concentrated in close US allied and partner countries. Thus, 
the US is presented with particular difficulties in managing these remote 
sensing threats because using active military measures against domestic or 
allied commercial systems is not a politically palatable option. However, it 
is possible to use the US regulatory structure and other methods to control 
domestic commercial remote sensing. Also, diplomatic measures accom-
panied by reciprocal agreements and international notifications could be 



76  STRATEGIC STUDIES QUARTERLY  FALL 2021

Brad Townsend

an effective control measure for allied and third- party systems. A combi-
nation of these regulatory and diplomatic controls could be effective 
complements to military means of controlling remote sensing intelligence, 
limiting the inadvertent operational and intelligence risk that these sys-
tems represent.

US Commercial Remote Sensing Systems

Regulatory controls. US regulation of commercial remote sensing sys-
tems began in 1984 with the passage of the Land Remote Sensing Com-
mercialization Act.20 This act was primarily intended to privatize the 
Landsat program, but it also included provisions to allow the secretary of 
commerce to issue licenses for commercial remote sensing satellites. The 
Department of Commerce quickly delegated this authority to the Na-
tional Oceanic and Atmospheric Administration (NOAA), where it has 
remained.21 While the 1984 act was far from perfect, it established a 
framework for licensing commercial remote sensing systems and included 
many of the philosophical underpinnings of the current law. The 1984 act 
was superseded in 1992 by the Land Remote Sensing Policy Act, which 
removed some of the more egregious licensing conditions, including the 
ability of the secretary of commerce to “terminate, modify, condition, 
transfer, or suspend licenses” without any legal recourse for the licensee.22 
Included without substantive change in an updated 2010 National and 
Commercial Space Programs legislation, the 1992 act remains the foun-
dational legal basis of US remote sensing licensing.

The basic tenants of the 1992 remote sensing act are relatively benign 
but do include several national security caveats. As part of the law, a US 
licensed commercial operator must employ “the system in such a manner 
as to preserve the national security of the United States and to observe the 
international obligations of the United States.”23 Further, a licensee is re-
quired to inform the secretary whenever entering into any agreement 
“with a foreign nation, entity, or consortium involving foreign nations or 
entities.”24 Other basic requirements include providing the orbital charac-
teristics of the system, satisfactorily disposing of the satellite, and inform-
ing the secretary of any deviations to its orbit. At the surface level, it seems 
reasonable to request that a commercial provider comply with these re-
quirements due to the US’s international obligations concerning debris 
tracking and national security. Where ambiguity quickly presents itself is 
with what is meant by the requirement to operate in a manner that pre-
serves national security. Commercial providers and various government 
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agencies are very likely to have different interpretations of what consti-
tutes protecting national security.

The Planet imagery example mentioned earlier illustrates this conflict 
of interest and opinion. Using these images, Iran could judge the effective-
ness of its targeting systems and the impact of its strikes on specific targets 
on al- Assad—a clear national security risk. Alternatively, the rapid release 
of detailed imagery into the public sphere allowed the American people 
and the international community to independently determine that the 
number of missile strikes and the amount of damage was limited. This 
information served to calm media speculation and support the narrative 
that the missile strike was merely a face- saving exercise for Iran—a clear 
national security gain.25 Planet’s release of imagery could then have differ-
ent national security interpretations depending on perspective and subse-
quent actions. In this case, Iran did not conduct follow- up strikes. Thus, in 
hindsight, Planet’s release of imagery did not harm national security. This 
case demonstrates the ambiguity behind the seemingly straightforward 
requirement to preserve the national security of the US levied on com-
mercial imagery providers.

If the US government had chosen to exercise regulatory control over 
Planet and restrict the release of its imagery, the regulatory options are 
limited. Presidential Decision Directive 23 (PDD-23), signed by Presi-
dent Bill Clinton in 1994, introduced the concept of modified operations 
colloquially known as “shutter control.” PDD-23 stipulated that commer-
cial imagery providers might be required “during periods when national 
security . . . may be compromised, as defined by the Secretary of Defense 
or the Secretary of State, respectively, to limit data collection and/or dis-
tribution by the system to the extent necessitated by the given situation.”26 
Shutter control is a powerful regulatory tool that the US government 
could enact to prevent US licensed commercial providers from imaging 
everything from an individual air base to an entire theater of military op-
erations. However, despite its usefulness as a regulatory tool, shutter con-
trol has never been invoked.

Challenges of implementing regulatory controls. The challenges of 
enforcing shutter control have likely prevented its implementation. First, 
doing so would almost certainly trigger a legal challenge. A legal challenge 
would probably not come from the licensed satellite owner. Instead, it 
would likely emerge from news agencies or other entities seeking access to 
the denied imagery—unless there was broad consensus that the justifica-
tion for invoking shutter control demonstrably supported national secu-
rity. As in the Planet example, proving the requirement for shutter control 
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is difficult under even the most seemingly clear- cut circumstances. Second, 
the use of shutter control could have long- term repercussions on the 
health of the US commercial remote sensing industry. It would demon-
strate the vulnerability of US- licensed providers to government interfer-
ence, potentially making the US a less attractive licensing environment.

Logistical challenges also present obstacles to invoking and verifying 
the effective execution of shutter control. With the growing number of 
remote sensing license holders in the US, active verification of compliance 
is not reasonably possible. The government would effectively be reliant on 
voluntary compliance from license holders. Given that the civil penalty 
cap the secretary of commerce can impose on an imagery provider for vio-
lating the terms of its license is only $10,000, a licensee might simply 
decide that the cost of compliance is more than the price of the punish-
ment.27 A provider could also maliciously conclude that the value of the 
shutter- controlled imagery is worth much more than the fine and sell it 
despite the government order. This scenario is possible, though doubtful, 
despite the relatively low civil penalty. The US government is the largest 
single purchaser of commercial satellite imagery with the EnhancedView 
contract with the US National Reconnaissance Office (NRO) alone worth 
$300 million per year for Maxar technologies.28 In an industry with an 
estimated global revenue of just $2.2 billion, US- based imagery providers 
are unlikely to risk the possibility of lucrative future contracts with the US 
government by intentionally ignoring shutter control requests.29

A final obstacle to invoking shutter control is a recently released regula-
tory structure that does not explicitly require that all US- licensed remote 
sensing providers be subject to shutter control. This new regulation, the 
first revision since 2006, relies on a tiering structure determined primarily 
by foreign availability benchmarks.30 Under this regulation, if a remote 
sensing capability is marketed for purchase from any foreign supplier, it is 
considered available. The US provider is then placed in the lowest of three 
possible regulatory categories, tier one. Within tier one, remote sensing 
providers are still required to operate their systems “to preserve the na-
tional security of the United States,” but they are not subject to shutter 
control.31 If a remote sensing capability is common only to other US- 
licensed providers or is unique, it is placed in tier two or tier three, respec-
tively. As foreign availability grows, a larger percentage of highly capable 
remote sensing systems will no longer be subject to shutter control direc-
tives. The secretary of defense can still overrule the availability determina-
tion based on national security concerns, but exercising this authority will 
likely be difficult and rare given the political implications.32 Despite these 
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regulatory restrictions on shutter control, it remains in law as a capability 
that the US can invoke, though the new regulatory structure will make its 
broad implementation extremely difficult. Even so, shutter control is a 
powerful regulatory tool for controlling domestically licensed remote 
sensing systems, but an alternative approach is necessary for foreign com-
mercial systems.

Foreign Commercial Remote Sensing Systems

Foreign commercial remote sensing systems are categorized as allied, 
third party, or partly adversary owned—with each requiring a slightly dif-
ferent approach.

Allied commercial systems. Allied systems can be addressed through 
diplomatic channels. However, the degree of control that allied countries 
have over their remote sensing industry varies, and any request would have 
to be matched by restrictions on US commercial companies. Canada is an 
example of a nation with remote sensing regulations that closely mirror 
those of the US, including a provision that the minister of defense can 
“interrupt or restrict” the operations of a licensee on national security 
grounds.33 This language is essentially mirrored in US law, which grants 
the secretary of defense the ability to direct modified operations (shutter 
control) of US licensees. With its regulatory structure, Canada, as a close 
ally of the US, would be receptive to and capable of limiting the opera-
tions of its satellites upon request using its similar regulatory mechanisms. 
However, it would certainly expect reciprocal restrictions on US systems. 
While Canada uses the same basic approach to security as the US, with 
modified operations directives used at the discretion of the Defense De-
partment, not all Western nations take the same regulatory approach.

Germany takes a different approach to remote sensing regulation than 
either the US or Canada. German law for remote sensing platforms is sen-
sitive to the possible use of German commercial imagery for military pur-
poses and its impact on domestic security and foreign policy. The country's 
regulations require licensed operators to conduct a sensitivity check of all 
data transactions against a government database, taking into account data 
quality, target area, and the individual making the request.34 Transaction 
controls avoid the complexities of attempting to regulate the technical as-
pects of remote sensing systems as the US has done and instead focuses on 
controlling the product. This control by the German government would 
allow for a quick response if it judged a request by a foreign government to 
limit the release of imagery to be valid. Since German remote sensing law 
is intended to support the national commitment to peace and is sensitive to 
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endangering foreign security interests, Germany would likely be among 
the most receptive nations to diplomatic requests to limit imagery distribu-
tion. Alongside France, Germany is one of just two European Union (EU) 
members with an overarching national policy governing remote sensing.

Managing the remote sensing security threat through diplomatic means 
with the broader European Union presents a more challenging problem 
than with Germany or France. Outside of the US, the member states of 
the European Union collectively have the largest commercial and priva-
tized remote sensing market, with some smaller members such as Finland 
possessing highly capable commercial providers. Remote sensing compa-
nies based in these less- regulated EU member states present a much more 
difficult challenge since the EU does not have clear overarching policies 
governing remote sensing. The lack of an EU- wide regulatory mechanism 
for controlling the release of satellite imagery to protect domestic or for-
eign national security is problematic. Even if the nation receiving the 
diplomatic overture accepts a request as valid, it may find it legally impos-
sible to impose any sort of limiting controls on the providers based within 
their borders. If allied nations lack an adequate regulatory framework or 
the legal authority to prevent their commercial providers from releasing 
imagery, then individual providers must be treated in the same manner as 
third- party commercial systems.

Third- party commercial systems. The second category of foreign com-
mercial remote sensing systems is third- party commercial systems. They 
present a challenge for any nation attempting to deny observation of 
military operations. Unlike products from third- party national systems—
which are unlikely to be shared outside the owning government due to 
concerns over revealing capabilities and limitations—commercial provid-
ers operating from neutral nations will likely consider hostilities between 
other nations as an opportunity. Operationally this means that they are 
just as much a threat as adversary systems, but active measures cannot be 
used against them without a careful assessment of the risk of angering the 
host nation. Diplomatic overtures would seem to be the best approach and 
certainly a necessary step in limiting the release of data from third parties, 
but alone they are unlikely to be effective or timely. Neutral nations may 
be slow in responding to diplomatic overtures for innocent or malicious 
reasons. Once hostilities have begun, the normally slow pace of the diplo-
matic process will likely create unacceptable risk. Historically, the US has 
successfully applied this diplomatic approach just once before, and it is 
unlikely to work again. This was during the Gulf War when the United 
Nations, at US urging, mandated an embargo on satellite imagery sales to 
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Iraq.35 The only available non- US imagery was from France’s SPOT satel-
lite, and the agreement required SPOT to forgo sales to media companies 
to avoid the inadvertent release of imagery to Iraq through third parties. 
SPOT had a relatively low 10-meter resolution at the time but could still 
have provided valuable overhead intelligence to the Iraqi government, 
which also had lost access to aerial reconnaissance.36 This embargo on the 
sale of imagery to Iraq worked and allowed the US to successfully execute 
the “left hook” maneuver that outflanked and surprised the Iraqi Army.

Replicating the same diplomatic embargo would be orders of magni-
tude more difficult today than it was in 1990. At that time, only a single 
close ally had a commercial capability that presented a threat. The threat 
today is proliferated across many nations, with imagery commercially 
available from most major US allies, third parties, and potential US adver-
sary China.37 It is doubtful that in the future the US could successfully 
request a United Nations embargo or that it could be enforced with the 
same degree of success achieved during the Gulf War. An alternative to 
negotiations is to develop a mechanism that provides notice yet is quick 
and effective at warning operators that imaging of specified areas is not 
authorized and would risk damaging or interfering with the imaging sat-
ellite. Aviation notices to Airmen (NOTAM) offer a possible framework 
for how this mechanism could effectively function.

NOTAMs provide aircraft with information in an internationally rec-
ognized format warning of hazards or airspace restrictions. They are an 
outgrowth of the Convention on International Civil Aviation hosted by 
the US in 1944 that established international guidelines for civil aviation. 
The convention does not apply to military aircraft, but the resulting regu-
latory mechanisms and processes are generally adhered to by military 
aviation during normal operations. Among the guidelines in the conven-
tion is an understanding that civil aircraft operating for non- civil purposes 
in the airspace of a nation may be dealt with by “any appropriate means.”38 
It is a stretch to translate this understanding and its meaning into the 
space domain. Still, a similar agreement applied to space systems could 
provide the legal framework for nations to interfere with the operations of 
third- party commercial satellites, which become threats to security when 
transiting over sovereign territory. For military operations outside of sov-
ereign territory, which is more likely for the US, the NOTAMs mecha-
nism could simply provide clear and unambiguous warning that third- 
party systems should not image an area. Systems that violate this notice by 
pointing their optics at Earth in these areas may be damaged by active 
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directed- energy weapon systems or, in the case of SAR systems, may be 
actively interfered with if they are detected radiating energy.

Adversaries with an ownership stake. Commercial systems that an ad-
versary has a significant ownership stake comprise the third category of 
commercial systems that might necessitate a diplomatic or regulatory ap-
proach. This category is not as clear- cut as it first seems. The international 
consortiums that operate many commercial systems may be partially owned 
by companies based in the territory of both sides in a conflict. Multiparty 
ownership creates an added difficulty for determining the degree of aggres-
siveness in managing these satellites. Some commercial providers will be 
based in an adversary’s territory and have contracts with their host govern-
ment, making them equivalent to adversary national assets. For other com-
mercial systems, the threshold for treatment as an adversary system is 
difficult to discern. Determining a threshold for designation as an 
adversary- controlled system will ultimately require a judgment call at the 
national level, which balances the diplomatic risk against the operational 
risk of taking active measures. Figure 1 summarizes approaches to allied, 
third- party, adversary, and US commercial satellite remote sensing systems.
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Figure 1. Approaches to remote sensing. Each remote sensing satellite will need 
to be managed broadly by category.

A New Approach to Mitigating Third- Party Threats

Diplomatic and regulatory approaches to controlling the release of re-
mote sensing data are a necessary complement to active and passive mili-
tary measures (table 1). However, no simple solution exists to mitigate the 
operational risk from non- adversary remote sensing satellites. Diplomatic 
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means are the best approach with allied commercial systems, while third- 
party systems may require a more aggressive approach. Further, complexi-
ties in determining the risk posed by commercial systems, as well as by 
assigning ownership, present a formidable challenge. Cutting through the 
complexity by developing and exercising a NOTAM- type mechanism—
in this case, a notice to Spacemen (NOTSM)—to protect sensitive mili-
tary operations is the most straightforward approach, but it requires en-
forcement. This enforcement requires dedicated on- site assets capable of 
tracking and engaging any ISR asset transiting overhead with destructive 
and nondestructive effects. A comprehensive and intensive multipart 
strategy that includes both diplomatic and active measures is a challeng-
ing but necessary part of limiting the impact that non- adversary remote 
sensing can have on military operations.

Level of War

Satellite Owner Peacetime Tension Conflict

Adversary 
national and 
commercial

Passive 
measures 

(denial and 
targeted 

deception)

Increased passive 
measures (denial and 
targeted deception)

Dazzling plus limited 
nondestructive 

interference

Nondestructive: 
cyberattacks, jamming 

of links

Destructive: lasers, 
ASATs and other 
space weapons

Third party
Passive 

measures 
(denial)

NOTAMs and 
diplomatic efforts

NOTAMs escalating to 
dazzling and 

nondestructive attacks

Allied 
national and 
commercial

Passive 
measures 
(denial)

Shared 
regulatory 
controls

Diplomatic efforts

Continued diplomatic 
efforts, NOTAMs 

escalating to 
nondestructive in the 

event of serious 
security violation

US  
Commercial

Regulatory 
limitations on 
highly capable 
systems plus 

passive 
measures

Shutter control Shutter control

Table 1. Methods of control. Example measures that can be applied across the 
spectrum of conflict to control remote sensing. Note that measures build from 
right to left, though that does not mean that peacetime control measures should 
cease in conflict.

Conclusion

The near- ubiquitous space- based observation of Earth is coming and 
cannot be ignored by military planners. Already an intelligence threat, 
remote sensing satellites are rapidly developing into an operational threat 
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to military forces. Passive- only measures of managing the risk from re-
mote sensing satellites will become increasingly ineffective unless accom-
panied by active measures to limit the observation of friendly forces, such 
as those capabilities that China and Russia are already developing. 39 
Where and when to apply active measures is an increasingly complex 
problem requiring a careful balance of diplomatic and operational risks 
since not all remote sensing threats are necessarily adversary controlled. 
Thus, some require diplomatic or regulatory methods of control.

Only a handful of nations possess a clear regulatory framework for 
managing domestic remote sensing threats. The US regulatory structure 
for commercial systems is robust. Still, it has shifted away from relying 
primarily on system- level technical limitations toward reliance on shutter 
control and broad language governing national security as its regulatory 
control mechanism. As a regulatory mechanism, shutter control is, in 
theory, an efficient tool for protecting national security. However, it is one 
that the US has never exercised for fear of legal challenges or doing harm 
to its domestic remote sensing industry. For allied nations, a patchwork of 
regulatory controls exists, which those nations may be willing to enforce 
when asked through diplomatic channels.

Managing the threat is most difficult for third- party systems or for 
those unwilling to accommodate foreign security concerns. In these cases, 
a NOTAM/NOTSM concept may be necessary to prevent observation. 
The NOTSM concept allows for appropriate forewarning that imagery of 
a specified area is not welcome and attempts to image the area will be met 
with an active response. Such a concept currently has no legal framework 
to rely on and would need to be declared unilaterally or developed as a 
norm acceptable over sovereign territory or regions with active combat 
operations. Either way, active measures against non- adversary satellites 
would require careful analysis of the associated risk.

Remote sensing satellites in an era of ubiquitous imagery will provide 
an overwhelming military advantage to the side that is best able to lever-
age them for its own gain while denying its opponent access. Despite this 
seemingly obvious conclusion, there seems to be relatively little acknowl-
edgment of the threat that these satellites will pose to operational forces 
in the future. Remote sensing satellites that historically promoted strategic 
stability by allowing clear observation inside an adversary’s borders are 
quickly developing into a critical enabling tool for future warfare. Full 
recognition of the scale of the threat and the opportunity that these sys-
tems present may not come until a nation can successfully exploit its ad-
vantage in using and controlling space to rapidly defeat a near- peer mili-
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tary power. When that day arrives, military space will truly have come of 
age as a war- fighting domain. 
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Abstract

The US and Norway are Arctic and space nations and members of the 
NATO alliance. The increased strategic significance of the Arctic due to 
the retreating ice presents challenges best solved by elevated space capa-
bilities. Both nations will gain from greater cooperation regarding the 
Arctic as a region and space as a domain. Areas of collaboration should 
include space domain awareness; communication capacity; intelligence, 
surveillance, and reconnaissance; launch capability; and education, re-
search, and technology development. An improved combined Arctic space 
strategy for both nations with an immediate focus on shared knowledge 
and understanding through education and liaising will increase coopera-
tion and effectiveness at a low cost.

*****

The Arctic region has historically been a remote, unfriendly area 
where only the most eager hunters, explorers, and scientists have 
shown any interest. Climate change and the following increased 

temperatures in the last 10 to 20 years have changed the Arctic’s charac-
teristics. The Arctic region is still a harsh environment not suitable for 
regular human settlement and operations. However, resources previously 
inaccessible are now readily available due to the melting ice. Formerly 
unusable sea lines of communication are now open and free of ice for 
extended periods of the year. Many nations see the opportunities the 
melting ice brings in the Arctic. China and Russia have declared their 
interests in the new possibilities regarding resources in the area and have 
increased their presence commercially and militarily. The Arctic has be-
come an area of strategic competition and increased global strategic sig-
nificance but lacks the basic infrastructure to be controlled and exploited 
safely and securely.

The Arctic’s harsh environment and weather conditions limit the re-
gion’s settlements and infrastructure. Space will play a unique role in pro-
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viding the necessary means to control and secure operations in the Arctic 
for commercial, civil, and military activity for all stakeholders. As an Arc-
tic nation, Norway has learned to live, function, and thrive in the region. 
The nation has played a significant strategic role for NATO due to its 
northern geography and proximity to the Russian Northern Fleet’s oper-
ating area. As the most prominent member of the NATO alliance and an 
Arctic nation, the US has emphasized Norway’s crucial geostrategic posi-
tion. The increased activity and access to the Arctic region further increase 
Norway’s global strategic importance. Norway should continue to have a 
key role in US Arctic strategy because the two nations have an equal inter-
est in the region. Both nations have specific knowledge and technology to 
bring to the cooperation, and enhanced space capabilities will increase 
security to operate in the region for both.

This article first investigates what makes the Arctic an increasingly 
important area for many stakeholders and, more specifically, China’s and 
Russia’s interests. Next, it explores US, Norwegian, and NATO strategies 
for the Arctic and space while emphasizing coinciding focus areas. Fi-
nally, it examines areas for cooperation—some already in play and some 
for the future—and suggests focus areas for the US and Norwegian Arc-
tic space strategies.

Significance of the Arctic

The Arctic is the cold and remote wasteland north of the 66.3° north 
latitude, commonly referred to as the Arctic Circle.1 The United Nations 
Convention on the Law of the Sea defines the Arctic Five, the nations 
with an Arctic coastal area and an exclusive economic zone (EEZ) ex-
tending into the region.2 They include Russia, Canada, Denmark (Green-
land), Norway, and the US (Alaska).3 Iceland, Sweden, and Finland are 
also considered Arctic nations but do not have an Arctic coastal area. 
These eight nations constitute the members of the Arctic Council and 
have special interests in the Arctic.4 The region’s considerable economic 
value in oil and gas resources, fisheries, and minerals make it of interest to 
many nations beyond the Arctic Council.5

These resources have long been unavailable for exploitation due to ice 
coverage, but their growing accessibility brought on by climate change is 
making the Arctic even more valuable. Surveys estimate that 13 percent 
of the world’s undiscovered oil reserves and 30 percent of undiscovered 
gas reserves reside in the Arctic.6 Until recently, the Arctic’s minerals, oil, 
and natural gas liquids have been inaccessible due to harsh conditions. 
However, the declining Arctic ice has opened up access to areas where 
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these resources are located, and more extensive sea areas for fisheries are 
now reachable.7 Also, the retreating ice opens up previously closed sea 
lines of communication.

The Northwest Passage and the Northern Sea Route are open for more 
extended periods, transporting merchandise from the Pacific to the At-
lantic free from piracy activity and faster than the traditional routes 
through the Suez or Panama Canal.8 At the same time, the increasing 
availability of resources presents several problems.9 Although most dis-
agreements regarding maritime boundaries have been resolved peacefully, 
a more “complicated disagreement involves the North Pole itself.”10 
Canada, Denmark (Greenland), and Russia claim ownership of the Lo-
monosov Ridge, an underwater ridgeline that extends well into the cen-
tral Arctic.11 The issue is unsettled and a possible source of conflict—but 
it has been solely a diplomatic one.12 Naturally, as Arctic nations, Russia 
and the US are interested in the Arctic region due to its resources and 
vital strategic points. The increased potential for economic gain and 
military- strategic advantage has made the Arctic an arena for strategic 
competition and has led to an increased military, civil, and commercial 
presence from both nations. In particular, Russia has “gradually reintro-
duced army, navy and air force elements into the region,” expanding its 
military footprint in the Arctic.13

Russia is the only nation in the Arctic Council that is not a NATO 
member or partner.14 Russia has the largest Arctic population, with more 
than 2 million citizens living north of the Arctic Circle.15 Russia also gen-
erates 22–30 percent of its gross national product (GNP) from the Arc-
tic.16 Because of the melting ice and changing Arctic environment, Russia 
is “optimistic about the potential for Siberia and the Russian Far East” to 
significantly boost the nation’s economy.17 Energy projects and faster 
shipping between Asia and Europe because of the Northern Sea Route 
will increase the need for supporting ports and infrastructure. Building 
and maintaining this infrastructure will be a potentially positive economic 
revenue for the nation.18 The economic potential has intensified Russia's 
interest in protecting its Arctic assets through a heightened military pres-
ence. Signs of this interest include Russia’s reopening of abandoned mili-
tary installations and more “incursions by Russian aircraft and submarines 
into or close to other [nations’] Arctic spaces.”19 The planting of a Russian 
metal flag under the ice at the North Pole by a Russian submarine crew in 
2007 shows that a greater military presence may have a secondary pur-
pose.20 President Putin has demonstrated a will to use illegal aggression 
and violate international law to seize territory in Europe.21 Russia may 
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intend to contest the economically and strategically important region and 
likely make claims for ownership and economic rights in the Arctic that 
extend beyond the 200-nautical- mile EEZ. Similarly, China has shown 
increased interest in the Arctic region.

An exciting aspect of the Arctic and strategic competition is China’s 
claim to be a near- Arctic state.22 China’s 2018 Arctic strategy outlines a 
“Polar Silk Road economic plan.”23 China sees the shorter distance from 
China to Europe through the Northern Route as a possible “economic 
boom.”24 It has also invested heavily in energy projects in Russia and does 
not hide its desire to access Arctic natural resources.25 China’s invest-
ments in ports, airports, research stations, and satellite ground stations 
are reasons to raise concerns about its intentions in the “autonomous ter-
ritory” of the Arctic.26 China is also developing a “constellation of twenty- 
four polar observation satellites.”27 The first satellite, launched in Sep-
tember 2019, has already delivered over 2,500 pictures covering the 
Arctic and Antarctic.28 China’s increased activity and interest in the 
Arctic confirms the Arctic as a new ground for strategic competition be-
tween Russia, China, and the US.

The Arctic has risen as a new arena for strategic competition and a 
region of increased interest for other stakeholders with economic mo-
tives. The unfortunate consequences of its environmental changes are a 
potential increase in natural resource exploitation and new transporta-
tion lines. This new paradigm affects commercial, civil, and military op-
erations and has increased the strategic value of all Arctic and near- 
Arctic countries.

The corresponding threats to the area are significant. In fragile regions 
like the Arctic, an accident from oil drilling or shipping would have dire 
consequences. Continued environmental change might also impact the 
wildlife and fisheries in the area, and further research and surveillance are 
critical. A conflict in the area leading to the use of arms may have the same 
effects. The vast amount of international waters and disputed rights to 
resources may lead to conflicts between Arctic nations and other stake-
holders claiming their rights to exploit the region. Increased activity has 
“fueled a demand for communication, navigation, and surveillance 
infrastructures.”29 In the 2013 National Strategy for the Arctic Region, Presi-
dent Barack Obama recognized the Arctic as “an amazing place” where 
climate changes represent emerging opportunities and “very real 
challenges.”30 These challenges are multifaceted, and many of them fall 
under the purview of the Department of Defense.
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Arctic Strategies

US Arctic Strategy

Since the US bought Alaska from Russia in 1867, it has been an Arctic 
nation and is currently one of the Arctic Five and a member of the Arctic 
Council.31 In Alaska, permafrost dominates the northern third of the state, 
making regular settlements challenging.32 Less than 68,000 Americans 
live in the Arctic, and Alaska produces only 0.3 percent of the US GNP.33 
Mineral production in Alaska constitutes about four percent of US min-
eral production.34 Nevertheless, the Arctic is vital to US geostrategic in-
terests.35 As the Arctic as a “geostrategic buffer is eroding” and strategic 
competition in the area is increasing, the US needs a comprehensive US 
military strategy for the region.36

The DOD’s 2019 Arctic strategy expands on the complex security en-
vironment in the region. It recognizes the security threat emerging from 
increasing access to resources, an uncertain strategic environment, and the 
fragile but still enduring cooperation in the region.37 The DOD estab-
lished three main objectives for the Arctic: defend the homeland, compete 
when necessary to maintain favorable regional balances of power, and 
ensure common domains remain free and open.38 The DOD acknowl-
edges the Arctic as an increasingly vital region due to strategic competi-
tion and greater access to the region and its resources. This focus gives the 
Air and Space Forces a direction for an Arctic strategy.

The Department of the Air Force views the Arctic as “residing at the 
intersection between the U.S. homeland and two critical theaters, Indo- 
Pacific and Europe, [thus making] the Arctic . . . an increasingly vital re-
gion for U.S. national security interests.”39 The Air Force’s Arctic Strategy 
also recognizes the “Arctic as a region of strategic opportunity for the Air 
and Space Forces, Joint Force, allies, and partners.”40 The strategy builds 
around four lines of effort: maintaining vigilance through command, con-
trol, communications, intelligence, surveillance, and reconnaissance 
(C3ISR); projecting power through bases in Alaska and Greenland; co-
operating with allies and Arctic partners; and finally, preparing through 
training, research, and development.41 Allied and partner cooperation is 
emphasized throughout the strategy. The strategy recognizes space as a 
solution for the challenges in the demanding Arctic operating environ-
ment. The Space Force must overcome the region’s unique orbital and 
electro- magnetic obstacles that negatively affect all communication and 
navigational signals.42



Arctic Space Strategy: The US and Norwegian Common Interest and Strategic Effort

STRATEGIC STUDIES QUARTERLY  FALL 2021  93

Norway’s Arctic Strategy

As one of the eight nations in the Arctic Council and one of the five 
nations with an Arctic coastline, Norway has extensive interests in the 
Arctic. Approximately 10 percent of its population—a greater proportion 
than any other Arctic country—or half a million Norwegians live north of 
the Arctic Circle.43 Key industries in North Norway such as fisheries, 
aquaculture, and tourism depend on natural resources.44 It is estimated 
that more than half of Norway’s undiscovered oil resources are in the Arc-
tic region.45 The Norwegian political vision for North Norway and the 
Arctic region is economic, environmental, and social sustaina bility.46 Arc-
tic policy goals focus on international cooperation and international legal 
order to achieve peace, stability, predictability, value crea tion, and 
ecosystem- based management.47 The five priority areas in the Arctic 
strategy are international cooperation, knowledge development, infra-
structure, environmental protection and emergency preparedness, and 
business development.48 These priorities are essential for the develop ment 
in the Arctic region and coincide with US policy and strategy for the re-
gion. Due to the Gulf Stream, Norway is ice- free in the summer and has 
no permafrost. Without the Gulf Stream, the average temperature in 
Norway would be 10 to 15 degrees Celsius colder.49 Although the latitude 
is similar to Alaska’s, Norway’s climate is friendlier to human activity.

NATO’s Arctic Strategy

NATO also understands the Arctic’s strategic importance, particularly 
in light of environmental changes, but has failed to develop an Arctic 
strategy that incorporates the Arctic’s unique challenges. The rapidity of 
change “suggests the Arctic is likely to be one of the twenty- first century’s 
most contested areas.”50 The current strategic concept of NATO is “active 
engagement, modern defense.”51 Collective defense, crisis management, 
and cooperative security are core tasks, and deterrence “remains a core 
element” of NATO’s strategy.52 In developing an Arctic strategy (except-
ing the operational plan), “NATO lags significantly behind” Russia and 
China.53 An increased Russian military presence and Russia’s enhanced 
weapons available for anti- access and area denial (A2/AD) in the gap 
from Greenland to Iceland to the United Kingdom (GIUK) and north-
bound represent a major strategic problem for some of the alliance’s Arctic 
members.54 Unfortunately, not all NATO nations, and not even all NATO 
Arctic nations, have the same viewpoint.55 An intensified focus on the 
Arctic from the US and Norway may shift NATO’s focus toward the 
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north. However, currently, there is no NATO Arctic strategy other than 
deterrence and cooperative security.

The Significance of Space as the Solution

The obvious solution to the unique infrastructure challenges in the Arc-
tic is space.56 Commercial satellite services can support the need for in-
creased communications, surveillance, and understanding of events in the 
region while also increasing cooperation between nations and partners. 
The use of space assets and space- based infrastructure is not without chal-
lenges. However, by “optimizing existing and future space- based infra-
structure, using low Earth, geosynchronous, and highly elliptical orbits, 
the United States can work cooperatively with other Arctic nations to 
build situational awareness, enhance operations, and strengthen a com-
mon rule- based order.”57 Continued research and information sharing in 
a region formerly neglected due to the harsh environment should be the 
preferred measure to solve these issues.

Space Strategies

US Space Strategy

The 2020 National Space Policy of the United States of America declares 
that “the United States will continue to use space for the nation’s security 
and our allies,” continuing the high focus on allied cooperation, involve-
ment, and protection from the US Arctic strategy.58 Among the many goals 
of the policy, “lead, encourage, and expand international cooperation,” and 
“preserve and expand United States leadership . . . [working] with like-
minded international and private partners” also confirm this focus on allied 
and partner cooperation.59 The policy explicitly calls for assured access to 
space; enhanced positioning, navigation, and timing (PNT); and the devel-
opment of space professionals as foundational activities.60 Further more, the 
policy defines national security guidelines. In addition to recognizing 
space as a war- fighting domain, it emphasizes “robust space domain 
awareness of all activities in space with the ability to characterize and at-
tribute potentially threatening behavior” as an essential tool.61 The policy 
focuses on “advanced technologies, capabilities, and concepts that antici-
pate and rapidly respond to changes in the threat environment and im-
prove timeliness and quality of intelligence and data to support opera-
tions.” It also tries to “integrate cybersecurity into space operations and 
capabilities” and “collaborate with allies and partners actively engaging in 
space security and intelligence operations . . . for the exchange of relevant 



Arctic Space Strategy: The US and Norwegian Common Interest and Strategic Effort

STRATEGIC STUDIES QUARTERLY  FALL 2021  95

space and space- related information.”62 Additionally, this policy instructs 
the secretary of defense (SecDef ) to defend the US and its allies, protect 
freedom of navigation, defend space assets while supporting joint opera-
tions, and use space to deter conflict and defeat aggression. Other SecDef 
responsibilities include providing affordable and timely space access; de-
veloping rapid launch options; detecting threatening space behavior; con-
ducting strategic space posture reviews; and developing, acquiring, and 
operating space intelligence capability to support joint operations.63 Allied 
cooperation and defense are vital to accomplishing these tasks. Likewise, 
the 2020 Defense Space Strategy emphasizes allied cooperation.

The Defense Space Strategy defines the objectives of “maintain[ing] space 
superiority; provid[ing] space support to national, joint, and combined 
operations; and ensur[ing] space stability.64 The space strategy defines 
some lines of effort: “build a comprehensive military advantage in space; 
integrate military spacepower into national, joint, and combined opera-
tions; shape the strategic environment; [and] cooperate with allies, part-
ners, industry, and other U.S. Government departments and agencies.”65 
Some specific objectives are to improve intelligence and command and 
control capabilities; develop capabilities to counter the hostile use of space; 
integrate allies into plans; and expand cooperative research, development, 
and acquisition with allies and partners.66 As with much of US military 
strategy, the document focuses on strategic competition with China. But 
the strategy also recognizes Russia as a threat. As the Arctic nation with 
the most citizens north of the Arctic Circle, Russia is also a threat to US 
security in the Arctic region extending into space.67

The Department of the Air Force Arctic Strategy notes that satellite 
communications and data links are major C3ISR improvements in the 
area while recognizing that space assets “reduce the need for a physical 
footprint in the demanding Arctic operation environment.”68 Another 
high- focus topic in the strategy is “all- domain awareness” and the ac-
companying challenges of “unique orbital mechanics” and “electro- 
magnetic obstacles” in the region.69 The strategy also emphasizes allied 
cooperation, the development of new technology to “ensure access to 
and freedom to operate in space,” and the need to use space capabilities 
to “mitigate and predict environmental disturbances unique to the Arc-
tic Region.”70 Norway’s space strategy, like that of the US, emphasizes 
international cooperation.



96  STRATEGIC STUDIES QUARTERLY  FALL 2021

Kjetil Bjørkum

Norway’s Space Strategy

Although Norway is not a large nation in geographical terms or popu-
lation, it is an essential and experienced space nation. Situated as it is in 
the High North, Norway is an Arctic nation. It is a technologically 
developed nation that emphasizes research and development in many 
space- related areas.71 Norway’s space strategy, last updated in 2019, pres-
ents four goals for Norwegian space operations. These are promoting 
profitable businesses, growth, and employment; ensuring crucial needs 
for society and the population; ensuring adequate security for an essential 
space infrastructure; and securing Norwegian foreign policy, security, and 
defense policy activities and operations in space.72 Prioritizing the user’s 
end needs leads to multisector solutions requiring cooperation between 
government agencies, commercial interests, and international entities.73 
International cooperation is a key focus area for environmental surveil-
lance, security and preparedness, research and education, and military use 
of space.74 Bilateral agreements and commercial cooperation will enhance 
the Norwegian military’s capacities.75

Norway’s ambition to be the “NATO in the North” creates responsi-
bilities to develop space- based services in the Arctic, an area of high stra-
tegic significance for Norway.76 At the same time, Norway has ambitions 
of being independent in critical security sector services.77 Due to its global 
dependence on space infrastructure, Norway’s territory in the Arctic (e.g., 
Svalbard and Bjoernoeya) and Antarctic (e.g., Queen Maud’s Land) in-
creases its geostrategic significance.78 As the Kongsberg Satellites Services’ 
station SvalSat on Svalbard exemplifies, these areas are favorable for 
ground stations.79 Norway will work in multilateral and bilateral processes 
to ensure Norwegian and allied security and freedom to use space.80 Tra-
ditionally, the US and Norway have cooperated on space activities. One 
recent example is the Rimfax radar developed in Norway and carried by 
the Perseverance rover on Mars.81

The Norwegian Armed Forces Space Department was established in 
2016 to integrate ’the space activities of Norway’s armed forces in an 
operational domain.82 The department will strengthen the strategic de-
velopment, coordination, and leadership of military space operations.83 
The new long- term plan for the armed forces through 2024 confirms the 
military focus on space operations. Maritime surveillance, communica-
tions, command and control, space domain awareness (SDA), and co-
operation with allies and commercial actors are focus areas.84 There is a 
broad understanding of space as a war- fighting domain and the need for 
including space in strategy development.85 SDA is a capacity relevant for 
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NATO contribution and a prioritized national focus area and therefore 
aligns with NATO’s strategy.86

NATO’s Space Strategy

NATO established space as a new operational domain in 2019 when 
alliance members adopted NATO’s space policy.87 In October 2020, the 
NATO Space Centre at Allied Air Command in Ramstein, Germany, was 
established. The center will coordinate allied space activities, support 
NATO missions and operations such as communications and satellite 
imagery, and protect allied space systems.88 NATO will not put weapons 
in space but will procure all products from NATO allies.89 The alliance 
will not become an autonomous space actor.90 Some essential military 
space functions to be provided to NATO include SDA, satellite imagery, 
PNT, and communications.91 NATO’s demand for space support aligns 
with US and Norwegian strategic focus areas regarding space assets and 
support in the Arctic.

Topics of Cooperation

The US and Norway may have different goals and motivations for 
their Arctic and space strategy efforts. These differences are natural since 
the US is a great power while Norway is a smaller nation with political 
and cultural ties to the US and Russia. Norway’s neighbor brings strate-
gic competition to Norway’s doorstep, strengthening relations between 
Norway and the US. Although the two countries may have separate 
reasons for their interest in the Arctic and their strategy rationales may 
differ, their activities to achieve these goals often align. The coinciding 
lines of effort and focus areas for the two nations establish common 
grounds for cooperation.

First and foremost, cooperation is the common ground for the described 
policies and strategies, and it is the foundation for all other topics discussed 
in this article. Norway and the US have already established a unique co-
operative relationship in some of these areas. Nevertheless, better coopera-
tion and awareness of the potential advantages of joining forces may lead 
to even greater gains for both nations. Not limited to just the Arctic region, 
SDA is one of the most critical areas where both countries can cooperate. 
The following table summarizes lines of effort and strategies for the US, 
Norway, and NATO.
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Table. Lines of effort and strategies

Lines of Effort
Strategies

United States Norway NATO

International, allied, 
and partner 
cooperation in both 
domains

• US space policy
• Department of the Air 

Force Arctic strategy
• Defense space strategy

• Norway’s Arctic strategy
• Norway’s space strategy
• Norwegian armed 

forces long- term plan

• NATO 
strategy

Space domain 
awareness

• US space policy
• Defense space strategy

• Norway’s space strategy
• Norwegian armed 

forces long- term plan

• NATO 
space 
strategy

C3ISR in the Arctic
• Department of the Air 

Force Arctic strategy
• Defense space strategy

• Norway’s Arctic strategy
• Norwegian armed 

forces long- term plan

• NATO 
strategy

Enhanced PNT
• National space policy
• Department of the Air 

Force Arctic strategy

• Norway’s space strategy • NATO 
space 
strategy

Launch capability • US space policy • Norway’s space strategy N/A

Exchange of 
knowledge, education, 
research, development, 
exercises, and training

• US space policy
• Department of the Air 

Force Arctic strategy

• Norway’s Arctic strategy
• Norwegian armed 

forces long- term plan

N/A

Space Domain Awareness

Space domain awareness is a primary strategic goal for the two nations 
and NATO. Norway’s GLOBUS radars, located in Vardo in northeastern 
Norway, have provided space situational awareness for Norway, the US, and 
NATO since 2001.92 The system will be further improved after completion 
of the Globus III radar, a joint project of US Air Force Space Command 
and the Norwegian Intelligence Service.93 The system is planned to be op-
erational in 2022.94 The radar site’s primary missions are surveilling, track-
ing, and categorizing objects in space; surveilling Norwegian interest areas 
in the north; and collecting research and development information.95

This cooperation and joint effort exemplify how Norway, a relatively 
small military space nation, can contribute to the space domain to benefit 
all NATO nations. Norway’s geographic position and relatively mild cli-
mate make the operation possible within the Arctic region. With the 
Arctic becoming the new area of competition and congestion, Norway is 
positioned to become a critical player in the arena.96 Like space domain 
awareness, communication is an essential area of cooperation.

Communications

Secure, reliable communication in the Arctic is vital for any operation— 
military, civilian, or commercial. Communication between units operating 
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in the Arctic area and back to their command organizations is essential for 
command and control. US and Norwegian armed forces need broadband 
network and voice capability. In a remote area like the Arctic, where “fiber 
optic infrastructure is scarce or nonexistent,” communication via satellites 
is the only viable solution.97 An increased US presence and a sustained 
presence from Norwegian forces—all with the same communication, 
command, and control demands—make satellite communication a perfect 
example of another area of needed cooperation between nations and be-
tween government and civilian actors.

Communications services in the Arctic are provided mainly by satellites 
in geostationary Earth orbit (GEO), with a limited coverage above 75°-
80° north.98 Fixed users may have broadband service up to 80° north, but 
the very small aperture terminals (VSAT) only cover up to 75° north.99 
Iridium NEXT’s low Earth orbit (LEO) satellite constellation is the only 
mobile satellite service provider with proper coverage in the polar re-
gion.100 Like Kepler and Argos, a few other companies provide LEO con-
nectivity, but none provide near- real- time broadband service.101 Commu-
nications in the Arctic area need improving to meet the increased 
requirements for the allied military presence there.

The US and Norway are already working together to upgrade commu-
nications. They are involving government and commercial entities and 
combining international, cross- sector, and dual- use cooperation. For ex-
ample, InMarsat plans to launch two satellites in a highly elliptical orbit 
(HEO) in 2022.102 They will provide continuous high- speed mobile 
broadband coverage above 65° north and work in conjunction with In-
marsat’s 13 GEO satellites.103 The Norwegian Defense Department will 
share the cost with the US Air Force and Inmarsat.104 The satellites will be 
available for merchant fleets, fishing vessels, and other commercial actors 
and provide tactical and strategic communication for government cus-
tomers.105 They will improve broadband coverage for US and Norwegian 
military forces in the area but may not deliver a satisfactory amount of 
data transfer in the event of a conflict.

Norway’s ambition of being independent in providing critical services 
for security issues combined with its emphasis on international and bilat-
eral agreements shows the desire for government- or allied- controlled as-
sets. Although Inmarsat is a UK- based company, future commercial sales 
or changes in the company structures might threaten the Norwegian mili-
tary forces’ access to the service or render null the possibility of secure and 
classified communications. China and Russia are investing in and buying 
European companies. Recently, a Russian- controlled company attempted 
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to buy a Norwegian Rolls Royce engine maker.106 However, the Norwegian 
government has temporarily stopped the sale due to security issues.107 To 
depend solely on a commercial actor reduces the service’s reliability in times 
of crisis, making increased governmental cooperation even more critical.

A government controlled and operated tactical and strategic initiative is 
needed to cover the US’s and Norway’s increased demand for high- speed 
communications in the Arctic. The planned ViaSat Link 16–capable LEO 
satellite is an example of a system under US and Norwegian government 
control.108 Bringing Link 16 from a line- of- sight to beyond- line- of- sight 
system would improve the situational awareness for all on the tactical, 
operational, and strategic levels of a conflict.109 As an Arctic nation, Nor-
way should invest in this constellation to ensure a speedy development to 
achieve timely and secure communications in the Arctic for all Norwegian 
and allied forces. Norway is well positioned for cooperation regarding up-
link and downlink through already established capabilities and can bring 
this capability into the cooperative effort. Intelligence, surveillance, and 
reconnaissance (ISR) is another area of cooperation that should be em-
phasized and increased.

Intelligence, Surveillance, and Reconnaissance

Space is integral to ISR operations because it is the vehicle for the 
provision of any usable situational awareness in the Arctic region. The 
Arctic’s properties—large, dark, and remote with unhospitable weather—
make conducting ISR operations from space the preferred and most likely 
the only viable solution. As Norway’s space strategy states, environmental 
surveillance is critical. Understanding the Arctic environment and deter-
mining how and when it will change is a precursor to avoiding potential 
conflict. Dual- use assets for environmental surveillance have a military 
potential as well.

Norway has a long history of maritime surveillance of the sea in the 
Norwegian area of interest. Through NorSat-1 and NorSat-2, the Norwe-
gian Coastal Administration uses the Automatic Identification System 
(AIS) that all ships above 300 gross tons have been required to have since 
2010.110 The new NorSat-3 enhances AIS surveillance with an experi-
mental navigation radar detector (NRD).111 The NorSat satellites are in 
sun- synchronous orbits and also have additional scientific purposes such 
as surveillance of solar radiation and space weather.112 They thus provide 
cross- sectorial (commerce and defense sector) and dual- use (surveillance 
and scientific) capabilities. These satellites, combined with the coastal 
radars in Norway, are a vital surveillance source for Russian military ac-
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tivity in the Barents area. Satellites in polar LEO orbit will help track 
ships in Norway’s exclusive economic zone and detect ships operating in 
the Arctic region.

Norway is also developing new, exciting technological solutions that 
could improve ISR capabilities environmentally and militarily. At the 
Norwegian University of Science and Technology in Trondheim, a team 
of students and professors is working on a satellite with a hyperspectral 
camera, an intelligent onboard processing computer, and robotics.113 The 
onboard camera can be slewed and provides images of small areas of in-
terest.114 The Norwegian company Kongsberg Satellite Service (KSAT) 
has contracted with the university to provide ground support that will 
enable the satellite to download images. Also, short revisit times due to 
its LEO orbit will allow the satellite to detect algae that is dangerous to 
salmon farming companies. The satellite’s information can be transferred 
to “unmanned vehicles that can investigate the areas of interest further.”115 
This technology could be developed and proved helpful in detecting im-
ages other than underwater algae, particularly submarines. Norway is 
close to the Kola Peninsula and Kola Bay, the Russian Northern Fleet’s 
home base.116 An ISR satellite combined with an unmanned aerial sys-
tem deploying active sonar and confirming the satellite’s findings will 
give the US, Norway, and NATO greater situational awareness. In addi-
tion to environmental surveillance, increased weather surveillance and 
forecasts are needed.

Any party with interest in the Arctic must consider the punishing 
weather conditions that can affect the safety of humans and machines. The 
US Space Force (USSF) is “considering future investments to improve 
weather monitoring in the Arctic.”117 Climate change, not only in the 
Arctic, requires “more timely and more precise data.”118 Norway’s interest 
in research on environmental changes and improved weather forecasting 
aligns with the DOD and USSF’s need for an updated weather satellite 
program, especially in the Arctic. By working cooperatively, the US and 
Norway stand to gain in everything from technology research to the em-
ployment of new space assets. Improved sensors reduce cost and improve 
capabilities. Polar weather satellites with an up- down link every 90 min-
utes via SvalSat—and distributed via high- speed broadband satellite—
would make weather data available to many users, including commercial 
traffic and decision- makers in both countries.

Understanding the magnitude and speed of environmental changes in 
the Arctic is essential for resource conservation and situational awareness 
of potential strategic impacts. According to SpaceNews, a USSF spokes-
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person confirmed that the Space Force “does not operate and is not devel-
oping capabilities specifically to monitor climate change.”119 Although 
continued work with NASA and the National Oceanic Atmospheric 
Administration (NOAA) should be a focus area, cooperation between the 
US and Norway on environmental surveillance will benefit the intelli-
gence and research communities and departments of commerce (fish and 
oil industry). It will also improve security for both nations and their allies, 
especially NATO. Besides enhanced ISR, the Arctic region needs en-
hanced PNT accuracy.

Position, Navigation, and Timing

Greater activity in the Arctic demands a heightened military presence in 
areal and naval assets. Thus, fully developed and accurate navigation sys-
tems are required to avoid accidents and ensure accurate data for situational 
awareness and weapons deployment, if needed. The high angles from a 
satellite in a global navigation satellite system—such as the Global Posi-
tioning System or Galileo for the Arctic user—limit the user’s accuracy, 
especially in the vertical axis.120 The satellite- based augmentation system 
(SBAS) is constrained by atmospheric and topography challenges.121

One solution is to launch SBAS satellites in polar highly elliptical or low 
Earth orbits.122 Another is to develop a medium Earth orbit constella-
tion.123 A dual- use system with future communications satellites used as 
SBAS assets represents the third option. Accurate, secure navigation and 
timing will be just as significant in the Arctic region as in the more popu-
lated areas between 65° south and 65° north as the number of cruise ships, 
commercial carriers, fishing vessels, oil rigs, and other commercial users 
increases. Therefore, it is in the interest of not only the US Space Force, 
DOD, and Norwegian Armed Forces to enhance PNT in the area but also 
that of the US Department of Commerce, Norwegian Department of 
Commerce and Fisheries, coast guards, and justice departments. The 
develop ment of new technologies to enhance the accuracy of PNT in the 
region is, therefore, one area of future cooperation for the US and Norway. 
Launch capability is another important line of effort for both nations.

Launch Capability

Available, credible launch capability is one of Norway’s national focus 
areas and a focus area in the US space policy. Andøya Space will establish 
a launch site for small satellites to polar orbit.124 The first launch is planned 
for the first half of 2022.125 The launch capability will be up to 1.5 metric 
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tons to polar LEO or sun- synchronous orbit, and the Rocket Factory and 
Isar Aerospace will supply the initial launch vehicles.126 Inclination will be 
from 87.4 to 108 degrees, and the remote area of Andoeya provides for 
significant impact and dispersion areas in the Norwegian Sea.127 The Nor-
wegian government owns a large part of the company, which will be under 
governmental control in case of a conflict. Norway’s launch capability will 
potentially extend to its allies, both bilateral and NATO, in the Arctic 
region. Andøya Spaceport will supplement the US government’s existing 
launch capabilities. In addition to upstream space operations in launch 
capabilities, Norway can also provide downstream capabilities worldwide.

With Norway’s geographic placement and relatively mild climate com-
pared to the latitude, building and operating ground radars for SDA in the 
polar region is easier and more friendly to human existence than in Alaska, 
Canada, or Greenland. The world’s largest ground station is SvalSat, oper-
ated by KSAT.128 Located on Svalbard, an island to the north of the Nor-
wegian mainland, it is “ideally situated at a high enough latitude to see 
every polar- orbiting satellite from all 14 daily transits.”129 Because the 
Norwegian government owns 50 percent of KSAT through Space Nor-
way, SvelSat represents a reliable asset in times of conflict.130 KSAT has 25 
ground stations located throughout the world, including the Norwegian 
mainland.131 A global network combined with a cybersecurity focus makes 
global downloading of payloads and uploading of software for satellite 
management possible from the company’s offices in Tromsoe in northern 
Norway.132 Stronger military cooperation with the civilian side of the op-
eration, as described in the Norwegian government’s space strategy, will 
further improve data and cybersecurity for a military- grade system.

Education, Research, and Development

Norway has a long history as a space nation. Kristian Birkeland, a Nor-
wegian scientist, completed his famous terrella experiment in 1896 in 
which he made artificial Northern Lights, known as the aurora borealis. 
This achievement marked the beginning of modern space operations in 
Norway.133 The Andøya Rocket Range launched its first scientific rocket 
in 1962 and has since launched over a thousand rockets. Norway has sev-
eral institutions for space- related education, from satellite technology to 
space physics. In cooperation with the University of Oslo (UiO), the Nor-
wegian military research institute Forsvarets forskningsinstitutt (FFI) 
developed the Rimfax radar for the Perseverence rover.134 Norway is a 
member of the European Space Agency, and the Norwegian space indus-
try consists of around 40 companies.135 Several Norwegian companies 
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have further developed technology used offshore and in areas from medi-
cal science to space technology, and Norwegian technology and knowl-
edge of space and space operations are world class.136 Space is also a high-
lighted interest in the Norwegian national strategy.

Suggested Combined Arctic Space Strategy

A future US and Norwegian combined Arctic space strategy should 
focus on three primary efforts. The first is closing the Arctic infrastructure 
gap. The US and Norway need to recognize the increased strategic sig-
nificance of the Arctic region. Its remoteness and harsh conditions under-
line the need for space operations to provide C3ISR to achieve security for 
both nations’ interests. Gen John Raymond, chief of space operations for 
the USSF, states that the Department of the Air Force Arctic Strategy is “a 
really important strategy for space” as the US wants to “deter conflict from 
occurring both in space and through the Arctic.”137 As most US and Nor-
wegian strategy documents indicate and some space and military experts 
argue, there is a need for cooperation between Arctic partners to “increase 
vigilance in this increasingly vital region.”138 Therefore, an Arctic space 
strategy must continue on this track. US and Norwegian armed forces 
should expand their cooperation to ensure cost sharing and shared benefits 
from education, research, development, and geographic position to close 
the gap in necessary infrastructure in the region.

Dual- use assets reduce government spending, and profitable commer-
cial companies increase a nation’s economic power. Commercial compa-
nies like SpaceX conduct technological developments to make space op-
erations cheaper, better, and more available. The drawback of the 
commercial space industry is the lack of governmental control in a conflict. 
Therefore, allied governments must deal exclusively with companies from 
the involved nations and have transparent contracts and ownership con-
trol. China’s One Belt, One Road initiative and Russian corporations’ 
predatory buy- ups of European companies emphasize this point. Space 
capabilities controlled by companies from an adversary nation are not de-
sirable in case of a conflict.

As a small nation with limited human resources available for a consid-
erable and credible conventional force, Norway should continue its 
strategy of NATO contributions. C3ISR space assets are a sought- after 
capacity for NATO, especially in the Arctic area where Russia and China 
are increasing their presence. Therefore, Norway needs to continue devel-
oping its focus on technological development within space, cyber, and 
artificial intelligence. Technological development will bring new com-
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mercial opportunities and be a backup industry for oil and gas produc-
tion, rendering Norway’s economy powerless and vulnerable. Norway’s 
geographic position in the Arctic—with less harsh conditions than 
Canada, Alaska, or Greenland—makes it an indispensable choice for US 
bilateral collaboration and NATO partner cooperation. Its geographic 
position also makes Norway dependent on the Arctic region and there-
fore equally as interested as the US in Arctic security. With less access to 
livable areas in the Arctic region, the US will benefit from such coopera-
tion. Continued closing of the infrastructure gap can and should be done 
in conjunction with allies and partners.

The second main effort is improved SDA in the polar area. Space as the 
solution for the US and Norwegian Arctic challenges is not exclusive to 
these nations. China and Russia have shown military and commercial 
interest in the region and have increased their space capability in polar 
orbits. Increased SDA is therefore as important as increased ISR capa-
bilities. Since Chinese and Russian intentions in the Arctic are unknown, 
their objectives in space in the polar region are an area of concern for the 
US, Norway, and NATO allies. A robust and dependable SDA system in 
the polar region must therefore be another critical area of cooperation—
and one that nations’ strategy documents should emphasize. Neverthe-
less, the most important field of cooperation does not lie in technical 
solutions and assets but in the exchange and increase of knowledge and 
usage of the capabilities.

To that end, the third main effort is education and liaising. A strong, 
valuable, and lasting cooperation between nations rests on a shared under-
standing of the necessity and gains of cooperation. Since most US and 
Norwegian policy and strategy documents recognize the criticality of 
space and the Arctic, cooperation between the two nations is, as the docu-
ments also declare, wanted and necessary. This cooperation must start with 
a shared understanding of the requirements to operating in the region and 
domain. Being an Arctic nation, Norway brings Arctic know- how, and the 
US, being the most prominent space nation, brings space knowledge into 
the partnership. Consequently, the most significant cooperation between 
the nations should be sharing knowledge through education, liaising, re-
search, and development.

The know- how of Arctic operations on the ground is also a valuable 
trade for USSF personnel. The USSF mission includes “providing space 
capabilities to the joint force.”139 Considering the Arctic region’s increased 
strategic importance, understanding the Arctic warrior’s needs and how to 
support them is knowledge that Norway has acquired as an Arctic nation. 
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The US Marine Corps has already been conducting winter training in 
Norway, although reduced from year round to a more evenly spaced de-
ployment.140 Understanding the challenges of operating in harsh 
weather—with limited (but improving) access to communication assets, 
the effects of radiation, and a limited PNT signal for accurate positioning 
and weapons delivery—is crucial for the supporting role of USSF. The US 
already has two students (USAF and USMC) at the multiservice Norwe-
gian Staff Course.141 One recommendation is that USSF members attend 
this course to increase their understanding of the Arctic. Further, Norway 
should continue participating in professional military education (PME) 
like the Schriever Space Scholars to gain space knowledge.

Though Norway is a medium- sized space nation on the civilian- end 
commercial side, it can still improve its military space knowledge. The 
increased recognition of space’s significance for society at large and mili-
tary operations constitutes a change in Norwegian armed forces’ thinking. 
New space technology, doctrine, and security threats develop quickly, and 
Norway cannot afford to lag in this vital field. Norwegian officers at the 
tactical, operational, and strategic levels need PME to cooperate with our 
allies that are further developing space power theory and application. The 
establishment of the US Space Force in 2019 puts the US in the lead of 
NATO space nations. The growing number of American and international 
students in the Schriever Space Scholars program shows the DOD and 
USSF’s dedication to space- related PME. It will be valuable for Norwe-
gian officers to continue to attend this course either as an addition to Air 
Force Command and Staff College (ACSC) attendance or alternating 
biannually between the Schriever program or the USSF staff course and 
ACSC. In addition to education, building common grounds for the do-
mains necessitates sharing a strategic and operational understanding of 
space and the Arctic through liaisons and exchange officers.

A Norwegian liaison position is recommended at the US operational 
and strategic levels to enable sharing experience and knowledge and dis-
cussing Arctic issues regarding space power application and cooperation 
in the USSF and Norwegian armed forces. As discussed, education will 
increase Norway’s knowledge and competence regarding space power 
while the USSF gains knowledge of the Arctic region and operations 
therein. The main focus should initially be on the operational level to un-
derstand the possible application of space power in the Arctic during 
military operations. The Norwegian armed forces require an increased 
focus on the need to include the space domain in planning. On the strate-
gic level, understanding US goals increases the possibility of adapting 
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Norwegian space strategy to gain even more mutual benefits for both na-
tions in all operations in the Arctic space domain.

Conclusion

Norway should continue to play an essential role in the US Arctic space 
strategy. The US and Norway are cooperating in many vital areas already, 
but the growing strategic significance of the Arctic also increases Nor-
way’s geostrategic importance. Norway is becoming increasingly rele vant 
not only because of its status as an Arctic nation and alliance with NATO 
but also because of its space industry, knowledge, and advantages regard-
ing satellite launch, downlink, and operations in any polar orbits. The US 
and Norwegian combined Arctic space strategy should focus on three 
primary efforts.

The first is closing the Arctic infrastructure gap. Cooperation regarding 
the increased need for C3ISR, improved PNT, and environmental surveil-
lance to understand the changing climate and possibilities in the area is 
crucial for decision- making. Military intelligence and commercial surveil-
lance will increase security and improve communications possibilities for 
emergency communication and coordination of emergency and disaster 
handling. The second main effort is improving SDA in the polar area. 
Understanding how China and Russia are using polar and sun- synchronous 
orbits is essential for maintaining the security of our space capability and 
determining Chinese and Russian intentions in the region. The third and 
most critical effort is fostering an exchange of educational opportunities 
and liaisons. Sharing knowledge about the Arctic and space requires 
minimal economic investment and will benefit both forces. A stronger 
focus on knowledge exchange and strategy development is a low- cost en-
hancement of the two nations’ cooperation and a necessity for building 
further cooperation on a steady foundation. 
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Abstract

This article assesses why open, digitalized Western democracies are 
prone to hybrid warfare and analyzes versatile overt and covert mixed 
warfare methods in the modern information- dependent and inter-
connected environment. It also draws on various hybrid warfare influ-
ence methods and explains the broader concept and essence of Russian 
hybrid warfare. Besides analyzing structural hybrid warfare challenges, 
the article assesses and proposes means and practices to mitigate, act 
against, and deter overt or covert hybrid offensives. The article argues 
that Russian mixed warfare methods in tandem create a potential threat 
to Western democracies’ unity and decision- making. However, these 
Western states could mitigate and prevent the implications of hybrid 
warfare by increasing comprehensive security, cooperation, situational 
awareness, preparedness, and resilience. The article identifies that the 
combined use of proper coordination, cooperation, information sharing, 
education, and readiness among authorities, governmental and nongov-
ernmental organizations, businesses, and citizens could diminish these 
multi faceted, ambiguous hybrid aggressions.

*****

Introduction

Deception, asymmetrical methods, and propaganda have been 
part of Russia’s warfare and strategic mindset for centuries. Af-
ter the Cold War, the US and NATO shifted to counterinsur-

gency operations, and the global war on terrorism became synonymous 
with “endless wars.”1 In contrast, Russia and China have increased their 
relative status in strategic competition and learned to use all national 
power instruments—diplomatic, information, military, and economic 
(DIME)—in tandem.2 Russia has narrowed the technological gap with 
Western militaries in conventional warfare and blatantly increased clan-
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destine operations below the armed conflict level. Since the Russian 
asymmetric approach combines a wide variety of traditional and non-
traditional war- fighting methods, many Western sources have defined it 
as “hybrid warfare.”3

Manifold hybrid warfare attacks challenge Western democracies’ cohe-
sion, decision- making, and cooperation by creating a wedge with disso-
nance. Concurrently, strategic leaders, state authorities, and citizens en-
counter volatile, uncertain, complex, and ambiguous (VUCA) digital 
environments.4 Thus, this article examines modern, open democracies’ vul-
nerabilities to malicious Russian hybrid warfare and explains Russian 
strate gies to provide security actors with a framework to make recommen-
dations for increasing readiness, countermeasures, resilience, and deterrence.

Though Russian military literature and the wars against Chechnya and 
Georgia reveal many characteristics of this new approach, hybrid warfare 
shocked Westerners when the war broke in 2014.5 The unmarked “green 
men” occupying Crimea and harmful cyberattacks against Ukraine’s infra-
structure were a wake- up call for Western decision- makers.6 Subsequently, 
the threat of military invasion, the shoot- down of an airliner, and disinfor-
mation campaigns revealed how broad and sneaky hybrid warfare is. Rus-
sian clandestine strategies aim to disseminate uncertainty and friction 
(Clausewitz) in governments’ and citizens’ daily lives. The strategic fog 
creates ambiguity in the targeted state, complicating the tracking of the 
original perpetrator. It enables Russia to conceal its operations in the 
physical and nonphysical war- fighting domains. Russian hybrid warfare’s 
digital revolution creates complex threats and multifaceted challenges to 
open Western democracies. However, a comprehensive security approach, 
cooperation, and joint procedures generate an adequate foundation for 
increasing resilience, strengthening overall preparedness, mitigating rami-
fications, and deterring against hybrid offensives. This article first analyzes 
why contemporary Western societies are vulnerable to the influences of a 
hybrid strategy and draws on recent events to illustrate Russia’s use of 
hybrid warfare. After describing the instruments of hybrid warfare, the 
article assesses the essence of Russian hybrid warfare and examines and 
compares comprehensive security approaches and procedures to mitigate 
and counter hybrid warfare aggressions. Finally, based on the analysis of 
Russian hybrid warfare activities, the article recommends actions for secu-
rity decision- makers to resist and respond to future hybrid warfare.
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Vulnerabilities of a Modern Digital Information Society
A lie gets halfway around the world before the truth has a chance to get its pants on.

—Winston Churchill

The digital revolution, global networks, lightspeed information flow, 
and internet dependency have dramatically changed technological oppor-
tunities to influence and manipulate. Additionally, cyber espionage, sub-
version, and sabotage intensify the digital mess, overwhelm cognition, and 
complicate decision- making. Faceless hackers conceal their subtle denial- 
of- service attacks, email phishing, and troll accounts in the shadows of 
countless bits and clandestine Internet Protocol addresses.7 Social media 
applications have become today’s spyware, propaganda amplifiers, and 
nonkinetic weapon platforms. Unfortunately, the human capacity to 
handle information has not matched the weaponized digital information 
flow. Consequently, cyberattacks create novel security and privacy prob-
lems for governments and citizens. Cold War megaphones and leaflets 
have changed to cyberattacks and smartphone tweets, spreading without 
geographic barriers, manipulating opinions, destabilizing cohesion, and 
shaping targeted states’ physical and cognitive environments.8 In a digital, 
social- media- oriented society, the spread of confusing fake news, agitating 
diaspora, and increasingly unhealthy polarization are dangerous weapons 
to separate people into “us versus them.”9

The worldwide digital environment increases connectivity and links 
individuals and organizations to a massive amount of data. However, con-
currently, the enormous flow of information—the paradox of plenty—
hampers the ability to handle, assess, and comprehend it all. Thus, indi-
viduals are losing their focus, attention, and capacity to make circumspect 
decisions.10 The cyber domain creates security threats that reveal the 
weaknesses of open democracies and security organizations.11 Malware 
programs, hacking algorithms, facial recognition systems, and cyber attacks 
enable advanced aggressions against diverse target audiences with low 
costs from attackers’ homes. States with aggressive physical or digital in-
fluences can utilize non- state proxy actors to conceal their involvement, 
making covert approaches tempting.12 Even if the targeted state could 
detect, track, and identify the attacker, it might lack the legislative man-
date to block and prevent attacks. Identification and attribution are pri-
mary deficiencies in the battle against cyber and information warfare.

Artificial intelligence (AI) technology exponentially increases the speed, 
precision, reach, and efficacy of saturation campaigns.13 Democratic val-
ues, like freedom of speech, restrain and complicate resisting assertive 
hybrid warfare. Who has the authority to censor gossip or the capacity to 
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protect vital security interests in cyberspace? In a post- truth world, fact- 
checking organizations, empirical science, and investigative journalism 
cannot keep pace with exponentially booming fake news and deep fakes.14 
Sneaky adversaries disrupt online banking with denial- of- service attacks, 
blackmail individuals and organizations with stolen personal emails, and 
interfere in presidential elections.15

Altogether, digitalization, modern communications, and cybersecurity 
leave plenty of room for Russian hybrid warfare. Indeed, Russia knows 
how to weaponize the information and combine all- domain asymmetrical 
warfare to target a wide range of audiences: the military, the government, 
institutions, media, businesses, individuals, and civil society. Experts at the 
European Centre of Excellence for Countering Hybrid Threats (Hybrid 
CoE) have aptly recognized how the fragmentation of truth, media- 
industry changes, the hegemony of private media, and new technologies 
foster hybrid warfare.16 These information domain trends and risks—com-
bined with open democratic societies’ tendency to act by the book con-
cerning norms and rules of law—open the gateway for internal or external 
aggressors to exploit vulnerabilities.17 As a concept, hybrid warfare wel-
comes all these information- era technological developments and tenden-
cies. Overwhelmed by gigabytes of provocative targeted hostile narrative, 
people and state actors are confused. It is an efficient, easy, and cheap 
modus operandi.

Russian Hybrid Warfare: Case Studies
The most complete and happy victory is this: to compel one’s enemy to give up his 
purpose while suffering no harm oneself.

—Flavius Belisarius (505–565 CE)

Clausewitz classically argued that war is a continuation of policy by 
other means. He also stated that the nature of war (primordial violence, 
hatred, and enmity) does not change, whereas the character of war does.18 
To the same extent, in his book Every War Must End, Fred Charles Iklé 
demonstrates how complicated the rational calculus about wars’ gains 
and losses are before and during the conflict.19 Since Putin’s reign, Rus-
sian actions have challenged these traditional principles and theories of 
war by raising the armed conflict threshold. Is Russia trying to continu-
ally shake the balance of war’s cost- benefit model, blur the distinction 
between peace and war, and muddle the distinction among deterrence, 
persuasion, and coercion?

Truly, Russian hybrid warfare tries to obscure the character of warfare 
and, more importantly, bring ambiguity, chaos, and friction to day- to- day 
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decision- making, policy formulation, and society’s vital functions.20 The 
following discusses how Russia’s hybrid warfare gray zone intentionally 
challenges Western state officials, military leaders, and citizens. It also 
outlines the essence and cumulative effects of hybrid warfare.

Threat or Use of  Military Forces

Western media often erroneously relates Russian hybrid warfare to 
nonmilitary actions instead of hard military power. However, the presence 
and threat of military capabilities are essential for Russian coercion and 
hybrid warfare. Russia has aggressively increased its sphere of influence 
militarily to advance strategic objectives in the European theater over the 
last decades.21 Its initiatives include reopened and reconstructed military 
bases, new weapons systems, an increased military footprint in the Arctic, 
snap exercises, blue water deployments, show- of- force strategic bomber 
flights, and force- projection demonstrations. These efforts, along with 
brutal power military campaigns in Syria and Ukraine, indicate Russia’s 
willingness to use its military instruments to regain regional hegemony.

Anti- access/area denial (A2/AD) capability development has increased 
worries among NATO, the US, and European Union (EU) states. Though 
these “keep- out zones” are not impenetrable, Russian long- range missiles 
and air defense challenge any force projection from Western states.22 
Militarily weaker neighbor states are under constant surveillance and 
within weapon range. This vulnerability increases pressure, coercion po-
tential, and Russia’s capacity to gain a military advantage. Special opera-
tion forces and unmarked soldiers occupying Crimea and the subsequent 
military operations inside eastern Ukraine demonstrated efficient influ-
encing without ever declaring war.23 Russia’s fast operation tempo, over-
whelming confusion campaign, and clandestine military operations sur-
prised the Western intelligence community. Overall, Russia modernized 
and made its armed forces more versatile. From A2/AD systems to nuclear 
weapons, it can challenge, harass, and deter US and NATO forces—at 
least in a significant regional- level conflict.24

Russia possesses a broad array of electronic warfare capacities. Interfer-
ence and jamming capabilities blur the difference between normal condi-
tions and conflict—typical Russian gray zone operations. Russia has ha-
rassed military and civilian traffic through widely spoofing and jamming 
Global Positioning System (GPS) signals in conflict zones near Russian 
territory and Arctic areas.25 Military and commercial aircraft were exposed 
to GPS jamming in Scandinavia during the Russian- Belarussian joint 
exercise in 2017.26 Similarly, ships operating in the Black Sea have re-



118  STRATEGIC STUDIES QUARTERLY  FALL 2021

Tuukka Elonheimo

ported losing position keeping and receiving GPS signal errors. However, 
Russia’s disinformation campaign denies all accusations of any Russian 
electronic warfare attacks against space- based positioning, navigation, and 
timing (PNT) services.

Russia has used electronic warfare, force projection, long- range weapon 
systems, and multilayered defense systems in the Syrian and Ukrainian 
conflicts and close to Russian territory. Experiences from conflicts and 
increasingly advanced joint wartime exercises (for example, Zapad 2017) 
demonstrate Russia’s offensive A2/AD capabilities and its potential to 
challenge NATO.27 Broad military capacity and decisive use of all neces-
sary means bolster the Russian military as a potent instrument of power 
and intimidate states even without immediate geographic contact with 
Russia. Using the military as a vital instrument of power provides an es-
sential grounding for other Russian instruments of power and hybrid 
warfare execution.

Cyberwarfare

Clandestine cyber operations—ranging from espionage to subversion, 
sabotage, and identity theft—challenge state security organizations and 
everyday internet users.28 To the same extent, the Russian readiness, nerve, 
and arrogance to expand cyberattacks in the digital world underline its 
comprehensive competition against adversaries. Russia’s vague undercover 
cyberattacks create a curtain of uncertainty, complicating recognition, 
mitigation, and prevention of malicious cyberattacks.

The first well- known cyberattack series halted numerous Estonian ad-
ministration and business sites after Russian- led protests over a WWII 
memorial dispute.29 Contemporary Estonia was one of the most digi-
talized countries, tempting Russian hackers to target the government, 
banks, and media.30 Though Estonian experts traced the denial- of- service 
attacks and connected the dots to the Kremlin, Russia adamantly denied 
all accusations.31 Hence, Russia showed cyber dominance and paved the 
way to continue this new modus operandi without disruptions or inter-
national charges.

Similar cyberattacks followed the Estonian case. During the Russian 
invasion of Georgia in 2008, the cyberattack target was Georgia’s defense 
communications. Likewise, in 2015, Russian hackers distributed malware 
into the Ukrainian electrical grid. It caused a power interruption for mil-
lions of people and highlighted Ukraine’s energy and cyber vulnerabilities 
as well as Russia’s power.32 In 2017, Russia again targeted Ukraine through 
its financial and federal infrastructure. However, the NotPetya cyberattack 
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had harmful global implications and spread quickly across Windows op-
erating systems, affecting, for example, global transportation companies 
from Masters to FedEx.33 NotPetya and other destructive cyber opera-
tions illustrate that people are usually the weakest link and that cyber-
attacks have pervasive physical and cognitive ramifications, usually with 
limited responses from targeted states.34

Information Warfare

Russia has a long history of demonstrating its mastery of information 
warfare, but the focus in Putin’s regime has shifted to manipulating for-
eign target audiences. Admittedly, propaganda and censorship have a 
strong position internally. Nevertheless, Russian information warfare in-
creasingly undermines other states’ decision- making, deteriorates societal 
cohesion, and disputes foreign leaders’ authority and competence. Au-
thoritarian Russia has solidified its role as a modern propaganda hege-
mony. Conversely, democracies have problems retaliating against this new 
soft and hard power mixture.

 Russia’s state- driven media, officials, proxies, trolls, and politicians pro-
mote ideas, rumors, and conspiracy theories favorable to Russia, uncon-
firmed truths via official digital channels, and biased social media accounts. 
Open information networks and technologies give Russian influencers a 
fast and cheap means to spread propaganda globally.35 As an authoritarian 
state, Russia effectively controls influencers, proxy actors, and agents to 
conceal the Kremlin’s fingerprints. Russia and China have spent millions 
of dollars increasing an asymmetric, aggressive, information warfare–based 
“sharp power.”36 Their sharp power creates a hostile environment, amplify-
ing distrust and discord among people and state institutions by piercing 
and penetrating political and informational environments. Thus, the 
Kremlin has used sharp power, which is more harmful than traditional 
culture- based soft power, to meddle in other nations’ elections and corrupt 
information in recent years.37

Russia’s meddling in the 2016 US presidential election is the most 
visible example of comprehensive information warfare. Though foreign 
interference efforts have always played a role in policy making, handy, 
cheap new technologies made organized propaganda and disinformation 
campaigns more efficient and widespread than ever before.38 Strategic- 
level information warfare undermined the US- led liberal world order and 
the populace’s belief in the democratic presidential election system, devel-
oping a clear advantage for Trump.39 Russian intelligence agencies illegally 
intruded and interfered with Hillary Clinton’s and the Democratic Na-
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tional Committee’s email accounts and leaked content on WikiLeaks, 
causing political and social discord in America.40 Russian intelligence 
agencies cunningly exploited all modern digital networks’ vulnerabilities. 
More importantly, the nonregulated human social media networks multi-
plied the effects of distortion, dispute, and distrust.41

According to the intelligence community’s assessments, President Pu-
tin ordered the multifaceted 2016 US presidential election meddling 
campaign—demonstrating how centralized hybrid warfare is in Russia.42 
The all- encompassing information campaign consisted of cyber espio-
nage and intrusions against political organizations and electoral boards, 
public disclosure of collected data, propaganda, Russian state- owned 
news agency (Russia Today, Sputnik) misinformation campaigns, and 
fake social media profiles controlled by professional trolls from the so- 
called Internet Research Agency in St. Petersburg.43 One worrisome 
phenomenon was that information warfare targeted partisan winners and 
losers differently; the campaign was not directed against the whole coun-
try like the examples of Pearl Harbor and 9/11.44 Social- engineered divi-
sive information warfare increased partisanship in the US and was a 
detrimental sting against democracy.

Nonmilitary Coercion and Intimidation

One parlous trend in the Russian tool kit is the use of nonmilitary in-
timidation and coercion. State actors or proxies have used various illegal 
methods like blackmailing, assassinations, criminality, economic extortion, 
and intentional immigration agitation as part of broader coercion.

Russia exploited the European immigrant crisis in 2015 to overwhelm 
authorities by intentionally opening usually closely controlled border 
crossing points into Finland and Norway. Abruptly pushing thousands of 
immigrants into these countries paralyzed normal operations and required 
additional personnel to handle the chaos. The massive influx of immi-
grants also challenged the abilities of essential service providers—such as 
border, police, military, justice, healthcare, and security personnel—to per-
form their duties. Further, the disorder created by Russia’s targeted im-
migration tactics intensifies the polarization and diversion in the targeted 
nation. The results fan the flames of discord, inducing diaspora and fueling 
racial prejudices that can spark demonstrations and violence. Rus sia clearly 
demonstrated that it has the ability and means to direct chaos toward 
targeted state decision-makers and authorities. 

Russia uses proxy forces to amplify hybrid warfare dominance, hide its 
tracks, and prevent legal accountability for its actions. In Crimea, the pro- 
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Russian nationalist motorcycle club Night Wolves paved the way for Rus-
sian special operation forces by collecting intelligence, exploiting offensive 
protests, and distributing propaganda.45 Criminal organizations’ intimida-
tion and covert illegal influencing provide state- level deniability, therefore 
constituting non- state proxy actors as an integral and growing part of the 
future of hybrid warfare.46

Additionally, Russia employs private military companies (PMC) in the 
conflicts in Ukraine and Syria. Its use of PMCs surfaced after Russian 
Wagner fighters lost their lives in a US airstrike in Syria.47 PMCs play an 
increasingly important role, giving Russian leadership a compelling in-
strument of power to multiply the effects in the cyber and military battle-
fields and provide the guise of plausible deniability in dirty, dangerous, and 
illegal operations.48

Since Putin came to power, assassinations have reappeared as a method 
of influence. The Kremlin has systematically denied its involvement in 
high- level poisonings and provided alternate evidence and conspiracy 
theories as distractions.49 However, the evidence—the sources of poison 
(dioxin, polonium, Novichok) and/or Russian security services members’ 
presence—clearly links the assassinations to Russia.50 Victims have posed 
a significant opposition or loyalty threat to Putin’s power. Though the poi-
sonings of journalist Anna Politkovskaya, anti- Russian Ukraine presiden-
tial candidate Viktor Yushchenko, ex- Russian intelligence officers Alex-
ander Litvinenko and Sergei Skripal, and opposition leader Alexei Navalny 
have not been fatal in every case, Moscow’s message and direct action 
against any anti- Kremlin group or individual have been unambiguous.51 
Fear is an efficient weapon in silencing unwanted messengers.

The Essence of Russian Hybrid Warfare:  
Gerasimov Doctrine and Whole- of- Government Approach

Though the previously discussed influence methods might seem iso-
lated and disparate, the Russian hybrid warfare concept is a decisive cu-
mulative approach organized by a centralized command. In hybrid war-
fare, several state and non- state actors combine kinetic, cyber, physical, 
psychological, social, and nonphysical actions to cause intimidation, insta-
bility, polarization, escalation, and powerlessness to act in a targeted state. 
Hybrid warfare’s essence is to operate in all domains across the conflict 
spectrum, undermining a targeted state’s relative power, cohesion, and 
decision- making capacity below the level of a declaration of war.52 Thus, as 
Russian general Valery Gerasimov stated, “War in general is not declared; 
it simply begins with already developed military forces.”53 Blurring the 
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line between peace and war and obscuring normal conditions with the fog 
of war are fundamental principles in Russian hybrid warfare. Its ultimate 
aim is to wear out, frustrate, confuse, disintegrate, and undermine adver-
saries without giving them a legal or moral means to respond.

Russia exploits the principles of Chinese military strategist Sun Tzu, 
“gaining the material and moral advantages such [that the] battle is won 
before it is fought” when attacking continuously against an enemy’s vul-
nerabilities.54 Today, Russian economic or military power is not strong 
enough to directly challenge the US or NATO. Hence, Putin’s concealed 
offensives target societies’ weaknesses (cybersecurity, legislation holes, mo-
rale, and unity) to diminish the adversaries’ relative strength in the long- 
term power competition.55

Hybrid warfare is a whole- of- government approach, controlled and 
masterminded by Russia at the highest levels.56 A NATO paper observes 
that “President Putin is the architect of strategy, a new/old Russian strate-
gic method that can be summed up as the conduct of war via 5Ds: de- 
stabilization, disinformation, strategic deception, disruption, and, if need 
be, destruction.”57 As previous hybrid warfare cases reveal, Putin’s authori-
tarian government effectively demonstrated all 5Ds during the 2010s. Af-
fordability, effectiveness, and authoritarianism are some reasons why Rus-
sia has shifted toward the model of hybrid warfare characterized by 
centralized command and decentralized operation. Attacking democra-
cies’ weaknesses with cyber, information warfare, covert operations, and 
proxy forces rather than building a conventional arms race is a more ef-
fortless way to challenge US, NATO, and EU cohesion. However, it must 
be noted that Russia is still augmenting its conventional warfare ability by 
developing traditional land, air, sea, and space capabilities, the nuclear 
triad, A2/AD systems, cyber, and emerging hypersonic weapons.

The essence of hybrid warfare is associated with Russian general Valery 
Gerasimov’s chief of General Staff doctrine about nonlinear warfare and 
its predominant nonmilitary methods in modern conflicts.58 The doctrine 
includes Gerasimov’s well- known illustration of Russian new- generation 
warfare that shows phases of a crisis and the role of nonmilitary and mili-
tary measures.59 The doctrine reveals how all instruments of power 
(DIME) have a role and how nonmilitary measures dominate (4:1 corre-
lation) in a modern, nonlinear hybrid warfare environment.60

Maskirovka, Reflexive Control, and Centralized Command

Admittedly, giving a single, clear definition of Maskirovka (deception) is 
difficult, but understanding its vital role in hybrid warfare from the tactical 
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to strategic level is essential.61 Russia has expanded the traditional tactical- 
and operational- level battlefield Maskirovka for a broader, all- domain 
strategy and power competition concept.62 Successful Russian strategic 
deception confuses the adversary’s observe- orient- decide- act (OODA) 
loop and gains an advantage in time and space.63 Along with using decep-
tion, centralizing command and control has created an edge in operational 
tempo and decision- making. In 2014, President Putin linked situation 
centers and created a new interagency information sharing and command-
ing system, the National Defense Management Center (NDCM).64 The 
NDCM works in a national security framework connecting all critical ac-
tors, departments, agencies, and systems. The controlled, centralized whole- 
of- government approach creates an advantage to develop and implement 
comprehensive Russian defense strategies and plans.65

Russia has a long strategic military history in reflexive control that 
combines deception, effective persuasion, and manipulation to compel 
adversaries to inevitably act according to select information fed by the 
Russian state or proxy actors.66 Reflexive control is a crucial element in 
Russia’s hybrid warfare playbook. Instead of straightforward occupation 
and large- scale military force operations, Russia exploits covert and overt 
indirect approaches to change the targeted state’s or group’s behavior to 
one that favors Russia. Hybrid warfare subdues the adversary to cooperate 
either by coercion or by allowing the adversary to lead toward the desired 
direction.67 Russian actions in Ukraine and against NATO ultimately 
worked according to its concept of reflexive control. Denial and deception 
campaigns showed the red line for NATO expansion, deterred the West 
from intervening in the crisis militarily, and managed to support pro- 
Russian separatists and public opinion in Ukraine.68 In sum, hybrid war-
fare challenges the international community, state- level decision- makers, 
and individuals by increasing confusion and coercion, applying over-
whelming pressure, and masking the line between conflict and peace with 
multiple military and nonmilitary actions.69

Countering Hybrid Warfare:  
Comprehensive Security Approach

Hybrid is the dark reflection of our comprehensive approach. We use a combina
tion of military and non military means to stabilize countries. Others use it to 
destabilize them.

 —Jens Stoltenberg, NATO Secretary General, 2015

The following discussion analyzes countermeasures that states and orga-
nizations should implement against hybrid warfare. Above all, it explores 
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why comprehensive security provides a well- suited concept to improve 
readiness, situational awareness, resilience, and deterrence. Researchers at 
the Hybrid CoE compared the best hybrid warfare countermeasures among 
Britain, Finland, Sweden, France, Estonia, and the EU. They found shared 
features in the following areas: a whole- of- government / whole- of- society 
approach, vulnerability assessment, cyber defense, creativity in reaching out 
to the private sector, and improvement of situational awareness and (coun-
ter) intelligence.70 The following countermeasures analysis encompasses 
but is not limited to Hybrid CoE’s findings.

Recognizing the Problem, Assessing Vulnerabilities,  
and Improving Situational Awareness

First, states and security actors should identify the problem, increase 
understanding of hybrid warfare, assess vulnerabilities, and explore counter-
measures. Russia’s versatile multidomain attacks rapidly challenged politi-
cians, senior leaders, military officers, and NGOs. However, counter-
measures have developed more slowly. The symmetrical force- on- force 
response does not necessarily secure one’s vulnerabilities or deter attackers 
because the defender must employ a wide array of actions concurrently in 
all domains and with all resources and instruments of power (DIME).

Cooperation between authorities, businesses, NGOs, and citizens aids 
in recognizing and understanding cumulative weaknesses and opportuni-
ties before and during attack. Situational analysis and information sharing 
form the primary layer of an efficient defense against hybrid attacks. A 
thorough assessment reveals what elements require protection, how best 
to influence the adversary, and which authority has the optimal resources 
to implement the actions. Nevertheless, most cases are usually so compli-
cated that counteractions outweigh a single authority’s resources and 
know- how. For that reason, the government should gather information 
broadly, foster interagency cooperation, and ask for other entities’ help if 
the situation dictates. Collaboration supports connecting the dots, exam-
ining creative countermeasures, seeing the whole picture, and sensing 
time- critical information requirements. All of these elements are required 
to increase situational awareness and mitigate hybrid aggressions.

Today’s complex hybrid operating environment sets high situational 
awareness requirements from the tactical through the strategic level across 
states and organizations. The EU has recognized the importance of infor-
mation and intelligence sharing and the value of revealing best practices 
and lessons learned. 71 Security agencies should enhance monitoring 
warnings and indications. However, the main problem usually is that in-
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telligence information does not spread across a broad range of stakehold-
ers, which hampers early warning signs.72 Western civilian- military intel-
ligence exploits multiple intelligence, surveillance, and reconnaissance 
(ISR) capabilities, but cyberspace and the digitalized environment also 
require more robust counterintelligence. Some countries have recognized 
this need and proactively made cyber intelligence legislation changes to 
enhance intelligence collection within and outside the country.73 Detec-
tion through indicators and warnings enables the monitoring of Russia’s 
“known unknowns.” Additionally, the systematic analysis discovers “un-
known unknowns.”74

 One challenge with hybrid warfare is that the targeted state is continu-
ously reactive. A hybrid attacker disturbs the decision- making process by 
saturating the information domain. The targeted state therefore needs to 
sharpen its OODA cycle to operate faster than the adversary. Maintaining 
situational awareness superiority and the operations tempo is exception-
ally challenging for reactive defenders but not impossible. As discussed, 
recognizing and analyzing the situation among critical actors is the first 
significant step in building a coherent counteraction strategy. After a 
multi faceted collaborative analysis, the following essential questions arise: 
What should be done? Who has the overall responsibility for responding? 
And when is the best time to act? These crucial questions must be an-
swered before any actions can be implemented. The following describes 
deterrence methods against hybrid warfare.

Deterring against Hybrid Warfare

How to deter against hybrid warfare is a relevant question for tomor-
row’s decision- makers. Deterring hybrid warfare is more complicated than 
deterring traditional conventional military attacks. Nevertheless, hybrid 
deterrence generally employs the same elements as traditional deter-
rence—a balance of escalation, signaling, and denial and punishment.75

States should incorporate proportional punishment methods in their 
arsenal because current hybrid attackers survive largely unpunished or 
encounter only economic sanctions.76 According to Hybrid CoE research, 
states need to focus on future- oriented, strategic deterrence.77 That is, they 
should increase their ability to impose costs against aggressors in addition 
to responding reactively and mitigating threats.78 Deterrence by punish-
ment has usually been absent against attacks below the level of armed 
conflict, allowing the hybrid attacker to get away without appropriate 
countermeasures. A shift from a responsive to a preventive role prevents 
further aggression by creating cost- benefit calculus problems for adversar-
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ies while strengthening resistance and increasing trust among citizens and 
allies. All DIME instruments and the influence spectrum from soft to 
hard power should be on the table when deciding on deterrence, retalia-
tion, and counteractions. Otherwise, states are handicapped by limiting 
themselves to using only part of their power and ability to respond. Sanc-
tions have been imposed, but the West needs more tools to be strategically 
predictable while still being operationally and tactically unpredictable.

Researcher Mikael Wigell recommends democratic deterrence as a new 
strategic concept. In this concept, states can turn democratic vulnerabili-
ties into strengths through implementing deterrence by denial and pun-
ishment.79 More precisely, Western societies should demonstrate that se-
curity and democracy do not rule each other out but support each other 
hand in hand. Russian hybrid warfare specifically targets the dilemma 
between security and freedom of speech. However, if democracies close 
their societies, they will act according to the Russian reflexive control 
playbook and “voluntarily take a predetermined action towards censorship 
and totalitarianism.”80 In the long run, democratic deterrence strengthens 
democratic values, freedom of speech, equality, and security infrastructures 
to improve governance, resilience, and robustness—an excellent deterrent 
against Russia’s actions.81

Continuous competition below armed conflict, new disruption methods 
in cyberspace, and the role of disinformation are trends that force targeted 
states to find new methods to mitigate and deny risks.82 Cyber deterrence 
is a relatively new and unexamined field. Cyberspace is like the Wild West, 
where rules- based norms and countermeasures chase hostile technological 
and conceptual development. An Estonian cyber case demonstrates the 
difficulty of defining a collective response against cyberattack. Estonia 
asked NATO to invoke Article V (an attack on one is an attack on all). 
However, NATO responded that it had no retaliation options because a 
cyberattack was not equivalent to an armed attack.83 After a decade, the 
same cyber- related proportionality, attribution, and retaliation problems 
are still on the table. States and international organizations should establish 
rules, treaties, and legitimacy agreements regarding cyberspace aggression, 
as with nuclear and conventional weapons during the Cold War. Before 
solving cyber- deterrence implementation, digital security legislation rules 
and the status of non- state actors require critical analysis.

Deterrence by denial enhances resilience by using a total defense con-
cept encompassing a broad spectrum of collaborating security actors.84 
Sweden, Norway, and Finland have a tradition of this whole- of- 
government approach. Essentially, Finland’s comprehensive security is 
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more like a whole- of- society approach because—along with authorities, 
business operators, civil organizations, and citizens—it assists everyday 
resilience and security.85

Finnish comprehensive security model. Finland’s comprehensive ap-
proach secures society’s vital functions through collaboration among au-
thorities, the business community, organizations, nongovernmental orga-
nizations (NGO), and citizens. The government released its Security 
Strategy for Society guidance, where it harmonizes national preparedness 
principles and directs readiness actions for different branches.86 Finland’s 
long tradition in comprehensive security (WWII total defense concept) 
and broad whole- of- society integration have increased interest among 
states and organizations struggling with harmful Russian hybrid attacks.87

Interagency collaboration and cooperation are commonplace in many 
states, but what makes Finland’s model unique and efficient is its con-
nectivity to state and non- state actors.88 Hybrid warfare targets authori-
ties, businesses, and organizations, increasing the role of NGOs and the 
private sector in the globally connected security realm. No organization or 
decision- maker can have situational awareness without information from 
other stakeholders. Thus, sharing best practices, knowledge, actions, and 
systems across civilian and state authorities enhances state- led security. A 
comprehensive approach where information flows freely between stake-
holders improves identifying signals and threats early enough to start the 
required analyzing, assessing, and decision- making processes.

The comprehensive security approach works best to combine informa-
tion and actions across central, regional, and local actors. Departments’ 
strategic guidance should smoothly operationalize to concrete actions at 
the regional and local levels. Specifically, communication, cooperation, 
and procedures must be practiced and tested across horizontal and vertical 
command chains. In the Finnish model, joint preparedness is a general 
principle to enhance resilience, strengthen security procedures, and aug-
ment a sense of security.89

The comprehensive security model necessitates commitment, active 
joint planning, training, and implementation. Otherwise, the ambitious 
whole- of- society approach does not concretize. In a challenging, uncer-
tain threat environment, broad cooperation, information sharing, and 
communication increase know- how and trust among key players, enabling 
better decisions, risk analysis, and the discovery of cost- efficient ways to 
improve weaknesses and situation- specific solutions.90

Hybrid warfare comprises various cross- domain power instruments. 
Correspondingly, a comprehensive security model should exploit multi-
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domain and DIME instruments, including but not limited to national 
military defense, diplomacy, information, cyberspace, economics, internal 
security, physical infrastructure, psychological resilience, and leadership. 
When the whole- of- society model excels, responsibilities, resources, and 
actions align with a matrix of actors. The concept corresponds to joint 
military operations where a supported commander has the overall coordi-
nation responsibility and primary resources, but supporting commanders 
underpin joint efforts with their knowledge and resources. As a result, a 
comprehensive security model responds efficiently to clandestine cyber-
attacks, border security intrusions, or election meddling at the top and 
grassroots levels.

NATO and EU countermeasures. Also, organizations like NATO and 
the EU have recognized actions against hybrid warfare. NATO’s immedi-
ate responses focus on cost- efficient, concrete steps to improve realistic 
exercises, intelligence, strategic communication, new technologies, and 
education.91

Sharpening early warning systems, ISR capabilities, and joint force 
readiness is a clear- cut requirement for the military.92 Similarly, military 
and security providers should address vulnerabilities in cyberspace and 
innovate gray zone influencing. There needs to be a thorough inspection 
and adjustment of legislation, the rules of engagement, and identification 
procedures to discover and address any existing loopholes. NATO is anx-
ious about hybrid warfare’s influence in the Baltic states, where a sizable 
Russian ethnic population might give Russia self- justification for interfer-
ing in interstate affairs.93 To counter hybrid warfare, NATO has under-
lined securing critical information, networks, and capabilities and finding 
simple ways to respond, resist, and deter. Defensive and offensive cyber-
space capabilities are under states’ sovereignty; however, inside NATO 
member states, a needed critical discussion is whether cyberattacks cor-
relate with armed aggression.

The EU’s countermeasure approach sets principles to mitigate the threat 
by improving understanding of hybrid warfare, recognizing countries’ vul-
nerabilities, improving awareness, building resilience, deterring aggression, 
stepping up strategic communication, and promoting collaboration with 
EU and NATO countries.94 Specifically, countermeasures mirror the 
states’ whole- of- government model but at the organizational level. Mem-
ber states have varying vulnerabilities, such as inefficient military, energy 
dependencies, and/or sensitive ethnicity issues. Additionally, along with 
national weaknesses, the EU should analyze its institutional weaknesses 
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and the risks threatening all member states, including cyberattacks and 
energy security.95

A key finding at the EU and NATO organizational levels is that ulti-
mately states are responsible for countering the hybrid threats. Therefore, 
national sovereignty and sensitive weaknesses inside states complicate re-
actions at the more significant organizational level. Nevertheless, the EU 
and NATO should also improve resilience and deterrence against hybrid 
warfare. Developing cooperation between the EU, NATO, and their mem-
ber states in exercises, workgroups, and development programs is vital to 
improving overall understanding and sharing best practices across security 
actors. One excellent example of concrete collaboration was creating the 
Hybrid CoE to conduct research and organize training and exercises.96

Recommendations

The comprehensive security model is an overarching framework to 
counter hybrid warfare. However, there are plenty of single and combined 
measures that states and security organizations can use to counter and 
mitigate hybrid warfare. The following highlights actions that increase 
resilience at the national security level and recommends concrete, imme-
diate responses to improve readiness and deterrence for malicious Russian 
hybrid warfare.

Though open societies today are digitally vulnerable and reactive, states 
and security providers should not acquiesce to fate in response to hybrid 
warfare. Rather, democracies should mitigate risks and explore counter-
measures to increase overall resilience against cyber and information war. 
Fostering democratic values, amplifying truth- based narratives, embrac-
ing transparent governance, encouraging all- encompassing education, us-
ing critical thinking, and facilitating cooperation among authorities and 
businesses are essential skills in countering adversaries’ aggressions.

Achieving Resilience: Learning by Doing

Authorities should train and educate personnel on the need for coordi-
nation, decision- making, and analysis when responding to threats. Since 
hybrid warfare targets the whole of government and society at large, states 
require comprehensive means to mitigate threats jointly across authorities, 
organizations, and citizens. Thus, it is essential to expose strategic and 
tactical decision- makers to solving wicked problems beforehand: sweat 
during peacetime saves blood in war. Officials should organize tabletop, 
command post, and real- life exercises using hybrid warfare cases. By 
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teaching and communicating, working, and coordinating with state actors, 
NGOs, industries, and officials, the state can develop enlightened, broad- 
minded leaders and operationally excellent actors to counter the fog of 
Russian hybrid warfare.

Moreover, joint training exponentially increases mutual trust between 
actors, easing and harmonizing actions during a crisis. Making sharing 
best practices and information a habitual skill is one beneficial outcome of 
joint training and collaboration. No authority, official agency, or depart-
ment can handle complicated effects alone. Educating and linking civilian 
and military leadership to work jointly maximizes leveraging the best tools 
in a crisis, thus developing resilience and deterrence. All- encompassing 
training that includes partners fosters critical thinking. A lack of time and 
resources can hinder multinational training opportunities. However, even 
short training events and briefings among allies might innovate thinking 
about readiness, resilience, and deterrence. Investment in education is the 
most efficient way to increase the state’s resilience and deterrence options 
in the long run.

Besides emphasizing cognitive concepts, officials should address vulnera-
bilities in the security infrastructure. Hybrid threat mitigation and deter-
rence require secure networks, virus protections, cyber defensive measures, 
and advanced surveillance systems, along with improved physical infra-
structural security measures. When procuring military or state- owned 
complex systems, security specialists should have a role in considering cy-
berspace effects and vulnerabilities in the hardware and software. Likewise, 
since it is a human who usually leaves the cyber door open, organizational 
culture and concepts should support responsible digital behavior.

Improving Information, Intelligence,  
and Situational Awareness

Because there are no quick wins against dirty information warfare, that 
realm might be the hardest to mitigate. However, Western democracies 
should continue to maintain credibility, trustworthiness, transparency, and 
truth as weapons to educate and enlighten their citizens against modern 
disinformation. In the battle against information warfare, the West might 
suffer some short- term losses against authoritarian state aggressive narra-
tives. However, truth and the ability to read information and media are the 
only ways to maintain trust, control the narrative, and influence people in 
the long run.

Educating people on how to analyze information and media is a re-
source well spent. All age groups should know an online code of conduct 
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and evaluate the legitimacy of media sites. At the state level, resilience 
against cyberattacks and data breaches increases when all employees’ basic 
cyber knowledge is encouraged. Policy makers, spokespersons, and mili-
tary leaders should be trained in strategic communication. Usually, the 
deeper the crisis, the more involved a human perspective should be in 
strategic communication and narratives. Selecting articulate, credible 
spokespersons to represent organizations is an excellent way to improve 
resilience against harmful hybrid attacks.

We need to adapt, act, and outthink more quickly than our foes. States 
should improve ISR connectivity among key agencies to foster shared 
interagency situational awareness. The government should reduce silo 
structure, reducing tempo and leaving decision- makers to operate with an 
incomplete picture. Thus, a comprehensive whole- of- government/society 
model would be the preferred option to increase hybrid warfare respon-
siveness. Organizational learning and sharing best practices should be 
commonplace not just in a particular department but broadly across au-
thorities and organizations with roles in national security. We should ask 
questions like who else needs to know, which organization has the best 
resources, and how can we best counter, limit, mitigate, and deter the sub-
sequent hybrid warfare attacks?

 Undertaking such actions leads to increased requirements for situa-
tional awareness, intelligence, and decision- making. In most cases, a single 
state, agency, or business partner does not have all the resources or know- 
how to solve the problem. Therefore, interagency cooperation, information 
sharing, and state- level communication are vital.

However, these endeavors cannot succeed without clear commitment, 
organized procedures, and training. Broad countermeasures against hybrid 
warfare, in the long run, require that the state implement a whole- of- 
government approach. At best, it should involve private- sector players and 
the education of its citizens.

Conclusion

This article analyzed Russian hybrid warfare actions and the vulnerabili-
ties of modern digitalized societies and outlined the broader concept of 
hybrid warfare. It identified effective countermeasures against hybrid war-
fare and introduced a comprehensive security model as a critical resilience 
and deterrence approach.

While propaganda, asymmetric operations, and dispersal of cohesion 
are not new coercion methods, in today’s intertwined global, uncertain, 
ambiguous, and automatized world, the effectiveness of these tools has 
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increased manifold. The challenge is especially significant in open, mod-
ern, information- driven democracies where affected individuals or institu-
tions do not necessarily understand that they are intentionally targeted.

Russian hybrid warfare creates instability with multidomain attacks 
and clandestine operations. The combined impact of hybrid attacks under-
mines targeted states’ situational awareness, cohesion, and decision- making 
in all war- fighting domains, including cyber and information. With this 
intention, Russia aims to achieve its options in a cumulative approach by 
competing, challenging, and targeting its adversaries below the level of 
open conflict or war. Attacking against weaknesses in Western legislation, 
morale, and unity makes an adversary relatively weaker. Diminishing an 
adversary is easier for Russia to accomplish than increasing its strengths. 
By doing so, Russia aims to increase its relative position and revive its role 
as a great power, at least in the Eurasian area.

President Putin and his high elite mastermind hybrid warfare in an en-
tirely centralized way, and it truly is a whole- of- government approach. 
Similarly, combining a comprehensive national security approach and co-
operation provides the best platform and measures for targeted states to act 
against, mitigate, and deter overt and covert hybrid assaults. Joint training, 
education, and information sharing improve resilience and preparedness. 
Enhancing the nation’s security, resistance, and countermeasures in a com-
plex hybrid warfare environment necessitates the transition from reactive 
operations to existing, well- trained, and practiced active day- to- day opera-
tional principles. Additionally, preventing further hybrid warfare attacks 
requires fostering state- level deterrence and retaliation measures.

Increasing awareness of hybrid warfare, Russian deception- centric 
thinking, and appropriate countermeasures is essential for tomorrow’s 
decision- makers, strategic leaders, state authorities, and even citizens. Ex-
ploiting an adversary’s vulnerabilities has always been part of a winning 
strategy, as seen in Sun Tzu and Clausewitz’s writings. Indeed, Russian 
hybrid warfare is just another means to exploit adversaries’ weaknesses. 
However, Western democracies and security organizations can turn the 
tables and counter hybrid warfare by changing their reactive mindset to 
taking active measures.
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The Russian Understanding of War: Blurring the Lines between War and Peace  by Oscar 
Jonsson. Georgetown University Press, 2019, 260 pp.

This doctoral dissertation turned paperback written by Oscar Jonsson is 
unlike most texts in the literature of this field. Dr. Jonsson holds a PhD 
from King’s College London’s Department of War Studies and is the di-
rector of the Stockholm Free World Forum—a foreign and security policy 
think tank based in Sweden. While many geopolitical works superimpose 
(albeit often subconsciously) the assumptions of the analyst upon that 
which is being analyzed (mirror imaging), The Russian Understanding of 
War seeks to pierce Moscow’s strategic calculus and the “nuances of the 
Russian language” (p. ix) to answer the question, “Has the Russian under-
standing of the nature of war changed, and if so, how?” (p. 4).

Jonsson frames the problem in the introduction by ensuring the audi-
ence understands the distinction between Clausewitz’s “character of war” 
(something that perpetually evolves with technology) and the “nature of 
war” (something generally regarded as immutable). With the lexicon estab-
lished in support of the thesis question, the author then divides his treatise 
into four main sections. Section 1 (“The Soviet Understanding of War”) 
examines the view of the collective USSR as the intellectual foundation for 
the Russian Federation’s initial cadre of political and military leadership—
with particular emphasis on the uniformity of Soviet political and military 
thought as an extension of Marxism- Leninism, Hegelian dialectics, and 
the Communist Party. Similar to Clausewitz, Lenin regarded violence and 
armed conflict as requisites for war. However, Lenin’s understanding of 
“politics by other means” differed on the basis that the Soviets believed war 
to be a paradoxical evil that could only be eliminated by establishing the 
dictatorship of the proletariat worldwide. Section 2 (“The Russian Under-
standing of War after the Dissolution of the Soviet Union”) subsequently 
outlines how the Russian Federation’s views regarding the nature of war 
evolved. It stresses the gradual yet notable departure from the traditional 
understanding of Clausewitz as incorporated by Lenin, Stalin, and others 
into Communism as the official worldview of the party and the state. Fi-
nally, section 3 (“Information Warfare”) and section 4 (“Color Revolu-
tions”) leverage the philosophical foundation of the first two sections to 
examine Russia’s understanding of war relative to what it perceives as two 
of its greatest external/internal security threats. Ultimately, “Russian threat 
perception is the backdrop to Russian offensive action” (p. 121).

This book is a remarkable and timely work of scholastic achievement 
with key insights for a geopolitical period of great power competition. Dr. 
Jonsson concludes that, as the title suggests, the Russian strategic calculus 
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blurs the lines between war and peace. He articulately and definitively 
demonstrates that the principal political and military elites of Russia to-
day believe that either the nature of war has completely changed to include 
“non- violent” actions or that the fundamental definition of “violence” must 
be expanded to include the nontangible and nonlethal. In either case, the 
net effect remains that Moscow is corporately shifting its focus toward the 
political goals of war rather than focusing solely on its means (“armed vio-
lence”). Moreover, Jonsson adeptly balances what the Russian inner circle 
actually believes and what it states publicly, noting that formally acknowl-
edging its perceived change in war’s nature would go against concepts that 
inform both international law and Russian federal law “On Defense.” 
(Both rely on “armed violence” as the defining element of war, and or-
ganically declaring a change in war’s nature would be tantamount to uni-
laterally declaring a worldwide state of war.) The thesis question and its 
answer are supported not through an examination of Western experts 
writing about Russia (i.e., from an outsider’s perspective) but through an 
exhaustive examination of documents and speeches produced by Russian 
politicians, strategists, tacticians, and oligarchs. Thus, Jonsson effectively 
uses primary source materials to generate insights about the Russian 
understanding of war while simultaneously minimizing the risk for ana-
lytical bias by allowing the Kremlin et al. to speak for themselves.

Ultimately, this book is a must for anyone seeking to navigate the stra-
tegic competition environment or those attempting to understand why 
Russia behaves in the manner it does. It may be tempting to examine 
Russia through several centuries of Czarist and Communist history. How-
ever, it is paramount for military strategists and analysts to remember that 
the Russian Federation is less than 30 years old and, particularly since the 
ascendance of Vladimir Putin, still finding its identity in the post–Cold 
War era. The author focuses on the findings of his research rather than the 
tangible implications for US or NATO policy makers. This is perhaps the 
only area where the book could be improved, while in fairness such a 
weight of effort is common practice for a dissertation contributing to the 
body of knowledge in support of field practitioners. Woven throughout 
this book is a singularly profound sentiment that must be understood by 
those in the US national security apparatus. Specifically, the following fal-
lacious assumption must be purged from US/NATO policy development: 
“Western states believe it is up to them to choose whether they enter a war 
with Russia or not” (p. 157).

Simply put, the Russian government is actively engaged in what it con-
siders a “war” against the West, albeit one fought via nonmilitary means. 
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As such, the West must change the way it thinks about deterrence, com-
petition, and conflict when engaging Moscow and when seeking to coop-
erate with nations in Russia’s near abroad. In other words, “when Western 
states are taking actions that they perceive as being short of war—sanc-
tions, democracy promotion, and information operations—but that are 
understood by Russia as amounting to war, there is a risk of unconscious 
and/or unintentional escalation” (p. 2). Regardless of whether or not one 
accepts that the nature of war has changed, the semantic aspects of that 
philosophical and academic debate must not overshadow the real and po-
tentially dire consequences of ignoring how Russia thinks and conducts 
operations. As articulated by Sun Tzu, those seeking to overcome must 
first “know thy enemy.”

Capt Jayson M. Warren, USAF

Rebranding China: Contested Status Signaling in the Changing Global Order  by Xiaoyu 
Pu. Stanford University Press, 2019, 152 pp.

Author Xiaoyu Pu is an assistant professor of political science at the 
University of Nevada, Reno. This book is part of a series addressing diverse 
contemporary security challenges in Asia. In Rebranding China, the author 
claims that China has a duality status struggle—resulting from its rapid 
growth and development—that receives little attention by scholars and 
practitioners. Is it a developing country, a benign regional leader, an aspir-
ing global leader, an unwilling global leader, or an emerging superpower? Is 
it playing a zero sum game with the international community or growing 
within the existing global order? The author asserts that China projects 
mixed messages to its domestic and international audiences and needs to 
better articulate its preferred status. Pu believes that how a country crafts 
its preferred image is vitally important. Sending mixed or confusing status 
signals can lead to geopolitical friction, distrust, and deep suspicions of 
China’s real intent by its own people and the global community at large.

The author meticulously builds a case for China’s poor status signaling 
by presenting many examples of how China exhibited confusing and 
sometimes contradictory foreign policy practices. He notes that China has 
a multiple audience dilemma, which gives incentives to maintain several 
identities with conflicting roles. China wants to be loved and feared at the 
same time. The challenge facing China is that all of its audiences receive 
China’s status signaling at the same time.

China presents a rapidly rising and emerging power image to its do-
mestic audience but a developing country image to international audi-
ences. It demands accommodation on geopolitical interests such as the 
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Spratly Islands and South China Sea claims yet wants to be considered a 
developing country on economic matters. When seeking opportunities 
from international institutions, China uses emerging power status (its 
strengths in resources, population, and economy) while at the same time 
shirking social/welfare responsibility to the global community when con-
venient, thus emphasizing its weaknesses as a developing country.

Pu explains that China wants depth of interconnectedness with its 
neighbors, thereby creating reliance on and interdependence with China. 
China sends two messages within East Asia. The first is “don’t fear us,” 
and the second is that China’s rise mutually benefits its neighbors. China 
professes to bring peaceful order to the region through multilateral eco-
nomic and security institutions such as the Shanghai Cooperation Orga-
nization, the Asian Infrastructure and Investment Bank, and the Belt and 
Road Initiative.

China claims it does not seek to overthrow the existing world order. 
After all, it is a primary beneficiary of the international system. However, 
the author notes that China is becoming more politically aggressive in 
regional/global posturing. It frequently leverages self- serving statecraft on 
national interest in an assertive and coercive manner with its neighbors. 
China is fearful of a US military presence in the Asia- Pacific region and 
wants Asian security left to Asians. A problematic by- product of China’s 
haphazard status signaling is evidenced by how the US interprets it. The 
US sees China wanting to displace a US presence in the Asia- Pacific by 
expanding its global economic/security influence and being the regional 
hegemon. This is leading the US to rethink its strategy toward China.

Pu ultimately views China as a rising power with minimal threat to the 
global community. China sees its domestic image as more important than 
its international status. The author suggests that a rising power’s domestic 
audience is more important than its international audience. China’s status 
signaling is contested because the country’s population and leadership do 
not have consensus on China’s position on the world’s stage. The Chinese 
Communist Party (CCP) promotes the idea that it is the only legitimate 
political force that can defend China’s honor and the only entity capable 
of holding China together.

The author believes that for China to compete as a rising power with 
the US, the CCP/China needs to be a better leader in the international 
normative order. Being a better leader entails a well- communicated grand 
strategy supported by policies that reflect the strategy in both action and 
intent. China’s dilemma is how it must project an international image of 
conflicting roles in ways that promote its national interests without an-
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tagonizing or sending misperceptions that result in mistrust and fear by its 
own people, neighbors, and the world at large.

Pu superbly supports his thesis through countless well- articulated ex-
amples drawn from the literature and thought- provoking analysis. Argu-
ably, the most notable contribution the author makes to the body of 
knowledge is in introducing status signaling into the international rela-
tions literature. His signaling model, supported by his rigorous examina-
tion and application, helps frame how foreign policy behaviors are shaped 
by rising powers. It can also be seen as a means for information commu-
nication to appropriate political figures to either change or continue vari-
ous status beliefs they may claim.

This book is best read by international relations/affairs, political science, 
and Chinese scholars as well as applicable governmental entities, includ-
ing military leaders and Asia- Pacific specialists. It is also a relevant read 
for those interested in learning how rising powers struggle to shape their 
domestic and international identity and grow from their mistakes.

Dr. David A. Anderson 
Professor of Strategic Studies 

US Army Command and General Staff College

Russia Abroad: Driving Regional Fracture in Post- Communist Eurasia and Beyond  
edited by Anna Ohanyan. Georgetown University Press, 2018, 200 pp.

When I was in high school, during the long- ago 1990s, my geography 
teacher had the class color a map of Europe using different hues to deline-
ate regions. He specifically instructed us to color a portion of Eastern 
Europe dark red and label it the “shatter belt region,” a geographic area 
defined by the cultural and political clash of Western Europe, Russia, and 
the Arabic/Ottoman Middle East. A decade later, numerous reports and 
articles announced the dangers of “failed states,” ungoverned or lightly 
governed spaces that lacked the ability to police themselves, often harbored 
terrorists, and spread chaos throughout the regions in which they festered. 
Then, just a couple of years ago, we heard the warning of “frozen conflicts,” 
internal warfare or proxy combat that delegitimized any attempts a given 
state takes toward maintaining a central government, typically in the con-
text of Russian actions in former Soviet states. The generational irony un-
dergirding each of these labels is the seeming inevitability of globalization 
and increased regional interconnectedness that defined the era. These fail-
ures of governance, no matter the label, seemed an anachronistic outlier. 
After a generation in which the reality of state and regional fracture has not 
lessened, however, one has to wonder, Will the global community always be 
bedeviled by the specter of failed governance projects?
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Anna Ohanyan, editor of this collection of essays titled Russia Abroad, 
argues yes. Failed or fractured states have existed for as long as we have 
sought to define the nation- state, a type of photo negative of those qualities 
we assess “successful” states in the international order to possess. Ohanyan, 
a distinguished professor of political science at Stonehill College, believes 
that we should concern ourselves less with how fractured states buck global 
trends toward interconnectedness and more with understanding the factors 
that drive fracture within the state. At their core, fractured states lack the 
intergovernmental reach, resiliency, and respect to execute full governance 
within their borders, thus preventing the establishment of a future founda-
tion for regional connections that reach beyond, and through, borders.

While Ohanyan advances a holistic theory that, she believes, one can 
apply globally to understand troubled regions, the focus of her current 
work, as the title suggests, is on the “new” concept of regional fracture or 
frozen conflicts in Russia’s near- abroad. The actions taken by Putin’s Rus-
sia to destabilize its neighbors, while significant in the moment, are in-
dicative of a set of centuries- long Russian/Soviet imperial policies that 
look to incorporate these borderlands into a greater Russian empire, con-
tributor Robert Nalbandov states. While these policies intended to cap-
ture these regions in Russia’s imperial sphere, they also weakened local 
governance to preclude any revolutionary or separatist movements. This 
internal weakness persisted in the wake of the Soviet Union’s collapse and 
also set the conditions for Russia’s reentry, desired or otherwise, into the 
region during the 2000s and 2010s.

While the majority of contributors outline the role that recent Russian 
actions have played in destabilizing Eastern Europe, the Caucasus, and 
Central Asia, they also highlight other trends that contribute to state and 
regional fracture. They point to the outsized role played by nongovernmen-
tal organizations, moneyed and cultural elites, refashioned or recast histo-
ries, and persistent cultural norms in maintaining or exacerbating state 
weakness and regional fracture. Contributors all extended this model be-
yond Russia’s near- abroad, examining how Russia’s continued neo- imperial 
reach emphasizes long- simmering feuds and political instability. Dimitar 
Bechev (Western Balkans) and Mark Katz (Syria and the Levant) overlay 
Ohanyan’s theory of regional fracture with the other contributors’ Russo- 
focused theory of the legacy of Russian overreach, giving legitimacy to 
Ohanyan’s framework in areas beyond the post- Soviet hinterlands.

At times, the authors unwittingly also illuminate areas where the reality 
of state fragility and regional fracture draw similarities across seemingly 
unlike groups. In one of the most striking examples, David Lewis charts 



144  STRATEGIC STUDIES QUARTERLY  FALL 2021

Book Reviews

how the rise of illiberal regionalism provides a means for the states of Cen-
tral Asia to create an identity in the chaos of post- Soviet fracture and neo-
liberalism (p. 119). “Illiberal regionalism” is defined as how the “focus on 
the role of shared ideas, norms, and beliefs provides a framework for some 
limited regional cooperation with a common discourse that is sharply at 
odds with the liberal norms that underpin most of Western theories of re-
gionalism.” As Lewis notes, this regionalism often comes with the ascen-
sion of authoritarian “strongmen” who rely on a masculine, ethnographic 
sense of cultural unity in the face of uneven economic and social change. 
The perceptual rise of authoritarianism and illiberal democracy across the 
globe would seem an extension of what Lewis describes, and plumbing the 
depth of this thinking would add to a growing research field.

Ohanyan’s current work, beyond a thoughtful collection of intellectually 
rich essays, also provides a striking (and needed) counterpoint to a narra-
tive of globalization that, while tested in the past, still holds sway today. 
Russia Abroad provides an interesting context to assess state fragility and 
regional fracture relative to Russia’s current machinations in its near- 
abroad. However, the ability to take the book’s theory of regional fracture 
and “mean- test” it globally is critical to understanding how states are, and 
are not, incorporated into an assumed global order. Further, it is critical to 
diagnose the seams and fractures in internal governance and identify those 
trends or vulnerabilities that may force them to widen. Finally, knowing 
how powerful interlocutors can pluck these fissures like harp strings, play-
ing chaotic tunes of state collapse, will become a central part of building 
state and international resiliency toward illiberal agents—something likely 
to define the twenty- first century.

LTC Andrew Forney, USA
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