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Overview

Our version of Canvas is hosted in a DoD environment. Therefore, just like the AF Portal and checking
.mil webmail you must have DoD certificates loaded for your browser to display and function correctly
with our Canvas website. All non-NIPRNET MacBook Users who have not already loaded DoD
certificates need to follow the steps in section I. If you already loaded DoD certificates for your browser
go to step 6 of Section .

If you are using Firefox as your browser of choice, then in addition to the steps in Section |, you must
also accomplish the steps in Section II.

This set of instructions is for a non-NIPRNET Macbook. If you have a PC or tablet/phone, please
download the applicable eSchool guides for installing DoD Root Certificates on those devices.

The following directions were developed based on information listed on

https://militarycac.com/macnotes.htm:



https://militarycac.com/macnotes.htm

[. Installing Certificates on non-NIPRNET Macbooks (6 Steps)

Step 1: Open up Keychain Access

In the upper right of the desktop click on the “Magnifying Glass” icon, and type “Keychain Access” and

double click on the keychain icon:

B O | F o) 1B%EJ SunJul21 433PM  Q

In the popup window type
“Keychain Access”

|

Double click on the —
“Keys” icon

KeyCode.Z htmi
KeyCode.Underscore.html
KeyCode.Slash.html
KeyCode.RightBracket.html Created 3/6/19

Kind Application
Size 4.9 MB

KeyCode.Q.html Modified 6/22/19




Step 2: The following window should open. Verify “login” and “All Iltems” are selected

Call History User Data Key
Chrome Safe Storage
Chromium Safe Storage

H " H
see +® Verify “login & )
—— —— — .

| KGYCV is selected 1
| d @ / Kind: public key, RSA, 2,048-bit
! é‘ ocal tems ¢ Usage: Encrypt, Derive, Verify
i 4 System
| System Roots
! Name | Kind Date Modified Expires Keychain
| <key= public key - - login
|
| <key= private key - - legin
|
| _{“ AirPlay Client Identity: 71d2b3c4  AirPlay Client Identity MNov 6, 2013 at 1:07:117 PM -~ legin
i _{“ AirPlay Client Peer: 468819al AirPlay Client Peer Nov 6, 2013 at 1:07:17 PM - legin
! _{“ AirPlay Client Peer: aa718e12 AirPlay Client Peer Sep 25, 2015 at 8:37:42... - legin
| _{“ Apple ID Authentication application password  Aug 14, 2013 at 9:54:32... -- legin
! ? Apple ID d.ar..reng@msn.com key public key - - login
i A o L, |plickey -- -- login
i ® 4 Verify “All Items blic key - - login
! A blic key - - login
| 74 is selected : .
| ? Al blic key - - login
I ? Apple ID d.ar..reng@msn.com key private key - - login

Secure Notes ? Apple ID d.ar..reng@msn.com key private key - - login

E] My Certificates ? Apple ID d.ar..reng@msn.com key private key - - laai

- Keys i Apple D dar..cong@msn.com key privatekey | If y o) are not sure whether you have
| ] Certificates {“ Apple Persistent State Encryption application pas:
| [5] Apple Warldw...tification Authority certificate previously loaded DoD certs you can
| =] ARMSTROMNG..MNIS.M.1173574335 certificate I d his li ifv th
| [£] ARMSTRONG..NIS.M.1173574335 certificate scroll down this list to verify there are
|
|
|
|

com.apple.ac...-to-my-mac-token

applicationpast g certs starting with DoD

application pas

application password Nov B, 2018 at 5:43:20 AM -~

application password Oct 3, 2018 at 4:46:22 AM -~

annlication nassword

If you are unsure whether you have previously loaded DoD certificates, then scroll down the list to

confirm whether or not they are already loaded. If they are loaded, but you need to load them again

you will need to remove any DoD certs on the list. (Just to be clear, they are in alphabetical order and all

DoD certs start with “DoD"”). If they are already loaded and you think they are current, then you can go

to step 6 and continue



Step 3: Download five files using the links listed below. Save the files to your downloads folder.

https://militarycac.com/maccerts/AllCerts.p7b, )
https://militarycac.com/maccerts/RootCert2.cer,

N Click each link to
https://militarycac.com/maccerts/RootCert3.cer, | Jownload the
https://militarycac.com/maccerts/RootCert4.cer, and associated file
https://militarycac.com/maccerts/RootCerts.cer

If you click, the links from within a browser (online viewing vs standalone adobe reader) just click each

link and the files will download.

If you are using a standalone pdf reader to view this document than a blank browser window will pop up
and the file should download. You can click the download arrow to verify the file was downloaded.
Repeat for all 5 files.

@ Safari File Edit View History Bookmarks Window Help O
W MAC Certificate Installation 19 Jul 19 v6 — Saved to my Mac

Click to verify the file
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https://militarycac.com/maccerts/AllCerts.p7b
https://militarycac.com/maccerts/RootCert2.cer
https://militarycac.com/maccerts/RootCert3.cer
https://militarycac.com/maccerts/RootCert4.cer
https://militarycac.com/maccerts/RootCert5.cer

Step 4: Open “Finder”, go to downloads and the five files should be at the top of the list. Double click
each file individually and Click “ADD” on the popup window to add the certificate to the KeyChain

Date

Toda
Today
Toda'
Toda!
Today

Screen Shot

Access.
jew  \View
[ JoN [ Downloads
Gk ol = NS R A0
Favorites Today Date M O pe n FI n d er
[8 Documents | Alicerts.p7b Todayd  Go to downloads and
nia RootCert3.cer Today o
# Applications . .
. | RootCert2.cer 4 Double-Click on each file separately to
ecents
RootCert5.cer Today & . .
® AirDrop RootCertd.cer ndayq l0ad in Keychain Access
o Downloads Previous 7 Days
] Desktop t certificates...5-6_dod.zip Jul 17, 2019 at 2:17 PM 86 KB ZIP archive Jul 14
| [0 Certificates...S7.v5.6_DoD  Jul 17, 2019 at 2:38 PM -= Folder Jul 13
i e Previous 30 Days cel
screenshot Link Equation Date. Time OoOWAQ L4 Audio Meeting Stickers w -,
TR Rarardina Nataile 2o = =
- e Add Certificates
Z. Prsswords
Secure Natt oad
T o | 7] Do you want to add the certificate(s) from the file k
R [ | uRootCert5.cer” to a keychain? |
+i® - ‘
New root certificates should be added to the login keychain for the ile
| Keychains = <key> current user, or to the System keychain if they are to be shared by all
| z (C.) i i I
. @ login w/)  Kind: public key, RSA, 2,048-8 users of this machine.
é‘ Local Items ? Usage: Encrypt, Derive, Verify i
& System |
) syst
Each time you double click a popup ‘
. . AP Keychai @
window will open. Verify it is set to .
“ ] H “ ” ertificates
login” and click on “Add \
), o S - 37
/.. Apple ID A o d Aug14, 2013 at 9:54:32... -- login DF Document
(? Apple ID d.ar..rong@msn.com key public key - - login
@ Apple ID d.ar..rong@msn.com key public key - - login } 1CS file
Category @ Apple ID d.ar..rong@msn.com key public key -- - login |
‘ ﬂ? Apple ID d.ar..rong@msn.com key public key - -~ login
% All items @ Apple ID d.ar..rong@msn.com key public key - - login | Application
£.. Passwords § Apple ID d.ar..rong@msn.com key private key - - login
Secure Notes @ .rong@msn.com key private key - - login
My Certificates ﬁ? .rong@msn.com key private key - - login
(? Keys @ Apple ID d.ar..rong@msn.com key private key - - login
5] Certificates [ Apple Persistent State Encryption application password Jul 15, 2019 at 11:17:41 AM -~ login
=] Apple Worldw...tification Authority certificate - Feb 7, 2023 at 3:48:47 PM  login
[5) ARMSTRONG...NIS.M.1173574335 certificate - Dec 9, 2021 at 6:00:00 PM login
[5) ARMSTRONG...NIS.M.1173574335 certificate - Dec 9, 2021 at 6:00:00 PM login
/.. Call History User Data Key application password Dec 5, 2014 at 7:00:20 PM -~ login
('.. Chrome Safe Storage application password Apr 4, 2017 at 2:16:04 PM -~ login
[“ Chromium Safe Storage application password Nov 8, 2018 at 5:43:20 AM -~ login
FA ication p -- login

com.apple.ac...-t

om.anple.a D

Oct 3, 2018 at 4:46:22 AM

2019-07...7.40 PM




Step 5: Check each DoD Root CA-“X” certificate. If they have a red circle with a white X then you need

to tell you computer to trust the certificate using the procedure below

g —— AT
l e0e +|® @
| Keychains N <key>
g login o/ Kind: public key, RSA, 2,048-hit
é‘ Local ltems i Usage: Encrypt, Derivae, Verify
4 System
System Roots
Name ~ Kind Date Madified Expires Keychain —
—— — e -
[5] DOD ID CA-33 certificate - Sep 22, 2021 at 8:32:32... login
[5] DOD ID CA-34 certificate = Sep 22, 2021 at 8:40:30... login
[5] DOD ID CA-39 certificate - Mov 8, 2021 at 8:21:57 AM  login
DOD ID CA-40 certificate = Nov B, 2021 at 8:22:54 AM login
E b g
[£] DOD ID CA-41 certificate - Nov 9, 2021 at 10:13:56 A... login
[5] DOD ID CA-42 certificate - Nov 9, 2021 at 10:15:02 AM login
[5] DOD ID CA-43 certificate - Mov 9, 2021 at 10:16:01 AM login
[Z] DOD ID CA-44 certificate - Nov 9, 2021 at 10:18:14 AM login
[5] DOD ID CA-49 certificate - Mov 23, 2022 at 7:48:15...  login
ng [5] DOD ID CA-50 certificate - Nov 23, 2022 at 7:48:47... login
[5] DOD ID CA-51 certificate - Mov 23, 2022 at 7:48:27.. login
ta [5] DOD ID CA-62 certificate - Nov 23, 2022 at 7:49:57.. login |
=] DOD ID CA-59 certificate - Apr 2, 2025 at B:38:32 AM  login | B
ta EriEy [5] DOD ID SW CA-35 certificate - Sep 22, 2021 at 8:37:50.. login |
2 Alltems [5] DOD ID SW CA-36 certificate - Sep 22, 2021 at 8:44:42... login
7 [5] DOD ID SW CA-37 certificate = Sep 23, 2021 at 10:23:05... login
-. Passwards [£] DOD ID SW CA-38 certificate - Sen 23 2021 at 10:24:51... login
Secure Motes = . ;
DOD ID SW CA-45 If th . . . . 2 at 7:28:56 AM login
o ere is a red circle with a white X
El My Certificates [5] DOD ID SW CA-46 4 2 at 8:22:27 AM  login |
§ Keys [5] DOD ID SW CA-47 then double click the certificate to p2at 81243 AM login  §
[Z] Certificates ] DOD ID SW CA-48 . . 22 at 8:19:49 A login |
[ oD Root CA 2 access its settings 9 2t 9:00:10 AM login
[ QoD Root CA 3 29 at12:46:41... login |
Ee% OpD Root CA 4 certificate - Jul 25, 2032 at 2:48:23 PM login F
o
1=0 oD Root CA B certificate - Jun 14, 2041 at 12:17:27.. login |
ns =1/DOD SW CA-53 certificate - Nov 23, 2022 at 7:50:35... login
DOD SW CA-54 certificate - Mov 23, 2022 at 7:51:28...  login
) g
[5] DOD SW CA-55 certificate - Nov 23, 2022 at 9:46:46... login

If they do not have a red circle with a white X (like the ones below) then skip to the next step.

[ L WML L S Lt LE U LA PRI I3, £ULE @L O£ A UG [ FTEVIOUS / Lay:
[Z] Certificates ] DOD ID SW CA-48 certificate - Apr 13, 2022 at 8:19:49 A.. login F certific
‘-“9 DoD Root CA 2 certificate - Dec &, 2029 at 9:00:10 AM  login [—:I Certific
B3 DoD Root CA 3 certificate - Dec 30, 2029 at 12:46:41... login |
[} DoD Root CA 4 certificate - Jul 25, 2032 at 2:48:23 PM login | Previous 30 Da
[B§ DoD Root CAS certificate - Jun 14, 2041 at 12:17: b Apr 21,

ns [=] DOD SW CA-53 certificate = Nov 23, 2022 at 7:50:35... login | = Dwnar



After double clicking on a certificate with a red circle and white X, you will see the popup window below.

Click the triangle next to Trust

D i e Trnaae e

i A ’

Date Modified

Expires: Wednesday, December 5, 2029 at 9:00:10 AM Central Standard Time

Expires

T S RV e Wy s e

Sep 22, 2021 at 8:32:32...
Sep 22, 2021 at 8:40:30...

Nav 8 2021 at 8:21:57 AM

Keychains
. = | DoD RootCA 2
@ login s ,’,M””l Root certificate authority
g Local Items -
£ é System © "DoD Root CA 2" certificate is not trusted
) System Roots
Name ~ Kind
i e e SRUS——
[5] DOD ID CA-33 certificate
5] DOD ID CA-34 certificate
[Z] DOD ID CA-39 ifi
|5 DOD ID CA-40
ene@ DoD Root CA 2 /

Click on the triangle next to “Trust”

| DoD Root CA
Cortifieate ‘
© "DoD Root CA 2" certificate is not trusted
P Trust
1 Y Details
Subject Name
1 Country or Region US

Organization U.S. Government
Organizational Unit DoD
Organizational Unit PKI

Common Name DoD Root CA2

Issuer Name
Country or Region US
Organization U.S. Government
Organizational Unit DoD
I Organizational Unit PKI

Common Name DoD Root CA 2

L Serial Number 5

Version 3

SHA-1 with RSA Encryption ( 1.2.840.113549.1.1.5 )
None

Signature Algorithm
Parameters

Not Valid Before Monday, December 13, 2004 at 9:00:10 AM Central

DoD Root CA 2

DoD Root CA 2

Root certificate authority

\", Expires: Wednesday, December 5, 2029 at 9:00:10 AM Central Standard Time
€ "DoD Root CA 2" certificate is not trusted

¥ Trust

i When using this certificate: = Use System Defaults

¢ Secure Sockets Layer (S5L)
Secure Mail (S/MIME)
Extensible Authentication (EAP)
IP Security (IPsec)

no value specified
no value specified
no value specified
no value specified
Code Signing = no value specified
Time Stamping

X.509 Basic Policy

no value specified

no value specified

ololololofo] o)

¥ Details

I Subject Name
Country or Region US
Organization
Organizational Unit

U.5. Government
DeD
Organizational Unit  PKI

Common Name DoD Root CA 2

Issuer Name

=

Nov 9, 2021 at 10:16:01 AN
Nov 9, 2021 at 10:18:14 AN
Nov 23, 2022 at 7:48:15...

Nov 23, 2022 at 7:48:47...
Nov 23, 2022 at 7:49:27...

Nov 23, 2022 at 7:49:57...
Apr 2, 2025 at 8:38:32 AM
Sep 22, 2021 at 8:37:50...

Sep 22, 2021 at 8:44:42...
Sep 23, 2021 at 10:23:05...
Sep 23, 2021 at 10:24:51...
Mar 9, 2022 at 7:28:56 AN
Mar 9, 2022 at 8:22:27 AM
Apr 13, 2022 at 8:12:43 AN
Apr 13, 2022 at 8:19:49 A.,
Dec 5, 2029 at 9:00:10 AN
Dec 30, 2029 at 12:46:41..
Jul 25, 2032 at 2:48:23 PA
Jun 14, 2041 at 12:17:27...

Nov 23, 2022 at 7:50:35...
Nov 23, 2022 at 7:51:28...
Nov 23, 2022 at 9:46:46...
Nov 23, 2022 at 9:48:22...
Dec 12, 2022 at 8:39:49...
Dec 12, 2022 at 8:40:52...

Anr 2 2095 at R:34:49 AM

The Trust settings will open up. Click
on the dropdown arrow for “When
using this certificate




| [z DUD 1L CA-40

DoD Root CA 2

certiticate

DoD Root CA 2

ihle Authenticati

IP Security (IPsec)
Code Signing
Time S

Root certificate authority
Expires: Wednesday, December 5, 2029 at 9:00:10 AM Central Standard Time
€ "DoD Root CA 2" certificate is not trusted

1 When using this certificaté v Use System Defaults l /

1 LTI T,
1 Secure Sockets Layer (SSL NevgETriGE

Secure Mail (SIMlME]'T__WXSIUI'Sp!mj
(EAP) _no value gggcified B
no value specified

no value specified

no value specified

A
v

X.509 Basic Policy

¥ Details
Subject Name
Country or Region
Organization
Organizational Unit
Organizational Unit
Common Name

us

DoD
PKI

Issuer Name

no value specified B

U.S. Government

DoD Root CA 2

Select “Always Trust”

DoD Root CA 2

A i
Keychains
& login Certiate
g Local Items -
(4 System

Root certificate authority
Expires: Wednesday, December 5, 2029 at 9:00:10 AM Central Standard Time
€ "DaD Root CA 2" certificate is not trusted

When you try to close the window you
will get a popup. Enter your password
and then click “Update Settings”

| -

Secure Mail (S/MIME)
Extensible Authentication (EAP)
IP Security (IPsec)

Code Signing

Time

Always Trust

: f\lways Trust

X.509 Basic Policy

¥ Details
Subject Name
Country or Region
Organization
Organizational Unit
Organizational Unit
Common Name

us

DoD
PKI

Issuer Name

Always Trust B

U.S. Government

DoD Root CA 2

®=® DoD Root CA 2

7 DoD Root CA 2

‘;:'4”,””’ Root certificate authority

“J Expires: Wednesday, December 5, 2029 at 9:00:10 AM Central Standard

€ "DoD Root CA 2" certificate is not trusted
¥ Trust

il When using this certificate: | Always Trust B 7
1 Secure Sockets Layer (SSL) = Always Trust

You are making changes to your Certificate

Trust Settings.
Enter your password to allow this.

Password: ||

Cancel

Apr 2, 2025 at 8:38:32 AM
Sep 22, 2021 at 8:37:50...
Sep 22, 2021 at 8:44:42...

Sep 23, 2021 at 10:23:05...
Sep 23, 2021 at 10:24:51...
Mar 9, 2022 at 7:28:56 AM
Mar 9, 2022 at 8:22:27 AM

Apr 13, 2022 at 8:12:43 AM
Apr 13, 2022 at 8:19:49 A...

Dec 5, 2029 at 9:00:10 AM
Dec 30, 2029 at 12:46:41...

Jul 25, 2032 at 2:48:23 PM

Jun 14, 2041 at 12:17:27..
Nov 23, 2022 at 7:50:35...
Nov 23, 2022 at 7:51:28...
Nov 23, 2022 at 9:46:46...
Nov 23, 2022 at 9:48:22...
Dec 12, 2022 at 8:39:49...
Dec 12, 2022 at 8:40:52...
Apr 2, 2025 at 8:34:49 AM

Update Settings

login
login
login
login

login
login
login
login
login
login
login
login
login
login
login \
login

login ‘
login

login |
login

May

April



Once you have done this for the four CA certificates (DoD Root CA-2 through 5) your Keychain Access
each of the DoD Root CA certificates should have a Blue circle with a White plus sign.

l a0e +|® Q, Search
Keychains
. = DoD Root CA 5
é‘ login ;':%vm Root certificate authority
é‘ Local Items ; \", Expires: Friday, June 14, 2041 at 12:17:27 PM Central Daylight Time
E é System © This certificate is marked as trusted for this account
[T system Roots
Name -~ Kind Date Modified Expires
g corrmorer S .
E DOD ID CA-33 certificate - Sep 22, 2021 at 8:32:32...  login
E DOD ID CA-34 certificate - Sep 22, 2021 at 8:40:30... login
E DOD 1D CA-39 certificate - Mov B, 2021 at 8:21:57 AM  login
E DOD 1D CA-40 certificate - Nov B, 2021 at 8:22:54 AM login
E DOD 1D CA-41 certificate - Mov 8, 2021 at 10:13:56 A... login
E DOD 1D CA-42 certificate - Nov 9, 2021 at 10:15:02 AM login
E DOD 1D CA-43 certificate - Nowv @, 2021 at 10:16:01 AM  lagin
E DOD 1D CA-44 certificate - Nov 9, 2021 at 10:18:14 AM login
E DOD ID CA-49 certificate - Mov 23, 2022 at 7:48:115..  login
ng E DOD 1D CA-50 certificate - Nov 23, 2022 at 7:48:47...  login
E DOD 1D CA-51 certificate - Mov 23, 2022 at 7:49:27...  login mn =
ta [5] DOD ID CA-52 certificate = Nov 23,2022 at 7:49:67... login |
E DOD ID CA-59 certificate - Apr 2, 2026 at B:3B:32 AM  login Today
ta Category E DOD ID SW CA-35 certificate - Sep 22, 2021 at 8:37:60... login AllCert
DOD 1D SW CA-36 certificate - Sep 22, 2021 at 8:44:42...  login =
A ANl tems = . P g, RootCe
E DOD ID SW CA-37 certificate - Sep 23, 2021 at 10:23:05... login =
/.. Passwords I . ) " RootCe
E DOD 1D SW CA-38 certificate - Sep 23, 2021 at 10:24:51... legin
Secure Notes [] DOD ID SW CA-45 certificate - Mar 8, 2022 at 7:28:56 AM login L| RootCe
El My Certificates [5] DOD ID SW CA-46 certificate - Mar 9, 2022 at 8:22:27 AM login |_| RootCe
@ Keys |5 DOD ID SW CA-47 certificate - Apr 13, 2022 at 8:12:43 AM login Previous 7 Day:
E Certificates E DOD 1D SW CA-48 certificate - Apr13, 2022 at 8:19:49 A... legin F certific
E DoD Root CA 2 certificate - Dec 5, 2029 at 9:00:10 AM login é Certific
E DoD Root CA 3 certificate - Dec 30, 2029 at 12:46:41... login
[, DoD Root CA 4 certificate = Jul 25, 2032 at 2:48:23 PM login Previous 30 Da
B% DoD Root CA G certificate Jun 14, 2041 at 1z .. login _I— Apr 21,
ns |5 DOD SW CA-53 certificate - Mov 23, 2022 at 7: login = Owner
E DOD SW CA-54 certificate - Mov 23, 2022 at 7:51:28...  login =) Bill #0(
[ DOD SW CA-55 certificate - Nov 23, 2022 at 9:46:46... login
[Z] DOD SW CA-56 certificate - Mov 23, 2022 at 9:48:22...  login May
E DOD SW CA-57 certificate - Dec 12, 2022 at 8:39:49... login | event.i
[5] DOD SW CA-58 certificate - Dec 12, 2022 at 8:40:52... login April
|5 DOD SW CA-60 certificate - Apr 2, 2025 at 8:34:49 AM  login == HesiNG
E DOD SW CA-61 certificate - Mar 31, 2025 at 8:41:24...  login X

application password M7 -




Step 6: If you are going to use Firefox as your browser, then go to the next section and follow the steps.

If you are using a “non-Firefox” browsers (Safari, Chrome, etc.), then close your internet browser,
reopen it and login to Canvas (https://Ims.au.af.edu). All icons should display properly and you should

have complete functionality. If you experience issues accessing Canvas with non-Firefox browsers, then
please see the Troubleshooting section at the end of this handout.

< C' @& httpsy//Ims.au.af.edu/login/canvas h* g

Enter the email address

you listed in AU Portal

For your first time to this site,

Password

B Stay signed in ‘

Click “Forgot Password”

You will receive an email with

the password reset link, set a

Forgot Password?

password and then log into the

cpns pand Suppart website.
INSTRUCTURE

(Unless you are using Firefox)

If your internet browser of choice is Chrome, or Safari, there are no more steps
for you to take. You should be able to login to Canvas and have everything display
and function properly.

If you are using Firefox as your browser, you MUST perform the steps below for
Canvas to work on the browser.


https://lms.au.af.edu/

II. If Using FireFox, you must also do these steps (3 Steps)

Step 1: Once you have loaded the certificates as instructed in section |, open Firefox, type
“about:config” in the URL address window and press enter. You will get a warning message. Click “I
accept the risk!” (These steps will tell Firefox to use the Certificates you loaded in section I.)

@ Firefox File Edit View History Bookmarks Tools Window Help FTO Yoy ‘Y = W) 30%[%) SunJul2

about:config Pl m Firefox Privacy Notice — Mozl X | =+

&« cC o © Firefox  about:config ) v | IN@D & =

Enter “about:config” in the URL window
and press enter

This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and performance of this application.
You should only continue if you are sure of what you are doing.

/| Show this warning next time

/ Click “I accept the risk!”

Step 2: When the window opens, Start typing “security.enterprise_roots.enabled” when the certificate
pops up, if the value is false (normally the case) then double click on it to change it to true.

@ Firefox File Edit View History Bookmarks Tools Window Help PFTO Yoy Y = W) 35% (%) SunJul21 5.
«)> C @ © Firefox  about:config .
If value is set to false, then
| o /| double click to change it to True
| Dopleee g - Status Type Valua/
default boolean false
@ Firefox File Edit View History Bookmarks Tools Window Help 33

about:config X

If Value is “True” proceed

&« ¢ o © Firefox  about:config to the next Step

Search: | Q_ security.enterprise

~ | status Type Value

security.enterprise_raots.enabled



Step 3: Close the Firefox browser, reopen it and login to Canvas (https://Ims.au.af.edu). All icons

should display properly and you should have complete functionality. If you experience issues accessing
Canvas, then please see the Troubleshooting section at the end of this handout.



https://lms.au.af.edu/

Troubleshooting Tips and Tricks

1.

If you get an error code below, click the link for procedures to correct it.

Error 100001 Solution
Error 100013 Solution

If you tried to access the Canvas website prior to loading the certificates, you may need to clear
your keychain. Click the link below for procedures to clear the keychain.

Clearing the keychain (opens a new page)

If you are still having problems you may have some bad certificates. Open Keychain Access
again and look at the CA-2 and CA-3 certificates. If they have a light blue frame (may have a red
circle or not), delete the certificate (move to trash). If they have a yellow frame do not delete
them.

= DoD Root CA 2 or 3 certificate


https://militarycac.com/errorcodes.htm#Error_100001
https://militarycac.com/errorcodes.htm#Error_100013
https://militarycac.com/keychain.htm

