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Overview
Our version of Canvas is hosted in a DoD environment. Therefore, just like the AF Portal and checking
.mil webmail you must have DoD certificates loaded for your browser to display and function correctly
with our Canvas website. All non-NIPRNET MacBook Users who have not already loaded DoD
certificates need to follow the steps in section I. If you already loaded DoD certificates for your browser
go to step 6 of Section I.
If you are using Firefox as your browser of choice, then in addition to the steps in Section I, you must
also accomplish the steps in Section II.
This set of instructions is for a non-NIPRNET Macbook. If you have a PC or tablet/phone,
please download the applicable GCPME guides for installing DoD Root Certificates on those
devices.
The following directions were developed based on information listed on
https://militarycac.com/macnotes.htm:

I. Installing Certificates on non-NIPRNET Macbooks (6 Steps)
Step 1: Open up Keychain Access
In the upper right of the desktop click on the “Magnifying Glass” icon, and type “Keychain Access” and
double click on the keychain icon:
Click

In the popup window type
“Keychain Access”

Double click on the
“Keys” icon
Keychain Access

Step 2: The following window should open. Verify “login” and “All Items” are selected

Verify “login”
is selected

Verify “All Items”
is selected

If you are not sure whether you have
previously loaded DoD certs you can
scroll down this list to verify there are
no certs starting with DoD

If you are unsure whether you have previously loaded DoD certificates, then scroll down the list to
confirm whether or not they are already loaded. If they are loaded, but you need to load them again
you will need to remove any DoD certs on the list. (Just to be clear, they are in alphabetical order and all
DoD certs start with “DoD”). If they are already loaded and you think they are current, then you can go
to step 6 and continue

Step 3: Download five files using the links listed below. Save the files to your downloads folder.

https://militarycac.com/maccerts/AllCerts.p7b,
https://militarycac.com/maccerts/RootCert2.cer,
https://militarycac.com/maccerts/RootCert3.cer,
https://militarycac.com/maccerts/RootCert4.cer, and

Click each link to
download the
associated file

https://militarycac.com/maccerts/RootCert5.cer
If you click, the links from within a browser (online viewing vs standalone adobe reader) just click each
link and the files will download.
If you are using a standalone pdf reader to view this document than a blank browser window will pop up
and the file should download. You can click the download arrow to verify the file was downloaded.
Repeat for all 5 files.
Click to verify the file
downloaded

Step 4: Open “Finder”, go to downloads and the five files should be at the top of the list. Double click
each file individually and Click “ADD” on the popup window to add the certificate to the KeyChain
Access.

Open Finder
Go to downloads and
Double-Click on each file separately to
load in Keychain Access

Each time you double click a popup
window will open. Verify it is set to
“login” and click on “Add”

Step 5: Check each DoD Root CA-“X” certificate. If they have a red circle with a white X then you need
to tell you computer to trust the certificate using the procedure below

If there is a red circle with a white X,
then double click the certificate to
access its settings

If they do not have a red circle with a white X (like the ones below) then skip to the next step.

After double clicking on a certificate with a red circle and white X, you will see the popup window below.
Click the triangle next to Trust

Click on the triangle next to “Trust”

The Trust settings will open up. Click
on the dropdown arrow for “When
using this certificate

Select “Always Trust”

When you try to close the window you
will get a popup. Enter your password
and then click “Update Settings”

Once you have done this for the four CA certificates (DoD Root CA-2 through 5) your Keychain Access
each of the DoD Root CA certificates should have a Blue circle with a White plus sign.

Step 6: If you are going to use Firefox as your browser, then go to the next section and follow the steps.
If you are using a “non-Firefox” browsers (Safari, Chrome, etc.), then close your internet browser,
reopen it and login to Canvas (https://lms.au.af.edu). All icons should display properly and you should
have complete functionality. If you experience issues accessing Canvas with non-Firefox browsers, then
please see the Troubleshooting section at the end of this handout.

Enter the email address
you listed in AU Portal

For your first time to this site,
Click “Forgot Password”
You will receive an email with
the password reset link, set a
password and then log into the
website.

(Unless you are using Firefox)

If your internet browser of choice is Chrome, or Safari, there are no more steps
for you to take. You should be able to login to Canvas and have everything display
and function properly.
If you are using Firefox as your browser, you MUST perform the steps below for
Canvas to work on the browser.

II. If Using FireFox, you must also do these steps (3 Steps)
Step 1: Once you have loaded the certificates as instructed in section I, open Firefox, type
“about:config” in the URL address window and press enter. You will get a warning message. Click “I
accept the risk!” (These steps will tell Firefox to use the Certificates you loaded in section I.)

Enter “about:config” in the URL window
and press enter

Click “I accept the risk!”

Step 2: When the window opens, Start typing “security.enterprise_roots.enabled” when the certificate
pops up, if the value is false (normally the case) then double click on it to change it to true.

If value is set to false, then
double click to change it to True

If Value is “True” proceed
to the next step

Step 3: Close the Firefox browser, reopen it and login to Canvas (https://lms.au.af.edu). All icons
should display properly and you should have complete functionality. If you experience issues accessing
Canvas, then please see the Troubleshooting section at the end of this handout.

Troubleshooting Tips and Tricks

1. If you get an error code below, click the link for procedures to correct it.
Error 100001 Solution
Error 100013 Solution
2. If you tried to access the Canvas website prior to loading the certificates, you may need to clear
your keychain. Click the link below for procedures to clear the keychain.
Clearing the keychain (opens a new page)

3. If you are still having problems you may have some bad certificates. Open Keychain Access
again and look at the CA-2 and CA-3 certificates. If they have a light blue frame (may have a red
circle or not), delete the certificate (move to trash). If they have a yellow frame do not delete
them.

DoD Root CA 2 or 3 certificate

