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eSchool of Graduate PME Guide for Installing
DoD Root Certificates on non-NIPRNET PCs
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Overview

Our version of Canvas is hosted in a DoD environment. Therefore, just like the AF Portal and checking
.mil webmail you must have DoD certificates loaded for your browser to display and function correctly
with our Canvas website. Please note that the screenshot examples were using Firefox so your screen
may look slightly different, however, the process is the same. All non-NIPRNET PC Users who have not
already loaded DoD certificates need to follow the steps in section I. If you already loaded DoD
certificates for your browser go to step 16 of Section I.

If you are using Firefox as your browser of choice, then in addition to the steps in Section |, you must
also accomplish the steps in Section Il.

This set of instructions is for a non-NIPRNET PC. If you have a MAC or tablet/phone, please download
the applicable eSchool guides for installing DoD Root Certificates on those devices.



. Installing Certificates on non-NIPRNET PCs (16 Steps)

Step 1: First you will need to know if you have a 32-bit or 64-bit version of Windows. Right click on the
Windows Start button at the lower left corner of your computer screen, then click on “System”.
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Step 2: Next, locate the “System Type” information in the middle of the screen. This will tell you which
bit version your system uses (32 or 64).
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Step 3: Once you determine the version of Windows, you will need to click on the appropriate link
below to download the certificate installation files.

32-bit Computer Certificate Files,

64-bit Computer Certificate Files

Step 4: If a dialog box opens up (such as the examples below), then click the “Save File” option and
click “OK”. Otherwise, proceed to Step 1 under the “Il. Install Certificates” section.

Chose the "Save File"
option, then click "OK"

Opening certificates_pkes7_v5-6_dod.zip x

You have chosen to open:
? certificates_pkes7_v5-6_dod.zip
which is: Compressed (zipped) Folder (84.0 KB)
from: https://dl.dod.cyber.mil

What should Firefox do with this file?
\ O Open with | Windows Explorer (default) v
@:Save File i

[ Do this automatically for files like this from now on.

oK Cancel

Or (on Edge)

‘What do you want to do with InstallRoot_5.2x64.msi (27.4 MEB)?

Ru! S C | *
From: dl.dod.cyber.mil I Save ancel

Step 5: Install the “InstallRoot” app. Once the InstallRoot app has been downloaded, you will need to
run it. If your browser has the option to Run in its dialog box, after saving, then click Run.

S

InstallRoot_5.2x64 (3).msi finished downloading. Run Open folder View downloads *

If you do not have the option to run, you will need to double click the icon for the app (should
be on the Desktop):

&

InstallRoot
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https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/msi/InstallRoot_5.5x32.msi
https://dl.dod.cyber.mil/wp-content/uploads/pki-pke/msi/InstallRoot_5.5x64.msi

Step 6: Once opened, you should see the following screen. Click “Next”.

13 InstallRoot Setup

Welcome to the InstallRoot Setup Wizard

Click Next

8

The Setup Wizard will install InstallRoot on your computer. Click Next to continue or close the Window to exit
the Setup Wizard.

Step 7: Choose the location you wish to store the file (this example is using the “Downloads” folder on
the computer). Click “Next” when ready.

£ InstallRoot Setup If you see this window instead, then you
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Choose a file location .
& to Step 16 and loginto Canvas
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C: \WsersiVR7_e\Gavmloads\ |—|Bmwse"' a7 :I:;?uwstod\awe the way features are installed.
— Repair
o ]‘« Repairs errors in the most recent installation state - fixes missing or corrupt

L files, shortcuts and registry entries.
-0y

Remove
x Removes InstallRoot from your computer.
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Step 8: Click “Next” again leaving all 3 checkboxes checked.

ﬂ InstallRoot Setup

InstallRoot Features

Select the features you wish to install.

[] Graphical Interface
[v/] command-Line Tool

Wmdaws Service

Step 9: Click the “Install” button. NOTE: YOU MAY BE REQUIRED TO HAVE THE ADMIN PASSWORD
FOR YOUR COMPUTER!!!

ﬂ InstallRoot Setup

Begin installation of InstallRoot

Click Install to begin the installation. If you want to review or change any of your installation settings, click
Back. Close the window to exit the wizard.
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Step 10: Click the “Run InstallRoot” button.

ﬁ InstallRoot Setup

8
1o

InstallRoot has been successfully installed.

Run InstallRoot

Close

During installation, you should see a screen similar to this:

a DoD PKE

InstallRoot 5.2

Loading InstallRoot TAMP Messages (75%)

It may take a couple of minutes to complete the installation. Once installation is complete the
application will automatically run.



Step 11: Once the application starts up, you will see a series of three overlay tutorial windows that tell
you what to do with the program. Click “Next”, “Next” and “Finish” to dismiss the three tutorial
windows.
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Step 12: Once the tutorial windows are dismissed, check you are on “Microsoft Current User” Tab,

”

that there is a green check mark next to “Install DoD Certificates” and then click “Install Certificates”.
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Step 13: You will be required to click “YES” on a series of four popup windows that appear, one for
each certificate (DoD Root CA 2, CA 3, CA 4, and CA5).

Security Warning

a \stallRoot 5.2 I You are about to install a certificate from a certificatil
diming forepresent In each of the four windows that popup,
H St G
i Ll i DoD Root CA 2 <t I‘ k “« ” H ” ‘f'
B Q@ S - Click “Yes” to install Certificates
1S /8 1
.-_;5 Windows cannot validate that the certificate is actug
Install Online Preferer| Root CA 2". You should confirm its origin by contact] (CA_Z to CA 5)
Certificates  Update 2". The following number will assist you in this process:
Thumbprint (sha1): 8C941B34 EA1EAGED SAE2BC54 CF687252
[ 22 Microsoft Current User | | B4C9B561
| « Install DoD Certificates & Warning: ® - l
) If you install this root certificate, Windows will automaticallyfrust any
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Do you want to install this certificate?

a nstallRoot 5.2

Home Store Group Certificate Help
. —
& InstallRoot: Certificate Action Summary

IDoD (55)

Target Certificate Store Adds Deletes
Microsoft Current User 49 of 49 o )
Subject: DoD Root CA 2; Issuer: DoD Root CA 2: INSTALLED
Subject: DaD Root CA 3; Issuer: DoD Root CA 3: INSTALLED
Subject: DoD Root CA 4; Issuer: DoD Root CA 4: INSTALLED
Subject: DaD Root CA 5; Issuer: DoD Root CA 5: INSTALLED
Subject: DOD EMAIL CA-33; Issuer: DoD Root CA 2: INSTALLED
Subject: DOD EMAIL CA-34; Issuer: DoD Root CA 2: INSTALLED
Subject: DOD EMAIL CA-39; Issuer: DoD Root CA 2: INSTALLED
Subject: DOD EMAIL CA-40; Issuer: DoD Root CA 2: INSTALLED
Subject: DOD EMAIL CA-41; Issuer: DoD Root CA 3: INSTALLED
Subject: DOD EMAIL CA-42; Issuer: DoD Root CA 3: INSTALLED
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Click “OK”

|

| 3 Install ECA Certificates ©
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Step 15: This will complete the certificate installation on your computer. Note that the column under
“Installed” now has green checkmarks next to the certificates.
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Step 16: If you are going to use Firefox as your browser, then go to the next section and follow the
steps.

If you are using a “non-Firefox” browsers (Chrome, Edge, etc.), then close your internet browser, reopen
it and login to Canvas (https://Ims.au.af.edu). All icons should display properly and you should have
complete functionality. If you experience issues accessing Canvas with non-Firefox browsers, then
please see the Troubleshooting section at the end of this handout.

#3 Log In to Canvas X o+

< C @ httpsi//Ims.au.afedu/login/canvas h*d

Enter the email address
you listed in AU Portal

Password
L]

B Stay signed in ‘

For your first time to this site,
Click “Forgot Password”

You will receive an email with

the password reset link, set a

Openss andt Support password and then log into the
INSTRUCTURE Website'

,_
Q
@®
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Forgot Password?

(Unless you are using Firefox)
If your internet browser of choice is Chrome, Internet Explorer or Edge, there are
no more steps for you to take. You should be able to login to Canvas and have
everything display and function properly.

If you are using Firefox as your browser, you MUST perform the steps below for
Canvas to work on the browser.


https://lms.au.af.edu/

Step 1: Once you have loaded the certificates as instructed in section I, open Firefox, type
“about:config” in the URL address window and press enter. You will get a warning message. Click
accept the risk!” (These steps will tell Firefox to use the Certificates you loaded in section I.)

If Using FireFox, you must also do these steps (5 Steps)

- aboutconfig

Step 2: When the window opens, Right Click on any row, select “New” and then “Boolean”

N

<« Cc @ © Firefox  about:config v @ mw o & =

Enter “about:config” in the URL window
and press enter

This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and
performance of this application. You should only continue if you are sure of what you are
doing.

| Show this warning next time Click “I accept the risk!”

| accept the risk! /

&« c @

Search:

Preference Name

X

© Firefox  abouticonfig w N @ € =

« | status Type Value i

accessibility. AOM.enabled defaui. . . . .

T e 1. Right Click in the window

accessibility.blockautorefresl  Copy Name default boolean  false I

accessibility.browsewithcaret Copy Value dofa

accessibilityrowsewitacaret | e ([[[31  Stiing 2. Roll over “New”
Reset Integer

accessibility.delay_plugin_tin, Boolean 10000 [

accessibility.delay_plugins efault

accessibility.force_disabled default integer 0 3 . Cl |Ck ”Boolea n"

accessibility.handler.enabled default boolean true

accessibility.indicator.enabled default boolean false

accessibility.monoaudio.enable default boolean false

accessibility.mouse_focuses_formcontrol default boolean false

accessibility.supporturl default string https://support.moszilla.org/%LOCALE%/kb/accessibili...

accessibility.tabfocus default integer 7

accessibility.tabfocus_applies_to_xul default boolean  false

accessibility.typeaheadfind default boolean  false

accessibility.typeaheadfind.autostart default boolean e

accessibility.typeaheadfind.casesensitive default integer 0

accessibility.typeaheadfind.enablesound default boolean e

accessibility.typeaheadfind flashBar default integer 1

accessibility.typeaheadfind linksonly default boolean  false

accessibility.typeaheadfindmanual default boolean  true

accessibility.typeaheadfind matchesCountLimit default integer 1000

acc p i tion default boolean  true

accessibility.typeaheadfind.soundURL default string beep

accessibility.typeaheadfind startlinksonly default boolean  false

accessibility.typeaheadfind.timeout default integer 5000

accessibility.usetexttospeech default string vl

H o Type here to search o)

lll
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Step 3: Enter “security.enterprise_roots.enabled” in the popup window and click “OK”. (This tells
Firefox to use the Certificates you already have loaded in the system)

- R x

&« @ o & firefox  aboutconfig Pxd mn o & =
Search: | ©
Preference Name - Status Type Value =1
default boolean false ~
accessibility.accesskeycausesactivation default boolean true
accessibility.blockautorefresh default boolean false
accessibility.browsewithcaret default boolean false
accessibility. browsewithcaret_shortcut.enabled default boolean true
accessibility.delay plugin_time default integer 10000
accessibility.delay_plugins default boolean false
accessibility.force_disabled default integer 0
accessibility.handler.enabled New boolean value X
accessibility.indicator.enabled
accessibility.monoaudio.enable @ Enter the preference name
accessibility.mouse_focuses_formcontri |security.enterprise,mms‘enahled
accessibility.support.url e illa.org/%LOCALE%/kb/accessibili...
accessibility.tabfocus
accessibility.tabfocus_applies_to_xul default boolean false
accessibility.typeaheadfind default boolean false
accessibility.typeaheadfind.autostart default boolean true
accs P dfind.c: it default integer 0
accessibility.typeaheadfind.enablesound default boolean true

Step 4: Ensure the Boolean entry is set to True. (If not, then right click on the entry and select “Toggle”

security.directory detault string

security.disable_button.openCertManager modified boolean alse

securityenterprise_roots.enabled i .

<« [ChE A} © Firefox  about:config w o & =
Search:

e NIAme - Type Valu =
security.OCSP.enabled default integer 1 &
security.OCSP.require default boolean false
security. OCSP.timeoutMilliseconds hard default integer 10000
security. OCSPrimeoutMilliseconds.soft default integer 2000
security.alternate_certificate_error_page default string certerror
security.ask_for_password default integer 0
security.block_ftp_subresources default boolean true
security.block_importScripts_with_wrong_mime default boolean  true
security.block_script_with_wrong_mime default boclean  true
security.cert_pinning.enforcement_level default integer 1
security.cert_pinning.max_max_age_secands default integer 5184000
security.cert_pinning.process_headers_from_non_builtin... default boolean  false
security.certerors.mitm.auto_enable_enterprise_roots  default boolean true
security.certerrorsmitm.priming.enabled default boclean  true
security.certerrors.mitm.priming.endpoint default string hitps://mitmdetection.services.mozilla.com/

e e

= |f line is set to false, then be

Sec . . CEB-BAOCF12FB3:DESICCAZALESSTTEDEAD:F4..
= right click and select toggle |-

= =
security.csp.reporting.script-sample. max-ler default integer 40
security.data_uriblock_toplevel_data_uri_navigatic) default boclean  true
security.data_uri.unique_opaque_origin boolean  tr e
security.default_personal_cert string A copy
security.dizlog_enable_delay default 1 CopyName
security.directory default Copy Value
security.cisable_butbon.openCertManager modified # :f”: ’
security.enterprise_roots.enabled default

QO Type here to search
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Step 5: Close the Firefox browser, reopen it and login to Canvas (https://Ims.au.af.edu). All icons
should display properly and you should have complete functionality. If you experience issues accessing
Canvas, then please see the Troubleshooting section at the end of this handout.

Troubleshooting Tips and Tricks

If you follow all of the steps above but still have issues with Canvas, please try the following.

Step 1: Close your browser and reopen it. Login to Canvas.

- If this doesn’t work, please continue.

Step 2: You may need to clear your browser’s cache. Please click on the hyperlink to our FAQ site for
further instructions.

e Chrome Users:
https://auservicedesk.af.edu/sp?id=kb article&sys id=79a1624c401fe74069bc436d37bc0e83

e Internet Explorer Users:
https://auservicedesk.af.edu/sp?id=kb article&sys id=07f4ea8c401fe74069bc436d37bcOe5a

e Firefox Users:
https://auservicedesk.af.edu/sp?id=kb article&sys id=3a726e4c401fe74069bc436d37bcOedb

- If this doesn’t work, please continue

Step 3: You may have to check to see if your certificates contain a DoD Interoperability Root certificate.
If so, it has the potential to block access to specific websites.

CAUTION: Deleting the wrong certificate may cause some websites to stop working properly. If
you have any questions before proceeding, please contact the eSchool Student Services office
by submitting a help ticket at https://auservicedesk.af.edu and ask for assistance.

- Open Internet Explorer

- Internet Setting (top right hand corner of the page)

- Internet Options (Second from bottom-generally)

- Under the “Content” tab, select Certificates

- Select “Intermediate Certificate Authorities” tab
-- Under the “Issued To” or “Issued By” column, scroll down
-- Select & Remove anything that says “Interoperability”

- Save/Close

- Completely close out of all Internet Explorer windows.

- See if you can now get into Canvas
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